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Summary

Machine learning algorithms applied towards the detection of non-technical losses are increas-
ingly becoming a go-to solution. Tools that help detect losses are being developed by power
utilities of all sizes across the globe. Non-technical losses represent the most signi cant fraction
of distribution losses in electric power systems of all countries, making utilities experience sig-
ni cant revenue losses. These losses are primarily represented by fraudulent activities, which
lead to additional losses, damaging the infrastructure of networks and deteriorating the grid's
safety. As lately many Smart Meters have been installed, meter tampering and false data injec-
tion are becoming a serious threat.

This project, which is part of a larger project called BD4OPEM, aims to propose a preliminary
solution to detect Smart Meters tempering through machine learning algorithms.

The rst part of the thesis gives a theoretical overview of losses in the distribution grid, partic-
ularly it provides an extensive review of the non-technical ones, from the causes to the reasons
why it is essential to reduce them.

Then an explanation about the current use of Big Data and Machine Learning in the eld of
fraud detection is given. In particular, the di erent methodologies for non-technical losses de-
tection are reported.

The experimental section of the thesis is divided into three parts. In the rst one, an algo-
rithm that an algorithm that creates synthetics frauds from real load pro les is implemented.
Inthe second section, three threat models are developed and e ectively employed according to a
methodology presented in the literature. The clustering algorithm k-means and fuzzy c-means,
and the classi cation algorithm SVM are implemented and tested on di erent fraudulent data
sets. The results are reported, and their performance is evaluated through the use of a confu-
sion matrix. Lastly, a synthetic grid with nine regular Smart Meters and a fraudulent one is
created, and the algorithms are tested on it. This example is used to see if the implemented
methodology would work in a realistic scenario.

Inthe "Ethical aspects” and "Environmental assessment" the social and sustainable advantages a
well functioning, fraud-less grid can provide. Finally, the conclusions are drawn suggesting the
scope of future work followed by a brief cost-bene t analysis designed for utilities considering
investing in the fraud detection tool development.
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1 Preface

1.1 Origin of the project

The work explored in this thesis is part of WP4 (Big Data Analytics and Business intelligence
for Energy Systems) which is itself part of a bigger European project called BD4OPEM H2020
(Big Data for Open innovation Energy Marketplace), which goal is to to develop a marketplace
where data-driven energy services for improving the operation, maintenance and planning of
distribution grids are o ered. [3].

During the rst semester | had the possibility to work with CITCEA, the university research
center and coordinator of the project and of WP4 (Big Data Analytics and Business Intelligence
for Energy Systems),for my internship. More details about the project and CITCEA-UPC are
given in Section 3.1. | learnt about the project and | started giving a small technical contribution
toit. I was o ered to continue my work by doing my thesis here and | have accepted as | wanted
to learn more about the project, | wanted to improve my technical skills and | wanted to see
the development of the project and give a bigger contribution to it and see my work actually
implemented in real life.

1.2 Motivation

Sixty-eight percent of the total world population is project to live in cities by 2050 [25], adding
another 2.5 billion people to urban areas with close to 90% of this increase taking place in Asia
and Africa. Sustainable urbanization is crucial to achieve the Sustainable Development Goals
of the 2030 UN Agenda [26]. Sustainable development depends increasingly on the successful
management of urban growth, especially in low-income and lower-middle-income countries
where the pace of urbanization is projected to be the fastest. Many countries will face challenges
in meeting the needs of their growing urban populations, including for housing, transportation,
energy systems and other infrastructure, as well as for employment and basic services such as
education and health care [25].

Studying in the program "Energy for Smart Cities" gives students the knowledge for creating
the sustainable cities of the future. Renewable energies, electricity, technology and social sci-
ence are all aspects of this complex and transdisciplinary system [13]. Ensuring a well-working
distribution grid allows all the citizen to have electricity and increase their wellness. Frauds in
the distribution grid reduce the quality of the service and lower income citizen are the most

a ected by that. Ensuring justice and creating a better service should be a goal for the DSOs
and helping achieving this goal is a way to give a contribution to a sustainable and equal world
and society.

1.3 Previous requirements

In order to complete this thesis it was necessary to have a background knowledge in computer
programming, particularly a basic understanding of Machine Learning and Big Data. Online
material were used to achieve this goal, especially the online courses on Kaggle. Five courses
has been followed on this platform: Python, Introduction to Machine Learning, Intermediate
Machine Learning, Pandas and Data Visualization. Python is the programming language that
has been used to write all the di erent codes to detect the frauds and to manipulate the database,
Machine Learning is the science around which this project is rotated, as it allows to automat-
ically analyze huge amount of data, Pandas is the library which contains all the functions to
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work with data and nally, the last course, was needed to learn how to create graphs to show
the results obtained.

In addition, initiative and will to discover and compare di erent methods and algorithm to
gure out which one can work better for the project was helpful; literature reviews and online
searches were also used to get a better overview of the problem and the solutions for it.
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2 Glossary

HV / MV /LV : High / Medium / Low Voltage.
NTL : Non Technical Losses.

BD : Big Data.

DSO : Distribution System Operator.

SM : Smart Meter.

SVM : Support Vector Machine.

BD4OPEM : Big Data for Open Innovation Energy Marketplace.
UN : United Nations.

IT : Information Technology.

ML : Machine Learning.

DS : Data Science.

kWh : The kilowatt-hour unit measure.

kW : The kilowatt unit measure.

AMR : Automated Meter Reading.

DSE : Distribution State Estimation

ANOVA : Analysis of Variance

CITCEA : Centre d'Innovaci6é Tecnologica en Convertidors Estatics i Accionaments.
KPI : Key Performance Indicator

TP : True Positive

TN : True Negative

FP : False Positive

FN : False Negative

FF : Fuzziness Factor

TL : Technical Losses

KPI : Key Performance Indicator
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3 Introduction

Energy losses are a big concern nowadays, not only for the DSOs but also for the local com-
munities as they can a ect grid reliability and imply economic losses for grid operators. It is
calculated that only in Europe between 2 and 12 % of the electricity is wasted [17]. For the UN
sustainable development goals, energy should be guarantee for all people and a reliable grid
without frauds can help achieving this goal[26].

Distribution system operators are the operating managers of the energy distribution networks,
operating at low and medium voltage levels. They provide an essential service to developed
societies, supplying electricity, gas and water to homes, businesses and factories. An important
problem that these companies face is the imbalance between the energy billed with respect to
the energy provided, called energy losses [7]. Losses that are caused by a malfunction in the
metering system, caused by a conscious manipulation of it, are called frauds. Worldwide, a re-
cent report has estimated that NTL are responsible for yearly revenue losses of $96 billion [7],
creating problems not only for the DSO but also for their costumers, as the service provided
decrease in quality.

Most cases of fraud involving meter tampering or malfunctioning can be detected by direct
inspection by a trained technician. However, it is extremely expensive to send technicians to
inspect a large number of meters [10]. Therefore, companies are trying to use the newest tech-
nologies, such as BIG DATA techniques and Machine Learning, to nd cheaper and long dis-
tance methods to nd the faulty ones, also to optimize the eld inspections.

Creating solutions using these new technologies and creating an open innovation energy mar-
ket is the goal of the project BD4OPEM [3], and this thesis discuss the new implementations
of Big Data technologies for the detection of fraudulent behaviour in a costumer's electrical
consumption data set.

3.1 Scope of the project

The work developed in this thesis is part of a European Project called BD4AOPEM sponsored
by the H2020 framework program for research, technological development, and innovation [3].
BD4OPEM is a project which goal is to create services to improve operation, maintenance and
monitoring and planning in the energy sector. It will lead to the creation of an open energy inno-
vation marketplace where the use and share of big data techniques is the core of it. BDAOPEM
will create a seamless link between energy stakeholders and solutions developed. The Market-
place will ensure secure data ows between data providers and solution providers, resulting
in new data-driven business models, enhanced asset management and consumer participation
in energy balancing. Target user groups will be able to nd relevant solutions provided by dif-
ferent specialized companies. BD4AOPEM collects and fund di erent service all over Europe, in
collaboration with stakeholders, research centres and consulting companies, and it has 5 pilots
sites all over Europe to demonstrate it [3].

CITCEA-UPC's research centre, has the project coordinator role in BDAOPEM H2020. CITCEA-
UPC, research and technology transfer centre with extensive expertise in Power Systems and
Power Electronics, is also the technical coordinator of the project. It participates in the 9 Work
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Packages [9]. Its main contributions in the project are in WP1 (Project Management and coor-
dination) and WP4 (Big Data Analytics and Business intelligence for Energy Systems), focused
on the development of the Al-based algorithms for services targeting at the improved monitor-
ing, operation, planning and maintenance of distribution grids. This thesis is part of the work
package WP4 [3].

The service of detecting electrical frauds has been developing by CITCEA since one and half
year. A previous master student, So a Osypova, was helping in it by developing a thesis about
the consumption pattern detection through the use of machine learning. Her thesis explores
the theoretical and current technologies to discover frauds in the electrical grid through the use
of Big Data and Machine Learning [28]. In addition, she developed a basic algorithm to cluster
fraudulent and no fraudulent days given a data set. This thesis will continue So a's work by
improving her algorithm through the creation of di erent features which would allow a more
precise clustering result and by implementing other types of algorithms, to see which one is the
most e cient and reliable.

Figure 1: Fraudulent scenario VS non fraudulent scenario

3.2 Objectives of the project

The goal of this thesis is to develop a possible and reliable fraud detection methodology that
will be later applied in the real electrical distribution grid. It will not use real life data and the
amount of data used to train the algorithms is little compared to what will be used in the future.

In addition, some calculations, such as the technical losses and the noise in the system, are not
taken into account or calculated by an estimation.

In the rst part of the thesis, So a Osypova's k-means algorithm will be improved. The algo-
rithm divides a data set based on di erent features given to it, so the rst part of this work is
about introducing new features to see if the clusters are more precises. Following, two more
clustering algorithms are studied and implemented, one, fuzzy c-means, which it is unsuper-
vised learning, and the other one, SVM, which is supervised learning. Lately the three algo-
rithm are tested on di erent fraudulent data sets to see which one works better based on the
type of fraud and on the di erent parameters, all in order to get the best detection example.
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Finally an example of grid with nine clients and a fraudulent one will be created. All the fraud-
ulent data sets are created arti cially by another algorithm based on the de nition of fraud in
Marcelo Zanetti's paper [31]. Lastly, as the thesis is the conclusion of a master's degree in "
Energy for Smart Cities", a small social study would be presented in the context of this project.
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4 Grid Losses

4.1 De nition

The de nition of losses is uncertain as it varies signi cantly from country to country, depending

on the source of losses. Distribution network losses can be broadly de ned as the di erence be-
tween the electrical energy entering the distribution network, from embedded generators or up-
stream / same level/ downstream networks, and the electrical energy exiting it, for consumption
purposes and properly accounted for, in percentage terms for a particular period [12]. Com-
monly losses are divided in two categories: technical and non-technical losses [17]. This work
is about energy losses and not economic losses, and, in addition, two speci ¢ cases must be
excluded:

~

Billed electricity that is not paid for, as it is properly accounted for by the distribution
operators.

Energy consumed by the network equipment since it is consumed energy and not dissi-
pated one.

4.2 Technical and non technical losses

Two types of losses can be found in a distribution grid, non technical and technical losses. Tech-
nical losses are the ones that naturally occurs in the system and are connected to the electrical
components of the grid, for this reason they are also named Physical Losses , as they are con-
nected to the physical transformation of electrical energy and current in heat and noise [17]
[28]. They depend on the design of the grid, the voltage, the transformation levels and the
power lines. They can be divided into three categories:

~ Variable losses, which depend on the load attached to the system
"~ Fixed losses, related to the energy dissipated by the electrical components

" Network Services, which is the energy consumption of appliances that help to monitor
and control the grid and the network

Non technical losses, which are the ones on which this thesis will focus, are the losses that are
caused by unidenti ed, misallocated, and inaccurate energy ows. In practice they represent
the energy that is delivered but not accounted for. They do not depend on the grid design
and they are external to the power system. Non technical losses can also be divided into three
categories [17] :

" Network Equipment Issues
" Network Information Issues

" Energy Data Processing Issues
4.3 Non technical losses

As stated before, for the purpose of this thesis, only non-technical losses will be considered.
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4.3.1 Network Equipment Issues

Issues in the equipment appliances can occur mainly for two reasons: thief and frauds, due
to illegal interference with the network assets, and measurements errors due to inaccuracies in
the equipment. Thief and frauds produce most non-technical losses in power systems. Unfortu-
nately, with the current technologies, they are di cult to detect. This type of fraud occurs when-
ever an unauthorized connection to the network is made or whenever an illegal re-connection
happens. The aims of the frauds is to have the meter register a smaller amount of electricity
compared to the one that is actually consumed. Measurements errors occurs whenever the reg-
istered value and the actual consumption are di erent due to errors in the readings, defective
measurements equipment, incorrect installation or con guration of the measurement equip-
ment and equipment breakdown[17].

4.3.2 Network Information Issues

These types of issues occur whenever energy is delivered and consumed but, due to inaccu-
racies in the distribution network database, errors in the recordings happen. It can happen
for di erent reasons, including missing or unregistered connection points, incorrect location or
energization status of connection points and inexact information of measurements equipment.
Missing or unregistered connection points are anomalies concerning the IT system used for
physical energy balance and for estimation of losses. Incorrect location or energization status
of connection points are losses created on a regional level. It happens whenever there is a site
recorded on the distribution network database but has no supplier appointed to it and so no-
body is billed for the electricity consumption. For example, it can happen whenever a costumer
switches in between suppliers and some energy is temporally consumed without contract or
registration. Inexact information of measurement equipment can occur when correction factors
are incorrectly introduced in the meter data management system [17].

4.3.3 Energy Data Processing Issues

Errors can occur during the calculations in the data processing for di erent reasons like [17]:

~

Estimation of unmetered consumption, which are the errors in calculation occurring in
some electrical equipment. In fact, for some appliances is easier and cost-e ective to just
estimate the consumption instead of measuring it. An error occurs whenever there is a
di erence in between the estimation and the actual consumption.

Estimation of consumption between meter readings and calculations estimation of techni-
cal losses, also known as cut-o e ect, is the error that occurs if the losses are calculated
over a period of time which is di erent from the period of time which they are recorded.
Estimation of technical losses can a ect the calculation of non-technical losses because to
estimate the latter, the rst ones are used. So, if an error in the rst type occurs then the
accuracy in the calculations will decrease.

Estimation of detected issues, which can help to increase the accuracy of estimation of
non-technical losses. In fact, once a issue is detected, then adjustments can be done.

Other reasons. Among other reasons that can create issues during the processing of data
miscellaneous and record keeping errors are the most important. They are often called
administrative losses, and they are internal to the network.
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4.4 The importance of reducing NTL

The purpose of this work is to detect and reduce the fraud in the distribution grid because a
functioning distribution grid is not only good for the provider but also for the consumer [30].

Itis calculated that 96 billion dollars are lost at a global level every year due to frauds, theft and
billing errors, which creates non-viable utilities, losses in the governmental subsides and also
threat of public safety, as illegal power connection can physically hurt people [7].

From an economical point of view, a well-function grid can be advantageous for the DSO as the
revenue would increase, allowing to provide a better service, better maintenance of the structure
and also to expend their network and reach more costumers. In addition, a more reliable DSO
also their credibility to the public would increase, and with that the number of clients. From
a costumer point of view, a fraud-less grid can provide a better service, with a lower price of
electricity as it does not have to include the missed payments. Services that can help reducing
the frauds are local surveillance and various monitoring and price incentives for the customers.
For this purpose, founded projects are growing for monitoring the grid and detecting frauds.
One of the project about creating a more sustainable grid is BD4AOPEM, and the work done in
this thesis is part of it [30].
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5 State of the art

In this thesis Big Data technologies are used to detect fraud in the distribution grid.This section
will give a broader overview of all the methodology types that are currently used in this eld
and will explain the technologies used in this project.

5.1 Big Data and Data Science for detecting frauds

Data Science is a complex eld which involves many speci ¢ domains and skills, in order to
localize the hidden insights or patterns in raw data which can be a major driving force of im-
portant business decisions and operations. It includes the study of statistics, programming,
computer science, statistical modelling, database technologies among others [27].

As nowadays data are present everywhere and are found in huge and exponentially increas-
ing quantities, this is a fast-growing science and its application in the industry and real world

are becoming a reality. Data science is highly applicable to many elds including social me-
dia, medicine, security, health care, social sciences, biological sciences, engineering, defence,
business, economics, nance, marketing, geolocation, and many more. Data Science can help
increasing a business e ciency by improving operations and services and by pointing out the
weakness of it [8].

Big Data is a special application of data science, in which the data sets are enormous and require
overcoming logistical challenges to deal with them. The primary concernis e ciently capturing,
storing, extracting, processing, and analysing information from these enormous data sets. The
analyst Doug Laney articulated the now-mainstream de nition of big data as the three V's:

VOLUME: Organizations collect data from a variety of sources, while in the past, storing
it would have been a problem, now cheaper data storage cost make it possible.

VELOCITY:Refers to how fast data are generated. This is reaching very high speed, data
science is getting near real-time.

VARIETY: Data comes in all types of formats and structure

Lately, a fourth V has been considered, veracity, meaning reliability and quality. Data with high
veracity has a lot of valuable records worthy of analysis and ability to make a meaningful con-
tribution to the outcome. Low data veracity means that the data set has a lot of meaningless
data or, in other words, noise [28].

Big Data is often applied to large data sets to perform general data analysis and nd trends, or

to create predictive models.

Once captured, data is usually referred to as being structured, semi-structured, or unstructured.

These distinctions are important because they're directly related to the type of database tech-
nologies and storage required, the software and methods by which the data is queried and
processed, and the complexity of dealing with the data. Structured data refers to data that is
stored as a model in a spreadsheet. Unstructured data is data that's not de ned by any schema,
model, or structure, and is not organized in a speci c way. Semi-structured data is a combina-
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tion of the two. Once Data have been stored and cleaned tools, such as data mining, processing,
analysing are used to build models that can describe and predict patterns [8].

5.2 Smart Meters

For this project, data have been collected from a series of smart meters owned by the DSOs
company, taking part in the BDAOPEM project. Smart meters are the essential tools used to
capture electrical consumption, automatically exchange information with the Smart Grid, re-
port emergencies, and collect data. They keep track of the power consumption throughout the
day, recording the time, usually every 15 minutes, measuring network parameters, and pro-
tecting consumers from voltage uctuation. From a customer point of view, this device help
increasing the quality of the service by a faster and systematic data reading, without the need

of a technician to come to read the consumption. DSOs and TSOs can easily access the data
while the costumer often does not have a direct access to his consumption [28].

Smart meters are commonly divided in two categories: AMR (Automated Meter Reading de-
vice) and a smart AMR. The rst ones create a connection channel between a customer and its
DSO supplier. They can only send a one-way signal. Smart AMR are the most advanced ver-
sion of the regular ones. They are required to be built following the Smart Metering Equipment
Technical Standard (SMETS) and they use a centralized data communication company for their
communication to the utility. As consequence the main di erence is that they use a double
channel where they can send and receive messages. In case a smart AMR has a Smart Energy
Display, it is possible to see the consumption in real time. A smart meter empowers both con-
sumer and the utility, helping them better understand their usage and reducing necessity for
support and maintenance. Smart meters let the DSOs reducing operational costs, as technicians
are not needed as much as before [28].

Smart meters are a necessary step toward digitization of the energy sector and will help in con-
ducting energy transition as they help to disclose the costumers their consumption. According
to the analytical company ABI Research, in 2018, approximately 700 million smart electricity,
gas and water meters were installed worldwide. By 2023, this gure will almost double to 1.34
billion units. Today, the largest regional market for smart meters is Southeast Asia, followed
by Europe and North America. Currently Spain, where the project of this thesis is carried out,
provides a full coverage by SMs [28].

5.3 NTL detection methodologies
5.3.1 Grid-oriented methodologies

Grid-oriented methodologies use energy balances, power ows or state estimation to detect
where NTL occur. These methodology needs data on a customer level but also information
made from the entire distribution grid. For example, in [7] an energy balance is calculated on
the transformer at medium/ low voltage. Whenever a fraud is detected at this level then the
algorithm will estimate and measure voltages of all the SMs on a costumer's level. The main
advantage of this methodology is that it needs very low metering requirements, while the main
drawback is that it cannot detect the SM which has been manipulated, hence they are a good
option to detect Direct Connections, but not so good when it comes to meter tampering.
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In general grid-oriented methodologies can detect NTL with high accuracy. However, most of
them require knowledge of network topology and parameters as well as the installation of addi-
tional metering devices in order to increase the observability of the distribution system. Thus,
these methodologies cannot yet be widely used by the utilities as their data and metering re-
quirements are not easily attainable in practice. Grid-oriented methodologies that are focused
on detecting NTL at the distribution transformer level have lower data and metering require-
ments, hence they can be faster adopted by utilities in the future.

5.3.2 Data-oriented methodologies

These methodologies are getting very popular as they require a small amount of data to de-
tect frauds. They require data only on a customer level such as measurements recorded by the
electricity meters, customer information (location, meter brand, meter location...) which are
available in auxiliary databases. In the beginning, these methodologies were based on simple
rules extracted from customer consumption data, often relying on expert knowledge. Nowa-
days, these methodologies are based exclusively on machine learning (ML) techniques, mainly
based on supervised learning. Methodologies for NTL detection based on supervised learn-
ing use the results of previous on- eld inspections as labels, in order to create a training data
set. The objective of these algorithms is to classify as accurately as possible whether a customer
sample has NTL or not. To train the supervised ML classi er, the data of each customer that
had an inspection is collected and used as an input during the training stage. Two types of
methodologies for processing the input, can be found in the literature:

" Input processing based on feature engineering
" Input processing based on raw data

Methodologies based on feature engineering can achieve great performance as they rely on the
insights gathered by on- eld inspectors or utility employees, whilst the methodologies based
on raw data have the advantage that they do not have to rely on such an expert knowledge
for the NTL detection task. Data-oriented methodologies for NTL detection have been stud-
ied extensively by researchers, as they rely only on the data that it is already available in the
electricity utilities. However, it is extremely di cult to have an honest comparison between the
performance of these methodologies. This is due to the fact that there are major di erences in
these approaches: di erent data sets availability, they use either real or synthetic NTL data sets
or they monitor for di erent metrics [7].

5.3.3 Hybrid-oriented methodologies

Hybrid-oriented methods use network-related data, such as distribution transformers usage, to
detect losses on the MV or LV levels. Then, once a loss is detected, this methodology checks if
there is an anomaly on a customer level, using either statistical methods or machine-learning
algorithms.

An example of a two-stage methodology is proposed as follow. NTL can be identi ed at the
transformer level using a grid methodology, DSE. After identifying losses in the grid, the NTL
is detected at the customer level using ANOVA. This analysis is done by comparing the energy
consumption measurements of a customer with its baseline energy consumption pro le that
has been previously validated. In the methodology proposed in this thesis, on a customer level,
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the algorithm k-means, fuzzy c-means and SVM are trained to classify the fraudulent and non-
fraudulent pro les [7].

Hybrid-oriented methodologies can be more easily adopted by the utilities as they have lower
data requirements for network topology, parameters and measurements. Nevertheless, most
utilities do not currently have the necessary network data availability to deploy these method-
ologies on a large scale.
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6 Synthetic frauds

As stated in section 4.3.1, one of the causes of not-technical losses is the theft of energy through
the manipulation of smart meters, , also known as meter tampering. According to [31] con-
sumption reports may be changed by attacking the smart meter itself or its interfaces in several
ways, either by manipulating the hardware, manipulating the rmware or attacking the com-
munication network. Some types of attacks will lead to denial of service, that is, the meter will
stop reporting consumer information. This is the case of attacks such as disconnect meter, drop
packets and alter routing table. A smart meter that does not respond to reading requests is
an easily detectable anomaly. The more problematic attacks are those that generate fake con-
sumption reports that impersonate a user with a legitimate low energy consumption pro le.
This is the case of session hijacking, mainly by modi cation or miscon guration. [31] refers

to the attacks that modify how the smart meter computes and report energy consumption as
FDI (False Data Injection). Zanetti et al. identi es six di erentiated schemes to create a false
data, as shown in Figure 2. In the table, x; is the original consumption reported at time t and

Figure 2: Frauds types [31]

X is the tampered one. In FDI1, consumption reports are reduced by a constant percentage
throughout the entire fraudulent period. In FDI2, reports above a threshold are clipped. In
FDI3, a constant value is subtracted from all reports. FDI4 replaces by zero all reports during a
random period de ned each day.In FDI5, every consumption report is modi ed by a di erent
percentage. Finally, FDI6 generates synthetic reports by multiplying the average consumption
of previous month by a random percentage de ned for each report.

The smart meters used for this project belong to the grid company and they they are supposed
to have registered non-fraudulent consumption. Clean, real data consumption were given to
the university to be used for training the algorithms, but for checking if the detection codes
were working, the data sets had to be modi ed and frauds created synthetically. A regular
data set would contain the hourly energy consumption between June 2nd 2020 and October
31st 2020, the name of the smart meter, the energy consumed, the energy exported, and the
R1,R2,R3,R4, which are the reactive power in the four di erent quadrants. The data were kept
in excels les and then read and imported in Python. A fraudulent data set is a data set where,
for few consecutive days, the electrical consumption registered is di erent from the one that has
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Table 1: Example of a data set before manipulation

actually been consumed. The consumption is being changed following one of the six types of
frauds cited before, and a di erent number is recorded on the SM.

6.1 Python Code

A code was created in order to automatically update the electrical energy recorded given the
real energy consumption, selected the type of fraud and the days in between the fraud should
occur. The code was implemented in Python, using the integrated development environment
known as Spyder, which makes it easier to import and export csv les.

The code works as follow:

~

First, it takes the regular data set as input and it removes all the unnecessary parame-
ters, keeping only the date, the time, the consumption and the smart meter identi cation
number.

Secondly, the user chooses the days he wants the frauds to happen, which have to be
consecutive.

Thirdly, once the days are decided, the user has to choose the types of fraud he wants
between the six di erent ones.

The code automatically changes the consumption data with the fraudulent ones.

Lastly, they are saved in a new database keeping the date, the time, the SM ID, the real
consumed energy and the fake ones with the type of fraud used.

By plotting the accounted consumption and the actual consumption it is possible to already get
an idea how much energy has been stolen and so how signi cant the fraud is.
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Table 2: Fraudulent Database

Figure 3: Fraud type 1

Figure 4: Fraud type 2
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Figure 5: Fraud type 3

Figure 6: Fraud type 4
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Figure 7: Fraud type 5

Figure 8: Fraud type 6
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7 Clustering and classi cation

Classi cation and clustering are two methods of pattern identi cation used in machine learn-
ing. Although both technigues have the same goal of categorizing objects, the di erence lies in
the fact that classi cation uses prede ned classes in which objects are assigned, while cluster-
ing identi es similarities between objects, which it groups according to those characteristics in
common and which di erentiate them from other groups of objects[4].

In the eld of machine learning, clustering is framed in unsupervised learning. Clustering is
the task of dividing the data points into a number of groups such that data points in the same
groups are more similar than those in other groups. In simple words, the aim is to segregate
groups with similar traits and assign them into clusters [24]. The number of clusters is the
number of groups into which the data set will be divided. There are di erent ways to nd the
number of clusters that best separates the data set. Methods like the elbow method, silhouette
method, or gap statistic method are used to choose this number. For this project, the number
of clusters was chosen based on its scope: nding fraudulent and not fraudulent days. Based
on this reason, the number of clusters chosen was two. k-means and fuzzy c-means algorithms
have been implemented to see which one could give a more accurate and better result.

On the other hand, classi cation belongs to supervised learning, which means the input data
(labeled) and the possible output of the algorithm are known. There is the binary classi cation
that responds to problems with categorical answers, and the multi classi cation, for problems
where there are more than two classes. The algorithm SVM has been implemented.

Clustering algorithms scales well to large data sets and easily adapts to new examples but they
are heavily impacted by outliers and does not do well when the clusters have di erent sizes and
densities. Classi cation algorithms work well for data sets with lots of features and when the
classes are separable but they do not provide probability estimates and don't work well with
large data sets[4].

7.1 K-means

K-means algorithm is an iterative algorithm that tries to partition the data set into K-pre-de ned
distinct non-overlapping subgroups (clusters) where each data point belongs to only one group.

It tries to make the intra-cluster data points as similar as possible while also keeping the clusters
as di erent as possible.The k-means method selects points in a multidimensional space that will
representk clusters.These points are called centroids. It assigns data points to a cluster such that
the sum of the squared distance between the data points and the cluster's centroid, which are
also the arithmetic mean of all the data points that belong to that cluster, is at the minimum.
The less variation we have within clusters, the more homogeneous the data points are within
the same cluster [11].

The way k-means algorithm works is as follows: it rst speci es number of clusters K, then it
initializes centroids by rst shu ing the dataset and then it randomly selects K data points for
the centroids without replacement. It will keep iterating until there is no change to the centroids.
The approach k-means follows to solve the problem is called Expectation-Maximization. The



32 Meter tampering detection through short-lived patterns clustering

E-step is assigning the data points to the closest cluster. The M-step is determining the centroid
of each cluster. The equation it maximizes is :

xn X .
J = Wik kx' kk2
i=1 k=1

where: K is the number of clusters, m is the number of casesx' is the case i,  is the centroid
for cluster k and x’i j is the distance function and where wj, =1 for data point x! if it belongs
to cluster k; otherwise, wix = 0. It's a problem that is also solved in two steps: First, J w.r.t. wi
is minimised and  is treated and xed. Then the minimisation of J w.r.t. k and treatment
wix xed. Technically speaking, di erentiation Jw.r.t.  wy rst and update cluster assignments
later (Expectation-step). Then di erentiating Jw.r.t. and recomputing the centroids after the
cluster assignments from previous, that being the Maximisation step. Therefore, Expectation
step is:

@J_X"%
@w

kx' (k?
i=1 k=1
1; if k= argmin kx' k%K

Wi =
) 8 0; otherwise:

(1)

In other words, assignment of the data point x' to the closest cluster is decided by its sum of
squared distance from cluster's centroid. And the Maximisation step is [28]:

@J xn .
@7 =2 Wi (x' k) =0
k i=1
) k= PR (2)
i=1 Wik

Which translates to recomputing the centroid of each cluster to re ect the new assignments.
Since clustering algorithms that include k-means use distance-based measurements to deter-
mine the similarity between data points, it's recommended to standardise the data to have a
mean of zero and a standard deviation of one since almost always the features in any data set
would have magnitudes such as "Maximum Power" and "Standard Power". Given k-means iter-
ative nature and the random initialisation of centroids at the start of the algorithm, di erent ini-
tialization may lead to di erent clusters since k-means algorithm may stuck in a local optimum
and may not converge to global optimum. Therefore, it's recommended to run the algorithm
using di erent initialization of centroids and pick the results of the run that yielded the lower
sum of squared distance or inertia. Assignment of examples is not changing is the same thing
as no change in within-cluster variation:
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The main advantage of the algorithm is its simplicity. Simplicity usually means high execution
speed and e ciency compared to other algorithms, especially when working with large data
sets. In addition, the k-means method can be used to pre-partition a large data set, followed by
more powerful cluster analysis of subclusters. The k-means method can be used to "estimate
the number of clusters and check for unreported data and relationships in the sets. The two
main disadvantages of the k-means method are the sensitivity to outliers and the initial choice
of centroids. Important to take into account that the k-means method is designed to work with
continuous values, so, depending on the case, a couple of transformations need to be done for
the algorithm to be able to work with discrete data [11].

7.2 Fuzzy c-means

Fuzzy clustering is a soft, unsupervised clustering method. In hard clusters, membership of an
objectinto a cluster is Boolean. That s, the object either belongs or does not belong to the cluster.
Instead, fuzzy clustering allows each object to belong several clusters with some meaningful
membership grades from 0 to 1, based on the distance between object and cluster centres [1].
The objective function for the fuzzy c-means algorithm is

X X
J= uf(xi )2

j=1 x;2C;j

where: ujj is the degree to which an observation x; belongs to a clusterg;, j is the center of the
cluster j, mis the fuzzi er.

The variable u{j" is de ned as follow:

up' = !
! I:)k Xi Cjﬁ

I=1 X; ¢

The degree of belonging, ujj , is linked inversely to the distance from to the cluster center. The
parameter m is a real number greater than 1 (1.0<m< 1 ) and it de nes the level of cluster
fuzziness. Note that, a value of m close to 1 gives a cluster solution which becomes increasingly
similar to the solution of hard clustering such as k-means; whereas a value of m close to in nite
leads to complete fuzziness. In fuzzy clustering the centroid of a cluster is the mean of all points,
weighted by their degree of belonging to the cluster[1]:

P

uf" x
_ x2Cj Hij
G =

m
x2¢; Yjj

Where: Cj is the centroid of the cluster jand ujj is the degree to which an observation x; belongs
to a cluster ¢; The algorithm of fuzzy clustering can be summarize as follow:

" Specify a number of clusters k (by the analyst).

~ Assign randomly to each point coe cients for being in the clusters.
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" Repeat until the maximum number of iterations is reached, or when the algorithm has
converged (that is, the coe cients' change between two iterations is no more than , the
given sensitivity threshold):

Compute the centroid for each cluster, using the formula above.

For each point, compute its coe cients of being in the clusters, using the formula
above.

The algorithm minimizes intra-cluster variance as well, but has the same problems as k-means;
the minimum is a local minimum, and the results depend on the initial choice of weights. Hence,
di erent initialization may lead to di erent results [22].

This algorithm is more advantageous on an overlapping data set and comparatively better then
k-means algorithm. Another advantage is that, unlike k-means where data point must exclu-
sively belong to one cluster center, here data point is assigned membership to each cluster center
as a result of which data point may belong to more then one cluster center, which in some cases
can be helpful, like in gure 9. This is also a disadvantage in case a hard decision is wanted.
Other disadvantages are the need of an apriori speci cation of the number of clusters, which
is not always known, and that with lower value of m it gets the better results but at the ex-
pense of more number of iteration and the Euclidean distance measures can unequally weight
underlying factors [19].

Figure 9: Example how k-means exibility works better with overlapping data [19]

7.3 Support Vector Machine

Support Vector Machine or SVM is one of the most popular Supervised Classi cation Learning
algorithms, which is used for Classi cation as well as Regression problems. The goal of the
SVM algorithm is to create the best line or decision boundary that can segregate n-dimensional,
in this case two, space into classes so that it is possible to put the new data point in the correct
category in the future. This best decision boundary is called a hyperplane. SVM chooses the
extreme points/vectors that help in creating the hyperplane. These extreme cases are called as
support vectors, and hence algorithm is termed as Support Vector Machine [21].
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Figure 10: How SVM works [21]

There are two di erent types of SVM, based on the types of Data used.

~ Linear SVM, which is used for linearly separable data, which means if a data set can be
classi ed into two classes by using a single straight line, then such data is termed as lin-
early separable data, and classi er is used called as Linear SVM classi er.

" Non-linear SVM, which is used for non-linearly separated data, which means if a data set
cannot be classi ed by using a straight line, then such data is termed as non-linear data
and classi er used is called as Non-linear SVM classi er.

The hyperplane divides the data set and its dimensions depending on the features present in
the data set, which means if there are 2 features then hyperplane will be a straight line, if there
are 3 features, then hyperplane will be a 2-dimension plane and so on.

The basics of Support Vector Machines and how it works are best understood with a simple
example. Let's imagine there are two tags: red and blue, and a data set has two features: x and
y. A classi er should, given a pair of (x,y) coordinates, output if it's either red or blue. Than
the training data are plotted on a plane. A support vector machine takes these data points and
outputs the hyperplane (which in two dimensions it's simply a line) that best separates the tags.
This line is the decision boundary: anything that falls to one side of it will be classi ed as blue,
and anything that falls to the other as red. SVM chooses the best hyperplane to maximize the
margins from both tags, so that the distance to the nearest element of each tag is the largest.
With non-linear data it is more di cult to picture the hyperplane compared to picturing a line.
When data are not linearly classi able, SVM uses a kernel function to solve this problem.A ker-
nel is a method of using a linear classi er to solve a non-linear problem. It entails transforming
linearly inseparable data to linearly separable ones. Every problem is di erent, and the kernel
function depends on what the data looks like. The most famous ones are linear, polynomial and
rbf (radial basis function) [21].
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8 Algorithms Implementation

8.1 K-means

To implement a python code which would use a k-means algorithm to cluster the data set, the
rst step is to create some features to apply on the data set so that a new data frame can be
created. The data set used is from a single SM and the fraudulent days are around 7 out of 30
days, as seen in section 6.

An example is showed in the following gure, where the A typical data set would look like the
following:

Figure 11: Dataset

Where power_real is the power in KWh actual consumed, power_fraud is the power registered
by the SM and date incorporates both the time and date it is registered. The data set is then
manipulated and some features are applied to it.

By means of pandas functions on the data frame the mean value of the total consumption, the
median value, the maximum and the minimum consumption and, nally, the mean values of
three di erent periods ( morning, evening, night) were calculated. Other three functions have
been created to calculate other features that describe and provide information of the load pro le.
The rst one is a function able to count how many times the energy pro le crosses the mean
value of the total accounted energy. The second one, called "Slope Function" is able to calculate
how many steep increases and decreases the pro le su ers. Another functionis able to calculate
the average value of the highest peaks of the consumption and the last one is to decide whether
a day is a week or a weekend day. This latter has not been included in the data frame as it is
a type of data valid only for the k-means algorithm. The nal data frame would look like it
follows:
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Figure 12: Data frame after applying the features

Onthe new data frame the algorithm k-means is applied. The algorithm can be found in Python
in the open library Scikit-learn.

Figure 13: K-means algorithm in Python code

Once applied, the k-means algorithm divides the days in two groups, one for the fraudulent
days, 1, and the other one for the not fraudulent ones,0. A typical output would be the follow:

Figure 14: K-means output

Then plotted, the blue ones represents the regular days and the red ones the fraudulent ones:
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Figure 15: K-means plotted output

8.2 Fuzzy c-means

To implement a python code which would use a fuzzy c-means algorithm to cluster the data set,
the rst step, like in k-means algorithm, is to create a new data frame with new data obtained
through features. The data set used is from a single SM and the fraudulent days are around 7
out of 30 days, like the follow:

Figure 16: Fraudulent energy consumption

On the data set the same features and calculation as the k-means algorithm are applied and on
the new data frame the algorithm fuzzy c-means is applied.
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Figure 17: Fuzzy c-means data frame

The software fuzzy c-means is installed through the package management system Pip and it
contains the algorithm FCM, fuzzy c-means.

Figure 18: Fuzzy c-mean installation

From a technical point of view, in order to work, the algorithm needs numpy arrays to work so
the data frame has to be transformed again, compared to k-means, which doesn't need this step
to work. The results are then plotted and the centroids for the cluster are calculated.

Figure 19: Output fuzzy c-means

Then, as explained before, the fuzziness factor, also know as fuzzy partition coe cient (FPC),
is chosen. This number, between 0 and 1, will decide whether a point belongs to the fraudulent
cluster or not. The nal output, with the labelled dates is the follow:
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