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Abstract—Functional safety requirements of Al-based safety-
critical applications challenge AI models, whose accuracy can be
limited. In this paper, we show how using several cooperative deep
learning (DL) models helps to raise global accuracy and reject
making a prediction when confidence is b elow a pre-established
threshold.

I. INTRODUCTION

Deep Learning (DL) algorithms are increasingly needed in
safety-critical systems as they become more autonomous [1],
[2]. However, the limited accuracy of those DL models chal-
lenges their use in safety-critical systems [3].

In the context of DL, ensemble learning has been considered
to enhance performance, increase robustness, and improve
generalization [4]-[6]. Ensembles build on diverse models to
capture different aspects of the data and provide complemen-
tary insights, leading to more robust and accurate predictions
[7], [8]. However, how to architect ensembles in the context
of safety-relevant Al-based systems leveraging diversity has
not been studied so far [3]. In particular, it is unclear how
to specialize multiple models, and how to organize them, so
that erroneous predictions are reduced, and diversity can be
tailored to mitigate weaknesses of some models.

This paper proposes a scheme to architect ensembles of
DL models fitting t he n eeds o f s afety-critical A I-based sys-
tems. We exploit some key ML concepts like boosting al-
gorithms [9], [10] and learning to defer [11] to properly
specialize DL models and organize them hierarchically. Our
solution relies on the use of meta-classifierst hat decide
whether a specific model performs well for a given input data
in a specific context and, if it is not the case, they forward the
prediction task to a subsequent model or group of models.
Moreover, our solution allows the system abstaining from
making a prediction if confidence is low, which is particularly
amenable for safety-critical systems to trigger safety measures
rather than taking unreasonable risks.

II. RELATED WORK

There are some popular techniques for creating ensembles:
bagging, which stands for “bootstrap aggregation” [12], [13],
and boosting [9], [10]. In the case of boosting, of particular
relevance for our work, models are trained sequentially with
errors given in a round (iteration) having more emphasis
in posterior rounds, i.e. DL models are specialized on data
mispredicted by previous models [14]. Predictions of the
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Fig. 1. Scheme of the proposed ensemble framework. A rejection option may
be allowed or not at the last stage.

different models can be averaged, or the most repeated output
be chosen [15].

In the case of cascade ensembles [16], every new model
receives as input the instance and all the previous models’. We
get inspiration from this approach to build later our proposed
ensemble approach.

III. ENSEMBLES TO INCREASE DIVERSITY

Proposed Ensemble Framework. A schematic of our
proposed approach to build ensembles is shown in Figure 1.
First, data is delivered to meta-classifier (a), which is indeed an
DL model trained to determine whether it is appropriate using
Model 1 (previously trained) or not by providing an estimate
of the probability of it being correct. If the meta-classifier’s
prediction exceeds a given threshold?, then Model 1 is regarded
as appropriate and it will deliver the prediction. Else, data is
forwarded to meta-classifier (b), which is also trained with all
the training data, but targeting the specialization of Model 2.
The process repeats to decide whether Model 2 is appropriate
to perform the prediction. This is repeated until either a model
is enforced to predict (i.e. rejection option is not allowed),
or the prediction is rejected and control is transferred to an
external decision maker, denoted as DM in Figure 1 (i.e.
typically triggering a safety measure).

Rationale behind the Proposed Ensemble Framework.
Using multiple cooperative DL models helps mitigating lack
of confidence by specializing different models for different
input data subsets. One technique that facilitates this process is
rejection learning [17], which allows models not to raise a pre-
diction if the expected loss® is not low enough [11]. However,
rejection learning fails to incorporate the auxiliary expertise
from other agents (models) to manage rejected predictions.
Alternatively, learning to defer [11] takes into account the
confidence of an auxiliary expert (e.g., Model 2 in Figure 1)

2Using this approach, we convert the continuous [0, 1] output of the meta-
classifier into a binary one. In the rest of this work, we set thresholds above
0.9 for bias reasons, so the corresponding model is allowed to predict if the
meta-classifier’s prediction is above 0.9, and the prediction deferred otherwise.

3The loss function of an ML model evaluates the similarity between the
predicted output and the true value.
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regarding the same prediction prior to rejecting a prediction,
which occurs solely when the previous models (the main and
the auxiliary ones) have low confidence (e.g., using Model
3 in Figure 1 when Models I and 2 have low confidence).
We adapt learning to defer by training an auxiliary model
specifically on those input data rejected by previous models
using meta-classifiers.

Design and Training of the Ensemble. We train the first
model, iy (e.g., Model 1 in Figure 1), with all input data and
the first meta-classifier, v; (meta-classifier (a) in Figure 1),
also with all input data, with the latter learning the behavior of
the former. Inference is performed with all input data, and the
next subset of data to be forwarded to hs is obtained with -1,
retaining only rejected data. The following model, hy (Where
k > 1), is trained with the rejected data by all previous meta-
classifiers, namely 71, ¥2,... Yx—1. Note that we let the cascade
process happen automatically so the meta-classifiers are the
ones filtering the data used to feed the subsequent models.
The meta-classifier used to train model hg, namely vy;_1, is
retrained to satisfy a learning to defer approach between hy_1
and hg, so that it weights not only whether hy_; is good or
bad predicting some data, but also how hj, behaves predicting
such data. We train the following meta-classifier, 7, with all
input data again so it can learn the behavior of Ay, not only
on the remaining data at that stage, but on all of them and
work as a rejector.

IV. EVALUATION

Setup. The architecture of the neural networks used for the
predictive models is a (32, 16, 8) dense network, and a 5 X 5
convolution layer with a 2 x 2 max pooling layer before a
(256, 128, 64, 32, 16) dense network for the meta-classifiers.
Since we tackle classification problems, the models are trained
with a multi-class cross entropy and the meta-classifiers, with a
binary cross-entropy. Note that our approach is model-agnostic
and other models, including any with, for instance, higher
accuracy, could also be used instead.

For the training process, we used Adam’s optimizer [18].
We utilized the default parameters (« = 0.001, 5; = 0.9,
B2 = 0.999) and employed a batch size of 32. For properly
training the system we employed early stopping [19] based on
the loss on the validation set, stopping the training if the loss
did not decrease more than 0.0001 for more than 3 epochs.

Case Study. Following the structure shown in Figure 1,
we have created an ensemble for a case study based on the
German Road Sign dataset [20], for which we are taking
35,209 training and 12,630 testing images of 43 classes of
traffic signals. Since this set is imbalanced, there is great
probability of bias towards the most common classes, fact that
is reinforced due to similarities between some signals.

The first model, h;, is trained to predict accurately all
classes, and the first meta-classifier, v;, determines whether
hy should be used, or it is better to defer classification to
subsequent models. The rest of the meta-classifiers and models
follow an analogous approach, with models ho and hg trained
with those images rejected by all previous meta-classifiers (i.e.
ho is trained with images rejected by 77, and h3 with images
rejected by 1 and 72).

Table I presents the results using the 12,630 images pro-
vided for inference in this dataset. The top part of the table
shows the combination of results given by ~; and h;. In partic-
ular, green and red cells (values 6658 and 700) correspond to
the correct and erroneous classifications made by hy for those
inputs that y; allows h; to classify. The white cells right below

TABLE I
CONFUSION MATRICES OF THE THREE STAGES OF THE GERMAN ROAD
SIGN EXAMPLE. WHITE CELLS ARE DEFERRED TO THE SUBSEQUENT
MODEL. GRAY CELLS REPRESENT INSTANCES FOR WHICH THERE IS A
LACK OF CONFIDENCE AND ARE DEFERRED TO AN EXTERNAL EXPERT.

Accuracy hi

T 0
1 6658 700
7o 1234 4038
1 Accuracy ha 1
T 0 T 0
T 152 19 996 142
7209 201 362 479 2471
7 T T 7
i 0 I 0 I 0 I 0
TT {24 5 [| 72 [ 25 [| 52 15 [| 140 | 97
Yl o |37 | 135 (] 113 | 652 [| 75 | 287 [| 187 | 2047

(values 1234 and 4038) correspond to the inputs that v, defers
for subsequent models, being those on the left the ones that
hy, would have classified correctly if it had to classify them
(1234), and those on the right the ones that h; would have
been erroneous (4038). Overall, if instead of our ensemble
we had used only h; to make all predictions, we would
have obtained 7892 (6658+1234) correct classifications and
4738 erroneous ones (so 62.5% correct and 37.5% erroneous).
Instead, with our ensemble, at this first level we obtain 52.7%
correct classifications, 5.6% erroneous ones, and 41.7% inputs
are deferred for classification by subsequent models.

Results right below the label Accuracy ho correspond to the
second model (h2). Here, - receives the 5272 (1234+4038)
inputs rejected by 7;, and selects which of those should be
classified by ho. This information is shown separately for
rejections that would have been properly classified by h; on
the left, and those that would have been erroneously classified
on the right. For instance, out of the 4038 rejections of
v, that would have been misclassified by hi, 2 allows hq
predicting 1138, out of which 996 are correctly classified and
142 erroneously classified. The remaining 2900 are rejected
and passed to the subsequent model.

Overall, the correct predictions of the ensemble correspond
to the addition of the green cells, and errors to the addition
of red cells. Inputs rejected by all meta-classifiers correspond
to the addition of all values in the bottom gray row. Hence,
the ensemble provides 64.1% correct predictions, only 7.9%
erroneous ones, and is able to reject 28.0% inputs for which
the ensemble itself detects that its confidence predicting those
is too low. These values compare against 62.5%, 37.5% and
0.0% that using a single model only would provide.

If we enforce our ensemble to always classify images, hence
ignoring 3 and making hj3 classify all inputs rejected by o,
then the accuracy of the ensemble would be 67.3%, which
would still be better than the original 62.5%. However, in the
context of safety-related systems, it is far more useful being
able to identify scenarios with low confidence where safety
measures can be taken such as, for instance, triggering system
level safety measures (e.g., turning on/off lights pointing to
the road sign, decreasing driving speed, etc.).

V. CONCLUSIONS

This paper presents a flexible ensemble framework allowing
to raise global accuracy levels and to identify when predictions
would be given with too low confidence to be trusted. Our
evaluation for a road sign classification case study shows the
strengths of our approach, providing higher global accuracy,
and rejecting to predict inputs that would be mispredicted in
their vast majority.
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