
Anexos

/**

@page LoRaWAN_AT_Slave Readme file

@verbatim

******************************************************************************

* @file    Applications/LoRaWAN/LoRaWAN_AT_Slave/readme.txt

* @author  MCD Application Team

* @brief   This application is a simple demo application software of a LoRa

*          modem controlled though AT command interface over UART by an

*          external host

******************************************************************************

*

* Copyright (c) 2020-2021 STMicroelectronics.

* All rights reserved.

*

* This software is licensed under terms that can be found in the LICENSE file

* in the root directory of this software component.

* If no LICENSE file comes with this software, it is provided AS-IS.

*

******************************************************************************

@endverbatim

@par Description

This directory contains a set of source files that implements a LoRa application

modem that is controlled though AT command interface over UART by an external host,

like a computer executing a terminal.

This application is targeting the STM32WLxx Nucleo board embedding the STM32WLxx.

******************************************************************************

@par Keywords

Applications, SubGHz_Phy, LoRaWAN, AT_Slave, SingleCore

@par Directory contents

- LoRaWAN_AT_Slave/Core/Inc/adc.h                                             This file contains all the function prototypes for

the adc.c file

- LoRaWAN_AT_Slave/Core/Inc/adc_if.h                                          Header for ADC interface configuration

- LoRaWAN_AT_Slave/Core/Inc/dma.h                                             This file contains all the function prototypes for

the dma.c file

- LoRaWAN_AT_Slave/Core/Inc/flash_if.h                                        This file contains definitions for FLASH Interface

functionalities.

- LoRaWAN_AT_Slave/Core/Inc/gpio.h                                            This file contains all the function prototypes for

the gpio.c file

- LoRaWAN_AT_Slave/Core/Inc/main.h                                            : Header for main.c file.

This file contains the common defines of the application.

- LoRaWAN_AT_Slave/Core/Inc/platform.h                                        Header for General HW instances configuration

- LoRaWAN_AT_Slave/Core/Inc/rtc.h                                             This file contains all the function prototypes for

the rtc.c file

- LoRaWAN_AT_Slave/Core/Inc/stm32wlxx_hal_conf.h                              HAL configuration file.

- LoRaWAN_AT_Slave/Core/Inc/stm32wlxx_it.h                                    This file contains the headers of the interrupt handlers.

- LoRaWAN_AT_Slave/Core/Inc/stm32wlxx_nucleo_conf.h                           STM32WLxx_Nucleo board configuration file.

- LoRaWAN_AT_Slave/Core/Inc/stm32_lpm_if.h                                    Header for Low Power Manager interface configuration

- LoRaWAN_AT_Slave/Core/Inc/subghz.h                                          This file contains all the function prototypes for

the subghz.c file

- LoRaWAN_AT_Slave/Core/Inc/sys_app.h                                         Function prototypes for sys_app.c file

- LoRaWAN_AT_Slave/Core/Inc/sys_conf.h                                        Applicative configuration, e.g. : debug, trace, low power,

sensors

- LoRaWAN_AT_Slave/Core/Inc/sys_debug.h                                       Configuration of the debug.c instances

- LoRaWAN_AT_Slave/Core/Inc/timer_if.h                                        configuration of the timer_if.c instances

- LoRaWAN_AT_Slave/Core/Inc/usart.h                                           This file contains all the function prototypes for

the usart.c file

- LoRaWAN_AT_Slave/Core/Inc/usart_if.h                                        Header for USART interface configuration

- LoRaWAN_AT_Slave/Core/Inc/utilities_conf.h                                  Header for configuration file to utilities

- LoRaWAN_AT_Slave/Core/Inc/utilities_def.h                                   Definitions for modules requiring utilities



- LoRaWAN_AT_Slave/LoRaWAN/App/app_lorawan.h                                  Header of application of the LRWAN Middleware

- LoRaWAN_AT_Slave/LoRaWAN/App/Commissioning.h                                End-device commissioning parameters

- LoRaWAN_AT_Slave/LoRaWAN/App/lora_app.h                                     Header of application of the LRWAN Middleware

- LoRaWAN_AT_Slave/LoRaWAN/App/lora_app_version.h                             Definition the version of the application

- LoRaWAN_AT_Slave/LoRaWAN/App/lora_at.h                                      Header for driver at.c module

- LoRaWAN_AT_Slave/LoRaWAN/App/lora_command.h                                 Header for driver command.c module

- LoRaWAN_AT_Slave/LoRaWAN/App/lora_info.h                                    To give info to the application about LoRaWAN

configuration

- LoRaWAN_AT_Slave/LoRaWAN/App/se-identity.h                                  Secure Element identity and keys

- LoRaWAN_AT_Slave/LoRaWAN/App/test_rf.h                                      Header for test_rf.c

- LoRaWAN_AT_Slave/LoRaWAN/Target/lorawan_conf.h                              Header for LoRaWAN middleware instances

- LoRaWAN_AT_Slave/LoRaWAN/Target/mw_log_conf.h                               Configure (enable/disable) traces for CM0

- LoRaWAN_AT_Slave/LoRaWAN/Target/radio_board_if.h                            Header for Radio interface configuration

- LoRaWAN_AT_Slave/LoRaWAN/Target/radio_conf.h                                Header of Radio configuration

- LoRaWAN_AT_Slave/LoRaWAN/Target/systime.h                                   Map middleware systime

- LoRaWAN_AT_Slave/LoRaWAN/Target/timer.h                                     Wrapper to timer server

- LoRaWAN_AT_Slave/Core/Src/adc.c                                             This file provides code for the configuration

of the ADC instances.

- LoRaWAN_AT_Slave/Core/Src/adc_if.c                                          Read status related to the chip (battery level, VREF, chip

temperature)

- LoRaWAN_AT_Slave/Core/Src/dma.c                                             This file provides code for the configuration

of all the requested memory to memory DMA transfers.

- LoRaWAN_AT_Slave/Core/Src/flash_if.c                                        This file provides set of firmware functions to manage

Flash

Interface functionalities.

- LoRaWAN_AT_Slave/Core/Src/gpio.c                                            This file provides code for the configuration

of all used GPIO pins.

- LoRaWAN_AT_Slave/Core/Src/main.c                                            : Main program body

- LoRaWAN_AT_Slave/Core/Src/rtc.c                                             This file provides code for the configuration

of the RTC instances.

- LoRaWAN_AT_Slave/Core/Src/stm32wlxx_hal_msp.c                               This file provides code for the MSP Initialization

and de-Initialization codes.

- LoRaWAN_AT_Slave/Core/Src/stm32wlxx_it.c                                    Interrupt Service Routines.

- LoRaWAN_AT_Slave/Core/Src/stm32_lpm_if.c                                    Low layer function to enter/exit low power modes (stop,

sleep)

- LoRaWAN_AT_Slave/Core/Src/subghz.c                                          This file provides code for the configuration

of the SUBGHZ instances.

- LoRaWAN_AT_Slave/Core/Src/system_stm32wlxx.c                                CMSIS Cortex Device Peripheral Access Layer System Source

File

- LoRaWAN_AT_Slave/Core/Src/sys_app.c                                         Initializes HW and SW system entities (not related to the

radio)

- LoRaWAN_AT_Slave/Core/Src/sys_debug.c                                       Configure probes pins RealTime debugging and

JTAG/SerialWires for LowPower

- LoRaWAN_AT_Slave/Core/Src/timer_if.c                                        Configure RTC Alarm, Tick and Calendar manager

- LoRaWAN_AT_Slave/Core/Src/usart.c                                           This file provides code for the configuration

of the USART instances.

- LoRaWAN_AT_Slave/Core/Src/usart_if.c                                        Configuration of UART driver interface for hyperterminal

communication

- LoRaWAN_AT_Slave/LoRaWAN/App/app_lorawan.c                                  Application of the LRWAN Middleware

- LoRaWAN_AT_Slave/LoRaWAN/App/lora_app.c                                     Application of the LRWAN Middleware

- LoRaWAN_AT_Slave/LoRaWAN/App/lora_at.c                                      AT command API

- LoRaWAN_AT_Slave/LoRaWAN/App/lora_command.c                                 Main command driver dedicated to command AT

- LoRaWAN_AT_Slave/LoRaWAN/App/lora_info.c                                    To give info to the application about LoRaWAN

configuration

- LoRaWAN_AT_Slave/LoRaWAN/App/test_rf.c                                      manages tx tests

- LoRaWAN_AT_Slave/LoRaWAN/Target/radio_board_if.c                            This file provides an interface layer between MW and Radio

Board

- LoRaWAN_AT_Slave/STM32CubeIDE/Application/User/Core/syscalls.c              STM32CubeIDE Minimal System calls file

- LoRaWAN_AT_Slave/STM32CubeIDE/Application/User/Core/sysmem.c                STM32CubeIDE System Memory calls file

@par Hardware and Software environment

- This example runs on the STM32WLxx Nucleo board.

- STM32WLxx Nucleo board Set-up

- Connect the Nucleo board to your PC with a USB cable type A to micro-B

to ST-LINK connector.

- Please ensure that the ST-LINK connector jumpers are fitted.

- Configure the software via the configuration files:

- sys_conf.h, radio_conf.h, lorawan_conf.h, lora_app.h, Commissioning.h, se-identity.h, mw_log_conf.h, main.h, etc

- Careful:

- the region and class chosen on LoRaWAN/App/lora_app.h shall be compatible with LoRaWAN/Target/lorawan_conf.h list

-Set Up:



--------------------------  V    V  --------------------------

|      LoRa Object       |  |    |  |      LoRa Network      |

|                        |  |    |  |                        |

ComPort<--|                        |--|    |--|                        |-->Web Server

|                        |          |                        |

--------------------------          --------------------------

@par How to use it ?

In order to make the program work, you must do the following :

- Open your preferred toolchain

- Rebuild all files and load your image into target memory

- Run the example

- Open a Terminal, connected the LoRa Object

- UART Config = 9600, 8b, 1 stopbit, no parity, no flow control

- Terminal Config: Select 'CR+LF' for Transmit New-Line and switch 'Local echo' on

- Reset the board

- type AT? to get all available commands

- Send your AT commands by typing them in the terminal

@par How to debug ?

- make sure the flag DEBUGGER_ENABLED to 1 in sys_conf.h

- simpler to define the flag LOW_POWER_DISABLE to 1 as well

- compile, download and attach

@par How to use MX to modify some RF middleware and application settings

This example is compatible (with some problems/limitations) with STM32CubeMX

and the RF application and middleware configuration can be modified via GUI. Few warnings and guidelines:

- ioc file is provided in the project directory and can be opened with STM32CubeMX v6.5.0 or higher.

- warning: when regenerating with the provided ioc file,

the IDE projects are regenerated and paths to HAL and MWs files from STM32Cube/Repository location are erroneously added; to avoid

that,

user shall uncheck the "Use Default Firmware Location" in the GUI "Project-Manager" panel

and shall replace "Firmware Relative Path" with the root directory of the STM32CubeWL firmware package  (e.g.

C:\myDir\STM32Cube_FW_WL_V1.2.0\);

problem will be fixed in next STM32CubeMX version.

- .extSettings file allows to add to the generated IDE projects additional files not generated natively by MX (e.g. BSP files).

- when regenerating on existing code and existing linker files:

- STM32CubeMX updates the existing project content and preserves linker files.

- STM32CubeMX does not update the USER CODE sections (lines between /* USER CODE BEGIN Xxx */ and /* USER CODE END Xxx */).

- when regenerating after copying only the ioc file in an empty directory:

- STM32CubeMX generates default project files and default linker files. (Please check original linker file from project directory)

- it is up to the user to fill the USER CODE sections with his application code.

@par How to use it with Azure ThreadX RTOS?

This example can be combined with Azure ThreadX RTOS via STM32CubeMX. The video tutorial:

"STM32WL - How to port an existing RF application on Azure ThreadX RTOS"

is available on https://www.youtube.com/playlist?list=PLnMKNibPkDnE2eaR-ZGM3ZJXadyQLtTpX

* <h3><center>&copy; COPYRIGHT STMicroelectronics</center></h3>

*/

a. Información general del proyecto LoRa proporcionada por STMicroelectronics

/*!

* \file      se-identity.h

*

* \brief     Secure Element identity and keys

*

* \copyright Revised BSD License, see section \ref LICENSE.

*

* \code

*                ______                              _

*               / _____)             _              | |

*              ( (____  _____ ____ _| |_ _____  ____| |__

*               \____ \| ___ |    (_   _) ___ |/ ___)  _ \

*               _____) ) ____| | | || |_| ____( (___| | | |

*              (______/|_____)_|_|_| \__)_____)\____)_| |_|



*              (C)2020 Semtech

*

*               ___ _____ _   ___ _  _____ ___  ___  ___ ___

*              / __|_   _/_\ / __| |/ / __/ _ \| _ \/ __| __|

*              \__ \ | |/ _ \ (__| ' <| _| (_) |   / (__| _|

*              |___/ |_/_/ \_\___|_|\_\_| \___/|_|_\\___|___|

*              embedded.connectivity.solutions===============

*

* \endcode

*

*/

/**

******************************************************************************

*

*          Portions COPYRIGHT 2020 STMicroelectronics

*

* @file    se-identity.h

* @author  MCD Application Team

* @brief   Secure Element identity and keys

******************************************************************************

*/

/* Define to prevent recursive inclusion -------------------------------------*/

#ifndef __SOFT_SE_IDENTITY_H__

#define __SOFT_SE_IDENTITY_H__

#ifdef __cplusplus

extern "C" {

#endif

/* Exported Includes --------------------------------------------------------*/

/* USER CODE BEGIN Includes */

/* USER CODE END Includes */

/* Exported types ------------------------------------------------------------*/

/* USER CODE BEGIN ET */

/* USER CODE END ET */

/* Exported constants --------------------------------------------------------*/

/*!

******************************************************************************

********************************** WARNING ***********************************

******************************************************************************

The secure-element implementation supports both 1.0.x and 1.1.x LoRaWAN

versions of the specification.

Thus it has been decided to use the 1.1.x keys and EUI name definitions.

The below table shows the names equivalence between versions:

+---------------------+-------------------------+

|       1.0.x         |          1.1.x          |

+=====================+=========================+

| LORAWAN_DEVICE_EUI  | LORAWAN_DEVICE_EUI      |

+---------------------+-------------------------+

| LORAWAN_APP_EUI     | LORAWAN_JOIN_EUI        |

+---------------------+-------------------------+

| LORAWAN_GEN_APP_KEY | LORAWAN_APP_KEY         |

+---------------------+-------------------------+

| LORAWAN_APP_KEY     | LORAWAN_NWK_KEY         |

+---------------------+-------------------------+

| LORAWAN_NWK_S_KEY   | LORAWAN_F_NWK_S_INT_KEY |

+---------------------+-------------------------+

| LORAWAN_NWK_S_KEY   | LORAWAN_S_NWK_S_INT_KEY |

+---------------------+-------------------------+

| LORAWAN_NWK_S_KEY   | LORAWAN_NWK_S_ENC_KEY   |

+---------------------+-------------------------+

| LORAWAN_APP_S_KEY   | LORAWAN_APP_S_KEY       |

+---------------------+-------------------------+

******************************************************************************

******************************************************************************

******************************************************************************

*/

/*!

* When set to 1 DevEui is LORAWAN_DEVICE_EUI

* When set to 0 DevEui is automatically set with a value provided by MCU platform

*/



#define STATIC_DEVICE_EUI 0

/*!

* end-device IEEE EUI (big endian)

*/

#define LORAWAN_DEVICE_EUI                                 { 0x00, 0x80, 0xE1, 0x01, 0x01, 0x01, 0x01, 0x01 }

/*!

* App/Join server IEEE EUI (big endian)

*/

#define LORAWAN_JOIN_EUI                                   { 0x01, 0x01, 0x01, 0x01, 0x01, 0x01, 0x01, 0x01 }

/*!

* When set to 1 DevAddr is LORAWAN_DEVICE_ADDRESS

* When set to 0 DevAddr is automatically set with a value provided by a pseudo

*      random generator seeded with a value provided by the MCU platform

*/

#define STATIC_DEVICE_ADDRESS 0

/*!

* Device address on the network (big endian)

*/

#define LORAWAN_DEVICE_ADDRESS                             ( uint32_t )0x0100000A

/*!

* Application root key

*/

#define LORAWAN_APP_KEY 2B,7E,15,16,28,AE,D2,A6,AB,F7,15,88,09,CF,4F,3C

/*!

* Network root key

*/

#define LORAWAN_NWK_KEY 2B,7E,15,16,28,AE,D2,A6,AB,F7,15,88,09,CF,4F,3C

/*!

* Forwarding Network session key

*/

#define LORAWAN_NWK_S_KEY 2B,7E,15,16,28,AE,D2,A6,AB,F7,15,88,09,CF,4F,3C

/*!

* Application session key

*/

#define LORAWAN_APP_S_KEY 2B,7E,15,16,28,AE,D2,A6,AB,F7,15,88,09,CF,4F,3C

/*!

* Format commissioning keys

*/

#define RAW_TO_INT8A(a,b,c,d,e,f,g,h,i,j,k,l,m,n,o,p) {0x##a,0x##b,0x##c,0x##d,\

0x##e,0x##f,0x##g,0x##h,\

0x##i,0x##j,0x##k,0x##l,\

0x##m,0x##n,0x##o,0x##p}

#define FORMAT_KEY(...) RAW_TO_INT8A(__VA_ARGS__)

#if (USE_LRWAN_1_1_X_CRYPTO == 1)

#define SESSION_KEYS_LIST                                                                                           \

{                                                                                                           \

/*! \

* Join session integrity key (Dynamically updated)                                                     \

* WARNING: NOT USED FOR 1.0.x DEVICES                                                                  \

*/ \

.KeyID    = J_S_INT_KEY,                                                                                \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Join session encryption key (Dynamically updated)                                                    \

* WARNING: NOT USED FOR 1.0.x DEVICES                                                                  \

*/ \

.KeyID    = J_S_ENC_KEY,                                                                                \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Forwarding Network session integrity key                                                             \

* WARNING: NWK_S_KEY FOR 1.0.x DEVICES                                                                 \



*/ \

.KeyID    = F_NWK_S_INT_KEY,                                                                            \

.KeyValue = FORMAT_KEY(LORAWAN_NWK_S_KEY),                                                              \

},                                                                                                          \

{                                                                                                           \

/*! \

* Serving Network session integrity key                                                                \

* WARNING: NOT USED FOR 1.0.x DEVICES. MUST BE THE SAME AS \ref LORAWAN_F_NWK_S_INT_KEY                \

*/ \

.KeyID    = S_NWK_S_INT_KEY,                                                                            \

.KeyValue = { 0x2B, 0x7E, 0x15, 0x16, 0x28, 0xAE, 0xD2, 0xA6, 0xAB, 0xF7, 0x15, 0x88, 0x09, 0xCF, 0x4F, \

0x3C }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Network session encryption key                                                                       \

* WARNING: NOT USED FOR 1.0.x DEVICES. MUST BE THE SAME AS \ref LORAWAN_F_NWK_S_INT_KEY                \

*/ \

.KeyID    = NWK_S_ENC_KEY,                                                                              \

.KeyValue = { 0x2B, 0x7E, 0x15, 0x16, 0x28, 0xAE, 0xD2, 0xA6, 0xAB, 0xF7, 0x15, 0x88, 0x09, 0xCF, 0x4F, \

0x3C }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Application session key                                                                              \

*/ \

.KeyID    = APP_S_KEY,                                                                                  \

.KeyValue = FORMAT_KEY(LORAWAN_APP_S_KEY),                                                              \

},

#else /* USE_LRWAN_1_1_X_CRYPTO == 0 */

#define SESSION_KEYS_LIST                                                                                           \

{                                                                                                           \

/*! \

* Network session key                                                                                  \

*/ \

.KeyID    = NWK_S_KEY,                                                                                  \

.KeyValue = FORMAT_KEY(LORAWAN_NWK_S_KEY),                                                              \

},                                                                                                          \

{                                                                                                           \

/*! \

* Application session key                                                                              \

*/ \

.KeyID    = APP_S_KEY,                                                                                  \

.KeyValue = FORMAT_KEY(LORAWAN_APP_S_KEY),                                                              \

},

#endif /* USE_LRWAN_1_1_X_CRYPTO */

#if (LORAMAC_MAX_MC_CTX == 1)

#define SESSION_MC_KEYS_LIST                                                                                        \

{                                                                                                           \

/*! \

* Multicast group #0 root key (Dynamically updated)                                                    \

*/ \

.KeyID    = MC_KEY_0,                                                                                   \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #0 application session key (Dynamically updated)                                     \

*/ \

.KeyID    = MC_APP_S_KEY_0,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #0 network session key (Dynamically updated)                                         \

*/ \

.KeyID    = MC_NWK_S_KEY_0,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},

#else /* LORAMAC_MAX_MC_CTX > 1 */

#define SESSION_MC_KEYS_LIST                                                                                        \

{                                                                                                           \

/*! \

* Multicast group #0 root key (Dynamically updated)                                                    \



*/ \

.KeyID    = MC_KEY_0,                                                                                   \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #0 application session key (Dynamically updated)                                     \

*/ \

.KeyID    = MC_APP_S_KEY_0,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #0 network session key (Dynamically updated)                                         \

*/ \

.KeyID    = MC_NWK_S_KEY_0,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #1 root key (Dynamically updated)                                                    \

*/ \

.KeyID    = MC_KEY_1,                                                                                   \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #1 application session key (Dynamically updated)                                     \

*/ \

.KeyID    = MC_APP_S_KEY_1,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #1 network session key (Dynamically updated)                                         \

*/ \

.KeyID    = MC_NWK_S_KEY_1,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #2 root key (Dynamically updated)                                                    \

*/ \

.KeyID    = MC_KEY_2,                                                                                   \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #2 application session key (Dynamically updated)                                     \

*/ \

.KeyID    = MC_APP_S_KEY_2,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #2 network session key (Dynamically updated)                                         \

*/ \

.KeyID    = MC_NWK_S_KEY_2,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #3 root key (Dynamically updated)                                                    \

*/ \

.KeyID    = MC_KEY_3,                                                                                   \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \



/*! \

* Multicast group #3 application session key (Dynamically updated)                                     \

*/ \

.KeyID    = MC_APP_S_KEY_3,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast group #3 network session key (Dynamically updated)                                         \

*/ \

.KeyID    = MC_NWK_S_KEY_3,                                                                             \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},

#endif /* LORAMAC_MAX_MC_CTX */

#define SOFT_SE_KEY_LIST                                                                                            \

{                                                                                                               \

{                                                                                                           \

/*! \

* Application root key                                                                                 \

* WARNING: FOR 1.0.x DEVICES IT IS THE \ref LORAWAN_GEN_APP_KEY                                        \

*/ \

.KeyID    = APP_KEY,                                                                                    \

.KeyValue = FORMAT_KEY(LORAWAN_APP_KEY),                                                                \

},                                                                                                          \

{                                                                                                           \

/*! \

* Network root key                                                                                     \

* WARNING: FOR 1.0.x DEVICES IT IS THE \ref LORAWAN_APP_KEY                                            \

*/ \

.KeyID    = NWK_KEY,                                                                                    \

.KeyValue = FORMAT_KEY(LORAWAN_NWK_KEY),                                                                \

},                                                                                                          \

SESSION_KEYS_LIST                                                                                           \

{                                                                                                           \

/*! \

* Multicast root key (Dynamically updated)                                                             \

*/ \

.KeyID    = MC_ROOT_KEY,                                                                                \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

{                                                                                                           \

/*! \

* Multicast key encryption key (Dynamically updated)                                                   \

*/ \

.KeyID    = MC_KE_KEY,                                                                                  \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

SESSION_MC_KEYS_LIST                                                                                        \

{                                                                                                           \

/*! \

* All zeros key. (ClassB usage)(constant)                                                              \

*/ \

.KeyID    = SLOT_RAND_ZERO_KEY,                                                                         \

.KeyValue = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, \

0x00 }, \

},                                                                                                          \

}

/* USER CODE BEGIN EC */

/* USER CODE END EC */

#ifdef __cplusplus

}

#endif

#endif /*  __SOFT_SE_IDENTITY_H__ */



b. Código fuente "se-identity.h"

/* USER CODE BEGIN Header */

/**

******************************************************************************

* @file    lora_app.h

* @author  MCD Application Team

* @brief   Header of application of the LRWAN Middleware

******************************************************************************

* @attention

*

* Copyright (c) 2021 STMicroelectronics.

* All rights reserved.

*

* This software is licensed under terms that can be found in the LICENSE file

* in the root directory of this software component.

* If no LICENSE file comes with this software, it is provided AS-IS.

*

******************************************************************************

*/

/* USER CODE END Header */

/* Define to prevent recursive inclusion -------------------------------------*/

#ifndef __LORA_APP_H__

#define __LORA_APP_H__

#ifdef __cplusplus

extern "C" {

#endif

/* Includes ------------------------------------------------------------------*/

/* USER CODE BEGIN Includes */

/* USER CODE END Includes */

/* Exported types ------------------------------------------------------------*/

/* USER CODE BEGIN ET */

/* USER CODE END ET */

/* Exported constants --------------------------------------------------------*/

/* LoraWAN application configuration (Mw is configured by lorawan_conf.h) */

#define ACTIVE_REGION                               LORAMAC_REGION_EU868

/*!

* CAYENNE_LPP is myDevices Application server.

*/

/*#define CAYENNE_LPP*/

/*!

* Defines the application data transmission duty cycle. 10s, value in [ms].

*/

#define APP_TX_DUTYCYCLE 10000

/*!

* LoRaWAN User application port

* @note do not use 224. It is reserved for certification

*/

#define LORAWAN_USER_APP_PORT 2

/*!

* LoRaWAN Switch class application port

* @note do not use 224. It is reserved for certification

*/

#define LORAWAN_SWITCH_CLASS_PORT 3

/*!

* LoRaWAN default class

*/

#define LORAWAN_DEFAULT_CLASS                       CLASS_A



/*!

* LoRaWAN default confirm state

*/

#define LORAWAN_DEFAULT_CONFIRMED_MSG_STATE         LORAMAC_HANDLER_UNCONFIRMED_MSG

/*!

* LoRaWAN Adaptive Data Rate

* @note Please note that when ADR is enabled the end-device should be static

*/

#define LORAWAN_ADR_STATE                           LORAMAC_HANDLER_ADR_ON

/*!

* LoRaWAN Default data Rate Data Rate

* @note Please note that LORAWAN_DEFAULT_DATA_RATE is used only when LORAWAN_ADR_STATE is disabled

*/

#define LORAWAN_DEFAULT_DATA_RATE                   DR_0

/*!

* LoRaWAN default activation type

*/

#define LORAWAN_DEFAULT_ACTIVATION_TYPE             ACTIVATION_TYPE_OTAA

/*!

* LoRaWAN force rejoin even if the NVM context is restored

* @note useful only when context management is enabled by CONTEXT_MANAGEMENT_ENABLED

*/

#define LORAWAN_FORCE_REJOIN_AT_BOOT true

/*!

* User application data buffer size

*/

#define LORAWAN_APP_DATA_BUFFER_MAX_SIZE 242

/*!

* Default Unicast ping slots periodicity

*

* \remark periodicity is equal to 2^LORAWAN_DEFAULT_PING_SLOT_PERIODICITY seconds

*         example: 2^4 = 16 seconds. The end-device will open an Rx slot every 16 seconds.

*/

#define LORAWAN_DEFAULT_PING_SLOT_PERIODICITY 4

/*!

* Default response timeout for class b and class c confirmed

* downlink frames in milli seconds.

*

* The value shall not be smaller than RETRANSMIT_TIMEOUT plus

* the maximum time on air.

*/

#define LORAWAN_DEFAULT_CLASS_B_C_RESP_TIMEOUT 8000

/* USER CODE BEGIN EC */

/* USER CODE END EC */

/* Exported macros -----------------------------------------------------------*/

/* USER CODE BEGIN EM */

/* USER CODE END EM */

/* Exported functions prototypes ---------------------------------------------*/

/**

* @brief  Init Lora Application

*/

void LoRaWAN_Init(void);

/* USER CODE BEGIN EFP */

/* USER CODE END EFP */

#ifdef __cplusplus

}

#endif

#endif /*__LORA_APP_H__*/



c. Código fuente "lora_app.h"

/* USER CODE BEGIN Header */

/**

***************************************************************************

***

* @file           : main.c

* @brief          : Main program body

***************************************************************************

***

* @attention

*

* Copyright (c) 2021 STMicroelectronics.

* All rights reserved.

*

* This software is licensed under terms that can be found in the LICENSE

file

* in the root directory of this software component.

* If no LICENSE file comes with this software, it is provided AS-IS.

*

***************************************************************************

***

*/

/* USER CODE END Header */

/* Includes

------------------------------------------------------------------*/

#include "main.h"

#include "app_lorawan.h"

#include "gpio.h"

/* Private includes

----------------------------------------------------------*/

/* USER CODE BEGIN Includes */

/* USER CODE END Includes */

/* Private typedef

-----------------------------------------------------------*/

/* USER CODE BEGIN PTD */



/* USER CODE END PTD */

/* Private define

------------------------------------------------------------*/

/* USER CODE BEGIN PD */

/* USER CODE END PD */

/* Private macro

-------------------------------------------------------------*/

/* USER CODE BEGIN PM */

/* USER CODE END PM */

/* Private variables

---------------------------------------------------------*/

/* USER CODE BEGIN PV */

/* USER CODE END PV */

/* Private function prototypes

-----------------------------------------------*/

void SystemClock_Config(void);

/* USER CODE BEGIN PFP */

/* USER CODE END PFP */

/* Private user code

---------------------------------------------------------*/

/* USER CODE BEGIN 0 */

/* USER CODE END 0 */

/**

* @brief  The application entry point.

* @retval int

*/

int main(void)

{

/* USER CODE BEGIN 1 */

/* USER CODE END 1 */



/* MCU

Configuration--------------------------------------------------------*/

/* Reset of all peripherals, Initializes the Flash interface and the

Systick. */

HAL_Init();

/* USER CODE BEGIN Init */

/* USER CODE END Init */

/* Configure the system clock */

SystemClock_Config();

/* USER CODE BEGIN SysInit */

/* USER CODE END SysInit */

/* Initialize all configured peripherals */

MX_GPIO_Init();

MX_LoRaWAN_Init();

/* USER CODE BEGIN 2 */

/* USER CODE END 2 */

/* Infinite loop */

/* USER CODE BEGIN WHILE */

while (1)

{

/* USER CODE END WHILE */

MX_LoRaWAN_Process();

/* USER CODE BEGIN 3 */

}

/* USER CODE END 3 */

}

/**

* @brief System Clock Configuration

* @retval None

*/

void SystemClock_Config(void)



{

RCC_OscInitTypeDef RCC_OscInitStruct = {0};

RCC_ClkInitTypeDef RCC_ClkInitStruct = {0};

/** Configure LSE Drive Capability

*/

HAL_PWR_EnableBkUpAccess();

__HAL_RCC_LSEDRIVE_CONFIG(RCC_LSEDRIVE_LOW);

/** Configure the main internal regulator output voltage

*/

__HAL_PWR_VOLTAGESCALING_CONFIG(PWR_REGULATOR_VOLTAGE_SCALE1);

/** Initializes the CPU, AHB and APB busses clocks

*/

RCC_OscInitStruct.OscillatorType =

RCC_OSCILLATORTYPE_LSE|RCC_OSCILLATORTYPE_MSI;

RCC_OscInitStruct.LSEState = RCC_LSE_ON;

RCC_OscInitStruct.MSIState = RCC_MSI_ON;

RCC_OscInitStruct.MSICalibrationValue = RCC_MSICALIBRATION_DEFAULT;

RCC_OscInitStruct.MSIClockRange = RCC_MSIRANGE_11;

RCC_OscInitStruct.PLL.PLLState = RCC_PLL_NONE;

if (HAL_RCC_OscConfig(&RCC_OscInitStruct) != HAL_OK)

{

Error_Handler();

}

/** Configure the SYSCLKSource, HCLK, PCLK1 and PCLK2 clocks dividers

*/

RCC_ClkInitStruct.ClockType = RCC_CLOCKTYPE_HCLK3|RCC_CLOCKTYPE_HCLK

|RCC_CLOCKTYPE_SYSCLK|RCC_CLOCKTYPE_PCLK1

|RCC_CLOCKTYPE_PCLK2;

RCC_ClkInitStruct.SYSCLKSource = RCC_SYSCLKSOURCE_MSI;

RCC_ClkInitStruct.AHBCLKDivider = RCC_SYSCLK_DIV1;

RCC_ClkInitStruct.APB1CLKDivider = RCC_HCLK_DIV1;

RCC_ClkInitStruct.APB2CLKDivider = RCC_HCLK_DIV1;

RCC_ClkInitStruct.AHBCLK3Divider = RCC_SYSCLK_DIV1;

if (HAL_RCC_ClockConfig(&RCC_ClkInitStruct, FLASH_LATENCY_2) != HAL_OK)

{

Error_Handler();

}

}



/* USER CODE BEGIN 4 */

/* USER CODE END 4 */

/**

* @brief  This function is executed in case of error occurrence.

* @retval None

*/

void Error_Handler(void)

{

/* USER CODE BEGIN Error_Handler_Debug */

/* User can add his own implementation to report the HAL error return

state */

__disable_irq();

while (1)

{

}

/* USER CODE END Error_Handler_Debug */

}

#ifdef  USE_FULL_ASSERT

/**

* @brief  Reports the name of the source file and the source line number

*         where the assert_param error has occurred.

* @param  file: pointer to the source file name

* @param  line: assert_param error line source number

* @retval None

*/

void assert_failed(uint8_t *file, uint32_t line)

{

/* USER CODE BEGIN 6 */

/* User can add his own implementation to report the file name and line

number,

ex: printf("Wrong parameters value: file %s on line %d\r\n", file,

line) */

while (1)

{

}

/* USER CODE END 6 */

}

#endif /* USE_FULL_ASSERT */



d. Código fuente "main.c"

/* USER CODE BEGIN Header */

/**

***************************************************************************

***

* @file    lora_app.h

* @author  MCD Application Team

* @brief   Header of application of the LRWAN Middleware

***************************************************************************

***

* @attention

*

* Copyright (c) 2021 STMicroelectronics.

* All rights reserved.

*

* This software is licensed under terms that can be found in the LICENSE

file

* in the root directory of this software component.

* If no LICENSE file comes with this software, it is provided AS-IS.

*

***************************************************************************

***

*/

/* USER CODE END Header */

/* Define to prevent recursive inclusion

-------------------------------------*/

#ifndef __LORA_APP_H__

#define __LORA_APP_H__

#ifdef __cplusplus

extern "C" {

#endif



/* Includes

------------------------------------------------------------------*/

/* USER CODE BEGIN Includes */

/* USER CODE END Includes */

/* Exported types

------------------------------------------------------------*/

/* USER CODE BEGIN ET */

/* USER CODE END ET */

/* Exported constants

--------------------------------------------------------*/

/* LoraWAN application configuration (Mw is configured by lorawan_conf.h)

*/

#define ACTIVE_REGION                               LORAMAC_REGION_EU868

/*!

* CAYENNE_LPP is myDevices Application server.

*/

/*#define CAYENNE_LPP*/

/*!

* Defines the application data transmission duty cycle. 10s, value in

[ms].

*/

#define APP_TX_DUTYCYCLE 10000

/*!

* LoRaWAN User application port

* @note do not use 224. It is reserved for certification

*/

#define LORAWAN_USER_APP_PORT 2

/*!

* LoRaWAN Switch class application port

* @note do not use 224. It is reserved for certification

*/

#define LORAWAN_SWITCH_CLASS_PORT 3



/*!

* LoRaWAN default class

*/

#define LORAWAN_DEFAULT_CLASS                       CLASS_A

/*!

* LoRaWAN default confirm state

*/

#define LORAWAN_DEFAULT_CONFIRMED_MSG_STATE

LORAMAC_HANDLER_UNCONFIRMED_MSG

/*!

* LoRaWAN Adaptive Data Rate

* @note Please note that when ADR is enabled the end-device should be

static

*/

#define LORAWAN_ADR_STATE                           LORAMAC_HANDLER_ADR_ON

/*!

* LoRaWAN Default data Rate Data Rate

* @note Please note that LORAWAN_DEFAULT_DATA_RATE is used only when

LORAWAN_ADR_STATE is disabled

*/

#define LORAWAN_DEFAULT_DATA_RATE                   DR_0

/*!

* LoRaWAN default activation type

*/

#define LORAWAN_DEFAULT_ACTIVATION_TYPE             ACTIVATION_TYPE_OTAA

/*!

* LoRaWAN force rejoin even if the NVM context is restored

* @note useful only when context management is enabled by

CONTEXT_MANAGEMENT_ENABLED

*/

#define LORAWAN_FORCE_REJOIN_AT_BOOT true

/*!

* User application data buffer size

*/

#define LORAWAN_APP_DATA_BUFFER_MAX_SIZE 242

/*!



* Default Unicast ping slots periodicity

*

* \remark periodicity is equal to 2^LORAWAN_DEFAULT_PING_SLOT_PERIODICITY

seconds

*         example: 2^4 = 16 seconds. The end-device will open an Rx slot

every 16 seconds.

*/

#define LORAWAN_DEFAULT_PING_SLOT_PERIODICITY 4

/*!

* Default response timeout for class b and class c confirmed

* downlink frames in milliseconds.

*

* The value shall not be smaller than RETRANSMIT_TIMEOUT plus

* the maximum time on air.

*/

#define LORAWAN_DEFAULT_CLASS_B_C_RESP_TIMEOUT 8000

/* USER CODE BEGIN EC */

/* USER CODE END EC */

/* Exported macros

-----------------------------------------------------------*/

/* USER CODE BEGIN EM */

/* USER CODE END EM */

/* Exported functions prototypes

---------------------------------------------*/

/**

* @brief  Init Lora Application

*/

void LoRaWAN_Init(void);

/* USER CODE BEGIN EFP */

/* USER CODE END EFP */

#ifdef __cplusplus

}

#endif



#endif /*__LORA_APP_H__*/

e. Código fuente "lora_app.h"


