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Abstract— Multicores for critical real-time embedded systems
(CRTES) may experience interference across tasks running in
different cores when accessing shared hardware resources such
as shared caches and memory controllers. Precise interference
diagnostics (e.g., what task interferes what other task and how
much) are key for the optimization and validation of safety-
related real-time applications during development, and to diagnose
overruns during operation. The SafeSU statistics unit has been
proposed recently for that purpose, and proven successful for
systems-on-chip (SoCs) where interference can occur at a single
centralized locations (e.g., a bus). However, it is unable to monitor
interference in multiple-level interconnects, especially if request
ownership is not available.

This paper extends the SafeSU to 2-level interconnects (SafeSU-
2L), where interference can occur in the bus connecting the cores
with a shared second level cache (L.2C), and in the DDR4 memory
controller serving L2C misses, with the latter losing track of the
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actual core issuing each DDR4 request. In particular, the SafeSU-
2L. monitors some additional signals from the buses and caches to
infer what core interferes what other core in any of the shared
resources. Moreover, the SafeSU-2L is integrated and tested on a
4-core version of the commercial CAES Gaisler NOEL-XCKU-EX
space SoC.

Index Terms— Statistics unit, interference, multicore, space,
RISC-V.

|. Introduction

Systems-on-Chip (SoCs) used in a wide range of
domains with safety requirements come equipped with
Statistics Units (SUs), also known as performance moni-
toring units, devoted to monitor a variety of SoC events
in the different Functional Unit Blocks (FUBs) integrated
with the SoC. For instance, events monitored include
those occurring in each computing core, such as pro-
cessor cycles, instructions executed (and potentially their
breakdown across types), in-core cache-related events,
and the like; as well as those in shared resources such
as bus/interconnect accesses per master, and stall cycles
spent in different buffers along the communication path
from the core to main memory to name a few.

SUs are increasingly used for the Verification and
Validation (V&V) of the timing behavior of those safety-
related systems when built upon SoCs, allowing some
form of parallel execution (e.g., multicores, GPUs) [1]-
[4]. In particular, SUs are one means to obtain evidence
that interference experienced in the access to shared
resources, such as shared caches, main memory, and
peripherals, can be managed and kept within specific
bounds [5]. Such interference observed during testing
campaigns with stressful tests is used to validate that
worst-case bounds estimated during the system design
phase are not exceeded.

SUs available in most commercial SoCs provide in-
direct information about interference, such as number of
accesses to shared resources, potentially broken down by
core, as well as aggregated stall cycles in some queues and
buffers, but without segregating stalls across those self-
generated (e.g., due to previous requests of the task under
analysis) and those produced by each other contender core
(e.g., without identifying the offending task(s)).

To address this concern, enhanced SU support has
been proposed and realized in some SoCs for the space
domain to better master multicore interference by moni-
toring interference-specific information with the so-called
SafeSU [6], [7]. The SafeSU measures stall cycles expe-
rienced by each core in the access to shared resources,
and breaks those cycles down across self-generated ones
and those generated by each one of the other cores. This
information becomes extremely valuable to optimize task
scheduling performed during system design, to test and
debug timing behavior during validation of the system,
and to implement informed safety measures to manage
deadline overruns during operation since the offending
task(s) can be easily identified, much in line with the
safety net required by AMC 20-193 [8]. In the latter
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case, the system can be moved to a degraded operation
mode dropping specific tasks (e.g., offending ones if non-
critical), or an alternative pre-defined task schedule can
be used where offending tasks do not run simultaneously
with high-integrity tasks.

The SafeSU has been shown to be highly effective and
accurate to monitor multicore interference in multicores
relying on a single bus interconnect as the source of
interference by using the master ID (core ID) of the
requests to determine which core interferes with which
other cores. However, with the increasing performance
demands across domains, including the space domain,
larger core counts are integrated, as well as multi-level
cache hierarchies, hence with multiple hierarchical inter-
connects.

Protocols like AMBA Advanced High-performance
Bus (AHB), Advanced eXtensible Interface (AXI), and
the like, highly popular in space processors such as
Gaisler’s NOEL-V processor [9] (e.g., with an AHB bus
between cores and the shared cache, and an AXI interface
between such cache and DDR memory). These protocols
use as identifier the interconnect-local identifier (e.g.,
master/slave ID for AHB, manager/subordinate for AXI).
This implies that interfaces connecting shared caches
with upper memory levels (e.g., DDR memory) use the
cache ID, which does not allow to identify what core
generated a specific request. Moreover, it is common
releasing interconnects while requests are processed in
other shared resources (e.g., DDR memory controller) to
enhance parallelism. As a consequence, interconnects do
not expose a significant fraction of the interference. Since
the SafeSU uses interconnect-local IDs to ascribe interfer-
ence to contenders, it is unable to monitor interference in
multi-level interconnects, as well as interference occurring
in other shared resources.

Lack of accurate interference observability could be
addressed by devising SoC-wide solutions able to attach
the core ID to each request in the SoC to track interference
across interconnects and other shared resources, but this
would require non-negligible changes across multiple
Intellectual Properties (IPs). Alternatively, one could infer
the core causing interference from available information
in the SoC building ad-hoc solutions that monitor existing
signals.

This work provides a solution in line with the latter
— using information already available in the SoC - to
measure and ascribe interference to cores. In particular,
we propose a solution tailored to and integrated into a
Gaisler’s RISC-V space SoC [10], given that Gaisler’s
products are popular in the space missions from the
European Space Agency, among other end users. We refer
to this extended version of the SafeSU as SafeSU-2L (2L
refers to the 2-level interconnect in the target SoC). While
those solutions need to be devised on a platform-per-
platform basis, they become minimally intrusive by just
needed existing signals as input, without requiring any
extra feature in existing IP. In particular, the contributions
of this work are as follows:
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Fig. 1. Schematic of the usual V-model used for the development of

safety-relevant electronic systems.

e We identify the different types (sources) of inter-
ference that can occur in a SoC with a 2-level
interconnect where one of them has no visibility of
the core IDs. In particular, we focus on a RISC-
V space multicore SoC by Frontgrade Gaisler, the
NOEL-XCKU-EX [10] (NOELSoC for short).

e Along with the identification of each of the types
of interference, we provide details of how each
one of them can be properly captured using the
signals available in the SoC, which are routed to
the extended SafeSU (the SafeSU-2L) that tracks
multicore interference across all cores.

e We realize our SafeSU-2L in the 4-core NOELSoC
implemented in a Xilinx Kintex UltraScale KCU105
FPGA, and evaluate it with stress benchmarks in-
tended to generate corner performance cases, as
well as with regular benchmarks showing typical
scenarios. Our results prove that the SafeSU-2L is
able to effectively estimate multicore interference
during system validation phases and ascribe it to the
corresponding aggressor core with high accuracy.

The rest of the paper is organized as follows. Sec-
tion II provides some background on the NOELSoC
and the SafeSU. Section III presents the SafeSU-2L.
Section IV describes our evaluation framework. Section V
provides a quantitative evaluation of the effectiveness of
the SafeSU-2L. Related work is described in Section VI.
Finally, Section VII summarizes this paper.

Il. Background

This section introduces context motivating this work,
the architecture of the NOELSoC and its characteristics
particularly relevant for the SafeSU-2L, as well as the
most relevant elements of the SafeSU for our work.

A. Safety-relevant System Development

System development for safety-relevant systems fol-
lows the classic V-model, as depicted in Figure 1. For this
work, some specific stages are particularly relevant. The
first one is the architectural design, where the system is
decomposed into items taking over of different parts of the
overall functionality and a subset of safety requirements.
As part of this architecture, some safety measures are
implemented to manage faults, such as, for instance, the
ability to detect whether a task finishes its execution
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abnormally and reexecute it timely. In the context of
our work, some safety measures may typically monitor
whether execution time bounds are exceeded and, upon
a deadline violation, an informed action needs to be
taken. The SafeSU-2L provides input in the form of
how much time each task has interfered each other task,
particularly useful to select the most convenient safety
measure (e.g., stop the offending task until affected tasks
are successfully reexecuted).

As part of the architecture design and unit design and
implementation, execution time bounds are estimated for
each task to set a schedule that allows executing all tasks
timely. While this schedule is intended to be correct by
construction, worst-case execution time bounds must be
validated during the testing campaigns (unit and integra-
tion testing) with relevant tests to collect evidence that
all tasks will execute timely. Here, the SafeSU-2L plays
a key role providing accurate information for diagnosis
purposes in case of overrun by easing the process to
identify the cause of the overrun. Even if there is not such
an overrun, the information provided by the SafeSU-2L
can be used to identify inefficiencies and optimize the
task schedule (e.g., to integrate additional functionalities
or enhance existing ones).

B. The NOEL-XCKU-EX Space SoC (NOELSoC)

The NOELSoC (see Figure 2) is a 4-core RISC-
V multicore SoC targeting mainly the space domain.
It includes 4 CAES Gaisler NOEL-V cores, each one
implementing a local first level (L1) data cache and an L.1
instruction cache, both 16KB 4-way set associative with
LRU replacement. The L1 data cache is write-through so
that all store operations are forwarded to the shared L2
cache, and no write allocate.

An AMBA Advanced High-performance Bus (AHB)
bus, which we refer to as AHBcores, connects the cores to
the shared L2 cache. The L2 cache space can be shared or
partitioned across cores. The latter setup suits the needs
of critical real-time tasks to provide time predictability.
The L2 cache implements a write-back policy and write
allocate to limit the number of (slow) DDR4 memory
transactions. It is a 256KB 4-way cache with LRU re-
placement.

The L2 cache is connected to the DDR4 memory
controller through an AMBA AHB bus, which we refer
to as AHBmem. The memory controller can hold a single
read request, and multiple write requests simultaneously.
The AHBcores and AHBmem buses can each process a
single request simultaneously.

The NOELSoC has been built in the context of a
project with its components reaching at least a Technology
Readiness Level (TRL) 6, even if in an FPGA, since
radiation-hardened FPGAs are already commercial sys-
tems in the space domain. However, whether the SafeSU-
2L will be deployed in ASIC implementations of the
NOELSoC is unknown and will depend on whether end
users demand its capabilities.
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Fig. 2. Schematic of the NOELSoC extended with the SafeSU-2L.

Cores are connected to a shared AHB bus and a shared L2 cache. An

additional AHB bus is used to access DDR4 memory. The SafeSU-2L
uses signals from both AHB buses, the L2 cache and the cores.

C. The SafeSU

The SafeSU [6], [7] implements several mechanisms
to measure multicore interference broken down across
contenders for each core: the Contention Cycle Stack
(CCS) unit [11], a mechanism to set interference quotas
that builds upon the CCS [12], and a mechanism to
measure the maximum latency experienced per event in
a bus [12]. Across those components, the SafeSU-2L
enhances the CCS. Hence, we focus on the CCS and refer
the interested reader to the SafeSU publications for further
details of its other features.

The CCS of the SafeSU monitors the master IDs (core
IDs) and the request/grant signals of an AMBA AHB
bus to determine whether a core owns the bus (request
signal enabled and grant signal enabled), or whether a
core is delayed by another core X (request signal enabled
and grant signal enabled for core X). However, if we
consider, for instance, the AHBmem bus, we note that the
only master ID corresponds to the L2 cache, and hence,
the CCS is unable to detect any interference because L2
requests are not delayed by other masters, and moreover,
the core owner of a given requests it is not known.

Note also that even memory space addresses them-
selves cannot be used as a form of core ID since there
is not a direct correlation between addresses used and
cores issuing the memory requests because no full mem-
ory partitioning across cores is feasible. This relates to
multiple factors, being some of them the data exchange
across applications potentially running in different cores
(e.g., Task A runs in core 0 writing address range X, and
later on Task B runs in core 1 reading address range X),
as well as the access to services and shared buffers of the
operating system. Overall, addresses cannot be used as a
form of core ID for interfaces lacking those IDs.

Figure 2 illustrates the NOELSoC with the SafeSU-
2L replacing (enhancing) the SafeSU. The SafeSU would
only observe the AHBcores bus. Instead, as explained in
the following section, the SafeSU-2L observes additional
signals from other components to infer what core inter-
feres with what other core.
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Fig. 3. Schematic of the general architecture of the SafeSU and
SafeSU-2L, with n input signals (IS), k£ counters, and m signals
controlling each counter. Control signals for each counter program the
crossbar to select ISs. Whenever those ISs concur, the counter is
increased with a pre-programmed value.

Figure 3 provides a schematic of the basic architecture
of both, the SafeSU and the SafeSU-2L. In particular, the
unit monitors n signals, indicated as I.S (input signals)
in the plot. Those signals differ across the SafeSU and
SafeSU-2L, as explained later. The unit is programmed
indicating what m signals determine when a counter needs
to be increased. For instance, for counter 1 those signals
are indicated as C'1 —1 up to C'1 —m. Those signals drive
a crossbar routing the appropriate signals to an AND gate
determining when the counter needs to be increased by
a given amount provided by the lat parameter (e.g., latl
for counter 19. The real design is a bit more complex to
manage timing and signal transitions, but the schematic
illustrates the main operation of the unit.

The main differences across the SafeSU and the
SafeSU-2L relate to the specific signals monitored, as
explaine later on, as well as to the number of counters
needed in the SafeSU-2L to provide specific interference
breakdowns.

Ill. SafeSU-2L

The CCS of the SafeSU is a module to measure
interference in AHB interfaces, but it is not specifically
tailored to the NOELSoC. In this section, we describe
how the SafeSU has been tailored and extended to mea-
sure interference occurring in both AHB interfaces of
the NOELSoC simultaneously. In particular, rather than
considering only the AHB arbitration signals (i.e., which
masters request the bus and which one is granted access),
it also considers additional signals such as the following
ones, routed from the respective components, namely the
cores, the AHBcores bus, the L2 cache, and the AHBmem
bus respectively:

e Core-related signals:

— CL1miss: L1 data or instruction cache miss in
the monitored core.

— CWBfull: Whether the write buffer internal to
the core is full and a new store cannot be stored
in it.

— Cread: Whether the core wants to send a read
request to the L2 cache.

e Core-to-L2 bus (AHBcores for short) related signals:

— Bladdr: Address of the request in the AHB-
cores bus.

— Blowner: Owner of the AHBcores bus.

— Blreq: Cores requesting access to the AHB-
cores bus.

e L2 cache-related signals:

— L2miss: The L2 cache access misses in L2

cache.
— L2write: The L2 cache access is a write
operation.
e [2-to-MemCtrl bus (AHBmem for short) related
signals:

— B2addr: Address of the request in the L2-to-
MemCtrl bus (AHBmem for short).

— B2read: Whether the AHBmem bus is in use
by a read request.

Note that, out of the signals above, the original
SafeSU design only uses some of them related to the
AHBcores, namely Blowner and Blreq. Those signals
allow measuring only a limited subset of the contention
in the NOELSoC, as described later in this section.

In the remainder of this section, we introduce the
different scenarios where interference occurs and how the
signals above are used to measure it and ascribe it to the
core causing it. The main components of the NOELSoC
are shown in Figure 2. Note that, to ease explanations and
illustration in the figure, we assume that we monitor Core
0 (CO for short), but per-core signals and counters are set
up for all cores.

Some of the types of interference identified next use a
parameter expressed as a number of cycles (see Table I).
Values observed matched a very large fraction of times
the mode in all cases, with tiny variations of 1 or 2
cycles occurring sporadically due to spurious activity
caused by unavoidable occasional interference from, for
instance, peripheral activity, or infrequent casuistic caused
by the interaction of multiple requests from the task under
analysis. In this work, we focus on estimating the actual
interference occurred rather than on estimating the worst
interference possible, since our goal is validating the
accuracy of the SafeSU-2L, and neither estimating or vali-
dating worst-case bound. Hence, we stick to central values
for those latencies rather than to extreme (maximum or
minimum) values, which would not allow assess whether
discrepancies with actual interference are caused by the
use of pessimistic/optimistic values or due to limitations
of the proposed design.
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TABLE I
Latencies for the NOELSoC.

Event Latency | Description

L2WmissLAT 38 | L2 write miss latency (end-to-end)
L2RhitLAT 8| L2 read hit latency
L2RtravLAT 6 | L2 traversal lat. for L2 read miss
L2RmissLAT 24 | L2 write miss latency (only DDR)

Moreover, while not observed in our experiments,
in very unfrequent cases memory accesses could clash
with DRAM refresh commands, which would lead to
potentially higher access latencies. Using the maximum
value observed in such a case could lead to overly
pessimistic interference estimates, which would likely be
of little use to assess the accuracy of the SafeSU-2L. In
those cases, those measurements should be dropped to
avoid contaminating the mean or, alternatively, resort to
the statistical mode.

A. INT1: Read AHBcores Interference

The first type of interference (Int1) occurs when CO
wants to send a read request to the L2 cache, but the
AHBcores bus is in use by another core. This occurs when
Cread and Blreqg for CO are set, and Blowner is not
CO. This case matches that of the original CCS of the
SafeSU for read operations.

Intl(Req) += Z(Creadico A BlregP® A BlownerC0) (1)

The equation above indicates that, for a given core
request Req, there is interference every cycle ¢ when the

core wants to read from L2, and requests the bus, but
there is a different bus owner.

B. 1InT2: Write AHBcores Interference

The second type of interference (Int2) occurs when
store operations cannot access the L2 cache because it
cannot admit further write requests, and hence, get stalled
in the core, creating back-pressure in the core pipeline
due to interference whenever they fill the write buffer
of the core. If store accesses of a core hit in L2 and
experience no interference, they never fill in the write
buffer of the core. Instead, when the write buffer gets
full (CWBfull is set) and generates contention, but no
L2 cache miss is caused by the write requests of CO,
then interference occurs. If L2 cache misses occur due to
those write operations of CO, then the write buffer may
get stalled during the time it takes to serve an L2 write
cache miss (L2WmissLAT, 38 cycles in the NOELSoC
as summarized in Table I). Other additional cycles beyond
such latency to serve the miss can only correspond to
interference.

Int2(Req) +="> _(CW B full{®)—
L2WmissLAT - (L2miss®O A L2write®®)  (2)

The equation above indicates that, for a given core
request Req, we count as interference every cycle that
the write buffer is full, but we subtract L2WmissL AT
cycles if there is an L2 write miss of CO.

C. 1InT3: Read L2 Hit Cache Interference

L2 read accesses get stalled in the AHBcores bus by
other read accesses issued by other cores. Hence, those
cases are captured under the first type of interference (read
AHBcores interference). However, write accesses from
other cores can also cause interference on read requests.
In particular, the third type of interference (Int 3) corre-
sponds to the case when L2 read hits reach the L2 cache
(hence, no Int1 interference), and take longer than they
would take in a no-interference case. This occurs when
there are write operations stored in internal L2 cache
queues, and those write operations delay the service of
the L2 read hit request.

Int3(Req) +=(Bladdr; # B2addr;)-
(Z(Creadico A BlreqP® A Blowner{®) — L2RhitLAT)
3

The equation above indicates that, for a given core
request Reg, there can only be interference if the address
of the request in AHBcores bus and AHBmem bus differ,
meaning that it does not miss in L2 cache. Then, there
is interference during all cycles if the request is a read
request that owns the AHBcores bus, but subtracting
the L2RhitLAT cycles required to serve the request if

no interference is experienced at all (8 cycles for the
NOELSoC).

D. 1INT4: Read L2 Miss Cache Interference

The fourth type of interference (Int4) is analogous to
the previous one (Int 3), but in the case that the read ac-
cess to L2 cache is a miss. In other words, L2 read misses
may experience interference in the L2 cache due to other
requests pending. Such interference can be computed as
the time elapsed since the read request arrives to the L2
cache through the AHBcores bus, until it appears again in
the AHBmem bus, subtracting the minimum latency for
that propagation to occur, L2RtravLAT (6 cycles in the
NOELSoC).

Int4(Req) +=(Bladdr; = B2addr;)-
(Z(Creadico A Blreg®® A Blownerf?) — L2RtravLAT>
“

The equation above indicates that, for a given core
request Regq, there can only be interference if the address
of the request in AHBcores bus and AHBmem bus
eventually match during the transaction (e.g., in cycle
1), meaning that it misses in L2 cache. Then, there is
interference during all these cycles if the request is a read
request that owns the AHBcores bus, but subtracting the
L2RtravL AT cycles required to propagate the request to
the AHBmem bus if no interference is experienced at all.

FRANCISCO BAS ET AL.: SAFESU-2L: AN ADVANCED MULTICORE INTERFERENCE STATISTICS UNIT 5



E. 1INTS: Read L2 Miss DDR4 Interference

The fifth type of interference (Int5) relates to inter-
ference caused by prior write transactions impacting later
read transactions in the DDR4 memory. In the AHBmem
bus, write transactions do not own the bus for more than
one cycle since the information is stored in a memory
controller buffer, similarly to the AHBcores bus and the
internal L2 buffers. Instead, when the L2 performs a read
transaction to memory, the transaction holds the bus until
the data are finally retrieved. If there are no pending
writes in the DDR4 memory buffer, the transaction always
takes a similar number of cycles (L2RmissL AT, 24 for
the NOELSoC). However, if there are writes pending in
the DDR4 memory buffer, the memory bus can be held
longer, similarly to the issue observed in the L2. As for
Int3 and Int4, interference is calculated by taking the
cycles elapsed to serve the read operation subtracting the
cycles it takes to serve it when there are no pending writes
in the DDR4 memory buffer.

Int5(Req) += Y (B2read;) — L2RmissLAT )

Since there can only be one in-flight read request, this
is the one corresponding to CO. Hence, interference is
measured as the time when the AHBmem bus is busy by
a read request subtracting L2RmissLAT.

F. Comparison vs the SafeSU

As indicated before, the SafeSU only uses some
AHBcores signals to measure interference. The SafeSU
in general, and its CCS component in particular [11],
was devised to measure interference in processors im-
plementing an interconnect for the cores lacking support
for split transactions, such as some early prototypes of the
Gaisler’s NGMP [13]. Hence, until a request is served, no
further request can be issued in those designs, so Intl
interference (extended to read and write requests) is the
only source of interference.

In our target SoC, Int1l interference only applies to
read requests, hence the use of the CreadS® signal, but
abundant read and write interference is not captured with
this source only. Therefore, the other types of interference
needed to be identified and tracked, which brings a sig-
nificant contribution with respect to the original SafeSU
design.

As illustrated in the Figure 3, in general, the SafeSU-
2L is highly agnostic to the particular protocol imple-
mented by the bus and, mainly, a wrapper is needed to
drive the right signals to the SafeSU-2L. Hence, the core
of the design may receive signals from different buses,
potentially implementing different protocols, as well as
signals from the cores or the cache memories, which
eases portability and extendability of the unit. Some
complexity is brought by the SafeSU-2L with respect to
the SafeSU due to the extra signals needed, but on the
other hand, some signals originally used by the SafeSU
are no longer needed. Hence, despite signals routed to
the SafeSU-2L change, the design of the module is only

dependent on the number of signals routed, which in our
specific instantiation in the NOELSoC did not change.
Also, the minimum number of counters needed to monitor
different interference sources is higher for the SafeSU-2L,
but most of them could be mapped to already existing
programmable counters available in the SafeSU. Given
that more than 90% of the area of the SafeSU is devoted to
the signal crossbars to drive input signals to each counter,
and the programmable counters themselves, modifications
needed in the logic to activate the counters (using AND,
OR and XOR gates instead of only AND gates) can only
cause a small area increase in circuitry accounting for less
than 10% of the area itself.

In terms of scalability, as for the SafeSU, the SafeSU-
2L may need an increased number of signals to monitor
and counters to measure interference if the core count
and interfaces to monitor increases. Yet, the relative area
costs with respect to the overall SoC are not expected to
increase noticeably.

G. Beyond the NOELSoC

The SafeSU-2L has been devised to fit the particular
characteristics of the NOELSoC, which include specific
cache write policies and degrees of request concurrency
in the interconnects and the DDR memory controller.
It is expected that, except for the latencies described
in Table I, which need to be devised for the specific
target device, most of the characteristics of the SafeSU-
2L would remain the same for other space SoCs, as well
as for a number of SoCs across other domains.

In particular, cache write policies, with a L1 write-
through data cache and an L2 write-back cache, are
expected to be the best tradeoff for space SoCs since
they allow using only parity protection in L1 caches (i.e.,
data can be invalidated upon an error and retrieved from
L2) to manage frequent errors in a harsh environment,
and avoid frequent DDR memory accesses (i.e., L2 does
not propagate every single write operation to memory by
being write-back). Hence, interference propagation across
the different shared components in the SoC should remain
similar, hence with similar types of interference to the
ones described before, and measurable with analogous
means. If, instead, highly different cache policies were
used (e.g., a write-back L1 data cache), then the types of
interference would need review. Note, however, that inter-
ference for write-back caches is shown to be measurable
with the SafeSU-2L since this is the write policy for the
L2 cache in the NOELSoC, so at least a significant part
of the rationale above should still hold.

Larger SoCs with more core counts and/or additional
cache levels and interconnects are expected to be man-
ageable for the SafeSU-2L, requiring limited changes in
the SafeSU-2L as long as they are managed with similar
interfaces to the NOELSoC only varying the number
of hierarchical interconnect levels in the communication
path from the cores to memory. However, if highly
different architectures are devised, such as mesh-based
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SoCs and/or memory controllers enabling a high degree
of request concurrency, the SafeSU-2L. may need to be
deeply revised to consider the new SoC characteristics.
Still, signals comparable to the ones used in our work,
such as those related to interconnect interfaces and some
related to shared cache behavior, are expected to expose
all interference and allow ascribing it to the actual sources
of interference.

Large memory transactions and other comparable ac-
tivity caused by accelerators and I/O devices is visible at
software level (i.e. it is explicit in the source code), and it
is typically driven through the operating system and/or the
hypervisor in safety-relevant systems, with system soft-
ware providing partitioning and scheduling mechanisms
to make those effects have a known effect and already
accounted for in the tasks response time. Therefore,
neglecting those effects in the estimates provided by
the SafeSU-2L is a safe assumption as long as system
software manages those activities explicitly. Therefore,
multicore interference estimates provided by the SafeSU-
2L are expected not to be affected by those coarse-grain
activities in safety-relevant systems, and would only be
challenged in systems where such activity is not explicitly
controlled by the system software.

IV. Evaluation Framework

We have three groups of experiments, using two differ-
ent sets of benchmarks, the ybenchmarks and the TACLe
Benchmarks [14] or taclebench for short. pbenchmarks
are tiny programs we have developed that perform an
intense and sustained type of activity, such as sending
sustained requests of one type (read or write) that access a
specific level of the memory hierarchy, which is achieved
by accessing properly sized vectors that are traversed
with a stride matching the cache line size used in all
cache memories. For instance, one such pbenchmarks
sends sustained write requests that hit in the L2 cache.
Regarding taclebench, they are a set of benchmarks of
different sizes and complexity, particularly devised to
evaluate critical real-time embedded systems, offering a
wider variety of multicore interference scenarios, and
not necessarily high interference ones like those of the
pbenchmarks. Since taclebench are self-contained, i.e.,
input data is embedded into the benchmarks themselves,
they are easy to deploy on a bare-metal setup.

We consider three types of workload, in all of them
running the benchmarks on bare-metal. In particular, those
types of workloads are as follows:

e The core under analysis (CO) executes a pbenchmark
1,000 times so that its execution time is, at least
above 50,000 cycles (in many cases between 1 and
3 million cycles). The rest of the cores (C1-C3)
also execute a pbenchmark each (either the same
across contender cores or different) in an infinite
loop so that they generate interference during the

TABLE II

Mixed pbenchmark contender groups.

NAME C1 Cc2 C3
READL2HIT |READL2HIT |READL2HIT |READL2HIT
READL2MISS |READL2MISS |READL2MISS |READL2MISS
MIX1 READL2HIT |WRITEL2HIT |READL2MISS
MIX2 WRITEL2HIT |READL2MISS | WRITEL2MISS
MIX3 READL2MISS | WRITEL2MISS | READL2HIT
MIX4 WRITEL2MISS | READL2HIT | WRITEL2HIT
WRITEL2HIT |WRITEL2HIT |WRITEL2HIT |WRITEL2HIT
WRITEL2MISS | WRITEL2MISS | WRITEL2MISS | WRITEL2MISS

complete execution of the benchmark in the core
under analysis.

e The core under analysis (CO) executes a taclebench
1,000 times. The rest of the cores run pbenchmarks
in an infinite loop, as for the previous workload type.

e The core under analysis (C0O) executes a taclebench
1,000 times. The rest of the cores run the very same
taclebench as CO, but in an infinite loop.

The decision of running the benchmark in the core
under analysis 1,000 times has been taken solely for
the purpose of making the usual types of interference
in each case become the dominant ones, hence easing
the reasoning on the results. We could have run each
benchmark just once. However, unfrequent request time
alignment could have occurred in some runs so that, while
the SafeSU-2L would deliver precise results, those would
not be obvious to analyze.

The pbenchmarks used are as follows:

e READLIHIT: Performs 64 consecutive loads that hit
in the L1 data cache.

e READL2HIT: Performs 64 consecutive loads that
miss in the L1 data cache and hit in the L2 cache.

e READL2MISS: Performs 64 consecutive loads that
miss in both the L1 data cache and the L2 cache.

e WRITELIHIT: Performs 64 consecutive stores that
hit in the L1 data cache.

e WRITEL2HIT: Performs 64 consecutive stores that
miss in the L1 data cache and hit in the L2 cache.

e WRITEL2MISS: Performs 64 consecutive stores that
miss in both the L1 data cache and the L2 cache.

Those pbenchmarks have been designed so that they
cannot generate additional cache misses on each other
when running simultaneously by properly setting access
patterns and footprints. Analogously, we have verified
that taclebenchs do not suffer additional L2 cache misses
when running together with some pbenchmarks, and
they neither experience any relevant extra number of L2
cache misses when running against multiple copies of
themselves on the NOELSoC.

Those 6 pbenchmarks are used as task under analysis
for the first workload type. For the first and second
workload types, we exclude the L1HIT pbenchmarks as
contenders since they do not create any interference and
use the remaining 4 pbenchmarks (L2HIT and L2MISS
ones). With those 4 ubenchmarks we generate 8 contender
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combinations. Out of those 8 combinations, 4 of them cor-
respond to using identical pbenchmarks across contender
cores (e.g., cores C1 to C3 all run WRITEL2HIT in an
infinite loop). The remaining 4 combinations are arbitrary
combinations of different ybenchmarks in each core, as
shown in Table II. In the different plots, workloads are
sorted taking into account the amount of write DDR4
contention of the workloads, as this is particularly useful
in one of the plots shown later. Hence, homogeneous
workloads with read contenders are shown first, then
MIXI1, then the remaining of the mixes, and finally
workloads with write contenders.

Note that benchmarks in a workload are mapped to
independent memory regions, so not reusing any data
or code across them. Also, experiments are run starting
benchmarks synchronizedly (only very few cycles of
difference between their start times), but their execution
is not explicitly controlled in any manner, meaning that
small variations already discussed can lead to different
order to process the memory requests from different cores
in the L2 cache and DDR4 memory.

V. Evaluation Results
A. pbenchmarks vs ubenchmarks

1. Accuracy

To assess the accuracy of the SafeSU-2L to estimate
the overall interference, we have run 48 workloads con-
sidering the 6 pbenchmarks as task under analysis, and
for each one, the 8 workloads described before (4 with
identical pbenchmarks across contender cores, and 4 with
the mixes described before). Figure 4 shows the addition
of execution times in isolation and estimated interfer-
ence with the SafeSU-2L. w.r.t. execution times observed
with the corresponding workloads, hence reflecting the
accuracy of the SafeSU-2L estimating interference. Note
that, in the ideal case, if interference estimated matched
real interference, we would get all values at 100% in the
plot. Hence, inaccuracy is obtained as the deviation with
respect to 100%.

This particular comparison has been selected because,
for instance, READLIHIT experiences almost no inter-
ference!, and hence, few cycles of variation between
estimated and real interference could produce very large
relative variations if we compare only interference. In-
stead, aggregating interference with execution time in iso-
lation allows considering the relative impact of estimated
interference in the overall execution time.

For instance, when running READLIHIT in CO and
READL2HIT as contender in C1-C3, execution time is
above 65,000 cycles, real interference 204 cycles, and
estimated interference 225 cycles. Hence, a deviation of
21 cycles w.r.t. an execution time above 65,000 cycles

IThis is the expected behavior for this benchmark since it barely
accesses shared resources, and hence, can only be negligibly be affected
by interference from others.

is around 0.03%. Instead, if we only compare interfer-
ence, 21 cycles w.r.t. 204 is in the order of 10%, so 2
or 3 orders of magnitude higher. Conversely, in cases
with large interference, such as READL2MISS in CO
versus READL2MISS as contenders, the execution time
in isolation is 2,219,229 cycles, the measured interference
5,570,320 cycles, and the interference estimated with the
SafeSU-2L is 5,626,989. Hence, the order of magnitude of
any deviation comparing total multicore execution time or
only multicore interference remains the same (e.g., 0.7%
vs 1.0% in this example).

Overall, results in figure 4 show that the SafeSU-2L is
highly precise in estimating interference with an average
and geometric mean deviation of 1.1% and 0.4% respec-
tively, being 4.8% and 5.7% the largest underestimate and
overestimate respectively, with 35 out of 48 workloads
having a deviation below 1%.

Those minor deviations naturally relate to those char-
acteristics of the actual hardware platform not captured by
the formulation used for the different interference types.
For instance, some internal queues in the L2 cache and the
DDR controller may introduce some small time variations
depending on their state when new requests arrive. Also,
DDR memory refreshes may alter time measurements
depending on when they occur. Since those effects are
not modelled due to the complexity to model those details
— if at all possible, some inaccuracies can occur. Yet, as
shown, those are small since major effects are properly
captured by the SafeSU-2L.

To further validate that execution time increases are
caused only due to multicore interference, we repeated
small subsets of the experiments in a simulated envi-
ronment were no variations at all could be experienced.
We cross-validated those results against those running the
experiments in the FPGA and found no relevant variations
in terms of miss counts, L2 accesses and bus transaction
counts. Differences were only observed in cycle counts
due to the different memory latencies in both setups.
In any case, all trends and conclusions held anyway,
and allowed us conclude that the only relevant source
of execution time variation with respect to the setup in
isolation is multicore interference.

2. Interference types

To provide further insight into the results, we also
provide the absolute interference estimated broken down
across sources of interference in accordance with the
5 categories described before (from Intl to Intb).
Results are shown in Figure 5. As expected, the
READLIHIT pbenchmark does not experience any mean-
ingful interference since it hits its local L1 data cache
sustainedly.

WRITE pbenchmarks only experience relevant Int2
interference, and any other type of interference has
negligible impact. This relates to the fact that WRITE
benchmarks, upon experiencing some delay in their way
to L2 cache or DDR4 memory, quickly saturate their
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write buffer, hence generating back-pressure in the core
pipeline.

READL2HIT and READL2MISS pbenchmarks ex-
perience significant Int 3 interference across workloads,
which corresponds to the interference experience within
the L2 cache due to other requests being served in
the L2 cache. Int5 interference is only relevant for
READL2MISS when there are write requests being
served in the DDR4 memory. This is the case for
WRITEL2MISS as well as for workloads MIX2, MIX3,
and MIX4, and hence why those workloads produce
relevant interference of this type.

Int1 interference is only relevant in one case where
the task under analysis performs sustained read hits in
L2 (READL2HIT) that would be served by the L2 di-
rectly, and contenders generate a very high number of
L2 requests that take longer to be served, which is the
case of the WRITEL2MISS benchmark. In this case, those
write memory requests produce this type of interference
on READL2HIT. Note that Int1 interference is the only
type of interference that would be captured by the original
SafeSU if integrated as it is in the NOELSoC.

Finally, while Int4 interference is observed in many
workloads, it is generally very low, and hence, it could
be possible to drop the logic to measure such interference
with a very low impact on accuracy.
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3. Interference core source

Figure 6 shows the breakdown of interference experi-
enced by CO across contender cores normalized w.r.t. the
total interference experienced.

First, we note that workloads with homogeneous con-
tenders (all except mixes) generally show that the inter-
ference caused by each of the contender cores (C1-C3) is
estimated as highly homogeneous, as expected. Still, there
are a few exceptions. For instance, for READLIHIT in
CO0 and WRITEL2HIT as contender, the distribution is
not homogeneous. In this case, as explained before, the
amount of interference is tiny, and hence, small variations
of a few tens of cycles create large relative discrepancies.

Second, in several cases, such as READL2HIT in CO
and WRITEL2HIT as contender, show lower interference
coming from C1 than from C2 and C3. Similarly, in the
case of WRITEL2MISS in CO and READL2HIT as con-
tender, interference caused by contenders is highly biased.
We note that in these cases the absolute interference is
very low (see Figure 5), and hence, small deviations in
absolute terms cause large relative deviations. Moreover,
these cases relate to the order of arrival of requests. The
different overlapping of CO requests with C1-C3 requests
in some spurious cases that may repeat periodically can
cause small absolute bias but high in relative terms.
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Fig. 7. Interference estimated with the SafeSU-2L vs real

interference (taclebenchs vs pbenchmarks). Each column corresponds
to a boxplot for all taclebench when run against the workload
indicated in the legend. 100% means fully accurate estimates, higher
values overestimation, and lower values underestimation. Note that the
scale ranges between 90% and 106%.

B. Taclebenchs vs pbenchmarks

After assessing the SafeSU-2L in the context of stress-
ful benchmarks only, in this section, we show the accuracy
of the SafeSU-2L when using representative benchmarks
(taclebenchs) subject to stressful interference conditions
(against pbenchmarks).

We have summarized the data of the 29 benchmarks
with boxplots, shown in Figure 7, for each of the
contender workloads. We observe that, as for the case
of pbenchmarks vs pbenchmarks, interference estimates
have an accuracy typically within 1% the real interference,
and deviations are scarce and, at most, up to 5%. The only
(minor) difference we observe across contender workloads
is that the bulk of the distribution has a slightly wider
spread for the WRITEL2HIT case. However, as shown
before, those cases where contenders run WRITEL2HIT
typically are low-interference cases where variations are
less relevant since their absolute impact is limited. In
fact, small absolute variations in those cases have a larger
relative impact than in other cases, and hence the wider
spread in terms of accuracy for the WRITEL2HIT case.

C. Taclebenchs vs taclebenchs

For completeness, Figure 8 shows the results of run-
ning taclebenchs against 3 copies of themselves in the
other cores. As expected, since interference created by
public benchmarks with a small footprint, is lower than
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Interference breakdown across contender core source (ubenchmarks vs pbenchmarks) for the same workloads described in Figure 4.

that created by stressful benchmarks (typically between
1% and 21%), the relative impact of inaccuracy decreases.
Hence, deviations of the interference predictions restrict
to up to 1.6% in the worst case, and 0.5% on average.

Overall, our experiments show that the SafeSU-2L
provides accurate estimates for actual interference in the
NOELSoC for a wide variety of multicore interference
scenarios, which is of high relevance for the V&V of criti-
cal real-time systems, such as those in the space, avionics,
and automotive domains, on top of this commercial SoC.
Whether it could be used for worst-case execution time
estimation is left for future work.

D. Hardware Costs

As reported in the original SafeSU work [6], it re-
quires around 5,000 LUTs, which compares against the
192,400 LUTs needed by the cores only. In particular, we
have collected detailed measurements, and the number of
LUTs required for the original SafeSU are 4,673 LUTs
and 2,545 registers, which represent 2.4% and 2.6% of the
area of the 4 cores respectively. If we consider the full
SoC, such relative cost roughly halves due to the space
needed by the L2 cache and peripheral logic.

The SafeSU-2L requires additional 1,349 LUTSs and
1,094 registers, hence increasing the size of the SafeSU
by 29% and 43% respectively, but increasing the size
of the design by only 0.7% and 1.2% respectively when
compared against the 4 cores in the SoC, and by half of
that (0.4% and 0.6%) when considering the whole SoC.

Overall, the hardware cost required by the SafeSU-
2L to account for 4 additional types of interference w.r.t.
the SafeSU is very low since it reuses most of the logic
and registers already existing in the SafeSU. Most of
the induced costs relate to the registers needed to store
interference values broken down across interference types
instead of a single aggregated value.

VI. Related Work

Different timing validation and monitoring approaches
for critical real-time applications on COTS multicores
building on SUs have been devised in recent years. Those
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approaches have reached different degrees of maturity. For
instance, authors in [5] already offer a commercial service
for multicore timing analysis on COTS targeting avionics,
space, and automotive systems. Such an approach builds
upon the development of tests to verify timing require-
ments, where each such test builds upon specialized
micro-benchmarks whose correctness is assessed against
event counts obtained through the SU.

Some techniques aim at estimating multicore interfer-
ence bounds based on access counts to shared hardware
resources and tests that provide estimates of the highest
interference latency that can be experienced by access in
each such shared resource. Those techniques target differ-
ent platforms such as the Infineon AURIX TC27x family
for automotive [1], [15], the Arm Juno board based Arm
big. LITTLE multicores similar to those in the Xilinx Zynq
UltraScale+ family considered for the avionics domain
and in the Qualcomm SnapDragon family considered
for the telecommunications domain [2], Cobham Gaisler
NGMP LEON4 SoC for the space domain [3], and NXP
P4080 SoC for the avionics domain [16]. Probabilistic
analysis has also been explored on top of SUs to estimate
multicore interference recently showing potential for the
probabilistic avenue [17], [18].

SUs have also been used to analyze the timing be-
havior of highly-complex SoCs such as the NXP T4240,
focusing on the L2 cache sharing [19] as well as on
the coherence protocol [20]. Quantitative evidence shows
that those high-performance complex SoCs bring plenty
of performance along with some risks for safety-critical
tasks due to their complexity.

Other techniques build upon SUs to monitor interfer-
ence at runtime and take corrective actions to bound it.
These techniques have been integrated on top of NXP
P4080 and T2080 SoCs for avionics, the Arm Juno board
relevant for avionics and telecommunications, and some
virtual platforms such as Arm FVP or QEMU [4], [21].
Memguard and other similar techniques [22], [23] aim at
controlling the bandwidth used by each task at runtime so
that specific bounds are not violated. These software-only
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techniques build upon SUs to collect information relevant
to estimate bandwidth usage.

Overall, SUs have already become the cornerstone
on which abundant techniques, from research artifacts to
commercial services, build to deliver multicore timing
guarantees and thus, need appropriate SUs to easily
build certification arguments on top to meet the most
stringent safety integrity/assurance levels in space [24],
avionics [25] and automotive [26].

VIl. Conclusions and Future Work

Precise monitoring of multicore interference is key
for the design, V&YV, and optimization of safety-relevant
SoCs, as well as to implement safety measures that must
diagnose the cause of deadline overruns to take corrective
actions. The SafeSU is a statistics unit providing appro-
priate features for those purposes but is only suitable for
SoCs where interference occurs in a single interconnect
where requests include the core ID of the core generating
them. However, increasingly complex SoCs with multi-
level interconnects do not meet those requirements since
interference occurs in multiple interconnects instead of
one, and at least one of them lacks core IDs that allow
easily tracking aggressors and victims of interference.

This paper presents the SafeSU-2L that proves to
be effective in monitoring interference and ascribe it
to the appropriate aggressors in multicores with multi-
level interconnects, including one without core IDs. In
particular, we realize the SafeSU-2L in a commercial
RISC-V multicore SoC for the space domain and show
its effectiveness ascribing interference caused and expe-
rienced to cores. The SafeSU-2L, whose hardware cost
is negligibly higher than the baseline SafeSU, becomes a
key component for safety-relevant multicore SoCs.

Part of our future work consists of devising a protocol
to measure the latencies of some events so that they can be
programmed, easing the use of the SafeSU-2L in multiple
incarnations of the NOELSoC (e.g., with different DDR
memories with varying latencies, as part of FPGAs and
ASICs, etc.) and in other SoCs. The approach behind
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the SafeSU-2L and its design span far beyond the space
SoC used in this work. Hence, we believe that it can
be adopted in different domains, with particular attention
for the automotive domain due to the existing efforts to
develop high-performance RISC-V automotive SoCs.
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