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Abstract

The fetch unit of a GPP is a difficult block to verify. The complexity of the prob-
lem stems from the size of the state (cache, pipeline, etc.). Formal verification
techniques, traditionally, have difficulty handling problems with large amounts of
memory. We will explore different approaches to deal with these limitations such

that we are able to reduce the wall time needed by the Formal Verification tools.

This project covers the design and implementation of a Testbench for Formal
Verification. In addition, it introduces different techniques and configurations to
reduce the complexity of the Design Under Test and how they are applied into our

Formal Verification Testbench.

Finally, the performance impact of each technique is analyzed at the end of the

document.
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1. Introduction

Processors have exponentially increased the number of components since the early
designs (Moore’s law [1]), and with it, their logical complexity. As with software,
it is important to ensure that the behavior of the code is in accordance with the
specification provided at the design stage. In Figure 1.1, the growth in the ratio
of transistors per chip over the years can be seen. This increase in complexity is

where verification comes into play.
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Figure 1.1: Exponential Grow of the Transistors per Chip [2]

Verification is an aspect of Electronic Design Automation (EDA) that has be-
come increasingly important with the increasing complexity of today’s chip designs.
It is one of the most resource-intensive and time-consuming phases of chip design.

It can consume up to 70% of the resources, both temporal and economic, of the



project development cycle.

Verification ensures that the Register-Transfer Language (RTL) that has been
designed matches the architecture specification. Verification is important because
a failure after obtaining the physical hardware has a very high cost and can cause
losses in the magnitude of millions of dollars. One of the best known cases is the
Intel Pentium 4 bug with the fdiv instruction [3], which caused losses of more than
$450 million to the company. These losses can happen even when the product has
not been released, as was the case with the Intel Pentium 4. The cost of redesign-
ing the layout and manufacturing a new die is very high, which coupled with a

delayed market release can cause potential loss of purchases and market share.

Traditionally, hardware verification has been carried out through simulation.
This technique consists of creating a Golden Model (GM), which meets the ex-
pected behavior according to the design specification, and then comparing it to
the Design Under Test (DUT). To do this, a random sequence of inputs is gen-
erated and introduced into both blocks or modules and the outputs of both are

checked, confirming that the DUT generates the desired results.

Formal Verification (FV) is a technique that can speeds up RTL verification
process compared to traditional simulation in the right conditions. This technique
increases the coverage and ensures the correct functioning of the module being
verified. Formal verification tools are responsible for checking the entire space of
possible values that can be simulated. FV does not try to simulate all possible
combinations of inputs, but uses different mathematical techniques to consider all

possible combinations within the specified constraints.

FV main downside is the execution time. This type of verification can obtain
exponential times. A bad implementation of FV can imply that a Testbench does
not finish even in months. For F'V, any Testbench lasting more than one day can
be considered excessive and not optimal. So, large state space results in enormous
runtime and a big downgrade in the verification stage performance. Memory mod-

ules are one example of modules that can increase exponentially the state space.



FV has improved its performance substantially in recent years with different
strategies and algorithms that make it possible to increase the size of the Con-
junctive Normal Form (CNF) used by the Satifiability Checkers (SAT-solvers) on
which FV engines depend. Even so, it is far from being scalable due to the com-
plexity of the size of the DUTs. These technical improvements have achieved a
level of robustness that, when FV was first proposed, was unthinkable. What is

interesting is that F'V can be easily used by engineers with RTL notions.

Formal verification involves a new approach to RTL design when testing. In-
stead of looking at the code for values that stimulate one part of the DUT or
another, as we would do in simulation, we examine the code from a mathematical

point of view by exploring the set of possible values.

The verification of the Fetch Unit of a commercial microprocessor is challeng-
ing. Not because of its logic, but because of the spatial complexity that this unit
presents, such as cache, pipeline and Translation Lookaside Buffer (TLB). Tra-
ditionally, commercial formal verification tools have problems dealing with the
verification of units with such a large amount of memory. Therefore, we are going
to explore different techniques to deal with the limitations presented by the mem-

ory, and therefore, this module, reducing the execution time of the tests.

The document is organized in nine sections, the first of which we are currently
in and serves as an introduction to the thesis. The second section is the motivation
for the project, followed by the State of the Art, and an explanation of what a
Fetch Unit is. We then proceed to explain different techniques that can be used to
reduce the complexity of the tests and how we have introduced these techniques
in our Testbench. Then, we will proceed to show the results obtained with these

configurations, and we will end with the Conclusions and Future Work.



2. Motivation

Formal Verification is used in the verification process of cutting-edge processors
[4, 5]. Formal techniques appear to be suited to smaller or moderate size designs.
The use of FV techniques for complete designs is limited by the size of the space
of possible DUT states. So, generally, the preferred way to verify is from the
bottom-to-top technique, where each module is first verified independently and

then combined in clusters.

The main motivation for using formal is the strong guarantees it provides. This
technique allows, in case of having appropriate assumptions, to cover all possible
cases of the DUT mathematically. It ensures a correct performance under the spe-
cific conditions we are defining. Formal Verification covers all the possible states
of our DUT. Another point in favor would be the use of System Verilog Assertions
(SVA) [6] to generate the proofs for our test.

Compared to dynamic verification (which relies on verification by simulation),
the traditional technique used in EDA, it has a number of advantages as well as
disadvantages. The main difference between the two is the way tests are performed
on the DUT. While simulation explores isolated state points depending on specific

test cases, formal verification covers all possible states at once.

Although they share |7] some of the same components such as statements, they
are used in different ways and are conceptually different, and it is important to
understand how to prepare a Testbench for FV. We are talking about assertions,

assumptions and coverpoints.

e Assertion. In simulation, it indicates whether a certain condition holds for
the duration of the simulation, e.g. the counter of a FIFO is never greater
than the queue size, or less than 0. In the case of FV, it is used to check if
it is possible for a certain sequence to violate the condition defined by the
assertion. In both cases the purpose is very similar, although with subtle

differences, in simulation it is checked if it has occurred within the possible

4



values that the test takes during the execution, while in F'V it looks for pos-

sible combinations of inputs to force that violation of the assertion.

e Assumption. In simulation, it indicates whether there was any value in the
test that violated the assumption. As you may have noticed, conceptually,
assertion and assumption are identical in the case of simulation. However,
assumption is used differently in FV, since it is used to limit the space of
possible inputs that can be introduced in the test. And thus reduce the
space of states of the test. For example, in F'V an assumption could be that
the core is always in the User mode privilege, reducing the different possible

privilege modes of the core (i.e., User, Supervisor, Machine, ...) to only one.

e Coverpoints. In simulation, it is used to check whether events from a list
of events have occurred at least one, for example if a cache read has been
performed and made a miss. For FV, it is used to check that it is possible

to exercise a certain condition with a set of test values.

Having shown some differences between the two in terms of the behavior of
these structures, which are widely used in F'V and have their counterpart in simu-
lation, it is also important to show other aspects that will help us better understand
how formal verification works, when it is appropriate to use it, what it provides

and why we have decided to use it.

It is important to know the strengths and weaknesses of each of the strategies.
This will help us to choose which of the strategies best fits the design to be ver-
ified, saving unnecessary effort of a bad choice. This decision is important from
a productivity point of view, as it helps to better manage available resources by
reducing costs. Given the major paradigm shift from formal with respect to simu-
lation (or vice versa), the only piece that could be reused would be the Testbench

specification.



We are going to present different aspects that will help us when choosing the
paradigm. The first one we are going to talk about is the size that can be covered
by both models.

The verification by simulation allows working with models of all sizes. This
allows us to perform a Testbench for a unitary module, a cluster of these (a module
that connects different unitary modules and allows us to test their joint behavior),
and even full-chip size. Including both behavioral code and synthesizable code.
This strategy allows us to make tests as large as we wish. On the other hand, For-
mal Verification fits in unitary modules, or clusters. In case we want to test the
whole core or full-chip, it would be necessary to eliminate a lot of combinational
logic, and it only allows us to test synthesizable code. As we can see, the first disad-

vantage of choosing Formal is that the size and scope of the test must be contained.

The difference in the complexity of the techniques dictates the size of the design
that can be tackled by each approach. While Simulation verification has almost
linear complexity, Formal has exponential complexity. A benchmark number to
start considering that Formal is not suitable for our Testbench is approximately
~ 40,000 state elements [8]. And in case of exceeding this number, knowledge of

advanced techniques would be necessary to reduce the complexity of the test.

The next aspect would be how they traverse the search space. The two tech-
niques approach the verification from two totally opposite points of view. Simu-
lation could be defined as “ Describing the path” and Formal as “ Destination tar-
geted”. Describing the path means that this technique goes from state to state
of the DUT randomly, generating random values to check if the behavior is the
desired one. In Destination targeted techniques, on the other hand, the engineer
specifies the desired behavior or property, by means of a property, and the appli-
cation finds the way to cover that property, or otherwise, it finds that the property

is not true for certain cases.

In Figure 2.1 we can observe the behavior described above. The upper figure

represents the verification in simulation and the lower one represents the formal



Figure 2.1: Describing the Path vs. Destination Targeted

verification. Assuming that both figures are the possible states of the DUT and
the yellow bullet at the center represents the initial state of our module to be

verified. We can observe clear differences between both techniques.

If we focus on the first figure, we can see how a path is generated between
the different states that are being verified. This is because the simulation is in-
troducing inputs to the DUT sequentially, stimulating different states. We can
distinguish arrows of two colors, which represent different simulations. As we can
see, it is possible that in different simulations the same states are exercised, just
as it is possible that certain states are never stimulated. The name “describe the

path” is given by the path of the different states that are stimulated.

In the figure that represents the formal verification, we can see the same initial
state (yellow bullet). The difference is that the Formal Verification Tool will test
all “reachable” states from this initial state (first purple ring) that is 1 clock after

the initial state, and then the reachable states from clock 2. In this way, our DUT

7



is fully verified under the conditions, configuration and set of asserts with which

the test has been run, leaving no possible states of our DUT unverified.

For the simulation, it is necessary to create a structure for our Testbench, which
is able to introduce the values to our model and DUT for comparison. Given the
nature of the simulation, it is necessary to perform several cycles to try to cover
all the behaviors, and even to perform several iterations to try to cover the largest

number of paths within the possible states.

Meanwhile, Formal is more straightforward. It is only necessary to define a set
of assertions, assumptions and covergroups that define the behavior of our model,
and with a single F'V run, if the assumptions and assertions are correct, it is able to

completely cover the verification space of possible states of the DUT to be verified.

In Listing 2.1 and Listing 2.2 we can see the different structure of two potential
examples and different components needed for both approaches. Listing 2.1 shows
the structure of a simple Unit Test in Universal Verification Methodology (UVM)
[9]. It consists of a series of agents that introduce inputs and monitor the input
and output values, among other components such as interfaces. In addition, it is
necessary to generate a valid sequence for input. We also find an environment,
which needs a Golden Model (GM) that mimics the specification provided by the
requirements, and a scoreboard to compare the values generated by the DUT and
the GM. Other components in this section would be the covergroups and checkers.
And finally, we find another folder that is responsible for configuring the tests,
DUT and connections between different components mentioned above. We can

also find the exclusions' file for our testplan and the testplan itself.

Listing 2.2, on the other hand, requires a much simpler structure that is totally
different from the one shown in Listing 2.1. It can be seen that only the waivers
files (exclusions), tool setup scripts, and formal files where the different asserts,

assumes, blackboxes, etc. are located are needed.

!Exclusions are used to remove some cases that are not possible to hit due to configuration,
design or other reasons.



Listing 2.1: Dynamic test folders structure (UVM)

--- DUT_testplan.hvp
--- agents
| |-- agent_pkg.sv
| |-- interfaces
| | |-- DUT_i_if.sv
| | --- DUT_o_if.sv
| |-- sequences
| | |-- DUT_flush_sequence.sv
| | |-- DUT_reset_sequence.sv
| | --- DUT_virtual_sequence.sv
| |-- DUT_agent_i.sv
| |-- DUT_agent_o.sv
| |-- DUT_driver.sv
| |-- DUT_item_i.sv
| |-- DUT_item_o.sv
| |-- DUT_monitor_i.sv
| --- DUT_monitor_o.sv
|-- env
| |-- env_pkg.sv
| |-- DUT_env.sv
| |-- DUT_fcov.sv
| |-- DUT_goldenModel.sv
| |-- DUT_scoreboard.sv
| --- DUT_checker.sv
| -- exclusions.el
--- tests
| -- DUT_base_test.sv
| -- DUT_flushes_test.sv
| -- DUT_reset_test.sv
| -- DUT_universal_test.sv
|-- test_pkg.sv

--- top.sv



Listing 2.2: Formal Verification test folders structure

--- FormalTest
| -- formal.sv
| -- formal.sva
| -- formal_mem.sv
| -- modulel_formal.sv
|-- setup.tcl
|-- setup_2.tcl

--- waivers.tcl

As can be seen, both approaches to verify a DUT are totally different, and it is
not possible to take advantage of something that has been done in one to reuse to
create the Testbench in the other approach. Therefore, it is important to carry out
a previous study that allows us to focus the resources correctly from the beginning

to avoid wasting them.

The way in which the verification is obtained, not only affects the above-
mentioned, but also affects the values that are checked. Each execution of the
simulation, if there is a seed change, will check a different finite set of values, and
not having checked all the existing paths, values and combinations, it is possi-
ble that some illegal state is not found. Formally, by checking the whole spatial
sample of possible states of the DUT, if after a single execution no assertion of
our test has been invalidated, we can affirm that under the provided conditions
(set of assumptions or constraints) there is no combination of values or states that
invalidate those assertions. Therefore, a great effort is necessary to identify and
create constraints that allow us to test not only realistic values, but also to cover

the maximum of these values.

In Figure 2.2, we have the same concept as in Figure 2.1. The upper figure
represents verification by simulation, and the lower figure represents Formal Ver-
ification. In order to explain the interaction of both approaches in the presence
of bugs in the RTL we are verifying, we have introduced some states of the DUT

where bugs are found. The red bullets represent these states.

10



Figure 2.2: Bug Hunting

In the simulation technique, it is possible that not all the bugs are found, since
we depend on the inputs introduced in the sequence and how they stimulate the
DUT. Therefore, in order to catch as many bugs as possible, different simulations
are necessary so that, with different seeds, the inputs try to stimulate as many
states as possible. Even so, we can not ensure that all transitions between states
or all possible states have been covered, and may leave some bugs in corner cases

that are difficult to access.

On the other hand, the states that are reachable for formal verification and
that meet the assumptions that are imposed, will be stimulated, and therefore,
will be able to find the different bugs that violate an assertion. In this way, with
a correct set of assumptions and assertions, we can get a DUT completely verified

and with a strong guarantee that it will work under the specified assumption.

In Figure 2.3, we can see how assumptions work in Formal Verification and

11



how they affect the space being tested. As mentioned above, assumptions serve to
reduce the space of possible inputs to the DUT. This limitation can be useful in
different cases, such as when testing on an RTL that has not yet been completed
and therefore, there are some features that we know in advance that will not work.
Then we can limit those inputs to avoid testing on these features. Another reason
could be to focus the tests on one mode of the DUT or to simulate the operation

of another module that connects with our DUT.

Assume B

O 0

Asume O

Assume C

Figure 2.3: How Assumes Work on F'V

Also, we can observe different assumptions and how they interact with the
space of possible tests. For example, in Figure 2.3, “Assume A” only eliminates
reachable states. The other two also limit space outside the reachable ones. This
is normal and does not downgrade the expected performance of the test. The
important thing is to test as many states as possible that are considered legal for
our DUT.

Another important difference between approaches is in the way they present
results. For the simulation, we are shown the entire simulated trace, which is
usually tens or hundreds of thousands of cycles. This is because the trace usually
contains the startup process of the machine and all the values entered until the
bug is hit. Formal, on the other hand, shows a counterexample to the assertion,
which coincides with the minimum trace to get the bug. This results in shorter

traces and with fewer inputs that do not affect the problem, being able to find
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traces, in general, of just a few tens of cycles.
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Figure 2.4: Output Waves Simulation Fxample
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Figure 2.5: Output Waves F'V Example

In Figure 2.4 you can see some waves of a short test. The first signal shown
corresponds to the clock. As we can see, there are many cycles in the screenshot
shown, which does not even make up 3% of the complete test for this example.
That said, this test consists of 35500 cycles composed of a short code in assembly
with a very specific purpose. In cases of more complex regressions and with more
complex purposes, they can reach millions of cycles, complicating the visualization

of the waves and their understanding or interpretation.

In Figure 2.5, we can see a counterexample created by the verification tool
with a much smaller scope, reaching the possible bug in fewer cycles, improving
the readability and understanding of why the bug is coming and which are the

intervening signals.

13



Although from what we have shown it may seem that there are only advantages
to Formal Verification, this is certainly not the case. As cons to Formal Verifica-
tion, we find that it does not fit well to modules with a high load of arithmetic
operations [10, 7]. It is also necessary to apply it on highly documented modules
with clear requirements |7], which help the engineer to obtain the correct asserts

and assumptions for that module.

Once everything is in place, the Formal Verification can be put to use for test-
ing the performance of a Fetch Unit, and in turn, to exploit different techniques to
improve the execution times of these. The Fetch Unit has 2 modules with mem-
ory, which can challenge the performance of the tests and where we can improve
the results with existing techniques to improve performance. On the other hand,
the Fetch Unit does not need to perform complex arithmetic operations from the

values it receives, so it is suitable to be tested by Formal Verification.
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3. State of the Art

As stated before, the main objective of Formal Verification in the hardware in-
dustry is not to simulate a set of inputs, but to check the correct behavior of the
design. For this purpose, different techniques proposed in the literature are used,
most of them relying on Boolean algebra, among them Binary Decision Diagrams
(BDD) and Satifiability Checkers (SAT-solvers).

Currently, tools are mostly based on SAT-solvers, as they are less sensitive
than BDD to the size and state of the DUT and reduce the resources needed for

problem storage and execution.

From an engineer’s point of view, these tools are a black box. Users do not
know the inner workings of the application or how the asserts they enter into the
tool are checked by the tool. From the internal point of view of the application,
different processes are carried out to obtain a single Boolean Algebra Expression
of the problem and different algorithms are executed to obtain the results that the
application shows at the end of its execution. Understanding those concepts can

help the engineer generate better assertions to exploit the potential of FV.

Behind the applications, different approaches such as Boolean constraint prop-
agations, conflict analysis and Branch-and-Bound heuristics have been refined over
the last decades.

Foremost, we are going to do a background introduction that will help to fully

understand the complex concepts that are related to the Formal Verification Tools.

3.1 Boolean Variables

A Boolean variable is a data type that can represent exactly two values, often 0
and 1. Because of its binary nature, it can be easily used for abstracting high or

low voltages into 1s and Os in analog circuits. Therefore, any variable used in a

15



digital circuit is a binary representation of a voltage level.

Unfortunately, not all information can be represented with a single binary vari-
able, which from now on we will call bit. For example, values such as counters
could not be represented with only one bit. Therefore, arrays of different sizes are
used depending on the size to be represented, minimizing the amount of storage
required for them. A counter that is going to count up to 12 will be represented
with a 4-bit array. If we represent it in SystemVerilog [6], it would be represented

as shown in Listing 3.1.

Listing 3.1: 4 bit counter (from 0 to 15)

bit [3:0] counter;

In this way, we can represent more complex structures that we can manipulate
to obtain the necessary logic with Boolean operators. For example, in Listing 3.2
we can see an example of a structure in SystemVerilog, similar to a structure in C.
It allows the programmer to use the different fields independently or manipulate

it as desired.

Listing 3.2: Larger structure for an instruction

typedef struct packed {
logic [31:20] immediate;
logic [19:15] register_sourcel;
logic [14:12] function3;
logic [11:7] register_destination;
logic [6:0] operation_code;

} instruction_t

3.2 Circuits

In order to fulfill a certain behavior, different logic gates are used together with

Boolean variables. The circuits, in turn, can be represented as Boolean functions.
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These circuits are then printed on a die to produce processors, Graphic Pro-
cessor Unit (GPU) and other electronic components. Therefore, it is important to
be clear about the operation of the circuits that have been implemented and to

make sure that the behavior is as expected.
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Figure 3.1: Representation of a 4-bit Full Adder Circuit

An example of a circuit can be the one shown in Figure 3.1. In this figure, we
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can see different logic gates that will be activated or deactivated depending on the
values of the input variables and will produce an output value. Considering this
circuit, we can see that the value that will come out of it corresponds to the logic

function of the Equation 3.1.

Oout - (AB) + OinA @ CinB

(3.1)
S — A@B@Cm

The fact that we can express a logic circuit as a Boolean expression (like in
Equation 3.1), allows us to apply different efficient mathematical algorithms that

allow us to check the operation of the implemented circuit.

3.3 Signals

Signals are the representation of the values that can be observed when viewing
the behavior of a circuit in a specific edge of the clock. Both input and output,
and even intermediate values if you have a register for it. The most common way
to represent these signals is through what are called “waves”. The waves show
how these signals vary over the test run time of the circuit. Figure 3.2 shows an

example of a waveform, which contains several signal waves.

Figure 3.2: Signals Visualization Through Waves
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3.4 Conjunctive Normal Form

Conjunctive Normal Form (CNF) is a way to express a boolean formula that allows
the SAT-solvers to solve big assignments in affordable time [11]. CNF can also
be called Product Of Sums (POS) notation. This means that the formulas are
presented as ANDed clauses, where the clauses are composed of variables with
OR. In equations 3.2 and 3.3 we can check an example of one expression in CNF

but represented in different ways.

(al['blld)&&e(d] |e)&&e(al ||| ) (3:2)
(a+!'b+d) x (Id+e) * (a + c+!f) (3.3)

3.5 Binary Decision Diagrams

Binary Decision Diagrams (BDD) are directed acyclical graphs that provide a gen-
eral representation for Boolean Functions [12]. Although there are different types
of BDD like generic BDD, Ordered BDD (OBDD), or Reduced OBDD (ROBDD)
[12], it is common to refer to ROBDD when we talk about BDD, due to the re-

duction it provides in terms of memory, and performance.

One of the big problems that BDD has is that this way of representing Boolean
Functions is highly sensitive to size. Also, good ordering is necessary, as a bad

ordering can achieve exponential resolution time [10].

BDDs provides powerful applications for the FV Tools. As the BDDs are
canonical, which means that applying a set of standardized rules, we obtain a
unique BDD. This implies that equivalent designs will have the same BDDs rep-
resentation [7]. This property simplifies that FV Tools can check if two formulas

are equivalent.
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3.6 Satisfiability Checking

Satifiability Checkers (SAT-solvers) are one of the main reasons for the improved
performance of Formal Verification Tools in both Software and Hardware verifica-
tion [4].

SAT-solvers are computer programs that try to solve Boolean Satisfiability
problems. A Boolean Satisfiability problem is a set of Boolean variables and
clauses composed by the Boolean variables that relate them to each other, and
by means of a series of algorithms (SAT-Solvers) it can be verified whether it is
possible to satisfy the defined clauses (satisfiable) or not (unsatisfiable). So, we
could define it as follows: the Boolean Satisfiability Problem checks that there is
a set of clauses previously formulated that evaluate to True [11|. One of the prob-
lems is that it is an NP-complete problem [13], although it is widely used by the
Formal Verification Tools and is used in several real-world problems even though

it is still susceptible to timeouts or run-out of memory [14].

We can find different applications that solve SAT solvers, and that are better
depending on what they are used for, some like SATO [15], Minisat [16], Rsat [17],
Grasp [18], Chaff [14], with different optimizations each one for different types of
problems. All these advances have made SATs more efficient and conducive to

Formal Verification.

One of the main advantages of SATs over BDDs for FV is that SATs are less
sensitive to the size and explosion state of the problem [14, 19]. BDDs can vary
greatly depending on the variable orderings, where good orderings generate accept-
able results, and poor node ordering can generate exponential complexities. The
search for an optimal variable ordering is something that is considered intractable
in terms of complexity to find, so heuristics are performed to find acceptable or-
derings. While SATs do not generate this kind of problems, being more efficient

in performance and memory.
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3.6.1 SAT-solver algorithms

There are two main types of algorithms for solving SAT problems, the first one is
called incomplete or stochastic, also called Stochastic Local Search (SLS) are algo-
rithms that do not provide unsatisfiability, i.e., we cannot obtain counterexamples,
but can obtain a solution quickly if they exist. The second type of algorithms are
the so-called complete algorithms, which guarantee finding a set of variables that
satisfy the system of SAT clauses or, on the contrary, that prove to us that it is

unsatisfiable.

Given the nature of the Formal Verification, the algorithms that make use of
them are complete algorithms. Therefore, we are going to focus on explaining
the basic operation followed by the algorithms that are classified under this type.
The complete algorithms come from the Davis-Putnam and Davis-Logemann al-

gorithms, being derivations and improvements of these techniques.

Davis-Putnam algorithm

This algorithm is a divide and conquer algorithm that uses a backtracking search
method to find valid assignments to solve the SAT. The operation of this algorithm
is based on dividing the CNF by a variable, assigning it 0 or 1. Subsequently, 2
subproblems appear that will be evaluated separately. This process can be inter-

preted as splitting of the boolean function that is verified.

In Listing 3.3 we can see a pseudocode of how Davis-Putnam works.
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Listing 3.3: Davis-Putnam pseudocde

DavisPutnam(formula){
if (formula == 1){
Return SATISFIABLE;
} else if (formula == 0){
Return UNSATISFIABLE;
} else {
var = TakeVariableFromFormula(formula) ;
formulaV0 = assignVarToFormula(formula, var, 0);
if (DavisPutnam(formulaV0) == SATISFIABLE)
return SATISFIABLE;
else {
formulaVl = assignVarToForumla(formula, var, 1);

return DavisPutnam(formulaV1l);

¥

The performance of this algorithm can be improved using a technique called
Resolution. It requires that the clauses used are in CNF (POS formula). Its op-
eration is based on the fact that if a variable appears as positive and negative
in the formula, it can be excluded from the formula directly without affecting its

resolution.

If the variable X appears as literal x and as literal !z, so following the statement
made above, it can be simplified removing the variable X from the CNF. Resolu-
tion can be understood as follows: if a variable appears in two clauses multiplied
by ANDs, these clauses are combined by ORing and eliminating the literal. In this

way, the rest of the clauses remain unaffected by being multiplied (AND operation).

Davis-Logemann algorithm

This algorithm is an improvement of the Davis-Putnam algorithm, so like the pre-

vious algorithm, it is based on Back Propagation. In this algorithm, in order to
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reduce the number of splits that need to be made, the CNF can be analyzed for
isolated literals that can be directly assigned [7, 10, 13|. By doing this assignment
(called deduction), we can avoid splitting on this variable. Once the assignment
has been made, it is possible that we will find new literals that can be assigned
directly without the need to make new splits. When performing this technique,
it is possible that another clause with only one literal is generated, since when
assigning the first isolated variable, all the appearances of the same variable in
the rest of the clauses disappear. In this way, we reduce the number of splits
by reducing the performance cost generated by these variables on which we have

avoided making a split.

This technique is known as Boolean Constraint Propagation (BCP). Since this
algorithm is an improvement of the Davis Putnam algorithm, this algorithm is also
known as the Davis-Putnam-Logemann-Loveland algorithm (DPLL algorithm) [7,
10].

In Listing 3.4 we can see the pseudocode for Davis-Putnam-Logemann-Loveland

algorithm. It is shown that the structure of the algorithm is almost the same as

the Listing 3.3, adding new functions for the deduction.
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Listing 3.4: Davis-Putnam-Logemann-Loveland pseudocde

DavisPutnamLogemannLoveland (formula){
newAssignment = deduction(formula);
if (newAssignment == 1){
Return SATISFIABLE;
} else if (newAssignment == 0){
Return UNSATISFIABLE;
} else {
var = TakeVariableFromFormula(newAssignment) ;
formulaVl = assignVarToForumla(newAssignment, var, 1);
if (DavisPutnamLogemannLoveland(formulaV1)==SATISFIABLE)
return SATISFIABLE;
else {
var = TakeVariableFromFormula(newAssignment) ;
formulaV0 = assignVarToFormula(newAssignment, var, 0);

return DavisPutnamlogemannloveland (formulaVo) ;

3.7 Causes of Complexity

The causes of complexity of the formal analysis depends on different factors such
as size, diameter, other secondary factors such as design structure, state machine
transitions, design operations, etc. The complexity of the module to be verified is

directly reflected in the performance of the proof execution.

Some symptoms that we can observe and that warn us that the complexity of
our Testbench is high are the following: long execution times exceeding several
hours to complete an assertion, high memory consumption taking large amounts
of memory or even running out of memory, and undetermined results (not finished

runs for a specific assertion due to a timeout).
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Therefore, reducing the complexity of our proofs translates directly into a re-
duction of execution time and memory consumption, or in case of undetermined

proofs, converting them to proven or counterexample in case of assertion violation.

The size complexity of the proofs is not measured in terms of gates, as might
be interpreted from their name, but in terms of primary inputs that have not
been constrained to a specific value by assumptions, and the number of state bits
that have not been set to a specific value. In addition, auxiliary code introduced
by some complexity reduction techniques and various constraints can increase the

number of state bits, becoming counterproductive.

That size complexity of the proofs is related to the size of the Cone Of Influence
(COI). The size of the COI refers to the actual complexity of the assertion, i.e., it
takes into account only the logic and inputs related to the assertion to be tested.

In this way, a fraction of the size of the main design is achieved.

Module Design 1 Assertion Cone Of Influence Multiple Assertion Cone Of Influence

Design size

Col

Figure 3.3: Design Size and Cone Of Influence (COI) Size

In Figure 3.3, the shadowed parts corresponds to the actual size of the as-
sertions for each scenario. For the design size, we are taking into account all the
possible behaviors at once, making harder the proofs for the tool and making more
probable to obtain the worst performance. The design size could be seen as the
worst case scenario of a proof. So, in a specific module, it will be the whole spatial
state of the module. In general, FV will not obtain a complexity equal to the de-
sign size for an assertion. In the middle figure, we can see the COI of 1 assertion.
As it can be seen, the complexity for this assertion is clearly lower than the Design

size, improving the resolution of the assertion. The last figure represents multiple
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assertions for the same design. One advantage is that there are some regions inside
the COls are also included in other COls, so what the tool has learned for other

asserts can be used for the current assert.

Even when knowing the size of the COI, it is not possible to predict proof per-
formance from size alone. But despite this, it is possible to correlate the probability
of complexity with size. So small sizes are less likely to generate high complexities,

and conversely, larger sizes are more likely to have higher complexities.

Another factor that is closely related to the complexity of the problem is the
Diameter of the proofs. The diameter refers to the steps needed to cover all possi-
ble states from the initial state, so in this case, we also depend on the initial state

and the complexity of these transitions.

Iwb. wi Iwhr wb

wb

wb

Figure 3.4: FSM of 3-bit Counter with Overflow

In Figure 3.4 we can see the Finite State Machine of a 3-bit counter with over-
flow. This counter only makes addition of 1 and cannot reduce the number except
on the overflow. In this case, we can see that the counter will be adding 1 all the

time it receives the signal wb high. Else, it will maintain its value.
In Table 3.1 there is an example of how diameter is calculated for the Fi-

nite State Machine (FSM) shown in 3.4. In this case, we would need 8 steps to

fully cover the FSM. Depending on the possible transitions, the Diameter can vary.
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Reached States New Reachable States
SO S1

S0, S1 S2

S0 ,S1, S2 S3

S0, S1, S2, S3 S4

S0, S1, S2, S3, S4 S5

S0, S1, S2, S3, S4, S5 S6

S0, S1, S2, S3, S4, S5, S6 S7

S0, S1, S2, S3, S4, S5, S6, S7

Table 3.1: Diameter Calculation of Figure 3./

Taking into account the FSM shown in Figure 3.5, we would obtain the Table
3.2. As we can see in the table, the longest path to any state is 4 steps, so the
diameter for the FSM proposed in 3.5 is 4.

Figure 3.5: FSM FExample

In the case of counters, we can see how with the number of states, we can
obtain different complexities when it comes to formal verification. A counter in
itself does not generate a problem for verification tools, even with diameters of
more than 1 million states. If this counter interacts with another operation logic,
it generates a significant increase in the complexity of the verification and can have
multiplicative effects on the complexity. If the operation logic is simple, with few
operations, the impact on the complexity will be slight, while if different operations

are chained together, the problem could grow and generate complex problems for
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Reached States New Reachable States

S0 S1
S0, S1 S4, S5, 56, S7
S0 ,S1, S4, S5, S6, S7 S2, 53

S0, S1, S2, S3, S4, S5, S6, S7

Table 3.2: Diameter Calculation of Figure 3.5

the tool.

Assertions can also increase complexity, increasing the size of the test design
and the diameter. This is because assertions interfere with the state bits, increas-
ing the possible states, and hence the diameter. In the case of constraints, we can

obtain complexity reductions, but we can also increase the complexity of the test.

A clear case in which we can reduce the complexity of such a test with a con-
straint would be, for example, to set a certain value. As an example, for a General
Purpose Processor (GPP) that is the design that we are verifying, a constraint
that could reduce the complexity of some proofs could be to set the privilege level

in which we are working. Setting the value, for example to only test with M-mode.

In the case of assertions, a clear case in which we would not add complexity
to the proof would be one like the example shown in Listing 3.5. In this case, it
is only a Boolean that has to be true in all clocks where sampling is performed.
Therefore, no auxiliary code is introduced to our test indirectly, only a checker in
each clock. Therefore, it is not necessary any knowledge of the previous states of

our design, so the tool will not introduce variables with which it must test.

Listing 3.5 can be “read” as follows:

o asrt_line_ request eventually gets response: It is the name of the assertion

to identify better on the used tool.
e assert property: It is specifying that the inner expression is an assertion.

e 'hit_translation [-> stall: It specifies the sequence that must be proved.
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In this case, we can translate it to a human-like language as “LOW (!)
hit_ translation IMPLIES in the SAME cycle (]->) HIGH stall”.

Listing 3.5: Assertion that does not add complexity to the proof

asrt_line_request_eventually_gets_response: assert property (
'hit_translation |-> stall

)

On the contrary, an example of assertions that would interfere with the State
Bits introducing more complexity to the proof would be the one shown in Listing
3.6. In this case, we have implications in future cycles. This is translated internally
as auxiliary code saving the old values in order to check that the implication is true,

introducing more memory consumption to store past values until it is checked.

Listing 3.6: Assertion that add complexity to the proof

asrt_stall_in_itlb_miss: assert property (
'hit_tag && requested_line |-> s_eventually(response_line)

)

Additionally, in Listing 3.6 we find the function s _eventually(). This function
is used to indicate that at some moment the expression inside the function will
occur. So this assertion means “LOW (!) hit_tag AND (&&) HIGH requested_ line
IMPLIES in the SAME cycle (|->) HIGH response_ line will occur eventually.

The assertions that present functions or operators that interfere with different
cycles represent an increment in the spatial complexity. This event occurs because
we would have to maintain boolean expressions for many cycles, or even indefi-
nitely. For example, repetition operators, the implication in the next cycle, cycle
delays, or functions like $fell (expression changes from HIGH to LOW), $rose
(expression changes from LOW to HIGH), $stable (expression remains the same),

or $past (expression is HIGH in the past cycles) fit into this category.
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4. Fetch Unit

The fetch unit is considered the first stage responsible for processing the instruc-
tions, and therefore, it is in charge of fetching and introducing the instructions
to the following stages of the core [20]. For example, using the traditional von
Neumann machine [21], the job of the Fetch Stage (or Fetch Unit) can be sum-
marized as fetching the instructions from memory and entering into de pipeline
(Figure 4.1). Translating the virtual address of the Program Counter (PC) for the
next instruction, to the physical memory address where the desired instruction is
located. Subsequently, this instruction would be entered into the core after receiv-

ing it from memory.

Fetch Stage H Decode Stage }—k( Execute Stage H Memory Stage Write Back Stage

Figure 4.1: Stages of Von Neumann Machine

But the increasingly larger latencies from main memory with respect to Central
Processor Unit (CPU) frequency and bandwidth requirement has a huge impact
in the performance of the CPU [22]|. Figure 4.2 shows the ratio of improvement of
the performance for Memory and CPU. We can see how CPU frequency has been

improving much faster than DRAM memory, creating a large performance gap.
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Figure 4.2: Yearly Improvement of DRAM and CPU [22]

In order to tackle this issue, cache memories were introduced. The instruction
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cache (iCache) is a low latency memory where we store main memory to reduce the
read latency of the main memory. Based on how the codes are programmed, it is
usual that the processors access repetitively the same addresses many times. This
is known as temporal locality. In addition, processors usually access to memory
position that are next to the previous one. For example, if the processor accesses
to memory position A, it is very likely that the next instruction is going to be close
to that position. From Fetch Unit view, if memory position A is accessed, it is an
indicator that (possibly) the next access position will be A+ (instruction size).
This is known as spatial locality. So, bringing lines of memory into the iCache
reduces the memory access time. In this way, we can reduce the waiting time by
storing in this iCache parts of the main memory, since the accesses to the cache

are much faster than to the Dynamic Random Access Memory (DRAM).

The iCache memory in current commercial processors is typically divided into
32-byte or 64-byte lines, depending on the needs and characteristics of the core
[23]. To speed up the process of fetching instructions, the fetch unit reads the
memory line and inserts it into the pipeline, where it is later divided into the dif-

ferent instructions [24].

256-bits line
Line 1 32-bit 32-bit 32-bit 32-bit 32-bit 32-bit 32-bit 32-bit
instruction instruction instruction instruction instruction instruction instruction instruction
. 32-bit 32-bit 8-bit 32-bit 8-bit 32-bit 8-bit 32-bit 8-bit | 8-bit | 8-bit
Line 2 . . . N . . N . . N . . . . . .
instruction instruction |instruc| instruction instruc ' instruction |instruc| instruction instruc instruc|instruc
Line 3 8-bit | 8-bit = 8-bit = 8-bit = 8-bit | 8-bit | 8-bit = 8-bit | 8-bit | 8-bit | 8-bit | 8-bit 8-bit | 8-bit 8-bit = 8-bit
instruc instruc instruc instruc linstruc |instruc |instruc instruc instruc instruc instruc |instruc instruc instruc instruc instruc

Figure 4.3: Instructions per iCache Line

Considering that the instructions, in the case of RISC-V, are 32-bit (or 4-bytes),
we can fetch 8 instructions in case of 256-bit (32-bytes) memory lines. In addition,
if the processor supports compressed instructions (16-bits) we could get to read 16
instructions. As not all memory lines have the same number of instructions, we

can read between 8 and 16 instructions in each access.
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In Figure 4.3, we have some possible configurations for the instructions in a
iCache line of 256-bits. Line 1 correspond to a line with all its instructions of
32-bits (uncompressed) and we fetch 8 instructions. In the case of Line 2, we can
see instructions of different size, compressed (16-bits) and uncompressed (32-bits),
where depending on the combination of the instructions we can have more instruc-
tions (from 9 to 15 instructions). In this case, when fetching this line from iCache
we would fetch 11 instructions. Line 3 represents a line fully of compressed instruc-

tions, where we would fetch 16 instructions, the maximum possible for 256-bit lines.

Since the programs are also composed of flow control instructions, such as
branches or jumps, it is possible that the next instruction that the core has fetched
is not the correct one. In this case, the instructions that have been introduced
in the pipeline after the flow control instruction must be discarded, and the PC
corresponding to the jump must be fetched. All this process induces a bubble that
potentially lasts even tens of cycles plus memory latency [25] due to the pipeline
depth of current processors. So a branch instruction generates a long period in
which the core does not commit any instruction, reducing considerably its perfor-

mance.

To avoid as many bubbles as possible due to a fetching error, a branch pre-
dictor is implemented together with the fetch unit, which is in charge of deciding
if the PC of the instructions fetched from memory contains a branch, and if so,
whether it is taken or not. It also decides which is the next PC to be fetched
from memory. There are different types of Branch Predictors [26] depending on
the characteristics of the core and the trade-off between performance and Branch
Predictor implementation. Although we are not going to go deeper into this mod-

ule in particular, because of its complexity, it could constitute a section of its own.

The Branch Predictor (BP) can affect the operation of the fetch unit in case
of a mispredict. A mispredict happens when the BP incorrectly guesses the next
address to fetch. In this case, a fetch bubble is again introduced in the pipeline,

sometimes with a higher cost than if no BP were present. But even with the
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appearance of mispredicts, the amount of bubbles the core saves is much higher
than the mispredicts it introduces. Considering a 2-bit local Branch Predictor, its

hit rate is over 80% and in some cases can reach 99% depending on the program|27].
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Figure 4.4: Main Fetch Unit Components

As of today, Fetch Units are composed of 3 main components, shown in Figure

4.4. The fetch logic, the iCache, and a branch predictor.
The flow of an instruction in the Fetch Unit would be as follows:

First, it is told the PC from which it will have to fetch the next instruction
from the Branch Predictor (Figure 4.5). One of the first things it will do is to
see if the memory line is already present in the iCache. When the memory line
is present int the iCache is known as “cache hit”. If so (Figure 4.6), this address
would be taken directly from the iCache and introduced in the pipeline to later

divide it into the different instructions that are in the line that we have brought.

In case the instruction is not in the cache (known as “cache miss”), it would

be necessary to fetch this address from the main memory (Figure 4.7). As this

33



Send Stall

FU
v @
Branch Instruction |:“ >
Predictor FE @
I-$

|

suoioNAsu| paydle

|

L

Figure 4.5: Branch Predictor Introduce New PC' to the Fetch Unit

memory is much slower, it is not possible to obtain the result before the next cycle
to enter it in the pipeline. Therefore, the Fetch Unit is stalled, which means that

the Fetch stage will wait until the memory line arrives from main memory.

Once the block is fetched from memory and available, the memory line is

introduced into the pipeline to divide it into the different instructions that compose

it.
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5. Complexity Reduction Techniques

As mentioned throughout this document, memory is one of the most problematic
aspects of Formal Verification tools. Therefore, different strategies have been de-
veloped in order to model them in different ways and achieve executions with a

reduction of the spatial and temporal complexity.

In addition to modeling the memory, it is also possible to reduce the com-
plexity of the assertions, making them more application-friendly. To do this, one
technique used would be to reduce the scope of each assertion. For example, an

assertion like the one in Listing 5.1.

The assertion shown in Listing 5.1 can be read as:

e pc not equal (!=) to any cached_pc IMPLIES in the NEXT cycle (|=>)
cache__hit equal (==) 0

e AND (&&)
e cache_hit equal (==) 0 IMPLIES in the NEXT cycle (|=>) stall
e AND (&&)

e stall IMPLIES in the NEXT cycle (|=>) LAST CYCLE value of pc ($past(pc))

equal (==) to current cycle pc

That assertion represents a sequence of 4 clocks. The sequence is as follows:
if the PC in the cache does not match with the PC that has been filled by the
Branch Predictor (Clk 1) we expect that we are not going to obtain a hit in cache
(Clk 2), in other words we got a miss (cache hit equal to 0). Then, when we ob-
tain a cache miss (Clk 2), we expect that the Fetch Unit is stalled as the memory
line in not present (Clk 3). As the Fetch Unit has not been capable of obtaining
the line, and we are stalled (Clk 3), we expect that the current value of the PC

the in the next cycle (Clk 4) is the same that has been inserted in the current cycle.
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Taking into account this assertion, we can see that the assertion is concate-
nating different cycles (up to 4 cycles). This assert will need to check all spatial
state for the 4 cycles to comply with the assertion. Increasing the spatial state of

1 cycle to the power of 4.

Listing 5.1: Not application-friendly assertion

asrt_no_hit_stall: assert property (
pc !'= cached_pc |=> cache_hit == 0
&&
cache_hit == 0 |=> stall
&&
stall |=> $past(pc) == pc

)

It can be implemented separately, as shown in Listing 5.2. Instead of having
a sequence of 4 clocks together, we can separate the assert using the ANDs (&&)

operators.

Listing 5.2: Application-friendly assertion

asrt_pc_not_in_addresses_hit_value_zero: assert property (

pc !'= cache_addresses |=> hit_vector ==

)

asrt_no_hit_stall: assert property (
hit_vector == 0 |=> stall

)

asrt_stall_maintain_pc: assert property (
stall |=> $past(pc) == pc
i

This simple change allows the application to only take into account the values

of 2 cycles from Figure 5.2 (those implied by the |=> operator) and not the 4
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cycles from Figure 5.1 that it would need for Listing 5.1. Extrapolating this case
to larger assertions and with a larger number of variables, we can save the appli-
cation the use of resources unnecessarily and improve its performance to solve the

different proofs.

Clk 1 EEEE— Ck2 E— Clk 3 EEE— Clk 4

pc != cached_pc |=> cache_hit == 0 |=> stall |=> $past(pc) == pc

Figure 5.1: Not Application-Friendly Assertion Space

Clk 1 E— Clk 2

pc != cached_pc => cache_hit == 0

Clk 1 E— Clk 2

cache_hit==0 => stall

Clk 1 E— Clk 2

stall => $past(pc) == pc

Figure 5.2: Application-Friendly Assertion Space

In Figure 5.1 we can see that the Tool will explore the space for 4 clocks.
Taking into account the exponential complexity in terms of space, it will gen-
erate a total space of clock complexity 4 meanwhile Figure 5.2 will be only

3 - clock _complexity”2.
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5.1 Non-determinism

This technique is highly strongly linked to the used formal verification application.
This technique is basically a way to present a special kind of asserts to make the
assertion easier for the formal verification tool, improving the performance of the

assertion to test.

Non-determinism is used for asserts inside a for(genvar) (Listing 5.3) func-
tions that generates many asserts with a series of values. It is used to specify array
index or positions in an assertion. What this technique does is to assume the index

as a stable value in the trace and prove it in a single assertion.

Firstly, we should assume a stable value to test (a value that is not going to
be modified on the trace), and use it for the assertions we want to test. It might
seem that this technique skips cases to be tested, but the application will test the
assertions for all values of the variable that is assumed as stable. Only that during
the assertion, the variable will remain stable and there will be no changes in its

value, but it will try it with all the combinations of the variable.

For example, an assertion like the one shown in Listing 5.3 is harder and slower
for the Tool, so we can improve the performance of the application by converting

it to the one shown in Listing 5.4.

Listing 5.3 assertions can be read as:

e for each i lower than NUM WAYS

— assert number i

— p_address equal to (==) stored addressfi/ IMPLIES in the SAME
cycle (|->) data equal to (==) datafi/
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Listing 5.3: Normal assertion

for (genvar i = 0; i < NUM_WAYS; i++) begin
asrt_hit_data : assert property (
p_address == stored_address[i] |-> data == datal[il
)

end

Listing 5.4 assertion expresses the non-determinism that the suits better the

application. It expresses:

e Define 2-bit variable way.
e Assume that variable used way takes the stable value of way ($stable(way)).

o Assert p_address equal to (==) stored_ addressfused way/ IMPLIES in
the SAME cycle (|->) data equal to (==) data/used way/

Listing 5.4: Free-variable assertion

bit [1:0] way;

asm_stable_way: assume property (
used_way = $stable(way);
E

asrt_hit_data: assert property (

p_address == stored_address[used_way] |-> data == datal[used_way]

)
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5.2 Data tagging

Data tagging can be highly related to Abstraction technique (Section 5.5), as Data
Tagging can be used to accomplish the target of the Abstraction technique. Data
tagging consists on using different inputs or specific bits to assume or take deci-

sions in advance.

Data tagging technique allows us to recognize certain values in the output and
check that indeed, a series of inputs is correctly identified or whether the result
is propagated as expected from this tag. In addition, this technique can be used
to make decisions at the beginning of the test, such as discarding inputs from a
specific tag, deciding what will happen to the inputs during the transaction or

assuming certain behaviors from that value.

One use of this optimization is, for example, to decide whether there is a hit
or miss in a cache, eliminating much of the complexity that this memory brings.
As an example, we can assume that as long as the line is valid and ready, the hit
will always be equal to bit 9 of the memory address to be requested, as shown in
Listing 5.5.

Listing 5.5 has an assumption that, in case of wvalid_line and ready line will
determine the output of cache_hit equal to the bit 9 of the physical address we
are introducing. Then, we check with the assertion that in case of a NOT (!)
cache_hit and a req_wvalid IMPLIES (]->) that in a range between 10 and 15
cycles (##[10:15]) we are receiving a response_line and the cache_ hit becomes
HIGH.
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Listing 5.5: Data-tagging technique in assume/assert

asm_cache_hit: assume property (
iCache.valid_line && iCache.ready_line
[->
cache_hit == p_address[9]

)

asrt_req_line: assert property (
req_valid && !cache_hit
| ->
##[10:15] (response_line && cache_hit)
)3

In this way, we can speed up the testing of certain modules of our proof or
modules that connect to our DUT, modeling the module’s behavior making use
of a simplification of the module’s behavior through assumptions and assertions
that allow us to reduce dependencies on the complete behavior of the module from

which we would expect the answer, like in Figure 5.3.

/— asm_cache_hit
\,—)
DUT

Blackboxed

\_ asrt_req_line

Figure 5.3: Datatag on a Testbench
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5.3 Reduction

The main idea of reduction techniques is to replace different parts of more complex
logic with others that accomplish the same task using simpler logic, while remain-
ing equivalent. We can find different techniques that reduce the complexity of the
Testbench by acting on different points and which require more or less manual
interaction to find the different patterns or to simplify the logic. We can classify
the techniques based on the manual interaction of the engineer, dividing them into

automatic and manual categories.

Automatic reductions, which are those performed by the applications them-
selves to reduce as much as possible the test states before performing the Formal
Verification. Among them, we find Boolean minimization, Constant propagation,

FSM minimization, and Fanin Cone Reduction.

Manual techniques, which are capable of greatly reducing the state space.
These techniques require a great effort to find structures that can be reduced
within each Testbench. The techniques we can find under this classification are

Symmetry reductions, Abstraction and Homomorphic reductions.

We could define all the proposed techniques under this nomenclature as they
meet the definition of this technique. Reduction is a validity-preserving transfor-
mation by which a complex assertion of a complex model can be exchanged for
a simpler assertion of a simpler logical model. So that the validity of the second

assertion implies the validity of the original assertion [28].

5.3.1 Symmetry reductions

This technique [29] is based on finding states of the DUT that are equivalent and
replacing them so that the application uses the equivalent states as one and the
same, without the need to test all of them. For example, within a First In First

Out (FIFO) of 8 entries (9 states shown in Figure 5.4), we can separate 3 states
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with different behavior, thus grouping 7 states into one. The states would be:

empty, semi-full, and full.

8 entries FIFO
2 entries FIFO

Empty 1-entry  2-entries 3-entries 4-entries 5-entries 6-entries  7-entries Full Empty  Semi-full Full

Figure 5.4: Symmetry Reduction of a FIFO

By observing the symmetry of states 1-7 of the counter, we can force the ap-
plication to only test the states encoded by 2-bits (enough to encode 3 states) and
instruct the F'V Tool to take into account the 3 states without the need to check

all the intermediate states.

Figure 5.4 shows the difference between the two implementations and the re-
duction of possible states. This modification also simplifies the transitions between
states for the F'V Tool by reducing the combinations of states within the queue

and possible paths within the queue.
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5.3.2 Homomorphic reductions

This technique is based on simplifying the logic while preserving the effects on the

system being tested [28].

In this way, we could reduce the FIFO from Figure 5.4 to 2 entries in order
to accommodate the 3 states that behave differently. When it is empty it cannot
remove anything from the queue, when it is full, it cannot introduce anything new

into the queue.

8 entries FIFO 2 entries FIFO 1 entry FIFO

Empty  Semi-full Full Empty  Semi-full Full Empty Full

Figure 5.5: Homomorphic Reduction of a FIFO

If we had a counter to know if the queue is full or empty, states 1-7 would have
the same behavior. In this way, we know that we can reduce the FIFO to only 2 en-

tries, (3 states) and be able to test all states without losing any state functionality.
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We could even further reduce the behavior to only 1 entry, so we would only
have empty and full states. With this change we can still test the functionalities
we are interested in from the point of view of a FIFO, input values, output values,

see the behavior when full and when empty.

In Figure 5.5, we can check the reduction of the entries of a FIFO, being a
graphical support of the previous explanation.

Compared with symmetric reduction it is possible that both seem similar. But
there is a subtle difference, in symmetric reduction we look for equivalent states,
and we try to reduce the repetitions of those states (i.e., we enforce the 3 states of
the FIFO explicitly). While in homomorphic reduction, we are looking to reduce
the complexity by reducing the space size (i.e., the size of the FIFO).

5.4 Black Box

This technique allows us to remove the complete logic of a module from the Test-
bench and replace it with a formal model of the module. This model must contain

all the necessary assumptions to behave as close to the original as possible.

Performing all the necessary assumptions is a costly task that involves knowing
and addressing many important aspects of the operation of the module on which
you want to BlackBox. But since it allows the application to get rid of a large
part of the states that would compose such a module and in case of a memory, it

is super efficient.

A very appropriate use case for this technique is when the formal verification
of the module we want to BlackBox has already been performed. This is because
the collection of assertions that have been created for this module are themselves
a formal model of the module. So we can change all the assertions that com-
pose this model by assumptions and get the expected behavior. This allows us to

reuse the effort previously made to improve the performance of the new Testbench.
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External

DUT > Module
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Figure 5.6: Testbench Configuration with One Connection to External Module

For example, in Figure 5.6 we have a Testbench in which the DUT that we want

to verify has a connection to an external module. Since the behavior of our DUT

is linked to the behavior of a second external module to which it is connected, we

want to test its behavior with the responses of that module.

Behavioural assumes

-

External

DUT

Module

)

Figure 5.7: Testbench Configuration with Blackboxed External Module

In Figure 5.7, we have the conceptual way of how the Black Box technique

works. We have a series of assumptions that act as a formal model and will help

the tool to avoid the states introduced by the external module.
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5.5 Abstraction

Abstraction is an optimization technique that allows to improve the performance of
proof results by means of auxiliary code that speeds up obtaining results through

a more straightforward behavior.

This technique represents large arrays in a much smaller way, for example, by
reducing the width of a 64-bit band with a smaller symbolic width (e.g., 4-bit)

that maintains its validity and simplifying the behavior of the module logic.

This simplification can be done in several ways. One option is to abstract the
behavior of the module collapsing neighboring states to shorten the path to the
trigger value, maintaining the triggering logic. An example of this case would be a
signal that is activated when a counter reaches a certain value in which, instead of
using a generic counter that increments its value one by one, the way in which this
value is obtained can be modified by incrementing a higher value. In this way, we
reduce the state space, since the counter would not go through all its values, but
only through some of them. Using this abstraction, we do not modify the signal
jump condition, and we are only shortening the path to the change of value. In
Figure 5.8, we can see the difference between the counter without abstraction and
the abstracted counter, and how the difference between the two is the obtaining

of the value 50, that we are going to suppose that triggers a certain action.

Counter 1 Many iterations
later

Counter 0 ‘/1—0\ N @ -
with Abstraction ’U ’U >

Figure 5.8: Abstraction of a Counter
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Another way to apply an abstraction would be to simplify the behavior of the
module. For example, replace non-deterministic behavior by a deterministic be-
havior beforehand or by a non-deterministic but simpler part. It could be applied
for modules that take a variable time to respond (as could be the cache memory)
to deterministically, leave prepared a series of values and an arbitrary behavior
that will always comply with a reduced timing, as could be hits in the same cycle
with a fixed value generated or in case of a miss, receive the memory line to the
next cycle arbitrarily without having to wait for main memory. Usually, actual
memory can respond in hundreds of cycles. The proposed abstraction reduces the

waiting cycles of the memory response more than x100 less.

In addition to the reduction of the response time in both cases, we are drasti-
cally reducing the space state of the test. In the case of the cache abstraction, we
are reducing the logic, latches and flops that the application would have to verify
for this module, it has been simplified to the minimum, reducing uncertainty and

cycles that would have to store the results.
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6. Applying and Optimizing Formal Veri-

fication Techniques

In this section we are going to explain how we have introduced the above tech-
niques to verify a module (the Fetch Unit). Firstly, we have performed a Testbench
with a series of assertions, assumptions, properties and coverpoints to completely
verify the Fetch Unit. The Fetch Unit is composed of the hit logic, the iTLB,
iCache which is divided into iTags and iData, stall logic and flush logic.

To simplify the diagrams, we will differentiate within the Fetch Unit 3 blocks:
logic, which addresses all the necessary operations for the functioning of the Fetch
Unit; iTLB and its connection to the main memory; and finally the iTags. In
Figure 6.1 we can see how this differentiation would look like, and we will use it

to illustrate the different improvements and configurations in each version.

6.1 Naive Configuration

The Naive version is the first Testbench configuration. It does not use any manual
technique for improving the performance. The Testbench we are going to evaluate

consists of 263 assertions and coverpoints.

The Testbench is composed of different assertions that check different aspects
from the Fetch Unit. All of them are related to the Fetch Unit, although some
proofs are combinational closer to iTLB, or iCache, or both, or simply some aspects
independent to both of them. The Testbench has a wide-range purpose assertions,
and the impact that the different techniques can have to the execution time is not
necessary equivalent in all the proofs. That wide-range purpose assertions end up
in proofs that are has better results when they are executed with one technique or

another.

The configuration characteristics of the memory modules in the Fetch Unit
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Figure 6.1: Fetch Unit Diagram

(iTLB and iTags) are as follows:

e iTLB:

— 4 ways

— 8 sets

— 36-bit tag + 36-bit translation

— Total memory bits: 2,304-bits ((T'ags + Translation) * ways * sets)

o iTags:

— 36-bits size tags
— 4 ways
— 64 sets

— Total memory bits: 9,216 bits (T'ags * sets * ways)
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Figure 4.4 represents the current state of the configuration (Naive). As it
is naive, there is no technique applied and the “configuration diagram” has no

modifications.

6.2 Reduction Configuration

In this version, we have applied the Reduction technique explained in section 5.3.
For this, we have modified the compilation values of different parameters to re-
duce the size of the memory, operations and different counters trying to reduce

the complexity introduced by them.

The main changes we found are:

e iTLB:

— 2 ways
— 4 sets

— 36-bit address + 36-bit translation

Total memory bits: 576-bits ((Address + Translation) x ways * sets)
e iTags:

— 18-bits size tags
— 2 ways

32 sets

Total memory bits: 1,152-bits (Tags x sets * ways)

In this way, only by halving some parameters we can reduce the spatial com-
plexity of our DUT. Just taking into account the values of the iTag reduction, we
have reduced x8 the bits to be verified, thus reducing the possible states that the
application has to test. Taking into account the number of bits that we are saving,

we have reduced from about 11500-bits to approximately 1700-bits. Obtaining a
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Figure 6.2: Reduction Fetch Unit Diagram

reduction of 9,800-bits, which means 2% (1.24-10%%") times fewer states. In this
way, we are not losing functionalities to test, and we reduce the space of possible

states that the application will have to check.

Figure 6.2 represents which are the modules that are affected by the reduction
of the parameters that we have changed for this configuration. As we can see, the
reduced modules present light red color. The modules that are affected are the

Fetch Unit, the hit logic, the stall logic, the iTLB and iCache.
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6.3 Black Box Configuration

This configuration makes use of the BlackBox technique. Given the complexity
involved in obtaining a formal model of the modules, we have only blackboxed the

iTLB module and reused the parameter reductions shown in section 6.2.

To introduce BlackBox into the iTLB has been necessary to generate a formal

model making use of a series of assumes. Those assumes copy the behaviour of
the iTLB.

The main objective of the iTLB is to obtain a translation for a given Tag. That
tag can be already translated and stored in the iTLB, or it is possible to not have

it, and we would need to stall the stage and ask for a translation.
The iTLB model consist of a series of assumes that allows the FV Tool to
model the behavior correctly. We have modeled based on a series of requirements

that have been obtained after analyze the code.

Examples of the behavior we have to model to BlackBox the iTLB are:

iTLB can only have 1 hit

In case of a hit, the response contains the right data

Tags updates

Tags hits

All those requirements have been traduced into assumes to behave as formal
model and to be able to BlackBox the iTLB and remove all the logic in from the
DUT. Allowing to completely reduce the memory bits related with the iTLB.

One example of the assumes introduced for the modelling of the iTLB is the
shown in Listing 6.1. That assume models the part of the behavior of the iTLB.
When it is accessed to the iTLB (access is high), the signal hit can only have 1 as
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much. That signal has as many positions as entries has the iTLB. So, the iTLB
will report 0 or 1 hits.

Listing 6.1: iTLB Can Only Have 1 Hit Assume

assume -name tlb_one_hit_only {
itlb.access
| ->
$countones (itlb.hit) <= 1

}

By using this technique, we are reducing even more the number of bits (and
therefore the number of possible states to verify compared with reduction tech-
nique) by about 2,304 in memory bits only (all iTLB memory bits shown in Section
6.1), which means a saving of 223% (3,74 - 10%9%) states, without counting the dif-
ferent logic necessary to obtain hits, updates, and different functionalities. This
means a considerable saving of resources and an important improvement of the

performance of the test.

Figure 6.3 represents the techniques that are applied in this configuration. As
we mentioned, the reduction in the parameters are applied again to reduce the
time. In this configuration, the iTLB passes to be dark gray color representing the

black-boxing, while reduced modules are red.

6.4 1Cache Abstraction Configuration

This configuration uses the Abstraction technique. In this case, we have intro-
duced abstraction to one module: iCache. We are maintaining the reduction of
the rest of the logic. We are reducing the necessary state bits for iCache that

stores big amounts of memory.

The iCache has been Abstracted using an auxiliary code. This code is a sim-
plification of the behavior of the iCache, reducing the complexity introduced by

the large memory included in the module.
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Figure 6.3: BlackBox Fetch Unit Diagram

The auxiliary code is the responsible for generating the expected output for the
iCache. The code is capable of: return hits from a requested address, update the
active addresses in same cycle, return data in same cycle. The logic for the mem-
ory has been reduced to the minimal expression to simplify the behavior, although
they are not faithful to the original function of the module when it is connected

to the rest of the core.

The logic of this module is not particularly complex, but it is the one with the
most amount of memory. So in addition, we have maintained the reduction in the
parameters in order to simplify the transitions between the possible states, and

reducing the number of possible states.

To perform correctly the Abstraction, we need to configure correctly the mod-
ules in the setup for the F'V Tool. For that, we need to BlackBox the iCache

o6



module, but it is not necessary to create complex assumptions with the behavior
of the module. Instead, we need to bind the connections of the module that is
abstracted with the auxiliary code create for the abstraction. In addition, to make
the Tool to use the abstraction, it is necessary to create a series of assumes to

connect the signals of the DUT with the signals of the Abstraction.

In this case, the assumes become as easy as dut_signal == abstracted_ singal.
The effort to create those assumptions is infinitely inferior to create the correct

assumes for a BlackBoxed Technique in a module.

@

R W

> stall? . :
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Figure 6.4: iCache Abstraction Fetch Unit Diagram
Figure 6.5 represents where we have applied Abstraction. Green represents the

modules that we have abstracted. As we can see, iTLB and iCache have been

abstracted, while the Fetch Unit remains reduced.
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6.5 1Cache + iTLB Abstraction Configuration

This configuration uses the Abstraction technique. In this case, we have intro-
duced abstraction to two modules: iTLB and iCache. We are maintaining the
reduction of the rest of the logic. Both modules has been abstracted to reduce
the expected delay to obtain a response and reducing the amount of memory that
it stores. We are reducing the necessary memory and implied states for those 2

modules.

The Abstraction auxiliary code that was created for the previous configuration
(iCache abstraction) has been used in this module too. The iTLB has been Ab-
stracted maintaining the expected behaviour from the point of view of the Fetch
Unit. The abstraction is capable of returning translations in the same cycle in
case of a hit, and in case of a miss, the translation is performed in the next cycle.
Only taking into account the reduction in the number of cycles of the translation

suppose a big impact on complexity and necessary clocks to perform the operation.

In addition, the abstraction frees all latches. The hit/miss is reported making
use of Data Tagging (Listing 6.2). The abstracted iTLB decides if there is a hit or
a miss based on a series of bits in the Virtual Address passed to the iTLB. If those
bits are equal to that specified series, the abstraction gives a hit and a predefined

arbitrary address.

Listing 6.2: iTLB Abstraction Auxiliary Code

//Data Tagging in Abstraction for hit/miss decision
always @(posedge clk) begin
if ("rst_ni) begin
if (access && virtual_address[47:40] == 8°b10101011) begin
hit_leaf = 1°bl;
physical_addr = 36°h4ffffffff;
end else begin
hit_leaf = 1°0b0;
physical_addr = ’0;
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end
end else begin
hit_leaf = 1°b0;
end

end

This abstraction removes all memory bits of the iTLB and the behavior of the
module instead of being a complex behavior we have modified to a simplistic de-
terministic behavior. Those changes are translated into a reduction of the possible

states and a simplification of the transitions between those states.
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Figure 6.5: iCache + 1TLB Abstraction Fetch Unit Diagram

As was mentioned in the Section 6.4, to make the abstraction work in the Fetch
Unit Formal Testbench, the iTLB has been blackboxed, we have binded the con-
nections of the module to the abstraction, and create assumes to connect DUT

signals with the signals from the iTLB abstraction.

99



Figure 6.5 represents where we have applied Abstraction. Green represents the
modules that we have abstracted. As we can see, iTLB and iCache have been

abstracted, while the Fetch Unit remains reduced.
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7. Results

The results shown in this section have been obtained using the same machine and
the same application version. In this way, we ensure that there are no significant
differences in terms of system architecture performance or possible improvements

due to application updates.

7.1 Machine (Spargi)

The machine we have used to run the application and the different Testbench con-

figurations explained in Section 6, has the following specifications:

e CPU Name: AMD EPYC 7502p32-Core Processor @3270MHz
e Cores per socket: 32
e Threads per core: 2
e Total CPUs: 64

e [1d cache: 32K

e L1i cache: 32K

e L2 cache: 512K

e L3 cache: 16384K

e 16 DIMMS x 64GB
e RAM: 1TB DDR4
e Speed: 3200 MT/s

The machine is used by the application through SLURM, creating the neces-

sary jobs to execute the proofs with the configurations specified in the test setup.
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In addition, the machine has been used only for FV Tool testing, with a single
license (one proof/configuration) to avoid possible noise introduced by the interac-
tion of the machine with other processes. Avoiding as much as possible, loads from

other applications, since the machine has been reserved only for F'V Tool proofs.

7.2 Commercial FV Tool

The Formal Verification application used for this evaluation is a widely-used com-
mercial Formal Verification Tool in Electronic Design Automation. This applica-
tion is capable of running different threads at the same time. Therefore, we are
going to configure the program so that it always runs the same number of jobs in

parallel in order to have equal results between the different techniques applied.

The application consists of different Engines, which we could extrapolate to
different heuristics, each one suited better or worse to particular types of asser-
tions/properties/proofs. Since the tool does not know in advance which engine
will work best for a given proof, it will run several Engines for the same proof
in parallel and keep the result and time used of the engine that obtains the final

result for the specific assertion.

The application works through licenses, which allow you to use up to 30 engines
(jobs) in parallel and allows you to configure the number of licenses to use for the
Testbench. In this way, we could use several licenses for the same proof and use

more engines in parallel, if necessary.

This behavior of the application generates differences between the total execu-
tion time of the proofs, with the sum of the individual times of each assertion. As
an example, for a proof for which four engines have been launched, three of them
have been running for 3600s without stopping and without producing a result,
while one of the engines has started later than the previous three, running for
600s and producing that the assertion to be tested is in “proven” status. For this

specific case, the application will report that the time to complete the proof has
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been 600s instead of the 3600s that the tool spent executing the other three engines.

7.2.1 FV Tool Configuration

After some initial tests with the Naive version, trying to obtain reasonable times
that would allow us to perform the different tests with the techniques already pre-

sented, we decided to take all the tests with the following configuration:

e 1 license
e 30 jobs max

e Bound of 75 cycles.

A bound refers to a number of cycles for which we consider an assertion to be
true. If this bound is not set, it will try to find that the assertion is true for an
infinite number of cycles. In our case, in order to limit execution time, we have
decided that if an assertion has not been violated for 75 cycles, it is considered as
proven. From this point on, the time taken to test a new cycle becomes exponen-

tial, taking several days to test just one more cycle.

In turn, we decided that for test exercised on the Fetch Unit, we will have a
timeout of 7 days from the moment the Testbench was executed, considering the

proofs that have not been checked within the time as unproven.

7.3 Performance of FV Techniques

Different metrics have been collected in order to be able to perform a correct study
of each of the configurations that have been developed for this project. Among
them, we find total execution time, time of each one of the proofs, number of

properties/assertions that have not been proved, etc.
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Configuration Total Time Spent (s) | Speedup | Unproven
Naive 604800 1 4
Reduction 604800 1 3
iCache Abstraction 103436 5.85 0
iCache + iTLB Abstraction 73896 8.18 0
BlackBox 71413 8.47 0

Table 7.1: F'V Configuration metrics

In Table 7.1 we find both the execution time of the different configurations
and speedup obtained compared to the naive version and the number of proofs
that have not been able to finish. The only configurations that were not able to
finish within the stipulated time-out of 7 days were the Naive configuration and
the Reduction configuration. These two configurations would need more than 1
week to finish completely, leaving respectively 4 and 3 proofs unfinished. We can
see a slight improvement in that the Reduction configuration has been able to
obtain results for more proofs, but it is not efficient enough to obtain results in

the predefined time limit.

The abstraction technique on the iCache module is the first one that is able
to finish all the proofs of our Testbench. In addition to completing all the proofs,
we also get an improvement in terms of test execution time, obtaining a total ex-
ecution time slightly over one day (103,436s, which is equivalent to 28.72h). This
means a 5.85 speedup compared to the time limit reached by the naive and the
reduction techniques. Because of this time limit, the speedup is actually a lower
bound of the actual figure. Had we left the naive version run until all proofs fin-

ished, the speedup would have likely been much higher.

The introduction of abstraction to both the iCache modules and the iTLB fur-
ther reduces the execution time, bringing its completion to under a day’s duration
(73.896s, equivalent to 20.52h). This time reduction means a speedup of 8.18 com-
pared to the naive version. These results are more acceptable in order to be able
to use F'V in a production environment without slowing down the development of

the verification.
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Finally, we have the version with BlackBox. This configuration has been able
to reduce the execution time to 71.413s (19.83h), with a speedup of 8.47. The

difference compared to the version with abstraction is just 40 min.

600000 4

500000 +

400000 +

300000 4

Total Time (s)

200000 +

100000 A

Reduction iCache abs iCache + iTLB abs BlackBox
Configurations

Figure 7.1: Total Time per Configuration

Figure 7.1 shows more clearly the time evolution of each of the configurations.
The naive and reduction configurations reach times much higher than the rest of
the versions. In the graph, we can clearly see the time improvement of the versions
that attack directly to the memory in a more aggressive way, the 2 configurations

that introduce Abstraction and the version with BlackBox.

We can see how the iCache abstraction is the one that has the most impact on
the test, since adding the abstraction of the iTLB module only represents a 29.13%
reduction of the execution time of the configuration with the iCache abstraction.
Given the difference in the size of the memories that each of the modules has, this

is in line with expectations.

In Figure 7.2 we have removed the Naive and Reduction configurations. Those

configurations did not finish in the stipulated time and were killed after 7 days.
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Figure 7.2: Total Time per Configuration (Finished)

Even with the time-out limit, the bar plots are distorting the scale and it is not

possible to clear distinguish differences on the other configurations.

On the other hand, the difference between Abstraction and BlackBox is mini-
mal, although the BlackBox technique obtains better results. This difference of 40
minutes in the Testbench implies a considerable effort to correctly obtain a formal
model of the module on which BlackBox is to be performed. This model must be
a replica of the module’s operation, replacing all its functionality and logic by a

well-defined set of assumptions.

Figure 7.3 shows the Cumulative Distribution Function (CDF) of all configu-
rations, note that the time is shown in logarithmic scale. Thanks to this graph, we
can observe the behavior of the different proofs within the Testbench. To make this
graph, the individual times of each of the proofs have been obtained. The chart
represents the Cumulative Distribution Function of the 5 configurations. The Y
axis represents the percentile of proofs that finished within a given time (in loga-
rithmic scale) represented by the X axis. The first thing we can observe with the
Figure 7.3 is that for all configurations, 75% or more of the proofs finished in less

than 100 seconds. Since the F'V Tool bases its resolution on SAT-solvers, proofs
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with slightly larger space states may induce very large increases in the complexity

and resolution time.

The presence of proofs whose execution is very slow is mainly found in the naive
and reduction configurations. If we look at the versions where the memory mod-
ules are attacked more directly (configurations with abstraction and BlackBox) we
can observe that the results improve considerably, reducing not only the execution
time of these proofs, but also the number of proofs dominating the execution time.
The configuration with abstraction in iCache improves the execution time of the
dominant proofs (10.000s less) and also the number, representing less than 10% of
the Testbench proofs.
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If we look on the left side, we can see the evolution of the time reduction of
the simplest proofs. As can be clearly seen, the number of proofs that finish in
1 second or less! has increased using the abstraction and BlackBox techniques.
We can see that the configuration with BlackBox is clearly the one with the most

proofs taking 1 second.
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Figure 7.4: CDF of Abstraction (2 conf.) and BlackBox Configurations [log scale]

The Figure 7.4 represents the Cumulative Distribution Function of both Ab-
straction configurations plus the BlackBox configuration. The Y axis represents
the percentile of proofs that finished within a given time (in logarithmic scale)
represented by the X axis. As can be seen, the configurations with abstraction in
the iCache and iTLB modules significantly improve test resolution. In this case,

100% of the proofs are verified in less than 5000s. While the configuration with

!The lowest granularity reported by the tool is 1 second
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BlackBox we obtain better results per proof, since the execution time of each proof

does not exceed 2000s.
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Figure 7.5: CDF of Abstraction And BlackBox Configurations [log scale]

As a last figure related to the CDF we have Figure 7.5. The Y axis represents
the percentile of proofs that finished within a given time (in logarithmic scale)
represented by the X axis. We compare more first hand the differences between
the configuration in which abstraction is applied to the iCache and iTLB and the
BlackBox configuration. This graph shows a very similar resolution, where 80%
of the proofs run in less than 200s in both configurations. From this percentage
onwards is where major differences are found. On the one hand, the configuration
with BlackBox is able to run more than 95% of the proofs with less than 500s

each, while the version with abstraction barely reaches 90%.
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The BlackBox version is able to finish all its proofs in less than 1200s each.
While at the same time mark, most of the proofs of the version with abstraction
have finished within this interval except for a very small percentage, and it still

completed this small percentage of proofs under 5000s.

With the graphs in Figures 7.3, 7.4 and 7.5, we can see that both Abstraction
and BlackBox techniques work as we expect in reducing the complexity involved in
memory. With the BlackBox technique being the best contributor to the reduction

of proof complexity.

The reduction of the complexity of the memory modules is a great help for
the F'V Tool and a final reduction of the total Testbench execution time. This
reduction in complexity makes the resolution of the SAT-solvers application that
make up the FV Tool exponentially reduce their resolution times, making their

use feasible.

According to the results shown in Figure 7.6 we can observe the longest exe-
cution time of a single proof. The times correspond only to the proofs that have
been completed. First, we have the naive and reduction configurations, whose
worst results are very similar between them. Since they have not finished all their
proofs, and respectively have 4 and 3 unfinished proofs in 1 week, we can assume
that the worst time in case of allowing the Testbench to finish would have been

much higher than the one shown in this graph.

On the other hand, the time improvement in terms of the worst proof is more
than remarkable for the abstracted and BlackBox configurations. The lower the
memory, the lower the times for each of the proofs. Making use of this graph, we
can correlate it with the graph in Figure 7.1, where the reduction of the total test
time is clearly similar to the reduction of the worst proof. That, along with the
reduction of proofs that finish close to the worst time (observable in Figure 7.3

with the CDF), explain the improvements of the different configurations.

So, with everything shown above we confirm the theory that memory is a crit-
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Figure 7.6: Worst Time per Configuration

ical aspect for Formal Verification, being very costly for the application to be able
to manage it within the Testbench. Techniques that reduce the total memory state
reduce execution times exponentially. This exponential time reduction is mainly
due to the complexity of the SAT-solvers used by the FV Tool, so we are reducing

the complexity of the proofs up to reasonable runtimes.

7.4 Performance Evaluation for Individual Proofs

To reinforce the results obtained for the whole Testbench, we have colleted a set of
asserts to show the individual runtime variation in for Naive, iCache Abstraction,
iTLB + iCache Abstraction, and BlackBox.
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Listing 7.1 shows the assert “asrt_dont_fill filled lines”. A fill refers to a line
that has been requested (the line was not present in the cache) and is inserted into
the iCache. When a line is requested, the requested line bit must be set to 1. So,
when a line is filled, this bit must be 1. That means that a line is not going to be
received if it is not requested by some previous miss. In this assert, we check that
if a fill line is valid in the iCache, it must be requested. The requested bit indicates
that an older fetch has missed on the tags and the data line was requested, but it

has yet to arrive.

Listing 7.1: Assertion A

asrt_dont_fill_filled_lines: assert property (
i_itag.fill_valid
| ->
i_itags.requested_line[fill_set] [fill_way]
)3

Listing 7.2 shows the assert “asrt _stall no iq push”. This assert ensures that

if there is a stall, the output signal that allows to insert into the pipeline is not

set
Listing 7.2: Assertion B

asrt_stall_no_iq_push: assert property (
pc_valid && stall
| ->
'add_to_pipeline

K

Listing 7.3 shows the assert “asrt stall maintains data”. This assertion checks
that, for a stall sequence, the data stored in the flops of the Fetch Unit is not mod-
ified and remains the same. When the previous cycle and this cycle is a stall and
there is no signal to flush, this implies that the values of the flops are unmodified
for the next clock. Note that this assertion has been simplified to improve read-

ability, removing some other flops that are also checked.
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Listing 7.3: Assertion C

asrt_stall _maintains_data: assert property (
$past(stall && !'flush) && stall && !flush
|=>

$past(pc_valid) == pc_valid

&&

$past (pc) == pc

&&

$past (way) == way

&&

$past(itags_valids) == itags_valids
&&

$past (exception) == exception

&&

$past (itlb_response) == itlb_response

)

Listing 7.4 shows the assert “asrt never multi tag hit”. This assert ensures
that for a valid Program Counter, the returned hit vector (hit vector is a vector

of size 4 indicating which way have a hit) from the iCache contains at most 1 hit.

Listing 7.4: Assertion D

asrt_never_multi_tag_hit: assert property (
pc_valid
[ ->
$countones (hit_vector) <= 1

)

In Figure 7.7 we can see how the configurations affect the assertions explained
above. In this figure, it should be noted that the time axis is in logarithmic scale.
As can be seen at a glance, the improvement of the techniques is clear in all proofs.
The two best techniques are abstraction on all memory modules (iCache and iTLB)
and BlackBox on iTLB plus iCache reduction.
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However, we see that the best performing technique for a given proof varies
depending on the assertion. We can see that the best technique for asserts A and
D is the Abstraction technique in iCache and iTLB by a minimal difference (1s
in case of assert D). While for asserts B and C the best technique is BlackBox.
In these two assertions, we can observe a great reduction in times in the case of

Assert C, whose difference is of an order of magnitude.

That phenomenon is caused due to how the COI of the proofs intersects with
the space state affected by the applied techniques in each module. Taking into
account the assertions we have selected, we can classify them in 2 groups: the COI
intersects with iCache and iTLB, and the COI intersects mostly with iCache.

4



For the assertions B and C, COI intersects with both modules (iTLB and
iCache). They take more advantage of the BlackBox Technique in iTLB although
the iCache is only size-reduced (and should be slower). We can see that the in-
tersection with the iTLB is higher than with the iCache. They take most of the

improvement due to the BlackBox, which is considered most efficient.

For the assertions A and D, COI mostly intersect with iCache. The assertions
are almost totally intersecting with iCache and only have a slight intersection with
iTLB. So the BlackBox of the iTLB makes almost no improvement on the exe-
cution time, while the abstraction helps the most, equalizing the results of the

BlackBox improvements.
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8. Conclusions

Formal Verification is a powerful technique to ensure the correctness of the DUTs
of our Hardware modules, but it is necessary a meticulous study of whether it is

possible to apply it correctly and above all within a reasonable time.

The major complication for FV Tools is the presence of memory, which in-
creases the complexity of the proof resolution exponentially and does not allow
the Testbenches to finish within a time limit that we have determined as limiting
(7 days).

Therefore, the different techniques that have been studied provide a good card
when it comes to being able to adapt the Testbenches for different modules, re-
ducing the spatial complexity and, therefore, the time complexity of the proofs,
allowing the verification of complete modules in much shorter times and being

feasible to implement in a real development environment.

The reduction technique remains as something “symbolic” that serves to help
the other two techniques that are the ones that really reduce the complexity enough

to make use of FV.

The Abstraction technique works correctly, reducing complexity to a great ex-
tent, despite not being the best technique in terms of speed in obtaining results.
But since the complexity of introducing this technique in the Testbenches is not
excessive, it allows a correct balance between implementation effort and reduction

of the time complexity of the Testbench.

Finally, the BlackBox technique is the most effective, but the most complex to
introduce, being able to involve a creation effort equal to the creation of a complete
Testbench for the module to which BlackBox is desired. Therefore, this technique
fits perfectly in case the verification of a module has already been performed, and

we can reuse its assertions as BlackBox assumptions.
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9. Future Work

Several proposals for future extensions of this project have been discussed. These
proposals are focused on the integration of the Abstraction and BlackBox tech-
niques in the same configuration. Another proposal is the implementation of a
mechanism that allows us to obtain the result of a counterexample or visualization
of a coverpoint provided by the Formal Verification Tool and pass it to a simula-

tion environment.

The first proposal is based on improving the performance of the BlackBox ver-
sion by adding Abstraction to the iCache module. This change may lead to an
improvement in runtime, as observed in the different results shown in section 7.
This configuration could involve changes to the current iCache abstraction version
to make it fully compatible with the signals needed for the iTLB BlackBox as-
sumptions. Another option would be to modify the iCache related assumptions to

the current auxiliary code that makes up the iCache Abstraction.

The second proposal has to do with an application of Formal Verification. It
is about implementing a functionality that allows us, from a “proved” coverpoint,
to export the state of the DUT and the past waves to a simulation environment
in order to run from this state a series of proofs in simulation. This allows us
to test random sequences from a specific state of interest. This can be useful for
the implementation of new functionalities in the module, or for the verification of

areas in more critical points from a simulation environment.
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Acronyms

BCP Boolean Constraint Propagation.

BDD Binary Decision Diagrams.

CDF Cumulative Distribution Function.

CNF Conjunctive Normal Form.
COI Cone Of Influence.

CPU Central Processor Unit.

DRAM Dynamic Random Access Memory.

DUT Design Under Test.
EDA Electronic Design Automation.

FIFO First In First Out.
FSM Finite State Machine.

FV Formal Verification.

GM Golden Model.
GPP General Purpose Processor.

GPU Graphic Processor Unit.
OBDD Ordered BDD.

PC Program Counter.

POS Product Of Sums.

ROBDD Reduced OBDD.
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RTL Register-Transfer Language.

SAT-solvers Satifiability Checkers.
SLS Stochastic Local Search.

SVA System Verilog Assertions.

TLB Translation Lookaside Buffer.

UVM Universal Verification Methodology.
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