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One of the major issues associated with the implementation of direct-current distribution systems is the
design of a proper protection scheme. The fault current characteristics in direct-current distribution
systems are quite different than those in conventional alternating-current grids. Thus, the performance
of conventional protection schemes can adversely be affected, and it is necessary to modify the con-
ventional protection schemes or design new protection methods for direct-current networks. This paper
proposes a multi-zone differential protection scheme for direct-current distribution systems embedding
distributed generators. The proposed method provides a selective and fast protection through the use of
a communication link between two sides of a protected feeder. Moreover, the method provides a
differential-based backup for the adjacent relays, which can enhance the protection system reliability. In
addition, the method proposed in this paper also utilizes directional over-current elements to provide
backup protection if the communication network fails. The effectiveness of the proposed protection
scheme is evaluated through comprehensive hardware-in-the-loop simulation studies to obtain more
realistic results and to investigate the impact of the communication delay. The results show that the
proposed method can provide a selective and fast protection and effectively protect components of
direct-current distribution systems against different types of faults.
1. Introduction

The deployment of RES (Renewable Energy Systems), such as PV
(Photovoltaic) systems, wind power systems, fuel cells, and micro-
gas turbines, is increasingly growing in electric distribution net-
works [1]. Some of these non-conventional distributed energy re-
sources produce DC (Direct Current) power, or include a DC stage,
which makes it necessary to utilize an AC/DC stage [2]. This is the
reasonwhy most of the RES-based DGs (distributed generators) are
interfaced with the host AC (Alternating Current) grid through
power-electronic converters consisting of AC/DC (AC to DC con-
version) and DC/AC (DC to AC conversion) power conversion stages
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[3]. Accordingly, the use of DC systems can prevent unnecessary
costs and losses associated with power conversion stages in AC
grids.

DC networks have some other advantages over AC networks. For
instance, power losses in DC systems are significantly lower than
those in AC systems, thus improving the overall network efficiency
[4]. Likewise, in DC networks, it is possible to control the power
flow more easily and quickly than AC systems [5]. In addition, DC
systems can be used as an interface to connect asynchronous AC
grids [6]. Further, energy storage systems can be interfaced with DC
systems through the simpler and more efficient converters [7].

Due to the aforementioned reasons, DC grids will be an inevi-
table and important part of the future distribution systems [8].
Moreover, MVDC (medium-voltage DC) distribution systems are
introduced as an alternative for AC systems in future commercial
and industrial grids [9]. However, despite their perceived advan-
tages, DC distribution systems also introduce new challenges to the
operational principle of power systems. One of the main concerns
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Nomenclature

AC alternating current
ACCB AC circuit breaker
AC/DC AC to DC conversion
ANN artificial neural network
CB circuit breaker
CT current transducer
DC direct current
DC/AC DC to AC conversion
DCCB DC circuit breaker
DG distributed generator
HIL hardware in the loop
Inst. Instantaneously

MVDC medium-voltage DC
O/C over current
OPAL-RT real-time simulator from OPAL-RT Technology

Company
PG pole to ground
PP pole to pole
PV Photovoltaic
RES renewable energy system
SSCB solid-state circuit breaker
TDF time delay for forward faults
TDR time delay for reverse faults
TM time margin of directional O/C backup units
TMD time margin of the differential-based backup zone
VSC voltage source converter
associated with DC systems is the implementation of an effective
protection scheme [10].

Most recent DC networks use VSCs (voltage source converters)
to connect to AC grids and RESs [11]. The characteristics of fault
currents in VSC-based DC networks are quite different than those in
AC grids; therefore, the performance of conventional protection
schemes can adversely be affected. On the other hand, considering
the low fault tolerance of VSCs, DC systems need to implement
relatively faster protection methods and interrupting devices [12].
This, in turn, imposes strict constraints on the implementation of
time-consuming methods of fault detection and fault location for
DC systems.

Although different types of fault detection techniques have been
proposed for DC systems, the protectionmethods of DC distribution
systems with DGs are still in the early stage of development. Con-
ventional distribution systems are passive systems mostly with
radial topology. These networks are typically protected by O/C
(overcurrent) relays, based on the assumption that the power flow
is unidirectional. However, the integration of DGs is forcing the
passive distribution systems to change towards active networks
[13]. Also, it has been shown in other publications, such as [14], that
the integration of DGs changes the radial topology of distribution
feeders. Hence, the connection of a DG to a distribution feeder may
cause bi-directional power flow and, hence, a change of the fault
current direction on that feeder [15]. Consequently, the coordina-
tion of conventional O/C relays can be disrupted and the protection
may fails. In addition, as it has been explained in Ref. [15], due to the
high rising rate of fault currents in VSC-based DC networks, it is
very difficult to discriminate between faults that occur inside the
main protection zone of a relay and outside faults. This is another
factor that increase the complexity of O/C relays coordination in DC
systems.

To improve the performance of O/C protection in DC systems,
Reference [16] has suggested using the magnitude of the DC-link
voltage along with the fault current. A similar work has been pre-
sented in Ref. [17] where a hybrid relay, consisting of overcurrent
and under-voltage elements, has been proposed for DC systems.
These hybrid relays send the trip command when both the over-
current and the voltage-based element pick up; therefore, it can
reduce the possibility of mal-operation of the O/C-based relay.
These methods, however, rely on the measurement of the fault
current magnitude; thus, they are still vulnerable to the high rising
rate of the DC fault current. In order to prevent the negative impacts
of the rapid increment of DC fault currents on the operation of O/C
relays, it has been suggested in Ref. [18] to analyse the slope of the
DC fault current instead of its magnitude. Other authors have
proposed to investigate the fault current derivative in order to es-
timate the fault location [19]. Furthermore, to discriminate be-
tween faults inside and outside the main protection zone of a relay,
the derivation of both voltage and current have been used in
Ref. [20]. Compared to the conventional O/C relays, these methods
can provide a relatively improved performance in DC networks.
However, these methods rely on O/C-based elements, which will
increase the possibility of the protection system failure when DGs
are integrated into the network and bi-directional currents flow
through the protected feeder.

Since it is difficult to coordinate O/C relays in DC networks,
Reference [12] has proposed a distance protection scheme for these
networks. In this method, the distance from the fault point to the
location of the relay is estimated. If the fault is recognized inside the
protection zone of the relay, the relay will operate instantaneously;
otherwise, it will operate as a backup for the relay of the faulty
zone. This operation can provide a selective protection and prevent
the operation of relays for faults that happened outside their pro-
tection zone. However, the main challenge associated with this
technique is the impact of the fault impedance on the accuracy of
the method, particularly for short distribution lines. Another
method for estimating the fault location has been presented in
Ref. [21], where the faults are located by estimating the equivalent
impedance from the fault point to the location of the relay by using
an AIE (active impedance estimation) method. In this method, a
spread frequency current is injected to the DC feeder, and the
resultant voltage is recorded. The measured voltage and current are
then used to calculate the equivalent impedance. The relay will
operate if the estimated impedance is less than the impedance of
the protected feeder. However, the choice of a proper frequency for
the injected current and the impact of the fault impedance are the
main issues of this method.

ANN (artificial neural network)-based methods have been used
for fault diagnosis in various filed of power systems [22]. These
methods have also been suggested for the protection of DC systems.
For example, an ANN-based protection method has been proposed
in Ref. [23] where the sampled value of the measured DC voltage
and current are directly fed to an ANN-based fault locator. The fault
locator, then, calculates the exact location of the fault and sends the
trip command if the fault has happened inside the protection zone.
However, the direct use of voltage and current samples not only
increases the required time for the learning process, but also in-
creases the possibility of protection mal-operation due to the noise
and incorrect sampling. To enhance the accuracy of ANN-based
method, Reference [24] has suggested analysing the input data
before feeding the ANN. In this method, the wavelet transform has



been used to analyse the measured voltage and current and extract
a feature vector from the sampled quantities. Besides the ANN-
based methods, other signal-processing based methods have also
been presented for protection of DC systems. In Ref. [25], faults in
DC networks are detected by analysing the wavelet-transform co-
efficients of voltage and current along with the magnitude and
derivative of the DC bus voltage. The aforementioned coefficients
are continuously calculated and if their values exceed a pre-
determined threshold, the relay detect the fault inside the main
protection zone and sends the trip command to the associated CB
(Circuit Breaker). In addition to wavelet-based methods, the
method presented in Ref. [26] shows that Fourier-transform can
also be utilized to analyse the measured current and detect faulty
DC feeders. In all the aforementioned signal-processing based
methods, specific features of the voltage and current waveforms are
extracted to detect and/or locate network faults. Although, these
methods have shown promising results, the extracted features are
not necessarily the same for all DC systems; thus, they cannot
provide a generic approach for the protection of DC networks.
Moreover, the need to a relatively faster protection algorithm in DC
systems limits the application of these method in DC networks. On
the other hand, the travelling-waves-based protection methods
have been suggested in Ref. [27] for DC lines. When a fault happens
in a DC line, the travelling waves are propagated from the fault
location to both ends of the faulty line. Synchronized measure-
ments are able to determine the accurate difference between the
arrival times of the travelling waves to each end of the line. Ac-
cording to this time difference and considering the velocity of the
travelling waves, the exact location of the fault can be calculated.
However, this method is more applicable for long distance lines
and, due to the small length of distribution feeders, it is very
difficult to obtain the exact time difference and locate the exact
location of the fault.

Analytical methods based on the investigation of voltage and
current are effective methods for fault detection in power networks
[28]. Accordingly, the faulty DC feeder can be detected by means of
a mathematical analysis of the current flowing through the fault
path [29]. The fault path of a typical VSC-based network is shown in
Fig. 1. According to this figure, it is suggested in Ref. [29] to connect
a probe power unit to each end of the DC feeder. The probe includes
a capacitor which is charged by an internal source. After the fault
occurrence and once the DCCBs (DC circuit breakers) are opened in
both sides of a line, the capacitor of the power probe is connected to
the line. If the fault occurs inside the protected line, the capacitor is
discharged through the fault path. Then, the exact location of the
Fig. 1. Equivalent circuit of a PP faul
fault is determined by analysing the discharge current of this
capacitor. However, in this method, CBs of all the healthy lines are
opened and reclosed when the faulty line was recognized and
isolated. Therefore, the use of this method for the medium voltage
networks may cause power quality issues.

Over these years, with the advent of smart grids, more accurate
and effective methods have been presented to improve the oper-
ation of power systems [30]. Therefore, it is predicted that the
future power systems aremostly designed based on the operational
features of smart grids [31]. By means of using the communication
infrastructures of smart grids, communication-assisted methods
has been implemented in AC distribution systems embedding DGs
[32]; these methods can also provide effective protection for DC
systems. Differential protection, as an communication-assisted
method, has been proposed as an effective and fast method for
the protection of DC distribution systems [33]. In fact, since the
fault current level, the rate-of-change of the current, status of DGs,
and fault resistance have relatively low impact on the performance
of differential protection, they are one of the best options for the
protection of DC systems embedding DGs [15]. Therefore, in
Ref. [34] conventional differential relays have been used to provide
a selective protection for multi-terminal DC systems. Also, a more
accurate differential-based relay equipped with operating and
restraining signals has been presented in Ref. [35]. The operating
and restraining signals are generated based on the energy indices of
each line to ensure accurate decision of the relay and to prevent the
operation of the relay for the external faults. In this relay, when a
fault occurs outside the main protection zone, the restraining sig-
nals will be much higher than operating signal and hence tends to
restrain the operation of the relay. However, as opposed to non-unit
protection schemes such as O/C and distance protection, conven-
tional differential schemes cannot provide backup protection for
adjacent protection zones. Moreover, since the effectiveness of
differential protection heavily relies on the existence of a reliable
communication medium, any communication failure can substan-
tially affect the performance of the protection. Therefore, it is
important to apply some modifications to the conventional differ-
ential protection in order to deal with these issues.

This paper proposes a multi-zone differential-based protection
method for MVDC distribution systems. The proposed
communication-assisted method employs a simple and solid al-
gorithm that does not require time-consuming processes, while
providing second and third differential zones that operate as a
backup for the main zone. More importantly, the proposed method
is equipped with directional O/C relays which provide a selective
t in a VSC-based DC feeder [15].
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Fig. 2. Waveforms of a typical DC fault current. Fig. 1.
backup protection if the communication system fails. The contri-
butions of this paper can be summarized as the following:

1) The proposed multi-zone differential relay provides backup
differential protections, besides the conventional differential
protection, to improve the reliability of the overall protection
system.

2) The proposed method also provides a directional overcurrent-
based backup protection to manage communication failures.

3) The effectiveness of the proposed method is independent of the
network operational mode, fault current levels, and status of
DGs. Therefore, it is a suitable performance for distribution
systems with a high penetration of DGs.

4) The efficacy of the proposed technique is demonstrated through
real-time HIL (hardware in the loop) testing conducted in a real-
time simulator (OPAL-RT) to incorporate the impact of
communication delays.

The rest of the paper is organized as follows. In Section 2, the
specification of DC fault currents are described, and the fault
interruption methods are introduced. The components of the main
and backup units are introduced in Section 3, while the proposed
protection strategy is explained in Section 4. Section 5 describes the
HIL simulation method which is used for the evaluation of the
proposed method. Results of the implementation of the proposed
method are finally shown and discussed in Section 5.
2. Fault current in VSC-based DC networks

2.1. Characteristics

In order to design an effective protection scheme for DC distri-
bution systems, it is imperative to analyse the characteristics of DC
fault currents. Fig. 1 shows a simplified schematic diagram of a
typical PP (pole-to-pole) fault in a VSC-based DC feeder. In this
figure, R and L represent the resistance and inductance of the line
located between the main DC bus (DC-link capacitor) and the fault
location, respectively. Subsequent to the fault occurrence in the DC
grid, the DC-link capacitor is discharged due to the voltage drop of
the main DC bus. Once the DC-link capacitor is discharged, the
energy stored in the cable inductance is discharged through the
freewheeling diodes of the VSC. On the other hand, the control of
the converter turns off the main switches of the VSC to protect
them against the over-current condition caused by faults; this
causes the VSC to operate as an uncontrolled full-bridge rectifier
and continue feeding the fault from the AC side through the free-
wheeling diodes [15].

Based on the above discussion, the DC fault current includes
three different components, namely, i) the DC-link capacitor dis-
charging current (iC), ii) the cable inductance discharging current
(iL), and iii) the AC grid current (iGrid). The components of a typical
DC fault current are shown in Fig. 2. During the capacitor dis-
charging period (t0 � t � tc), there is no fault current contribution
from the converter side. However, for t > tc, the inductor dis-
charging current and the AC grid current flow through the con-
verter freewheeling diodes (see Fig. 2(b)); this may damage the
freewheeling diodes of the VSC [29]. Therefore, the protection of DC
distribution systems should operate during the capacitor dis-
charging component (t0 � t � tc) to prevent any damage to the
converter [20]. This is based on the assumption that, subsequent to
the fault, the converter remains in-service in order to give a chance
to the protection system to isolate the fault. This also ensures that
the smallest possible area of the system is de-energized in response
to the fault.
The critical time for the operation of the DC protection systems,
that is, Dtc ¼ tc � t0, depends on several factors such as fault type,
fault location, and fault resistance. For a typical PP fault, the critical
time can be calculated as [36]:

Dtc ¼ ðp� arctanððV0Cu0 sin ðbÞ=ðV0Cu0 cos b� I0Þ=uÞ (1)

where u ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffi
4L�R2C
4L2C

q
; b ¼ arctan

�
2uL
R

�
; I0 ¼ iCable(0); V0 ¼ vc(0);

u0 ¼ 1ffiffiffiffi
LC

p .

It should be pointed out that, for high impedance faults, the
critical time increases; this also may happen in the case of PG (pole-
to-ground) faults. In addition, although the fault current charac-
teristics of a two-level converter have been studied in this study,
the analyse is the same for multi-level converters and half-bridge
modular multilevel converters [35].

2.2. Interruption methods

This section gives a brief overview of different fault interruption
methods in DC systems. It is well known that conventional ACCBs
(AC circuit breakers) interrupt the fault current during a zero
crossing of the current waveform. Since DC fault currents do not
cross zero, ACCBs are not suitable for interrupting these fault cur-
rents. The use of AC-side CBs along with the converter blocking
scheme and DC isolating switches have been proposed for fault
interruption in multi-terminal DC systems [37]. The main disad-
vantage of this method is that ACCBs may not operate fast enough
to prevent damages to freewheeling diodes of the converter.
Moreover, ACCBs are not capable of breaking the DC-link capacitor
discharging current, iC. It should also be noted that the aforemen-
tioned methods isolate the faulty parts of the network based on a
“cut-and-try” process, which can significantly affect the reliability
of the DC and AC-side network. Therefore, this paper assumes that
all feeders are equipped with DCCBs (DC circuit breakers), as sug-
gested in Ref. [38]. The solid-state DCCBs are capable of fault
clearance in sub-millisecond [39]. It is, however, acknowledged
that the economic aspects related to the widespread use of DCCBs
are still under investigation.

3. Components of the proposed protection method

It was discussed in Section 1 that although differential protec-
tion is awell proven technique for fast protection of DC distribution
lines, it cannot operate as a backup for adjacent protection zones.
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Whereas, to provide a reliable protection, each protected zone
should be protected by at least one backup protection [40]. The lack
of backup protection and the need for a reliable communication
medium challenge the application of differential protection for
MVDC distribution feeders. This paper proposes a modified
differential-based protection scheme which is capable of i)
providing backup protection, ii) managing the communication
network failure, and iii) operating correctly in the existence of DGs
with various operational modes. In the following subsections, the
main elements of the proposed method are introduced.
3.1. Main differential protection

The proposed method is mainly based on the differential algo-
rithm inwhich the difference between the currents in both sides of
a protected feeder/zone is continuously measured. If the absolute
value of this differential current is found to be greater than a
threshold, a trip signal is sent to the corresponding DCCB in each
ends of the line. For the relay shown in Fig. 3, the absolute value of
differential current is computed as:

idiff ½k� ¼
���i1½k� � i2½k�

��� (2)

where i1 and i2 denote the measured current at both ends of the
protected line, and k is the sample number. Equation (2) shows that
bi-directional power flows caused by DGs cannot impact the per-
formance of the differential scheme.
3.2. Main and backup protection zones

To ensure the protection system reliability, the proposed pro-
tection strategy provides main and backup protection zones. These
protection zones are divided into two groups as follows.
Bus1
R1 R3

Current Measurement

Z

M

Bus2

CB23CB21

CB22

CB12

R2
M1 M2 M3

M4

Line 12 Line 23

Zone 1

Fig. 4. Proposed differential-based p
3.2.1. Differential-based protection zones
In the proposed method, each relay provides main and backup

differential-based protection zones. For example, for relay R3
shown in Fig. 4, these protection zones are:

1 Zone 1: It is the main protection zone covering the main line
whose should be protected by the relay (i.e., Line23 in this
example). Thus, the relay operates instantaneously for any fault
taking place in this line.

2 Zone 2: It is a backup protection zone for the downstream line/
busbar of the relay (i.e., Line34 and Bus3 in this example).
Therefore, for any fault in this line/bus, the relay operates after a
time delay, named as TMD (time margin of the differential-
based backup zone), if the main protection of the line/bus fails
to operate.

In other words, the proposed method not only provides a main
differential zone (i.e., Zone 1), but also offers a differential backup
zone for the neighbouring lines/busbars (i.e., Zone 2). Conse-
quently, adding a differential backup for the neighbouring zones
will enhance the reliability of the protection system. For example,
let us consider fault F1 in Fig. 4. This fault can be detect by both
relays R5 (Zone 1) and R3 (Zone 2). If the relay R5 fails to operate
and isolate the fault within a predetermined time (i.e., TMD), relay
R3 will operate in its backup zone to clear the fault.

On the other hand, to provide a selective protectionwithout any
interference between backup zones, it is necessary to ensure that
the Zone 2 of the backup relay does not operate before the Zone 1 of
the downstream relay. Therefore, TMD is the key factor in the co-
ordinated operation of the main and backup relays. As explained in
Section 2.1, the fault current should be interrupted during the first
stage of the fault current. Accordingly, the main and backup zones
should operate during the critical time of the VSC station (i.e., Dtc).
On the other hand, both Zone 1 and Zone 2 requires communication
links; hence, they detect faults after tdet which is heavily dependent
on communication delay. Thus, as shown in Fig. 5, once a fault is
detected, both the main and backup differential protection should
operate within tmb time frame that can be calculated as:

tmb � Dtc � tdet (3)

where Dtc is the critical time of the VSC station, and tdet is the fault
detection time of the relays (including the communication delay
and processing time). Since the tmb is the maximum time frame
that both main and backup zones should operate, the maximum
value of TMD can be calculated as:

TMDmax ¼ tmb=2 (4)
Bus3

R5
M5 M6

M7

one 3 Zone 2

Bus4

CB32

R4

CB34

CB33

M8
CB43

R6Line 34

F1

rotection zones (for Relay R3).
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On the other hand, the minimum value of TMD should be larger
than the operating time of DCCBs and the delay associated with CTs
(current transducer). Therefore, to provide a selective protection,
the time margin between the main and backup zones should be
selected as:

tBr < TMD � tmb=2 (5)
Fig. 7. Coordination of O/C directional rela
where tBr is the summation of the operating time of DCCBs and the
delay associated with current transducer and its A/D converters.
Equation (5) implies that if in a specific network, tmb/2 is less than
the operating times of the SSCBs (solid-state circuit breakers), there
will be a high possibility of mis-coordination between the
consecutive relays.

It is also notable that, the proposed method also offers the
possibility of a third zone consisting of Zone 1 and Zone 2. Zone 3
can provide a backup protection for the main protection zone (i.e.,
Line23 in this example). Therefore, if the main protection of Line23
(Zone 1 of R3) fails to operate, e.g., due to a deficiency inM5, Zone 3
can provide backup for Zone 1.
3.2.2. O/C directional-based backup protection zones
Since the differential protection is vulnerable to communication

failures, the proposed method employs O/C directional relays to
back the differential protection up if the communication network
fails. The O/C directional relays can be of either inverse-time type or
definite-time type. Although inverse-time O/C relays provide a
lower tripping time in large systems, their coordination in DC
systems is challenging due to the high rising rate of DC fault cur-
rents [41]. The use of backup O/C directional protection has been
proposed in Ref. [42]. However, this type of coordination may re-
sults in a relatively longer operation time in large distribution
systems. Therefore, since a fast protection scheme is required for
DC networks (to guarantee the safety of the converters), this paper
proposes to employ the backup O/C directional element for a se-
lective number of relays within the DC network. Thus, in order to
minimize the fault clearance time in a large DC network, each
feeder of the network is divided into several protection zones. The
relay of each zone is then equipped with a directional definite-time
O/C element. In addition, each protection zone will need to have a
radial structure for the proper operation of the backup protection.
Fig. 6 shows the logic circuit of the backup protection scheme
where the O/C directional element have two operating times for
forward and reverse faults, i.e., TDF and TDR, respectively. As Fig. 6
indicates, if the communication network fails while a forward
ys for the backup protection scheme.



fault is detected, a trip signal is issued after the pre-determined
time delay (TDF).

Fig. 7 shows the coordination of O/C definite-time relays for the
backup protection scheme in a DC distribution system with two
feeders. In this figure, TM (time margin of directional O/C backup
units) denotes a suitable time margin that enables coordination of
relays in forward and reverse directions. It is noted that since SSCBs
are used, TM is in the range of several milliseconds (see Section 5;
case study 4).

The grading times for forward and reverse directions are chosen
in a way that the smallest part of the network is de-energized
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subsequent to a fault. In the network of Fig. 7 each feeder has
divided to 2 zones; therefore, to provide a selective protection, the
operating time of the most upstream relay (i.e., RV) is set on:

TDFðRVÞ ¼ tf þ 2TM (6)

where tf is the time delay of the operation of the most downstream
relay of each feeder. In general case, if assume that the maximum
zone number of each feeder is denoted by n, the operating time of
RV can be expressed by:
Delay

Trip the
neighbor CB(s)

No

No

Fault detected
by O/C ?

Yes

No

Backup if
communication

fails.

Zone.

Determine the operational time
(TDR or TDF) according to the

fault current direction

osed protection strategy.



Command station
TDFðRVÞ ¼ tf þ nTM (7)

On the other hand, to protect the VSC station, the maximum
operating time of the most upstream relay, i.e., RV in Fig. 7, and its
corresponding CB should be less than the critical time of the VSC
station; that is:

Dtc > TDFðRVÞ þ tBr (8)

Substituting (7) in (8) results in:

Dtc > tf þ nTMþ tBr (9)

Equation (9) indicates that the maximum number of backup
zones for each feeder can be calculated as:

n<
Dtc � tBr � tf

TM
(10)

If no time delay is assumed for the most downstream relays (i.e.,
tf ¼ 0 for R0 and R

0
0), then (10) can further be simplified as:

n<
Dtc � tBr

TM
(11)

Based on (11), the number of directional O/C backup zones is
limited by Dtc and TM. The TM is also determined by the operating
time of DCCBs, fault detection time, and the delay associated with
CT (current transducer) sensors. Case Study 4 of Section 5 provides
more details about the operating times of directional O/C units
proposed for the backup protection.

4. Proposed protection strategy

The flowchart of Fig. 8 provides a graphical illustration of the
proposed protection strategy. The current measurement units, i.e.,
M1 through M8 in Fig. 4, transmit their measured values to the
corresponding relays via the communication network. Then, the
relay algorithm calculates the differential currents of the protection
zones (i.e., Zone 1, Zone 2, and Zone 3). If a fault strikes the line, the
differential current of Zone 1 exceeds its respective threshold, and
the relay will immediately send trip signal to the associated DCCB.
Moreover, Fig. 8 illustrates that if a relay fails to properly detect a
fault, the backup differential zone of the upstream relay will
operate after a time delay (i.e., TMD). As explained in Section 3.2.1,
the TMD is defined in a way that the coordination between the
main and backup protection is preserved. Finally, Zone 3 provides a
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Fig. 9. The schematic diagram of the HIL setup.
backup for Zone 1 of the same relay if the measurement device at
the remote end of the line fails. It is noted that, considering typical
data propagation delays and limited geographical span of a DC
distribution system, all relays receive current data and detect faults
almost at the same time. The proposed strategy also considered the
possibility of CB failure, that is, if the CB commanded by the main
protection fails to operate, a breaker failure signal is sent to the
adjacent CB(s) to de-energize the smallest possible area of the
system.

The flowchart of Fig. 8 also demonstrates that the relay switches
to theO/Cdirectional-basedbackupprotection if the communication
network fails. In this case, the relay will also send an alarm signal to
thecontrol centre to report thecommunication failure.Asmentioned
in Section 3.2.2, only a selected number of relays are equipped with
this backup protection scheme. It should be noted that, according to
the specifications of the industrial protocols, the protective devices,
are equipped with the communication failure detection capability
and switch to the backup protection without requirement to any
signal from the external supervisory systems [43].
5. Real time simulation results

5.1. Test setup

To evaluate the effectiveness of the proposed protection strat-
egy, HIL approach has been used. Fig. 9 shows the schematic dia-
gram of the HIL test-bed setup. The components of this setup are
shown in Fig. 10, which include: 1) a real-time digital simulator
(OPAL-RT) that simulates the behaviour of the study network
components during various operational conditions; 2) a PC that is
used as a command station (programming host) to run the Matlab/
Simulinkmodels executed on the OPAL-RT; 3) a development board
(DK60 from Beck company) which has been used to implement the
proposed protection algorithm; and 4) a router that is used to
DK60

Router

OPAL-RT OP5600
HILbox

Command station
monitor

OPAL-RT station
monitor

Fig. 10. Components of the HIL setup.



connect all the setup devices in the same sub-network. In this test
setup, the board operates as the protection brain and communi-
cates with current measurements units simulated in the OPAL-RT,
via Ethernet medium. Therefore, the HIL test setup considers the
communication delays consisting of i) preparation of data (pack-
aging) in the sending end and ii) opening of the data package in the
receiving node. Since the delay associated with data propagation
between two nodes is relatively small (less than 0.1 ms for most
distribution feeders [44]), it is ignored in this study.
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5.2. Study system

The effectiveness of the proposed method is demonstrated in
the context of the distribution network of Fig. 11. The basic
configuration and parameters of this network is extracted from the
benchmark proposed in Ref. [45]; however, some modifications
have been done to enable its operation as a DC distribution system
with DGs. Hereafter, the network of Fig. 11 is referred to as the
“study system”.
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Fig. 12. Waveforms of (a) differential current seen by R34, and (b) converter current and scaled trip signal to DCCB34.
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The study system is a bipolar DC network which includes two
main DC feeders connected through a normally open coupler cir-
cuit breaker. Therefore, the loads can be supplied by radial or
mesh lines depending on the status of DCCB411, DCCB76, and the
coupler; these breakers normally are open. The two-level ±10-kV
VSCs are used to interface the AC network and RESs to the DC
network. Hall-Effect CTs installed at both sides of the DC lines
determine the borders of the protection zones. The data transfer
amongst the DC buses is made possible via dedicated communi-
cation links.

Each DG is individually protected so that it will be disconnected
form the network if a fault strikes the grid for a certain period of
time. Fig. 11 shows the location of DCCBs and relays. The loads are
protected by fuses and the busbar protection scheme is not shown
in the figure. Other parameters of the study system are reported in
Tables 2 and 3, Appendix.

5.3. Study cases

In the following paragraphs, several fault scenarios are simu-
lated to demonstrate the efficacy of the proposed method,
considering communication delay. In all study cases, it is assumed
that the fault is initiated at t ¼ 1.0 s.

5.3.1. Study case 1
The objective of this case is to evaluate the performance of the

proposed strategy when the communication medium operates
correctly. In this case, a PP fault impacts location F1 of the study
system. Thus, the protection algorithm of relay R34 detects the fault
in its first zone and sends a signal to the OPAL-RT, via Ethernet
ports, to trip its corresponding DCCB. Fig. 12(a) shows that, subse-
quent to the PP fault occurrence, the differential current seen by
R34 increases rapidly. The fault current of the VSC station is shown
in Fig. 12(b); the figure indicates that the trip signal is generated by
R34 during the capacitor discharging current (before the main
converter can contribute to the fault); hence, the proposed pro-
tection is fast enough to prevent any damage to the VSC station.

The timing for the fault detection and VSC contribution is
shown in Fig. 13. The figure indicates that relay R34 detects the
fault in its main zone and sends the trip signal to DCCB34 almost
2.6 ms after the fault inception. This delay is due to the commu-
nication and processing times. Although the delays caused by



0.99 1 1.01 1.02 1.03 1.04 1.05
0

2

4

6

8

Time [s]

C
ur

re
nt

 [k
A

]

R54-Zone1 
Trip to DCCB54

(a)

0.99 1 1.01 1.02 1.03 1.04 1.05
0

2

4

6

8

Time [s]

C
ur

re
nt

 [k
A

]

R45-Zone1 
Trip to DCCB45

(b)
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measurement and interface devices are not considered in this
study, it has been verified that such delays are less than 10ms
assuming Hall-Effect CTs and appropriate microprocessor-based
relays are used [33].

As shown in Fig. 13, tdet is around 2.6 ms (±0.3 ms in different
test cases). Moreover, simulation results show that the critical time
of the main converter of the study system for the solid PP fault is
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Fig. 17. Waveforms of (a) the fault and differential currents of the fa
around 7.2 ms. Therefore, once the fault is detected, it should be
cleared in less than 4.6 ms (±0.3 ms), which is the maximum time
that fault current, must be interrupted by the main or the backup
protection. Therefore, the maximum value of TMD is calculated as
[36]:

TMD ¼ tmb=2z2:3ms (12)

On the other hand, since DCCBs are assumed to be of solid-state
type, their operating time is less than 1 ms [39]. Therefore,
considering some microseconds delay for measurement devices
and A/D conversion and also a marginal time, the time delay be-
tween the main and backup differential zones is set on 2.0 ms in
this study.
5.3.2. Study case 2
Let us now assume that a PP fault takes place at location F2, and

Relay R45 fails to detect and isolate the fault. Thus, due to the R45
failure, the fault is detected by the backup protection, that is, Zone 2
of R34. Fig. 14 illustrates the protection zones of R45, R54, and R34.

Fig. 15(a) shows that Zone 1 of R54 detects the fault and sends
the trip signal to DCCB54 in about 2.7 ms. However, as shown in
Fig. 15(b), Zone 1 of R45 fails to issue the trip signal. Hence, Zone 2
of R34 operates after a predefined time delay (i.e., TMD¼ 2ms). The
main and the backup trip signals are shown in Fig. 16; the figure
indicates that the backup trip is sent to DCCB34 in about 4.8 ms
from the fault initiation.
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5.3.3. Study case 3
To verify the effectiveness of the proposed method for high-

impedance faults, it is assumed that a 100-U PP fault strikes the
study system at location F1. Fig. 17(a) shows the currents measured
at both sides of the faulty line as well as the differential current of
Zone 1 of R34. The effect of the fault resistance on the fault current
measured at the VSC station is also shown Fig. 17(b). As indicated in
Fig. 19. Backup protection zones (in the ca
Fig. 18, relays R34 detects the fault and issues the trip signal in about
4.7 ms from the fault initiation. It is evident that, due to the impact
of the fault resistant on the rising rate of the DC fault current, the
relay operating time is relatively higher in this case; however, as
mentioned in Section 2, it is still fast enough to ensure operation of
the protection system before the critical time of VSC station.
5.3.4. Study case 4
As discussed in Section 3.2.2, the O/C directional relays will

provide backup protection if the communication network fails.
Fig. 19 shows the protection zones of backup O/C directional units
which have been selected based on the position of normally open
DCCBs. Considering the selected backup protection zones, relays
R01, R32, R34, R38, R012, and R134 are equipped with O/C direc-
tional units. It is, however, noted that R32 is equipped with the O/C
directional unit only to prevent undesired power interruption, in
case of R34, R38 (or their associated DCCBs) failure. The remaining
relays are disabled until the communication network is restored.

As illustrated in Fig. 19, the maximum operating time of the
most upstream relay, i.e., R0, is 3TM. As explained in Section 3.2.2,
the TM should be selected based on the critical time of the main
VSC as well as constraints for coordination with other relays.
Therefore, since the critical time of the main VSC is 7.2 ms, the
maximumvalue of TM turns out to be 2.4 ms. Further, the operating
time of the main protection of each zone can be expressed as:
se of communication network failure).



Table 1
Operating times of the main and backup protection for selected fault scenarios.

Fault
type

Fault
location

Fault
resistance (U)

Main protection Backup protection

Relay Zone Trip signal at (ms) Relay Zone Trip signal at (ms)

PP F1 1.00 R34 Zone 1 2.6 R23 Zone 2 4.8
F1 100 R34 Zone 1 4.8 R23 Zone 2 6.7
F2 1.00 R45 Zone 1 2.4 R34 Zone 2 4.6
F2 100 R45 Zone 1 4.4 R34 Zone 2 6.5
F3 1.00 R56 Zone 1 2.5 R45 Zone 2 4.7
F4 1.00 R38 Zone 1 2.5 R23 Zone 2 4.6

PG F1 1.00 R34 Zone 1 2.3 R23 Zone 2 4.5
F2 1.00 R45 Zone 1 2.7 R34 Zone 2 4.8
F3 1.00 R56 Zone 1 2.6 R45 Zone 2 4.7
F3 100 R56 Zone 1 4.5 R45 Zone 2 6.6
F4 1.00 R38 Zone 1 2.5 R23 Zone 2 4.6
F4 100 R38 Zone 1 3.7 R23 Zone 2 6.0

Communication Failure
PP F1 1.00 R34 e Inst. R32 e 2
PP F2 1.00 R34 e Inst. R32 e 2
PG F5 1.00 R134 e Inst. R012 e 2.4
top ¼ tCB þ tdet þ tCT (13)

where tCT signifies the delay associated with current transducers
and their corresponding A/D converters (several microseconds); tdet
is the fault detection time of the relay algorithm (in the range of
several microseconds); and tCB denotes the operating time of
DCCBs. Therefore, the main protection of each zone will operate in
about 1ms, and considering an additional timemargin, TM is set on
2 ms in this study. This TM is used to coordinate the selected relays
which operate when the communication system fails.

To further demonstrate the effectiveness of the proposed pro-
tection strategy, various fault scenarios have also been tested using
the real-time setup. However, the results of a selected number of
test cases have been reported in Table 1.
6. Conclusions

This paper proposes a multi-zone differential-based protection
strategy for DC distribution networks. Given the special behaviour
of DC fault currents that adversely affect the coordination of O/C-
based relays, it has been proven that the proposedmethod provides
a selective protection with a fast and simple algorithm. Therefore,
by providing the higher selectivity, the proposed scheme mini-
mizes the interrupted zones and improves the reliability of DC
distribution systems. Moreover, the proposed protection scheme
was also complemented with a backup protection to handle
communication network failures.

Compared to the conventional differential-based methods, our
proposed protection scheme enhances the reliability of the pro-
tection by introducing an additional differential backup for the
neighbouring relays, and providing a backup protection which will
manage communication failures. In addition, the salient feature of
Table 2
Network cables, equivalent p, model parameters

Line L [kM] R [U] X [U] C [mF]

Line11 2.82 0.355 0.319 0.448
Line12 1.2 0.164 0.151 0.753
Line13 4.42 0.557 0.50 2.921
Line14 0.61 0.119 0.073 3.953
Line15 0.56 0.151 0.072 2.554
Line16 0.49 0.132 0.066 2.430
Line17 0.33 0.089 0.044 1.505
Line18 0.77 0.208 0.102 3.721
the proposed method is that its effectiveness is independent of the
fault current level, fault impedance, operational mode of the
network, as well as the type, size, location, and status of DGs.

Furthermore, a relay coordination method, for both the
communication-based and backup units, has been presented in the
paper where the operation of the main and backup zones as well as
series relays are coordinated considering the critical time of the
VSC stations, delay on communication and operating time of
DCCBs.

Several fault cases were studied and analysed using a real-time
HIL test setup to demonstrate the effectiveness of the proposed
method. The HIL results confirmed that the proposed method has a
high accuracy and is robust for the various fault types. It is also seen
that, considering around 2.6 ms for the communication delay, both
main and backup protections can detect the simulated faults within
an acceptable time frame. Therefore, the proposed method is fast
enough to ensure the safety of the VSC stations as well as network
components.
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Appendix
Line L [kM] R [U] X [U] C [mF]

Line19 1.54 0.416 0.194 8.451
Line110 1.3 0.164 0.149 8.549
Line111 0.32 0.086 0.132 1.398
Line112 1.67 0.325 0.654 9.352
Line113 0.24 0.047 0.099 0.902
Line21 1.41 0.187 0.159 0.224
Line22 4.89 1.320 1.750 0.796
Line23 2.99 0.460 0.364 14.30



Table 3
DC network parameters.

Bus No. Installed power
generation (kW)

Load (kW) Bus No. Installed power
generation (kW)

Load (kW)

Bus1 e 19,992 Bus8 1000 586
Bus2 e 850 Bus9 e 654
Bus3 e 501 Bus10 e 543
Bus4 e 431 Bus11 e 329
Bus5 1200 727 Bus12 e 20,010
Bus6 e 548 Bus13 1200 34
Bus7 e 76.5 Bus14 e 9270
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