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“It doesn’t matter how beautiful your theory is, it doesn’t matter how smart you
are. If it doesn’t agree with experiment, it’s wrong.”

Richard P. Feynman

Abstract

In the Electromagnetic Compatibility research area, an unsolved interference problem is the measurement and evaluation of the distortion produced by radiated
transient disturbances on digital communication systems. Measuring this type
of man-made impulsive noise is exceptionally challenging due to its random and
broadband intrinsic characteristics. With the aim of protecting sensitive communication receivers, measurements beyond EMC standards must be meticulously
defined and carried out.
In this thesis, novel acquisition procedures are developed to overcome the limitations of the current EMC standards, allowing us to obtain the time-domain
and the statistical information of the impulsive noise. Furthermore, combining
transient interference measurements with digital communication analysis methodologies, we can predict with an excellent confidence level the bit-error-probability
suffered by any digital communication system. Throughout all the thesis an exhaustive validation is performed capturing different types of radiated interferences
and evaluating its impact on different communication systems such as RFID or
GSM.
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la compatibilitat electromagnètica per primera vegada i, és clar, si no m’hagués
transmès l’interès per l’EMC ara fa més d’una dècada mai hauria acabat fent
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No vull oblidar-me d’altres becaris, com el Lluı́s, l’Oriol, els Gerards o la Irene.
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Gràcies també a la meva germana, l’Ariadna. Sempre s’ha mostrat disposada a
ajudar-me, tot i que cada vegada que li insinuo que m’hauria de donar un cop de
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Chapter 1

Introduction, Objectives & State
of the art

1.1
1.1.1

Introduction
Impact of transient interferences on digital communication systems

Transient interferences are one of the most common sources of noise which the
Electromagnetic Compatibility (EMC) has to deal with. A transient generated
by a spark or a switching power supply could be propagated as a electromagnetic
radiated interference reaching sensitive equipment, such as the antenna of a digital communication device [77]. Radiated transients are broadband noise which
generates interference within the communication bandwidth slot, therefore they
are perceived as useful signal by the communication system. The signal of interest and the impulsive noise are in the same frequency band; consequently, the
interference cannot be filtered to prevent the transient influence. There are many
examples of this EMC problem in the literature [1, 7, 16, 116, 148]. A typical
example is the Digital Video Broadcasting (DVB) image degradation by the presence of impulsive interference [7, 39, 44, 47, 86]. The origin of these transient
interferences is diverse, but even daily life actions, such as switching lights in
the home, car loads switching or sparks can be responsible for them [3, 13, 17–
19, 21, 23, 45, 90, 96, 97, 100, 114, 121].
1
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Transient signals are especially detrimental in Real Time Communication (RTC)
systems because retransmissions are not possible. In this type of communication,
when a transient phenomenon occurs, the corrupted data cannot be recovered.
Regardless a digital communication system becomes or not an RTC often depends
on the specific service provided rather than the physical layer over which it is
implemented. For example, a wireless network can carry e-mail packets and Voice
over Internet Protocol (VoIP) packets. For the latter, Telecommunication Standardization Sector (ITU-T) defines a maximum delay of 150 ms for an end to end
communication [59], consequently retransmissions become impossible in practice.
If a transient interferes in the wireless network physical layer, both services will be
affected, but only VoIP will experience a significant degradation. E-mail packets
can be easily retransmitted and the delay is not detected by the users. Therefore,
it is important to evaluate the error that impulsive noise could produce in RTC
systems.
Communication systems that may have an impact on people safety, such as invehicle communication, are also RTC and can be easily affected by transient interferences produced by motors or switches close to them [20, 42, 52, 78]. The
errors produced by the man-made impulsive noise could cause problems to critical
driving systems, hence to passengers’ safety, so it is vitally important to study this
kind of phenomena.
To illustrate real transient interferences problems some examples are explained
below.

1.1.1.1

DVB-T interferences

As it has been mentioned before, in the literature there are many examples explaining the degradation produced in a DVB receiver when transient interferences
are present [75, 138, 144]. A transient interference capable to disturb the digital communication system can be generated by different household equipment.
One example is the switching lights; commutation generates transients along the
mains cables producing radiated interferences which propagate away reaching the
antenna of a DVB-Terrestrial system. The interference at the frequency system
band is managed as useful signal by the receiver and cannot be filtered. The degradation produced in digital television is observed as freezing images phenomena or
’pixeling’. DVB-T is a broadcasting communication system, so retransmissions are
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not allowed and the information affected by the transient interference will never
be recovered. Moreover, if the degradation produced by the transient interference is compared with the degradation suffered by old analogue communication
systems, the degradation perceived by the end user is more severe with the new
digital systems. In the analogue systems transient phenomena were closely to be
unobserved as the duration of transient is short and only affect one or two lines
in the analogue television transmission systems. On the other hand, with DVB-T
several bits of information are affected by the transient and the image cannot be
plotted. Although many devices fulfill standards requirements, the interference
effect of common electronic devices over DVB-T is continuously under study as
many equipments interfere with digital television [75].

1.1.1.2

GSM-Railway failure

Another example that is in the literature and has a huge effect in the proper
behaviour of the railway system is the transient coupled to the GSM-Railway
system [31, 32, 41, 51]. This GSM-R interference case is a critical example due
to the system is related to the safety of the passengers [24, 27]. GSM-R system
provides information about rolling stock position, etc. When the communication
between the rolling stock and the Base Transceiver Station (BTS) is lost, a failure
state is produced and the rolling stock changes its state to a safe mode. This
produces speed reduction or that the high-speed train stops, causing huge problems
to the railway. Nowadays, there is not a solution for this problem and it is been
studied in European research projects [42, 107].
In high-speed railway, arching effect is caused by the discontinuity produced between the pantograph and the catenary [25, 26]. This arching effect produces
radiated transient interferences that reach the antenna of the GSM-R communication system which is installed at the roof of the rolling stock as it is illustrated
in Figure 1.1.

Figure 1.1: GSM-R radiated transient interference illustration. Picture from
[42]
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Regarding some details about the GSM-R system, it works between 876 MHz and
880 MHz at the uplink channel and between 921 MHz and 925 MHz at the downlink
channel. The most sensitive channel to the radiated transient interference is the
downlink as the transient is produced close to the antenna situated at the rolling
stock; the GSM-R signal coming from the base station is received with a weak level
by the GSM-R antenna. Typical coverage levels of the GSM-R system vary from
-40 dBm, when the rolling stock is close to the base station, to -100 dBm when
the base station is far away. Consequently, the transient produced by the arching
between the pantograph and the rolling stock has spectral components from DC
till several gigahertz, therefore the radiated impulsive noise will have components
at the very sensitive GSM-R downlink frequency band.

1.1.1.3

Spot signalling system failure in railway

Another example related to railway is the transient interference produced between
the rolling stock and the spot signalling system. Eurobalise is a safe spot transmission based system carrying safety related information between the track and the
rolling stock [37]. The information that is transmitted is associated with signalling
data, geographical information, speed restrictions, etc. The signalling system consists on an antenna installed on-board at the bottom of the rolling stock and a
track-side balise, which is a passive resonant circuit. In the uplink of the communication the integrated loop antenna in the balise generates the magnetic field data
received by the rolling stock antenna when it is over the balise. Data is frequency
modulated with ±282.5 kHz employing a data rate of 565 kbps and the carrier is
at 4.2365 MHz.

As in the GSM-R example the transient interferences are produced by the discontinuity between the pantograph and the catenary [42]. In this case we can find
several causes: discontinuity could be attributed at circuit breaker operations;
pantograph operations, to vertical movements of the pantograph and the line or
can be created by the ice between the line and the pantograph. In this occasion
there is not a direct coupling between the spark or the pantograph to the receiving
antenna as the BTM antenna is placed at the bottom of the vehicle; transient is
coupled conducted to the train structure and also to the tracks, where a magnetic field is generated reaching the BTM antenna and the transient interference
associated with the communication bandwidth is considered as useful signal.
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Transient coupled to the communication system cause different types of errors; the
system could stop receiving valid messages or system detects a ’ghost’ balise when
it was not any real balise present. When a ghost balise is detected, the vehicle
is switched to a safety mode braking the rolling stock. The main problem in this
kind of railway interferences to mitigate its effect to the communication system
is that cannot be identified by the EMC tests according to the standards EN
50121-3-2, EN 50121-3-1 or CLC/TS 50232-2. Therefore, EMI problems with the
systems cannot be identified until the validation process of the new rolling stock
is complete and it is not referred to by any mandatory standard or specification.

1.1.2

Digital communication system evaluation in front of
transient interferences

In analogue communication systems, the Signal to Noise Ratio (SNR) is the main
figure of merit to evaluate their performance; analogue radio systems require SNR
of as much as 40 dB for satisfactory operation. Digital Communication Systems
(DCS) usually work with very low level signals at the receiver end, so a relative
low level transient could easily interfere the system in the communication band
if it has enough energy, in general, digital radio communication systems allow
error-free operation down to SNR of 10 dB. However, the transition region from
error-free operation to malfunction is small [59]; digital communication systems
cannot be evaluated using only the SNR ratio [2, 67, 117, 133, 137]. In addition,
parameters like the repetition rate or the burst duration must also be taken into
account. In order to evaluate the errors produced by transient interferences in
digital communication systems, it is necessary to consider more parameters, like
the constellation diagram, the vector diagram, the Bit Error Rate (BER) or the
Complementary Cumulative Distribution Function of the signal (CCDF), among
others. For this reason time domain analysis must be carried out, it is not valid
to examine the spectrum and measure the SNR; time-domain captures at the
frequency band of the communications have to be done to get the time domain
signal that will affect the communication system.
Additionally, another possibility is to carry out measurements to obtain the statistical parameters of the interference. In CISPR 16-1-1 new detectors have been
defined to deal with transient interferences that can interfere critically to digital
communication systems. Amplitude Probability Detector (APD) has been defined
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and provides statistical information of the interference measured. Furthermore,
there is a discussion on relating the APD measurement with the Bit Error Rate,
but it has been demonstrate by Wiklundh the relation of APD and its impact on
coherent digital radio receivers [84, 141]. So APD is highly accepted as the best
tool to measure statically interference and in a second step study the effect over a
digital communication system.

1.1.3

Transient interferences and EMC standards

Commonly, transient interferences are poorly measured following currently Electromagnetic Compatibility (EMC) standards. Man-made noise transient interferences are greatly present on the equipment evaluated inside EMC standards. In
the EMC Directive 2004/108/EC the essential requirements that any apparatus
and fixed installations must comply are described in Annex I.
’1. Protection requirements equipment shall be so designed and manufactured,
having regard to the state of the art, as to ensure that:
(a) the electromagnetic disturbance generated does not exceed the level above which
radio and telecommunications equipment or other equipment cannot operate
as intended;
(b) it has a level of immunity to the electromagnetic disturbance to be expected in
its intended use which allows it to operate without unacceptable degradation
of its intended use.’
The main problem is that the accomplishment of the harmonized standards does
not fully ensure the (a) point when transients are involved. Measurements methodologies following standards do not include a proper measurement for radiated transient interferences. As an example, quasi-peak detector defined in CISPR 16-1-1
[28] was developed to protect analogue communication systems, relating the output
of the detector to the human perception when an analogue system was interfered.
Therefore, further measurement and evaluation is needed to acquire transient interferences and determine if they are critical, from an interference point of view,
to the digital communication systems. Consequently, standard frequency sweep
measurement techniques are not suitable and novel time-domain meas must be
considered [54, 140].
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Objectives

The main goal of this thesis is to demonstrate that it is possible to estimate the
error that will be introduced into a digital communication system based on the
radiated transient interference measurement. To reach this objective, first of all,
the interference must be measured providing us all the significant parameters of the
transient perturbation to evaluate properly the impact on a digital communication
system. As it has been mentioned in the introduction, it is necessary to develop
a time-domain measurement procedure to acquire the transient that will interfere
directly with the communication frequency band. Once this measurement has been
obtained, it will be used as an input to evaluate the impact of the transient on
a digital communication system using digital communication software simulation.
Moreover, transient interferences will be measured developing methodologies which
employ new statistical detectors within the EMC standards. These measurements
will solve standard measurements limitations and, at the end, the relation between
statistical detector measurements and the degradation produced by the transient
interferences to the DCS will be found. These three stages are described below
like secondary thesis objectives.

1.2.1

Time-domian radiated transient interferences measurement

In the first stage of this thesis radiated transient interferences will be measured to
evaluate their impact over real time digital communication systems. The main idea
of this measurement is to acquire the interference just in the frequency band of the
communication system that is going to be evaluated. As transient interferences
are spread spectrum, usually starting at DC and ending at several hundreds of
megahertz or some gigahertz, only the slot of the transient interference that overlap
the communications system band will be measured. This frequency slot of the
radiated transient is the profitable part for us as it cannot be filtered by the
communication system and it will be considered as useful signal.
The foremost task to do is to analyse the intrinsic problems that transient interference presents when these radiated impulsive interferences are measured. The
random characteristics of amplitude, duration, frequency rate and interval of this
type of interference make it a challenge to measure properly transient interferences.
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Related to this transient study, the next step is to identify the measurement equipment limitations and the measurement procedures, defined in EMC standards,
weaknesses that imply an unsuitable measurement of the transient interferences.
To illustrate this point, the resolution bandwidth (RBW) is a limitation of the instrumentation employed as it can only be set to a restricted number of frequency
bands. Furthermore, from the EMC measurement procedures defined in standards
point of view, an unique RBW of 120 kHz is employed to measure the frequency
range from 30 MHz till 1 GHz.
In the next stage, the capture of the in-phase and quadrature components of the
radiated transient interference will be the objective. To reach this goal, different
novel techniques will be employed to measure properly the two components of
the radiated interference. Firstly, measurements will be obtained using standard
instrumentation such as an EMI receiver dealing with the random characteristics
of the impulsive interferences to be measured. Afterwards, measurements are
going to be carried out employing a combination of instrumentation using the
high sensitivity of an EMI receiver and also the time-domain capabilities of an
oscilloscope.
In this section, electromagnetic simulation will also be employed to manage specific
interference scenarios when it is not possible to perform some measurement without interfering the scenario or for instance when we want to evaluate unreachable
receivers such as implants. FDTD simulation software will be used in combination
with post-processing to achieve, as before, the in-phase and quadrature components of radiated transients received by a certain digital communication system.
The last stage of this section is to carry out a measurement campaign employing
all the different techniques described previously.

1.2.2

Evaluating real time communications against transient interferences employing time-domain captures

The aim of this secondary objective is to estimate the degradation that radiated
transient interference produces to digital communication systems. This objective
is strongly related to the previous goal where transient interferences were captured,
using it as an input of the DCS evaluation.
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Digital communication descriptors like BER, constellation diagram, vector diagram, etc. are used to quantify and analyse the degradation produced in digital
communication systems. In this section, the most suitable descriptors to estimate the behaviour of a real time digital communication system will be identified
analysing the information that such descriptor provides to the digital communication performance. Once the different possible descriptors that analyse properly
the interference are identified, the next stage will be to carry out digital communication system simulations in baseband to get a tool capable of model properly
digital communication systems in presence of transient interferences. Interferences
previously measured will be added to the DCS simulation using the in-phase and
quadrature components. The results of these simulations that evaluate real digital
communication systems will give us information about the degradation produced
on each descriptor of the DCS induced by all the main parameters of the transient
interference (amplitude, frequency, duration and interval). The relation within
the DCS descriptors and the main parameters of transient interferences could give
novel guidelines to relate transient interferences and system degradation.
Finally, a validation procedure will be conducted using a rising new DCS that has
not been evaluated before in front of transient interferences. A dummy communication device will be interfered by different types of radiated transient interference
varying its main parameters. The simulation results will be compared to the
degradation suffered by the real communication device; analysing the agreement
between the methodology developed and the errors produced at the real equipment.

1.2.3

Statistical detectors to evaluate DCS

In this section, statistical detectors will be analysed to determine if statistical measurements of transient interferences can prodvide enough information to estimate
the degradation produced in a digital communication system; and if it is necessary
to develop new measurement techniques.
The first step is to analyse the advantages of the statistical detectors in front of
traditionally detectors described in the EMC standards. Moreover, the relation
between APD detector and the BER will be studied as the BER is one of the
most accepted DCS descriptors to estimate the degradation produced in a digital
communication.
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APD measurements have limitations to be carried out during standard compliance electromagnetic emissions test at EMC laboratories. These measurement
methods have strong inconveniences to define a test method to protect digital
communication systems in all the frequency range. The main problem is that
APD measurements are defined at a certain frequency with a bandwidth, which
is also defined. There are many systems at different frequencies and also with
different bandwidth, consequently it is nearly impossible to use instruments or
methods capable to measure the whole spectrum to protect either digital communication system. The objective and, at the same time the challenge, is to develop
a new methodology capable to measure the APD of transient interferences in any
frequency band. If the new methodology to obtain the APD is achieved, an exhausting validation procedure must be made to ensure the accurate behaviour
when different types of interferences are being measured. Different kind of noise,
like White Gaussian Noise and impulsive interferences, must be considered and
compared with standard EMI receivers capable to measure at certain frequency
bands.
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State of the art
Transient interferences measurements

Measuring time-domain transient interferences is a hard work according to its random amplitude, duration, frequency; due to the high number of different radiated
transient interferences sources [9, 98, 102, 103]. Nevertheless, it is an important
source of interference and it has to been characterized properly.
One of the first studies that characterize in time-domain different type of transient
interferences was the measurement carried out by Spaulding and Disney [127]. In
this study, results from many years of man-made radio noise were presented. The
data base used in this report consists on some 300 hours data collected over the
period from 1966 to 1971. The measurements were made on six different states;
Colorado, Maryland, Texas, Virginia, Washington and Wyoming. The measurements were made in 103 areas; the area’s size was ranging from a few square blocks
in a business area to several square miles in some of the rural locations. The period
of measurement for each location varied from approximately 15 minutes to over an
hour, additionally, few stationary measurements were made for a 24 hours period.
As an example, Figure 1.2 shows a time-domain measurement done in Colorado
at 250 MHz.

Figure 1.2: Time-domain measurement result figure extracted from Man-made
radio noise OT REPORT 74-38.
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These measurements were carried out in order to estimate the behavior of a
telecommunications system at some future time. The estimate of the interference
involves a prediction process to estimate the characteristics of the environment.
For this reason, statistical curves where obtained from the measurements carried
out between 1966 and 1971. In Figure 1.3, statistical measurements of the impulsive noise are shown according to amplitude probability distribution.

Figure 1.3: Statistical noise result figure extracted from Man-made radio noise
OT REPORT 74-38.

These probability results are one of the most used tools to represent time-domain
measurement from transient interferences. D. Middleton published many studies
where analytically and experimentally models of man-made electromagnetic interferences statistical-physical models were developed [91, 92]. The aim of these
studies was to construct analytically tractable statistical models of man-made
electromagnetic interference encountered in urban environments, generally and
in transportation communication systems particularly, and ultimately, to develop
and extend these models to a full interpretation and prediction of experimental
observations.
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Middleton proposed a statistical-physical approach to model the non-Gaussian
noise produced by natural and man-made interferences creating a three categories
classification of electromagnetic noise for a narrow-band receiver. The additive
noise is classified into three broad categories, Class A, Class B and Class C [91, 92].
Class A noise was originally defined as noise which is typically narrower spectrally
than the receiver in question, later it was redefined as the noise which produces
ignorable transients in the typical receiver [93]. On the other hand, Class B noise
was characterized by significant transients or ringing of the receiver which generally
occurs when the noise bandwidth is wider than the receiver bandwidth. Finally,
Class C noise was defined as a mixture of Class A and Class B noise; otherwise,
it can be reduced to a Class B for practical analysis.
Once man-made interferences were classified properly there are many examples
in the literature measuring in time-domain impulsive interference that made reference to Middleton classification. The most common transient characterization
is the measurement done in the automotive sector [40, 122, 123]. Combustion
engines produce transient interferences [95, 113, 128] that have been measured by
automotive manufacturers, for instance, these studies demonstrate that during the
ignition process many transient interferences are produced.
As it has been described in the introduction, one of the digital communication systems interfered by radiated transient interference is DVB-T. From October 2001
to October 2002 a working group led by British Broadcasting Corporation (BBC)
and formed by Sony, Philips, Rohde & Schwarz, Zarlink and ST Microelectronics
carried out transient interference measurements because it was noticed that impulsive noise was interfering DVB-T [75]. The goal of this study was to propose a
set of test waveforms and methods which could be used to faithfully represent the
effect of impulsive interferences on digital television. In the first stage, the idea was
to perform a large number of measurements to get the statistical of impulsive interferences in different common scenarios. More than two hundreds captures were
carried out at several households and different locations where traffic distortion
was present.
The measurement system was set to capture only the part of the transient interference that falls into the Digital Television Terrestrial (DTT) communication
band. The capture system consist in a 200 ms snapshots of 8 MHz DTT channel
filtered and down converted to second intermediate frequency (central frequency
4.57 MHz and 7.61 MHz bandwidth). The data was sampled at 40 MHz with
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a resolution of 12-bit analogue to digital converter. Captures were performed at
UHF channels, and with the measurement system the radiated transient noise was
captured. The baseband captures were like the results observed in Figure 1.4.


Figure 1.4: Time-domain transient interferences measurements BBC (picture
from [75]).

The main sources of disturbance that they considered were central heating, cooker
ignitions, dishwasher, light switches and traffic interferences. At the end of the
measurements campaign they classified the transient interference and extract the
main parameters of the transient interference as it can be seen in table extracted
from [75] in Figure 1.5.

Figure 1.5: Estimation of main transient interferences parameters (picture
from [75]).

The results of this campaign measurements were used in a following stage to
analyze the impact of the transient interference to DVB-T (in next section the
model employed for BBC is presented).
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Concerning radiated transient measurement, other studies have dealt with the difficulty of capturing transient interferences. Another communication system that is
interfered by transient interferences has been explained before at the introduction;
GSM-R is disturbed by radiated transient coming from the arching discontinuities
between the pantograph and the line. Several measurement campaigns have been
carried out to identify transient interferences [6]. In these references the measurements are performed without following the standards, they were developed to
protect the equipment near the railway, not on the train. Transient interferences
induced on the GSM-R antennas on board trains, were characterized in the following parameters: rise time, time duration, repetition rate and amplitude. Measurement campaigns were carried out in France to collect a large number of induced
EM interferences on GSM-R antennas fixed on the train roof. With the ultimate
goal of generating transient noise scenarios, representative of those detected by
the antennas, and performing immunity tests in laboratory. Measurements were
conducted in France between Saint Pierre des Corps near the city of Tours and
Nantes. The cruising speed of the train was about 160 km/h and the maximal
speed was 200 km/h. In order to record the EM noise observed on the roof of the
train, the measurements were performed with a digital oscilloscope connected to a
GSM-R antenna fixed at approximately 80 m from the pantograph. Experiments
to characterize in time-domain the EM transient events, were carried out using a
digital oscilloscope with a 20 GHz sampling frequency recorded in a 200 ns time
window. Approximately, during 100 minutes of measurement, the oscilloscope collected the about 25,700 transient signals. Figure 1.6 shows some of the results
published.

Figure 1.6: Time-domain radiated transient measurements carried out with
an oscilloscope for GSM-R (picture from [6]).
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From the measurement results it was concluded that statistically the rise time of
the transient interference was defined to 0.4 ns, the duration of the pulse to 5 ns
and the interval to 25 s. Each transient produces interferences whose level can
reach up to -35 dBm in the GSM-R frequency band, whereas the GSM-R signals
level can decrease to a minimal value of -95 dBm.

1.3.2

Evaluating real time communications against transient interferences

Classical measurement methods for emission standards were developed to protect
analogue communication systems. The detectors used in the standards are the
peak detector, quasi-peak detector and average detector. These detectors try to
emulate the human perception of analogue systems against interferences weighting
the different types of interferences. CISPR and ITU-R are working on the matter
of weighting detectors to determine interference effect over digital communication
systems. Generally, a weighted measurement of impulsive disturbance serves the
purpose of minimizing the cost of disturbance suppression, while keeping an agreed
level of radio protection. The weighting of a disturbance for its effect on modern
digital radio communication services is important for the definition of emission
limits that will protect these services [126, 130–134].
Amendment 1 of CISPR 16-1-1 defines classical detectors and a new one that is
a combination of an r.m.s. and an average detector. The selection of the type of
detector and the type of the transition between these detector functions is based
on measurements and theoretical investigations to protect digital communication
systems. In Report ITU-R SM.2002-1 [120] it was shown the first steps towards
the weighting of interference to digital modulation services; a concept for the definition of weighting curves has been defined and experimental results were obtained
for two examples. An interference source with certain characteristics will produce
a certain BER, e.g. 10−3 in a digital radio communication system, when the interfering signal is received in addition to the radio signal. The BER depends
on the pulse repetition frequency (PRF) and the level of the interfering signal.
In order to keep the BER constant, the level of the interfering signal will have
to be readjusted while the PRF is varied. This level variation vs. PRF determines the weighting characteristics. There are result examples of evaluation of
the interference effect of transient interferences described in IEC TR CISPR 16-3
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subclause 4.8. In this document, studies analyzing Digital Video Broadcasting
Terrestrial (DVB-T), Digital Audio Broadcasting (DAB), TETRA, GSM, etc. are
explained; the results were obtained adding pulse noise with different widths to
a radio-channel, producing impulsive interferences. Figure 1.7 shows the results
for a TETRA system of weighting detectors for a reference 2% of BER; when the
PRF is increased, the level needed to interfere TETRA downlink is reduced.

Figure 1.7: Weighting detector example defined in CISPR 16 (picture from
CISPR 16-3 subclause 4.8).

Another approximation to study the impact of the transient interferences to DCS
is to model the impulsive noise adding it to the communication system [79, 80]. Regarding the study described before evaluating the disturbance produced to DVB-T
by impulsive noise, two types of test were performed by BBC to analyse the effect
of radiated transient interference to the DVB-T [75]. When the communication
system is considered as narrow band in front of the wide spectrum transient interference, the period of time that the impulsive noise is present can be modelled as
white Gaussian noise. In the first approach, a train of pulses to gate an Additive
White Gaussian Noise (AWGN) source is considered. The generation of an AWGN
signal can be provided by several digital signal generators available in the market
with an I/Q arbitrary waveform generation option; that allows the setting of the
bandwidth and the output power level. Impulsive interference is generated instead
as gated Gaussian noise; pulses are grouped in bursts as it can be observed in Figure 1.8, where the resulting signal can be seen as if gating is performed twice: the
first gating defines the burst duration and the time spacing between consecutive
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bursts, while in the second one Gaussian noise constituting a burst is gated to
shape the pulses.

Figure 1.8: Double gated AWGN generated to interfere DVB-T according to
previous measurements (picture from [75]).

In the second approach used to evaluate the transient interference (Figure 1.9),
previous captures of radiated transient interferences are employed. A vector signal
generator model SMIQ from Rohde & Schwarz was used to download the captured
waveforms (I/Q signals).

Figure 1.9: Interference setup employing captured waveforms from impulsive
noise (picture from [75]).

At the end of both noise coupling techniques, the degradation produced at the
pictures of the DVB-T transmission can be evaluated; linking the different type
of impulsive noise interference with the effect on the RTC system.
Another technique developed to analyse the degradation produced by transient
interferences is the test bench constructed to simulate transient burst in a GSM-R
system [26, 31]. Statistical characteristics of the transient interferences present in
a real scenario were obtained from the measurement explained in the last section.
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The pulse duration, rise time and the amplitude was estimated to reproduce the
source of interference in a test laboratory. To analyse the impact of the impulsive
noise the immunity test bench observed in Figure 1.10 was developed.
The BER, Rxqual, and Rxlevel are descriptors that indicate the quality of the
GSM-R link. Descriptors measurements require the use of a GSM-R mobile and
a Signal Universal Radio Communication Tester (RCT). The RCT is a measurement apparatus that can send downlink signals, such as a BTS, and receive signals
coming from the mobile to which it is connected. It can also make measurements,
notably BER ones. The useful signal is interfered by adding sequences of transient
disturbances. To generate the sequences, an arbitrary generator was connected to
the combiner and configured with the pulse obtained from measurements campaign. The rise time of the pulse is 0.4 ns, the duration is 5 ns and the frequency
of the sinus exponential model is 923 MHz, which coincide with the downlink
centre frequency of the GSM-R standard.

Figure 1.10: Interference test bench developed to evaluate transient interference against GSM-R (picture from [31]).

At the end of these tests the degradation produced by the artificial impulsive
interference generated was evaluated. On the other hand, not all the transient
interferences measured on-board during the campaign measurements were analysed. Nevertheless, the approximation of the immunity tests that we carried out
have shown that the transient model is a well representative of the impact of real
transient disturbances existing in the railway environment.

1.3.3

Statistical detectors measurements and evaluation

Obtaining the statistical of transient interferences is a key point to characterize,
classify and model the impulsive noise. Amplitude probability distribution (APD)
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is a frequently used term for random signals, which was originally used to categorize electromagnetic interference and is defined by the exceeding probability the
envelope amplitude.
Some of the pioneer research of the Amplitude Probability Detector APD can be
found in papers by Shepherd and Spaulding [122, 123, 127]. In these studies, APD
measurements were employed as it was the best measurement method for their
automotive application; the aim of their measurements was to get the statistical of
the interferences and compare several vehicle and configurations to distinguish the
worst case. APD measurements were carried out considering differences between
power of vehicles, engine speeds, and different freeway locations. Figure 1.11 is
an example of the measurements performed, where different engine speed produce
differences in the APD diagram.

Figure 1.11: APD measurements performed for different engine speed (picture
from [123]).

Next step with the APD detector was to relate these APD measurements with
the degradation produced on communication systems. For the computation of the
interference effect on a radio channel, the APD is a suitable basis [46, 139], however
is not a weighting detector because it does not give one measurement result per
frequency but it gives the probability of occurrence of certain amplitudes as a
function of the amplitude. The APD has been proposed for standardization in
CISPR recently, in CISPR 16-2-3 is explained how the APD measurement can be
carried out. As it is described in the standards, a product committee may choose
the APD measurement as the method for final emission testing. Currently, this

Chapter 1. Introduction, Objectives & State of the art

21

measurement method is still not used in product standards. On the other hand,
different studies have evaluated the communication system behavior when it is
interfered by transient noise.
APD was originally used to categorize electromagnetic interference, but recently
it has attracted attention as an EMI test method since it was found to have
strong correlation with the bit error probability (BEP) of a digital communication
system subjected to the interference; it has been demonstrate the relation between
APD measurements and their impact on digital radio receivers [38, 141–143]. In
particular, the relation between the APD and the impact of microwave ovens
on the performance of a certain digital receiver has previously been presented in
[68, 145]. This correlation is mainly demonstrated by measurement, but in [145], a
theoretical relation between a microwave oven and a differential quadriphase-shift
keying (QPSK) receiver is shown.
Wiklundh presented how the relation between the maximum BEP and the information provided by the APD of the envelope applies to emission requirements. A
practical method for performance estimation of digital coherent radio receivers in
terms of BEP by using the APD in non-Gaussian interference was studied. The
relation of APD and Bit Error Probability is presented by different modulation
schemes in Figure 1.12.

Figure 1.12: Table relating modulation schemes bit error probability and APD
(picture from [141]).

To ensure that the error rate of a receiver does not exceed a certain BER, the
measured APD must be below the circle points, as illustrated in Figure 1.13. The
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circles defines the limit conditions which the digital communications systems operates assuming a sufficient BER. The circle limits defines the minimum amplitude
that must have an interference and its repetition rate (probability); if the circle is
within the APD shape, the DCS will be interfered by a BER higher than the one
fixed in the limit.

Figure 1.13: APD microwave oven measurements results including limits (picture from [141]).

The problem of APD measurements is that conventional receivers have a one
fixed frequency, without frequency scanning. This is a substantial limitation for
analyzing wideband and fluctuating interference [85]. Matsumoto had to develop
a tailor made APD measurement system to evaluate the degradation produced
in digital television. As an example, one of the main advantages compared to
standard EMI receivers, is that the measured bandwidth is equal to the bandwidth
defined in digital television standards, which is not equal to the bandwidth that
can be found in the standard EMI receivers.

Chapter 2

Time-Domain Measurement and
Characterization of Radiated
Transients

2.1

Introduction

Radiated transient interference must be measured beyond EMC standards as the
defined methodologies are not suitable to protect digital communication systems.
If an impulsive noise is measured using the instrumentation and following the
methodology according to the standards, the electric field obtained is not sufficient to predict the impact of transient interference over DCS. Unfortunately,
the resulting data is only provided at the frequency domain, missing all the time
domain information.
Firstly, to exemplify the measurement problematic, in Figure 2.1 the peak measurement of a radiated transient is shown. Although radiated transient are broadband interferences, the result shown do not clarify this type of interference. The
plot of the electric field captured seems to be composed by several narrowband
interferences instead of a broadband noise. That is why the measurement only gets
the interference when the transient perturbation is synchronized with the sweep
on the EMI receiver. Due to the short duration of the burst, most of the frequency
spectrum captured will be background noise.
23
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Figure 2.1: Radiated transient measurement according to EMC standards.

Secondly, the transient interference must be evaluated employing the detector that
it is defined in the EMC standards. The Quasi-Pic (QP) detector is set between
the 30 MHz and 1 GHz frequency band measurement. Measurements of different
repetition rate interference cases have been carried out employing the QP detector
at 54.2 MHz of centre frequency and using the 120 kHz resolution bandwidth
which is defined for the full radiated spectrum range (Table 2.1). Contrarily,
at the spectrum there are many reserved frequency bands to protect different
communication systems. The results obtained show large differences when the
quasi-pic detector is employed. However, it is not clear if the differences on the
QP measurements are related to the impact that the interference will produce to
a digital communication system.
Evaluate the degradation of the communication systems due to transient interference is the goal of the thesis. Therefore, new measurement methodologies out
of the EMC standards must be developed. In the next section the basic requirements to carry out a useful measurement of a radiated transient interference are
explained in detail.
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Table 2.1: Peak and Quasi-Peak measurements obtained at 54.2 MHz using a
RBW of 120 kHz

Burst
Burst
Peak meas QP meas
frequency duration (dBuV/m) (dBuV/m)
125 kHz
5 kHz
1 kHz

2.2

4 ms
4 ms
4 ms

52.5
52.4
52.4

49.2
39.3
29.7

Requirements to measure transient interferences

There are some shared requirements that all measurements must accomplish to
find the degradation that impulsive noise will cause to the communication system.
These essential requirements are connected with the intrinsic characteristics of
the impulsive noise and also with the final aim of protecting the communication
systems. In Figure 2.2 a resume of the essential requirements to perform a proper
measurement of the impulsive noise is presented.

2.2.1

Event detection to acquire transient interference

Firstly, if we consider the main parameters of the transient interference, we will
achieve some crucial measurement parameters. As it has been discussed in previous chapter, one of the main characteristics of the transient noise is its short
duration, which can be some nanoseconds or milliseconds. However, there can
be long periods of time between transient events. These long periods of inactivity can be quite short, meaning some hundreds of milliseconds or in other cases
several seconds or minutes. This implies the necessity to develop a measurement
methodology capable to detect when a transient interference takes place and acquire the short transient interference. Otherwise, the large amount of non-useful
data captured will collapse the acquisition system without recording significant
data. Standard receivers are based on frequency sweep instrumentation, meaning that the way to get the maximum of the interference is to set the receiver
at certain frequency and perform a “maxhold” measurement. Unfortunately, the
“maxhold” detection will be non-useful for analysing the effect over digital communication systems. As it has been explained before, the maximum value of the
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Essential measurement requirements
Transient interference
considerations
 Impulsive noise are short-time dura-

tion events
 Interferences are wideband spectrum

Digital communication systems
considerations
 High sensibility systems
 Time-domain analysis is required
 Consider bandwidth of the commu-

nication system

Essential requirements
1.- Event detection to adquire transient interference
2.- Broadband measurement system
3.- High sensibility to measure possible interferences
4.– Time-domain measurements to get main parameters of the interference
5.– Usage of communication systems bandwidth for measurement

Figure 2.2: Schematic of the requirements needed for the measurement
methodology considering the transient interfere characteristics and the communication systems parameters.

interference is not enough to estimate if a DCS will be degraded, other parameters of the interference related with time-domain must be measured. To overcome
this limitation of event detection some strategy of triggering will be essential, the
combination of frequency domain instrumentation such as the EMI receiver and
also an oscilloscope could be the way to solve the challenge of event detection.

2.2.2

Broadband measurement system

Regarding the fact that transient interferences are broadband, a single pulse can
interfere from DC to several hundreds of megahertz or even some gigahertz. As
it has been described in previous chapter, impulsive interferences are classified as
Class B noise based on the Middleton approach for non-Gaussian noise. Class

Chapter 2. TD Measurement and characterization of radiated transients

27

B noise was categorised as interferences that produce significant transients. In
generally occurs when the impulsive noise is wider in terms of bandwidth than the
receiver bandwidth. This is the case of transient interferences which we want to
evaluate. To illustrate the vast occupation of the spectrum produced by impulsive
noise, an example can be found below in Figure 2.3.
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Figure 2.3: Time domain transient interference and its computed spectrogram.

In Figure 2.3, the measurement of three pulses in time domain carried out with
an oscilloscope are represented. Taking these data as an input, a spectrogram
has been computed employing Matlab to highlight how a single pulse can interfere most of the spectrum. The energy of the impulse interference is distributed
along the entire spectrum till several hundred of megahertz covering many reserved frequency bands. For instance, in Figure 2.3 some frequency bands have
been remarked; in red colour the frequency band of TETRA, in blue the spectrum reserved to Digital Video Broadcasting Terrestrial and finally in grey the
reserved frequency band for GSM-R. Regarding this broadband characteristic of
the transient interference, another requirement for the measurement system can
be established. The measurement system developed must be capable of obtaining
the interference impulsive noise at the whole spectrum. If traditional frequency
sweep instrumentation is used, as the energy of the impulse noise is distributed
along the entire spectrum, the receiver has to be tuned at each desired frequency
band. Considering this full-spectrum interference, the radiated transient must be
measured at different times when employing the EMI receiver. However, radiated interferences are non-continuous and large time periods can appear between
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different transient phenomena. This can be a huge problem when the transient
interference is produced randomly and sometimes with many minutes between
events. Therefore, the measurement of the full-spectrum will not be performed
with the EMI receiver due to time limitations.

2.2.3

Time-domain measurements

In addition to the level of the impulsive interference, other parameters like the repetition rate or the burst duration of the interference have to be measured to quantify the degradation of a DCS. In the past, in analogue communication systems,
the Signal to Noise Ratio has been the main figure to evaluate its performance.
Therefore, EMC standards limits where related to this SNR and also to human perception degradation quality to establish limits and detectors. To accomplish with
this requisite, standard frequency-domain measurements are not suitable because
more information is required to protect digital communication. Otherwise, timedomain measurement must be carried out in order to get all the main parameters
of the transient interference. As it will be detailed in the next chapter, to perform
an accurate analysis of the degradation produced by a transient interference over
a digital communication system, it is necessary to measure in time-domain the
in-phase (I) and the quadrature (Q) components of the interference. Although the
IQ measurement is not implemented in any standard measurement, it will provide the necessary data to evaluate the degradation produced to communication
systems in next stages. Consequently, the IQ time-domain measurement of the
impulsive noise is included as one of the essential requirements for the developed
methodology. Regarding the measurements procedures defined at the EMC standards, there is not any definition outside frequency domain. The advantage to
overcome this limitation is that new instrumentation is capable to provide the IQ
data to the user. However, some limitations appear associated with the sampling
rate offered by receivers and the available memory to store the IQ data. As it is
an internal procedure of the instrumentation, it will suppose a strong limitation
of the capabilities of the developed methodology. To deal with the memory limitation, it will be necessary as before to perform a triggering technique and also
employ time-domain instrumentation to record the transient interference. It will
be studied the employment of an oscilloscope used as the receiver of the interference. Otherwise, new capturing procedures will be developed in order to deal with
the limitations and to give us more flexibility. Finally, some simulation techniques
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can be also considered to reach better results without receiver instrumentation
limitations.

2.2.4

Usage of communication system bandwidth for measurements

Another important consideration that it must be noticed is the measured bandwidth. Transient interferences are broadband impulsive noise and the portion of
the disturbance falling in the communication bandwidth slot is received by the
system as it was useful signal. Therefore, as the signal and the transient interference are in the same frequency band, the interference cannot be filtered to avoid
the degradation of the communication system. If a different bandwidth is set,
compared with the communication system bandwidth, at the measurement stage
an erroneous interference will be acquired. For that reason, another requirement of
the developed methodology must be to measure using exactly the same bandwidth
as the communication system bandwidth. However, standard instrumentation
have only available some resolution bandwidth to be employed at the measurement. For instance, in EMI receivers, the bandwidth available and the defined
in standards between 30 MHz and 1 GHz is 120 kHz. Consequently, the receiver
must be used in spectrum receiver mode, where more resolution bandwidths can
be set. Otherwise, when a resolution bandwidth is far away from the ones available at the instrumentation compared with the communication bandwidth, some
post-processing technique must be employed to obtain the measurement. As an
example, whereas the bandwidth defined in the DVB-T standard for each channel
is 7.2 MHz, the closest resolution bandwidth available at the standard instrumentation is 3 MHz or 10 MHz. Using directly one of the RBW configurable at the
instrumentation, would lead to a huge error because the receiver filters are far away
from the DCS bandwidth. Therefore, to solve this limitation a post-processing filter stage will be necessary to reduce the amplitude errors produced by measuring
with different bandwidths from the communication system specification.

2.2.5

High sensitivity

Continuing with the requirements that must be accomplished by the measurement
system, it is time to establish the necessities regarding the concerns that must be
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studied to protect the digital communication systems. Firstly, as it is well known,
novel digital communication systems work with really weak signals, which can
operate properly with signal levels lower than -100 dBm. Consequently, the developed methodology has to reach this level of sensitivity in order to determine
when a faint transient interference can produce communication failures. Considering the instrumentation available to carry out EMC standard measurements, it
is sufficient to reach the sensitivity requirements set by the digital communication
systems. On the other hand, as it has been recently proposed [69–71, 74, 94, 161],
time-domain instrumentation will be used to perform an accurate time analysis
of the interference. The common used oscilloscopes employ 8 bits A/D converter,
which means that sensitivity problems may appear. Therefore, some technique
must be employed to manage the sensitivity problem and capture properly the
time-domain interference.
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Developed measurement methodologies

Once all requirements to carry out an accurate measurement of transient interferences and its limitations have been identified, it is time to propose a methodology
to measure radiated transient interferences.
The goal of the developed time-domain measurement methodology is to obtain
the in-phase and quadrature components of the radiated transient interference. In
this section, two different measurement techniques have been developed depending
on the difficulty of obtaining the IQ data. Both developed procedures fulfill the
requirements defined, handling with the limitations perceived.

2.3.1

Basic Methodology

The first methodology to acquire the data coming from the radiated transient interference is based on the procedure described in Figure 2.4. The picture describes
how is the interconnection between the different instrumentation to obtain at the
end the in-phase and quadrature components of the interference. Regarding the
instrumentation needed, an EMI receiver and an oscilloscope are used. The oscilloscope is used to produce a trigger signal to start the measurement recording
data by the EMI receiver. Below the methodology is described in detail.
The first element of the measurement system to capture a transient interference
which is propagated as an electromagnetic wave is the antenna. Whenever is
possible, an antenna identical or equivalent to the current antenna used by the
communication system under analysis must be used. In that case, antenna parameters like antenna factor, directivity, impedance, etc. are not relevant since
we will be obtaining the same voltage as the communication system would get in
the presence of the interference. If a substitutive antenna is employed instead,
the measurement obtained could have a large uncertainty due to near field and
mutual coupling effects [3, 135]. Consequently, it is highly recommended using
only a substitutive antenna when we are measuring the transient interference in
far field conditions [15].
In order to make an efficient usage of the instruments acquisition memory, it is
indispensable to execute the capture only when a transient reaches the antenna.
In a real situation, transients occur randomly and have short duration. If the
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IQ
Data

Trigger

Figure 2.4: Schematic of the basic methodology to obtain the IQ data of the
transient interference.

instrument used has no trigger circuitry (as usually occurs in Spectrum Analysers
or EMI receivers) it would record all the time and most of the acquired data would
contain non-useful information about the transient. To overcome this problem, we
propose using an oscilloscope that detects when a transient is produced and sends a
trigger signal to the measuring instrument. In this way, only useful information will
be recorded [140]. Although an oscilloscope can be used for triggering purposes,
this instrument cannot be employed for acquisition purposes. The main factors are
the low sensitivity and the frequency range of this time-domain instrumentation.
However, the lower frequency and higher energy components of the transient will
usually be suitable for them to produce a trigger signal by the oscilloscope.
Regarding the sensitivity needed to carry the measurement, the main characteristic of EMI receivers or spectrum analysers is their high sensitivity across the whole
frequency range. This measuring performance is important because the communication systems can work properly with very weak signals, so a weak interference
in the useful bandwidth could produce significant errors. These instruments also
carry out the needed functions of filtering, sampling and demodulation the inphase and quadrature components as it is shown in Figure 2.5.
The electromagnetic field generated by a transient interference is received by the
antenna which is connected directly to EMI receiver and also to the oscilloscope.
Following the flow of the interference inside the EMI receiver, the first step is
the pre-selection filter where impulse noise is filtered around the centre frequency.
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Figure 2.5: Schematic of EMI receiver and oscilloscope functions to obtain
the IQ data with the basic methodology.

Afterwards, the transient interference is down-converted to the intermediate frequency and filtered by the resolution bandwidth. In this stage of the IQ demodulation procedure, the interference has been filtered at the frequency band of the
communication system. The next stage, is to convert the analogue signal to digital
in order to get at the final of this procedure the IQ components of the measurement. It is important to notice that this final procedure is really non-configurable
by the user. One of the unique parameters that the user can set is when to start
to record the IQ signal, which is a key point as it is needed to record only when
transient events takes place.
Regarding the path that the transient interference follows at the oscilloscope according to Figure 2.5, first the vertical scale of the oscilloscope is adjusted to
capture properly the transient interference. Once the vertical scale is adjusted
and the transient is properly seen, the trigger of the oscilloscope must be set to
generate a trigger event each time that a transient phenomenon appears. The
trigger output of the oscilloscope will produce an input signal to the EMI receiver
to start storing the IQ data.
The methodology proposed is a good alternative to measure correctly transient
interferences according to the requirement defined. Unfortunately, some problems
described below must be solved with the aim of improving the developed methodology to capture the impulsive noise.
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The main problems of the presented methodology are the following ones. The
number of bandwidth filters is limited by the EMI receiver, for instance, it is
not possible to set filters such as 200 kHz employed by GSM-R system or 7.2
MHz bandwidth used by DVB-T. If a larger filter than the communication system
is selected, the level of the amplitude will be higher than the interference that
would be received by a digital communication system. Otherwise, if the filter is
smaller than the bandwidth of the communication system, a better case for the
communication system will be evaluated, the level of the interference measured
will be lower than in a real equipment situation.
Another important restriction detected is the limited number of sample rates that
can be set by the user. It is necessary to sample with a sufficient rate to properly
obtain the transient interference to evaluate afterwards the communication system
with a simulation. If the sample rate selected is too low, the impulsive noise
will be measured partially causing a non-accurate evaluation of the interference
impact [99]. Otherwise, if a high sample rate is selected, the memory of the
instrumentation will be filled quickly and will not be sufficient to measure the
entire transient interference. Therefore, it can be said that the memory of the
instrumentation can be an important handicap.
Finally, another undesired effect that appears with this methodology is the mismatch between the antenna and the receiver due to the parallel connection of the
oscilloscope. The mismatch effect will produce amplitude measurement errors and
also undesired propagation reflections. One way to overcome this problem is to
use various antennas; if another antenna is available, it can be used to detect the
transient events. This antenna will be connected directly to the oscilloscope just
to generate the trigger signal for the EMI receiver.

2.3.2

Advanced Methodology

The second methodology, which has been denoted as the advanced methodology,
has the aim to solve the problems detected with the basic methodology previously
explained. The procedure of the new approach uses the analogue input stage of the
EMI receiver, and the oscilloscope to detect and capture the transient interference.
Finally some data processing to obtain the IQ components (Figure 2.6).
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Figure 2.6: Schematic of the advanced methodology to obtain the IQ data of
the transient interference.

As the above mentioned case, the transient interference is received by an antenna,
which can be the same antenna as the communication system or a broadband antenna. While in the previous methodology the antenna was connected to the EMI
receiver and also to the oscilloscope, with the new methodology the antenna is connected only to the EMI receiver. Connecting the antenna exclusively to the EMI
receiver, the mismatching problematic disappears reducing the possible amplitude
errors. Employing the EMI receiver at the first stage of the transient acquisition
makes the most of the high sensitivity capabilities of the receiver. The analogue
input stage is used to filter the transient interference at the communication frequency band and down-convert it to the intermediate frequency IF. This IF signal
is available for the user since there is an output at the rear of EMI receivers and
spectrum analysers. The IF output of the EMI receiver is connected to the input
of the oscilloscope; which performs the tasks to detect transient events and also
to store the IF transient interference. Afterwards, this IF data is post-processed
using a mathematical software running in a computer. In this final stage, a postprocessing is carried out to obtain the IQ components of the measured impulse
noise. In Figure 2.7 a schematic explaining all the different stages is shown.
Regarding the flow of the interference in the advanced methodology, some important differences appear compared with the previous methodology giving to the
user more options to implement an accurate measurement of the transient interference. As it has been mentioned before, in this measurement setup, the antenna
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Figure 2.7: Schematic of EMI receiver and oscilloscope functions to obtain
the IQ data with the advanced methodology.

is connected only to the EMI receiver instead of connecting it also to the oscilloscope for transient event detection. With the new procedure, the event detection
is also obtained with the oscilloscope but it is done directly with the IF signal
coming from the EMI receiver. The IF signal is reached by filtering the transient
noise at the desired frequency band, with the centre frequency set by the user,
and employing one the most accurate RBW from the available ones at the EMI
receiver. In this occasion, the RBW selected by the user must be larger than the
bandwidth of the real time communication systems that is going to be evaluated.
For instance, if DVB-T system is the system to be evaluated, at least, a 10 MHz
resolution bandwidth has to be configured at the EMI receiver. Regarding the
IF signal provided by the receiver, it is amplified and the output level is related
to the reference level set at the measurement. Consequently, the sensitivity of
the measurement system will be extremely high although the employment of an
oscilloscope.
The IF signal coming from the EMI receiver is connected to the oscilloscope to
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digitalize it and also to detect when a transient interference is present with the
trigger. From the user point of view, many advantages appear using the oscilloscope to deal with the IF signal. Employing the oscilloscope makes easier to
digitalize the transient signal at the IF frequency band. The reasons are that the
sample rate can be configured between many more options compared with the
sample rates available at the EMI receiver; and the oscilloscope also permits to
store higher record length compared with EMI receivers. The oscilloscope used in
the application described in section 2.4 allows to store 250 million samples, while
the EMI receiver only records as long as 130560 samples.
The intermediate frequency of the receiver used in the thesis measurements is
centred at 20.4 MHz. Meaning that the output signal is modulated at 20.4 MHz
and the bandwidth will be varied by the user selecting the appropriate RBW.
The output modulated IF signal is connected directly to the oscilloscope input.
Considering that the IF signal is centred at several decades of megahertz it is not
necessary to use a high performance oscilloscope. To illustrate the signals that will
be produced from a transient interference, a measured impulsive noise is acquired.
In Figure 2.8, the impulsive noise which will be received by the antenna is shown.
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interference will be analysed. One of the frequency bands is centred at 50 MHz
and the bandwidth is set to 3 MHz; the second frequency band is at 70 MHz and
employing a lower bandwidth, in this case 1 MHz. In Figure 2.9, in blue colour, it
is highlighted the portion of the interference that is filtered by the receiver when
it is configured at 50 MHz and with red colour when the receiver is set at 70 MHz.
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Figure 2.9: Spectrum of the transient interference received by the antenna
indicating the 50 and 70 MHz components.

Following the schematic described in Figure 2.7, after the broadband interference
is filtered in the first stage of the EMI receiver, it is down-converted to the intermediate frequency. In Figure 2.10, the modulated IF signal of each case is shown,
in blue the IF output signal that the receiver gives to the oscilloscope for the
centre frequency of 50 MHz with a resolution bandwidth of 3 MHz and in red the
corresponding IF signal when the receiver has been set at 70 MHz with a RBW
of 1 MHz.
The IF signals in time-domain show some important facts that can be emphasized.
Firstly, as the input signal has been filtered by a 3 MHz and a 1 MHz bandwidth,
the pulse has get wider. If the duration of the input pulse shown in Figure 2.8 is
quantified, the interference duration was less than 200 nanoseconds, alternatively
when the interference has been filtered its duration has been increased to 2 or 3 s.
Moreover, the signal is clearly modulated with the same intermediate frequency
for both cases. Considering the spectrum of the signal delivered from the EMI
receiver to the oscilloscope, this signal is modulated at 20.4 MHz with different
bandwidth. In Figure 2.11, the FFT is computed, emphasising that the spectrum
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compute and to obtain the in-phase and quadrature components of the interference. The schematic shown in Figure 2.12 details the post-processing procedure
carried out with the IF signal.
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Figure 2.12: Schematic of the post-processing to obtain the IQ components
of the transient interference.

Firstly, the data is band-pass filtered at the IF centre frequency to filter undesired
spurious components. Secondly, the signal is demodulated obtaining the in-phase
and quadrature components according to the following equations:

i(n) = x(n)cos(2πfIF (n))

(2.1)

q(n) = x(n)sin(2πfIF (n))

(2.2)

where x(n) is the discrete input signal modulated at the fIF frequency. As an
example, the intermediate frequency of the EMI receiver employed in the measurements is 20.4 MHz.
Afterwards, the i(n) and q(n) components of the interference are filtered with a
low-pass filter equal to the resolution bandwidth. This is one of the main advantages that offer the advanced methodology, where the bandwidth can be equal
to the bandwidth of the communication system. The low-pass filter is adjusted
to obtain the portion of the interference that will be received by the DCS. The
last stage of the post-processing is to store in a file the IQ data. Furthermore, in
order to reduce the file size it could be interesting to resample the data with a
lower sample rate. This sample reduction can be done because at the input of the
post-processing we had the data modulated at 20.4 MHz and at the end the data
is at baseband.
If the post-processing procedure is applied to the example, using the IF input data
that can be seen in Figure 2.10, the following IQ components are obtained. For the
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dataset of the IF signal related with the frequency-band at 50 MHz, the output
IQ components can be seen in Figure 2.13. Otherwise, when the data according
to the centre frequency of 70 MHz with a bandwidth of 1 MHz is demodulated,
the results are shown in Figure 2.14.
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2.4

Methodology application

In this section, the methodology developed is applied to measure radiated transient
interferences. The aim of the measurements performed below is to obtain the
in-phase and quadrature components of the impulsive noise at certain desired
frequency bands. The IQ data will be used in the following chapter to predict the
impact of the transient interference on a communication system.

2.4.1

Radiated transient measurement

As it has been previously described, one of the main sources of transient interferences are the impulsive noise produced by switching devices. These switching
devices are connected along the mains power network and generate transients that
are propagated through the wires. Therefore, this radiated impulsive noise reaches
the antennas of digital systems which could cause communication malfunctions.
In order to evaluate these common scenarios, a test scenario has been built to
examine the applicability of the method developed in Figure 2.15.
Anechoic
chamber

AC cable

Transient
generator

1 meter

Bilog antenna
oscilloscope
EMI receiver

Figure 2.15: Transient scenario built to measure radiated transient interferences.

The test scenario built is placed inside an anechoic chamber to ensure that it is
only measured the transient noise. The equipment used to generate the burst interference is a Schölder burst generator model SFT 1400, which is used to perform
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fast-transient tests defined in the standard EN 61000-4-4 [36]. The fast-transient
test is intended to demonstrate the immunity of electrical and electronic equipment subjected to types of transient disturbances such as those originated from
switching transients (interruption of inductive loads, relay contact bounce, etc.).
Consequently, the transient interference employed in this validation stage of the
developed methodologies is a realistic source of interference in a real scenario.
Regarding the main parameters of the transient interference defined in the standard, each pulse of the burst has the shape shown in Figure 2.16, where it is
important to highlight the pulse duration 50 ns and the rise time of 5 ns. Indeed,
this rise time implies that the spectrum of the pulse interference reaches at least
200 MHz.
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Figure 2.16: Transient interference according to EN 61000-4-4 (U: burst level;
c: burst frequency; b: burst interval; a: burst duration).

Considering the parameters of the transient interference that must be set according
to the standard, the burst frequency is 5 kHz, the duration of the burst is 15 ms
and the burst interval is 300 ms. These main parameters defined at the standard
will be used in this validation stage to obtain the IQ components at an arbitrary
frequency band. The frequency band selected to carry out the measurement is
centred at 50 MHz with 3 MHz of bandwidth.
To conduct the transient interference measurements, using both methodologies described in section 2.3, the following instrumentation and setup has been employed.
To receive the electromagnetic fields of the radiated interference a Bilog antenna
has been placed inside the anechoic chamber. The antenna is connected to the
Rohde & Schwarz ESPI3 EMI receiver and the oscilloscope employed is Tektronix
DPO7104.
For the setup of the basic methodology, the antenna is connected to the EMI
receiver and also to the oscilloscope, the auxiliary output of the oscilloscope is
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connected to the external trigger input of the EMI receiver in order to identify
transient interference events. The IQ measured data is obtained by means of the
IQWizard software [118] developed by R&S. It is really important to emphasize
that the EMI receiver can record only 130560 samples and the sample rates are
limited.
Regarding the measurements carried out with the advanced methodology, the
antenna is connected to the EMI receiver. The intermediate-frequency output of
the EMI receiver is connected directly to one of the input channels of the DPO7104
oscilloscope. As it has been discussed before, the oscilloscope permits to record
250 MSamples and the sample-rate can be selected from a larger number compared
with the EMI receiver. As an example, if the sample rate is set to 100 MSamples/s
the oscilloscope permits to save 2.5 seconds.

2.4.1.1

Measurement employing the basic methodology

When the basic methodology is employed to measure the impulsive noise, the result
of the in-phase and quadrature components data is the presented in Figure 2.17.
The Sample rate employed in this measurement is 4 MSamples which permits to
capture at least the 15 ms burst duration considering that the available samples
record length at the EMI receiver is 130560 samples.
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When the sample rate is reduced to measure a larger time, the IQ components
resulting seem to have lower amplitude. We can conclude from the measurement
that the available memory to store the transient interference is critical to capture
the full transient interference. Sometimes the available memory will be sufficient
to capture the interference. However, as we have seen in this example when transient interference has long durations, the EMI receiver memory is not sufficient
to capture the entire interference. Therefore, the basic procedure is suitable to
carry out an accurate measurement of the interfering noise when it is necessary to
record only some milliseconds to evaluate the DCS.
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The total time that can be acquired with this methodology is equal to 2.5 seconds, which is
sufficient to view all the transient interference. From the acquisition it can be clearly observed
the duration of 15 ms of the radiated transient interference. As it can be seen in Figure 20,
The total
time that can be acquired with this methodology is equal to 2.5 seconds,
which is a zoom image of the entire measurement, the captured signal is modulated with the
whichintermediate
is sufficientfrequency
to view(20.4
all the
transient
the acquisition
MHz).
As it has interference.
been sampled atFrom
100 MSamp/s
the signal it
is can
captured accurately and precise amplitude results will be expected.

be clearly observed the duration of 15 ms of the radiated transient interference.
As it can be seen in Figure 2.20, which is a zoom image of the entire measurement,
the captured signal is modulated with the intermediate frequency (20.4 MHz). As
it has been sampled at 100 MSamp/s the signal is captured accurately and precise
amplitude results will be expected.
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of 15 ms of the transient interference can be also estimate. However, with the
advanced methodology the amplitude of each pulse is equal to 3 mV. A zoom
picture of the measurement is shown in Figure 2.22 in order to highlight the
quality of the IQ components obtained following the advanced procedure.
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Concerning the amplitude of the measured impulsive noise, when the 3 MHz filter is set the
amplitude is approximately the double compared with the 1 MHz filter. Otherwise, the 1 MHz
output is is approximately 1 mV lower compared with the 2 MHz filter. Therefore, important
error difference can appear if the bandwidth set is different from the bandwidth defined by
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In connection with the amplitude of the measured impulsive noise, when the 3
MHz filter is set the amplitude is approximately the double compared with the 1
MHz filter. Otherwise, the 1 MHz output is is approximately 1 mV lower compared
with the 2 MHz filter. Hence, important error difference can appear if the bandwidth set is different from the bandwidth defined by the digital communication
system. Additionally, the shape of the transient interference is also modified in
time-domain, as the filter is narrower in frequency-domain, the resulting pulse in
time-domain will be wider. This is another reason to conclude that it is necessary
to measure with the appropiate filter the radiated transient interference. Consequently, the advanced methodology offers an important improvement to capture
the interference noise that will interfere the digital communication system.

2.4.2

Measurements related with a RFID system

Once the previous measurement of radiated transient has been done, it is time to
carry out measurements to protect a certain real time communication system. The
communication system evaluated is an RFID system according to the standard
ISO/IEC 14443B [57, 58]. The data obtained with time-domain measurements
methodologies will be used in next chapter in order to predict the impact on the
RFID system.
The main characteristics of the RFID system communication are the following: the
carrier frequency is 13.56 MHz, the modulation is a Binary Phase-Shift Keying
(BPSK) and the bit rate and symbol rate is 847.5 kbit/s, so the bandwidth of the
communication system is 1.7 MHz.
A real interfering scenario has been built in the lab to observe the response of
this RFID system when it is perturbed by a radiated transient. The setup built
emulates a real interference situation; many times an RFID system works in close
vicinity to many AC main wires. At these power wires there could be a lot of
electrical devices connected at some point of the electrical network, producing
transient noise that could go through the wires and be propagated reaching the
communication systems antenna. The transient noise used as an impulsive source
is the burst defined in standard EN 61000-4-4 [36]. The rise time of the pulses
generated, according to the standard, is 5 ns; this means that the transient noise
has noticeable energy from DC till 200 MHz. For validation purposes different
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bursts have been defined; changing the frequency of the burst, the duration and
the amplitude of the pulses according to Table 2.2.
Table 2.2: Different transient interference applied in the scenario

Level
3000
3000
3000
3000
2000

V
V
V
V
V

Burst
Burst
Burst
Frequency (1/c) interval (b) duration (a)
125 kHz
1 kHz
5 kHz
1 kHz
125 kHz

200
200
200
200
200

ms
ms
ms
ms
ms

4 ms
0.01 ms
4 ms
4 ms
4 ms

Reference
A
B
C
D
E

The interferences are coupled to a cable which is not terminated and is 2 m long.
The interfered cable is located at the same height as the RFID system antenna;
which is 80 cm far away from the middle of it (Figure 2.24). The antenna used
to capture the transient signal in this step is identical to the antenna used by an
current RFID communication system, so the impedance, the gain and the antenna
factor are the same. Therefore, it is not necessary to make any corrections in the
measurements regarding these parameters.

Transient
Generator

RFID
Antenna

Interfering wire
Figure 24. Interference scenario composed by a generator coupling transients to a wire close to an RFID antenna

Figure 2.24: Interference scenario composed by a generator coupling tranThe antenna is connected
to ato
Tektronix
DPO7104
oscilloscope
and a Rohde & Schwarz ESPI3
sients
a wire close
to an
RFID antenna.
EMI receiver using the defined advanced measurement setup. The center frequency of the EMI
receiver is set at 13.56 MHz, and the measurement bandwidth must be set according to the
communication system. The measurement bandwidth selected is 3 MHz as it the closest upper
filter to the 1.7 MHz bandwidth. Below the results obtained with the developed methodology
are presented offering an excellent precision. To start with, the first results shown are the IF
signal captured with the oscilloscope when type A interference was coupled to the RFID

excellent resolution obtained when the advanced methodology is employed. In the figure, the
IQ components and also the amplitude of the interference noise are represented.
10

I
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If a closer look is made to one pulse of the burst interference in Figure 2.26, it
is clearly observed that the sample rate is not sufficient to capture properly the
IQ components. Moreover, the bandwidth used with the basic methodology was
set to 1 MHz as it is the closest to the bandwidth of the RFID communication
system. This difference at the selection of the bandwidth also incurs in amplitude
error as the bandwidth of the ISO/IEC 14443 type B system is equal to 1.7 MHz.
Measurements employing the advanced methodology has been also performed in
order to see the differences with the basic measurement methodology. The first
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components of the radiated transients when interferences A, B, C and D are applied to the AC
wire. From the40results shown it is easy to interpret that the worst interfering radiated transient
noise will be interference A. Moreover it is observed that in type A, C and IFD signal
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results it can also be appreciated the different number of pulses that will interfere the
communication system; type A interference will be the worst case, the best case will be type B
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Figure 2.27: IF signal measured
at 13.56 MHz employing the advanced
methodology.

A closer view of one of the IF signal pulses is shown in Figure 2.28, where the
20.4 MHz modulated pulse is observed. The sampled rate used to capture the IF
signal has been set to 100 MSamples/s to measure properly the modulated signal.
Afterwards, using the IF signal as the input signal of the post-processing stage,
the IQ demodulation of the interference is carried out employing the bandwidth of
the communication system. The final results obtained at the end of the advanced
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In Figure 2.30, a detailed picture of the IQ components demodulated is plotted
to show the excellent resolution obtained when the advanced methodology is employed. In the figure, the IQ components and also the amplitude of the interference
noise are represented.
With the purpose of using the measured data in the next chapter to evaluate
the degradation that it is produced by the radiated transient to the DCS, the
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In Figure 28, a detailed picture of the IQ components demodulated is plotted to show the
excellent resolution obtained when the advanced methodology is employed. In the figure, the
Section
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Methodology application
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Figure 29. IQ components measured at 13.56 MHz obtained with the basic methodology

to have much more data to estimate if a digital communication system will be
interfered. It is also remarkable that all the transient interference measurement
requirements are fulfilled when the advanced methodology is used to carry out the
measurements.
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Figure 2.31: IQ components measured at 13.56 MHz obtained with the advanced methodology of type A,B,C and D interferences.
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Chapter 3

DCS performance evaluation
employing TD measurements

3.1

Impact of transient interferences over digital
communication systems

As it has been discussed in previous chapters, real-time digital communication
systems can be interfered by impulsive noise. With the purpose of quantifying
the degradation that may be produced by radiated transient interferences, an
evaluation considering previous impulsive noise measurements must be performed.
In digital communication systems, the basic transmission and receiver diagrams are
the ones specified in Figure 3.1. The data is modulated in-phase and quadrature at
a certain frequency band before it is transmitted. In the information transmission
stage, channel impairments could appear produced by different types of noise and
propagation effects. The aim of this thesis is to evaluate the degradation caused
by impulsive noise when it is present at the channel. From the receiver point
of view, the communication system will receive the signal and also the contribution of the transient interference. As it has been described largely in this thesis,
transient interference is a broadband noise that covers hundreds or thousands of
megahertz. Consequently, the portion of the transient interference that coincides
with the communication system band will be considered as useful signal. Both,
the signal and the interference will be demodulated by the digital receiver in-phase
57
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and quadrature. Therefore, it is necessary to identify if the superposition of the
radiated transient will produce an increase of the number of errors at the digital
communication system.
Transmitter
x(t)

Low pass filter

I
bandwidth

y(t)

Low pass filter

Bandpass
filter

s(t)

fc

n(t)

Transient
impulse

π/2

Q

v(t)= (s(t) /Lprop)+ n(t)

bandwidth

s’(t)

Channel

Low pass filter

vrx(t)= s’(t) + nbw(t)

I

vI(t)= x’(t) + nI(t)

bandwidth

Bandpass
filter

fc
π/2

Error?

Low pass filter

vQ(t)= y’(t) + nQ(t)

Q
bandwidth

Receiver

Figure 3.1: Transmitting and receiving simplified block diagram including
transient interferences.

Regarding the flow of the signal and the interference in Figure 3.1, the main
stages are described next. Firstly, the information is split into the in-phase and
quadrature components for the digital transmission. The signal transmitted is
s(t), which is described in equation 3.1.

s(t) = x(t)cos(ωc t) − y(t)sin(ωc t)

(3.1)

where ωc is 2π the carrier frequency of the transmission. When the signal is propagated through the channel, which is the air in radiated communication systems,
propagation losses appear. In the case of study the impulsive noise is added as a
source of interference. The received signal is formulated according to the following
expression:

v(t) =

s(t)
+ n(t)
Lprop

(3.2)
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Where Lprop are the propagation losses and n(t) is the transient interference noise
present in the communication channel. Consequently, the signal v(t) will be demodulated in-phase and quadrature at the receiver, and the noise contribution is
superposed to the signal. The impulsive noise will be filtered at the frequency band
of the communication system, remaining only the spectrum components coexisting
with the signal.

vrx (t) =

s(t)
+ nbw (t)
Lprop

(3.3)

where nbw (t) is the impulsive noise filtered at the frequency band of the digital
communication system. In the next stage, the signal vrx will be demodulated,
and the IQ components will be obtained. Therefore the in-phase and quadrature components of the noise will contribute directly to the degradation of the
communication system. As it has been mentioned before, to predict the impact
of the transient interference, the measurement procedure defined in the previous
chapter is employed. Those measurements performed provide us the in-phase and
quadrature components of the impulsive noise at the base-band. Hence, the evaluation of the transient interference could be carried out considering the transient
interference. Tools extendedly used for digital communication evaluation will be
employed to quantify the degradation suffered by the communication system. In
the below section 3.2 these tools are explained to show the essential information
that can be used in order to estimate with high accuracy the behaviour of the
communication system in presence of radiated transients.

3.2

Evaluate the degradation of the communication system

Regarding the harmonized standard according to the EMC Directive, the measurements methodologies do not offer outputs to evaluate properly the degradation of
a DCS. It is not possible to predict the impact suffered by a certain communication system when radiated transients are present. Transient interferences are by
definition random noise with large periods of inactivity; thus all the measurement
methodologies based in continuous interferences are not suitable [120]. Although
several studies have unsuccessfully tried to establish a relationship between the
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performance of the communication system and some standard measurement detectors, the results were obtained for only some communication systems and just
considering a controlled noise.
The main goal of this chapter is to find a methodology that could estimate the
degradation produced by any kind of radiated transient interference over any digital communication system. Consequently, to reach this objective other descriptors
different from the standard detectors must be identified to determine if a failure
of the communication system will occur.
To estimate the performance of digital communication systems computer assisted
techniques has been employed since 70’s [63]. The bit error rate (or bit error probability) remains like the most common figure of merit for a digital communication
system. Computer simulations are often used to estimate the bit error probability
in cases where the detection and/or decoding algorithms are too complex to admit
useful mathematical expressions. If we consider that the channel needs also to be
modeled, the bare mathematical approach becomes unmanageable due to the random characteristics in terms of amplitude, duration, frequency rate and interval
of the impulsive noise [5, 22, 48, 66, 76, 89, 110, 112, 146]. The usual approach to
overcome the none-model scenarios is to generate N bits, simulate the processing
required to transmit and detect these bits. Then, the number of erroneous bit decisions at the output can be counted and the bit error rate is commonly estimated
using the following equation 3.4.

BER =

number of errors
N

(3.4)

where N is the total number of bits transmitted. The applicability of the previous
method depends in general on the particularities of the modulation scheme and
the coding defined by the digital communication system to be evaluated. Decisions are made on a bit-by-bit basis by observing a base-band waveform within
each bit interval and comparing the observation to the decision regions (threshold limit). We can consider the simplified relevant block diagram of the binary
communications receiver shown in Figure 3.2(a). The decision process can be described in terms of the probability density functions (pdf), f0 (v, T ) and f1 (v, T ),
of the input voltage at the sampling instant T, given that a ‘zero’ or a ‘one’ was
sent, respectively. These probability densities are plot in Figure 3.2(b), where for
a simple threshold-limit, an error will occur when a ‘zero’ is sent and there is an
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interference sufficient to exceed the threshold VT . Otherwise, an error will also
take place when a ‘one’ is sent and disturbances induce the voltage below VT . The
probability of these occurrences is described with the following equations 3.5 and
3.6.
Z

P rob [error/one] , p1 =

VT

f1 (v)dv = F1 (VT )

(3.5)

f0 (v)dv = 1 − F0 (VT )

(3.6)

−∞

P rob [error/zero] , p0 =

Z

∞

VT

where the functions F0 (VT ) and F1 (VT ) are the cumulative distribution functions
(CDF) corresponding to f0 (v, T ) and f1 (v, T ), respectively. Clearly, all of the
necessary information is contained in the distribution functions. It is important
to highlight that the significant information of the pdf is inside the ‘tails’, which
are responsible of the erroneous bits. Moreover, heavy-tailed distributions are
characteristic pdfs of impulsive interferences [88].
Decision Device
Signal + Impulse
noise (Analog)

Sample

Threshold
Logic Decoder

Output Signal
(Digital)

Clock
(a)
f0(v)

f1(v)

“0”

“1”
VT
(b)

Figure 3.2: Illustration of (a) typical decision mechanism and (b) hypothetical
pdfs and threshold.

As it has been explained, for a digital radio receiver the bit error probability (BEP)
is used to show the impact on the receiver performance when the disturbing noise
is present in the channel. The BEP caused by a certain EM disturbance can be
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estimated and must be compared to satisfactory requirements. The BEP requirements are strongly related with the service offered by the digital communication
system and the Quality of Service (QoS) defined in the standards. Examples of
BEP typical requirements are 10−3 for speech communication and 10−6 for data
transfer [136]. Consequently, when the requirements are not fulfilled, a failure of
the communication system is considered.
Moreover, if we want to evaluate accurately if a failure of the system can occur,
the coding capabilities of the system under evaluation must be also reflected.
Modelling the coding capacity of correcting errors must be contemplate on the
transmitter-receiver simulation as the data stream includes redundancy to detect
and correct errors produced by interferences.

3.3

Methodology employing base-band simulation

The process of the methodology, to quantify the degradation produced by the
EMI, is the one described in Figure 3.3. A measured impulsive noise is added in
the communication system base-band simulation to evaluate its impact. The data
is coded and modulated before the impulsive noise is superposed simulating the
effect that it is produced at the communication channel. Once the signal and the
interference have been combined, the resulting signal is demodulated and decoded
also by means of the base-band simulation. At the last stage of the simulation,
the received data which is interfered by the impulsive noise is obtained. Finally, a
comparison of the transmitted and received data is carried out in order to establish
the degradation that it is produced by the radiated transient interference. If the
degradation is above the specifications defined by the communication system, a
failure of the system will be considered. On the other hand, if non-error is present
or the BEP is within the specifications defined by the communication system
standard, it will be concluded that the impulsive interference previously measured
is not sufficient to disturb the digital system. Furthermore, the simulation permits
us to observe different useful tools such as the BER, the cdf, or constellation
diagram in order to understand the impact of the radiated interference over the
digital communication system.
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Figure 3.3: Block diagram of the methodology developed to predict the impact
of impulsive noise.

3.3.1

Measured impulsive interference

From the first stage of the methodology it can be concluded that a properly measurement of the transient interference is a crucial fact to reach satisfactory results.
Additionally, the measurement must be obtained in base-band with the purpose
to simulate the effect that is produced inside the receiver where the signal and
the interference are band-pass filtered and down-converted. Fortunately, in the
previous chapter, the methodology defined and employed has shown excellent results capturing several radiated transient interferences. Measurement examples
can be found in Figure 2.31 plotted in the previous chapter. Therefore, the inphase and quadrature components of the impulsive noise are available to use it at
the base-band communication system simulation.
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Base-band simulation

Regarding the base-band simulation, several stages and parameters must be carefully modelled to obtain suitable results at the end of the procedure. It is necessary to study the parameters of the RTC system in order to perform a proper
simulation and achieve successful results. Communication parameters such as
modulation type, symbol rate, codification and sensitivity are necessary in this
stage. Concerning the modulation, the data can be modulated onto a carrier by
changing the amplitude or the phase according to different modulation techniques
applied (i.e., QPSK, MSK, GMSK). Moreover, each of these modulations could
use TDMA, FDMA, CDMA or OFDM multiplexing techniques. As it has been
mentioned before, modelling the communication system through all of its parameters is essential, for instance, OFDM systems are robust against short-time pulsed
interference 3.4.
To carry out the simulations of the communication system at base-band, commercial applications like WinIQSIM [119], Advanced Design System (ADS) [65]
or Simulink r [83] can be used. The interference degradation is evaluated modelling the communication signal and introducing the data of the transient captured
beforehand. Besides, these software tools allow us to analyse the most common
communications parameters such as BER, CDF, the constellation, the vector diagram, eye diagram, etc. Using results observation we are able to estimate any
error that may be produced in the communication system.
As it has been described in the previous section to quantify the degradation produced, the BER is the main figure. Additionally, when a simulation of the digital
communication system is carried out, the user has the capability to observe different communication analysis tools which provide really useful information. As
an example, the constellation diagram tool permits us to distinguish the received
symbols that are outside the theoretical transmitted symbols. If the represented
points of the constellation diagram fall in another decision zone, a decision error will be produced. Another useful tool is the vector diagram that shows us if
transitions between symbols go further than the decision zone limit. This tool is
essential to know if a transient interference has enough energy to change the value
of a symbol and produce errors. For instance, a transient interference will add a
new path over the vector diagram different from the theoretical transitions. Going
on with the tools available, the eye diagram displays the signal superimposed on
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itself many times providing qualitative information. An open eye pattern (the eye
width and eye height as large as possible) corresponds to a minimal signal distortion. The distortion of the signal waveform due to inter-symbol interference and
other type of interference appears as a closure of the eye pattern. Moreover, it is
also possible to observe if the amplitude of the transient signal is high enough to
interfere the communication system.
Finally, the BER performance of communication systems can be directly obtained
from the CDF [141] as it has been mentioned in section 3.2. Therefore, the cumulative distribution function diagrams are really useful to detect and quantify
interference scenarios [50].

3.4

Application of the methodology to evaluate
the degradation on the RFID system

The methodology described in this chapter is applied to the scenario defined previously at the measurement chapter (Chapter 2). In section 2.4.2 an interference
setup was built in order to emulate the radiated interference produced in a power
supply cable that could disturb a RFID system.

3.4.1

Base-band simulation employing transient measurements

Regarding the interferences that should be added in the base-band simulation to
predict the degradation that will suffer the RFID system, time-domain measurement have been carried out previously. Measurements were performed applying the
developed advanced methodology explained in section 2.3.2, to acquire properly
the radiated transient interference. The acquisitions of the different impulsive noise
generated can be seen in Figure 2.21 of the previous chapter. As it is explained in
section 2.4.2 the results are obtained for five different type of interferences defined
in Table 2.2.
Once the interference portion of the transient has been obtained, the next step
is to conduct the base-band simulation of the communication system. The main
characteristics of the RFID system communication are: the modulation is a Binary
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Phase-Shift Keying (BPSK) and the bit rate and symbol rate are 847.5 kbit/s so
the bandwidth of the communication system is 1.7 MHz. BPSK is the simplest
form of Phase-Shift Keying (PSK), it uses two phases which are separated by 180 ◦ .
The distortion produced by the five different types of considered bursts is evaluated
using WinIQSIM software. To simulate a worse case, the level of the signal is
equal to the sensitivity of the communication system, which is 5 mV. Finally, the
following essential communication tools are employed to quantify and understand
the degradation produced by the different radiated transient interferences: the
constellation in Figure 3.4, the in-phase and quadrature signals in Figure 3.5, the
eye diagram in Figure 3.6 and also the vector diagram in Figure 3.7.
Figure 3.4 shows the constellation diagram for an interference free system and the
five type of burst, when a 5,000 symbol transmission is simulated. As it can be
clearly seen from Figure 3.4, when the frequency of the radiated noise is increased,
a higher degradation is produced on the constellation diagram. Additionally, it is
observed that interfered symbols are capable to change from BPSK “1” symbol
decision zone to the “-1” zone causing bit errors.
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(d)

(e)

(f)
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In Figure 5, symbols are represented in time‐domain to view and identify the impulsive noise.
In Figure 3.5, symbols are represented in time-domain to view and identify the
The in‐phase and quadrature signals are represented when the system is free from
impulsive noise. The in-phase and quadrature signals are represented when the
interference and when three of the interfering signals are applied. The plotted interferences
are type A, B and C. In Figure 5, it is observed the magnitude and the frequency of the
transient interference. As the burst frequency is increased more bits of the digital
communication system are interfered generating a higher BER. Moreover, it is also important
to highlight that the level of the transient interference will produce errors as it has enough
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Figure 4. Constellation diagram for the five interfering signals: A (4a), B (4b), C (4c), D (4d), and E (4e) and a interference free
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In Figure 3.6 the eye diagrams for the interferences type A, B and C are represented. As an example, the superimposed signals show that when the burst
repetition is equal to 125 kHz the eye pattern is extremely closed involving a
relevant distortion of the digital communication system (Figure 3.6(a)).
Finally, in Figure 3.7 the vector diagram is shown. When non-interference is
present, the transitions between the two symbols of the communication system
is a straight line. Otherwise, when interferences with high burst frequency are
evaluated, the signal is affected creating erroneous trajectories between symbols
that will cause errors in the communication link.
Below, a more accurate analysis of each of the interferences is carried out to explain
and quantify the degradation produced at the communication system.

Figure 6 the eye diagrams for the interferences type A, B and C are represented. As an
xample, the superimposed signals shows that when the burst repetition is equal to 125 kHz
e eye pattern is extremely closed involving a relevant distortion of the digital communication
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stem (Figure 6 (a)).
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nally, in Figure 7 the vector diagram is represented. When non‐interference is present, the
3.4.1.1 the
Type
interference
evaluation
ansitions between
twoAsymbols
of the
communication system is a straight line. Otherwise
hen interferences with high burst frequency are evaluated, the signal is affected creating
The first interference analysed is type A, according to Table 2.2 in Chapter 2, which
roneous trajectories between symbols which will cause errors in the communication link.
has a level of 3 kV, a frequency of 125 kHz, a duration of 4 ms and an interval
of 200 ms. This measured interference is added to study the influence of this
transient on the useful signal. A 5,000 symbol transmission is simulated to check
if the interference produces degradation by the constellation diagram. As shown
in Figure 3.4a, the constellation suffers an obvious large degradation. Therefore it
can be concluded that this transient would produce errors at the system reception.
In the constellation diagram we observe that many points are in the region near
the decision frontier which will cause decision errors. The effect of the burst in
the communication signal can also be analysed by observing the in-phase and the
quadrature signal. Each transient pulse produce changes in the amplitude value of
both components thus modifying the digital value (Figure 3.5a). In Figure 3.6a it
is shown that the eye width and the eye height are almost nonexistent in presence

Finally, in Figure 7 the vector diagram is represented. When non‐interference is present,
transitions between the two symbols of the communication system is a straight line. Otherw
when interferences with high burst frequency are evaluated, the signal is affected crea
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of interference so we can conclude that this kind of transient will produce severe
errors in the communication. Regarding the BER obtained with the transition
of the signal, when 5000 symbols are transmitted type A interference produces a
BER of 14%.

3.4.1.2

Type B interference evaluation

Comparing the parameters of type B interference with the type A interference,
the level of the burst is the same (3 kV) but the burst has lower duration (0.01
ms) and also lower frequency (1 kHz). The same simulation than before has been
carried out evaluating 5,000 symbols.
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If we analyse the communication system in presence of the transient interference,
we observe in the constellation diagram (Figure 3.4b) that just two decision errors could be produced by type B interference. Consequently, the BER obtained
when transient B is added to the channel is 0.04%. This means that most of the
communications data are received without any error. Regarding the in-phase signal and the quadrature signal, we observe only small changes. In a range of 250
transmitted symbols, we distinguish only a single transient (Figure 3.5b).
The eye diagram shown in Figure 3.6 corroborates the low influence that the type B
transient has in the communication system. We can see that the diagram obtained
when type B interference is present (Figure 3.6b) is similar to the interference free
situation (Figure 3.6d). Also, the information provided by the vector diagram
(Figure 3.7b) shows that the interfering burst produces only one path different
from theoretical transitions between symbols. Therefore, it can be concluded that
the degradation introduced by the transient type B is very low due to the short
burst duration and the low burst frequency of the pulses.

3.4.1.3

Type C interference evaluation

Type C transient has the same level than the previous cases but in this case the
frequency is set to 5 kHz and the duration is 4 ms. Burst duration is the same
than in type A interference and the burst frequency is between type A and type
B interference burst frequency.
In the constellation diagram (Figure 3.4c), it can be seen that many points of
the constellation appear outside of the theoretical points of the BPSK modulation
(Figure 3.4f). In addition, many points are close to decision zones limit, so decision errors will appear. The BER produced by type B interference determined
by observing the 5,000 symbols simulation is 1.08%. The eye diagram of the type
C case (Figure 3.6c) shows the transient signal clearly, where it is noted that the
transient implies an exchange between the low and the high levels. These jumps
produce decision errors as it has been appreciated from the BER results. The
transitions between all the simulated symbols can be observed in the vector diagram (Figure 3.7c), when a transient phenomenon occurs it can be easily detected
because it produce curved lines.
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Type D interference evaluation

Type D interference has 1 kHz burst frequency and a burst duration of 4 ms. The
same procedure as in the previous interference types is performed to obtain the
errors produced by type D transient interference. From the constellation diagram,
Figure 3.4d, it is concluded that the interference affects the RFID system. This
time, the interfered symbols are less than type A and type C transients and the
bit error rate is reduced to 0.14%.

3.4.1.5

Type E interference evaluation

Finally, type E interference is evaluated. In this case the level of the transient
signal is set at 2 kV, maintaining the same burst frequency and burst duration
of the worst case (type A interference). By observing the constellation diagram
(Figure 3.4e) it can be shown that many symbols change their level. However,
comparing the constellation diagram with the constellation diagram of type A
interference (Figure 3.4a) the interference produces less symbols that jump at the
opposite decision zone. By analysing the transmitted and received symbols, a
BER of 0.19% is measured when E interference is present in the channel.

3.4.1.6

Interference results resume obtained employing the base-band
simulation

A resume of the impact of the five different type of interference over the RFID
communication system is shown in Table 3.1. From the table it is observed the
different bit error rate that will take place for each of the transient interferences
applied at the power wire. The worst interference for the communication system
will be type A interference, causing a really high BER. Otherwise the interference
that registers the weakest impact over the RFID system is interference type B.
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Table 3.1: Errors caused by transient interference base-band

Level
3000
3000
3000
3000
2000

3.4.2

V
V
V
V
V

Burst
Burst
Burst
Frequency (1/c) interval (b) duration (a)
125 kHz
1 kHz
5 kHz
1 kHz
125 kHz

200
200
200
200
200

ms
ms
ms
ms
ms

4 ms
0.01 ms
4 ms
4 ms
4 ms

Ref.

Expected
BER

A
B
C
D
E

14%
0.04%
1.08%
0.14%
0.19%

Verification of the methodology employing a RFID
equipment

3.4.2.1

Real-equipment evaluation against transient interferences

In this section, the interference scenario has been built employing a real RFID
equipment to ensure that the results previously achieved with the simulation
methodology are valid. The RFID system used is according to the standard
ISO14443-B. This system uses a carrier frequency at 13.56 MHz and the modulation used at reception is a BPSK with an 848 kbps rate. Moreover, this RFID
system is capable of detecting errors but cannot correct them.
In order to validate the proposed method, the real RFID system is interfered
by the same transients analysed in the previous section and also using the same
scenario previously described. The RFID antenna used before is replaced by a
complete RFID system: a STMicroelectronics Reader USB CRX14 and a STMicroelectronics SRIX4K tag with 128 addresses of 32 bits, which is compliant with
the standard ISO/IEC 14443B. The performance of the RFID system is monitored
with a specific software provided by the RFID manufacturer that enables us to
detect and read the RFID tag placed in the readers neighbourhood (Figure 3.8
and Figure 3.9). The tag is placed 2 cm away from the RFID reader, which is
the maximum reading distance without errors. Consequently, the RFID system is
working at the sensitivity level that is the same level that the base-band simulation
has been performed.
The results reached by placing the RFID device in presence of the five different
type of interferences are shown in Table 3.2. It describes if the tag can be read
or if the system is not capable to detect it. The results show that when type
A interference and type C interference are applied, the reader cannot detect any
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Figure 8. Interference scenario composed by a generator coupling transients to a wire close to an RFID system

Figure 9. RFID device composed by a tag and a reader
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device composed
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Figure 3.9:
composed
tag
and a reader.

tag at its neighbourhood. Otherwise, when type B, D or E interferences are
applied to the mains wire, the tag is detected by the RFID reader. However some
reading errors appear when the device tries to read tags 4 bytes addresses. For
instance, when type D interference is applied, 4 of the 128 addresses cannot be read
implying that the frame error probability is 3.12%. On the other hand, with type
E interference the frame error probability is 3.91% and with type B interference
the error is 0.78%.
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Table 3.2: Errors caused by transient interference when the real equipment is
placed

Interference

Measurement

Reference

Tag detection

Number of errors
reading tag addresses

Frame error detected

A
B
C
D
E

NO
YES
NO
YES
YES

1/128
4/128
5/128

No TAG
0.78%
No TAG
3.12%
3.91%

3.4.2.2

Comparison between the results obtained with the base-band
simulation and the real equipment

In order to compare if the developed methodology has achieved the same results
than the results obtained directly from the RFID device, the BER has to be
related with the tag detection and the frame error probability. A different BER
will produce different degradation at the communication systems. Although in
this RFID application it is important to detect the cases where the reader will not
be able to identify the tag. Several studies of the ISO/IEC 14443 RFID standard
relate the BER with the incapacity to recognize the tags over the reader and the
frame error [106].
Table 3.3: Probability that a frame arrives with no bit errors (without any
error-correction)

BER

Frame length
1%

4 byte
16 byte
64 byte
256 byte

0.1 %

0.01%

72.5 % * 96.6 %
99.7 %
27.6 % * 88.0 %
98.7 %
0.6 % * 59.9 % * 95.0 %
0%*
12.9 % * 81. 5 %

0.001 %

100 %
99.9 %
99.5 %
98.0 %

* No tag detection

Table 3.3 shows the probability of an error-free detected frame in dependence of
BER and frame length. According to Table 3.3, a BER of 1% is not sufficient
for a reliable error-free detection of a 4, 16, 64 or 256 byte frame. In the system
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under study the frames used in each of the 128 addresses have 32 bits (4 bytes).
Therefore, we also include a BER of 0.01% in our study that allows an error-free
detection of a 4 byte long frame in 99.7% of all attempts and a BER of 0.1% which
permits a frame error-free detection of 96.6%.
For each transient signal, the error produced in the communication system is
classified according to Table 3.3. Once the BER has been related with the tag
detection and the frame probability error, the comparison can be carried out. In
Table 3.4, the results obtained by the base-band simulation methodology and the
direct measurement of the RFID device are presented.
Table 3.4: Errors caused by transient interference when the real equipment is
placed and when the proposed method is used
Interference

Real equipment measurement

Base-band method developed

Reference

tag detection

Number of
errors reading
Tag addresses

Frame error
detected

BER

Frame error
expected according
to specs defined

A
B
C
D
E

NO
YES
NO
YES
YES

1/128
4/128
5/128

No TAG
0.78%
No TAG
3.12%
3.91%

14%
0.04%
1.08%
0.14%
0.19%

No TAG (BER>1%)
0.3% (BER>0.01%)
No TAG (BER>1%)
3.4% (BER>0.1%)
3.4% (BER>0.1%)

The correlation between the results obtained with the developed methodology
and the measurements of the real RFID device is extremely high. When it is
crosschecked the BER with the specifications defined, it is possible to predict the
behaviour of the RFID communication system in presence of transient interference. Employing the developed methodology it is concluded that in type A and
C interference scenarios, the RFID system will not be capable to identify any tag
in the proximity. Otherwise, when interferences type B, D and E interferences
are evaluated, the developed system and the equipment measurements conclude a
properly recognition of the tag, however some frame errors will take place.
Finally, in general terms, concerning the methodologies employed to evaluate the
degradation produced by transient interference over digital communication systems the next items are remarkable. Both methods confirm that measuring only
the level of the interference is not sufficient to assess the communication system
performance in presence of transients. In this study, although the first four transient interferences types have the same amplitude, the types of errors produced
are completely different. Other parameters such as the repetition rate and the
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duration of the transients, must be taken into account to fully analyse the performance of the RTC system when it is perturbed by a transient. Consequently,
it is essential to perform the time-domain evaluation to know if a digital communication system will be interfered instead of using the frequency-domain analysis,
which is established at the EMC standards.

3.5

Full-simulation procedure

In this section, a full-simulation procedure is described to evaluate the distortion
produced by radiated transient interferences. In this simulation procedure, EM
simulation is employed instead of using the measurement methodology to obtain
the in-phase and quadrature components of the transient interference. Although
the measurement methodology presented in Chapter 2 enables us to obtain the
IQ components of transient interference, some limitations can still remain when
impulse noise is tried to be measured. One of the unsolved main disadvantages is
the fact that the full-spectrum of the transient interference cannot be measured
with a single measurement. In the methodology developed, the EMI receiver has to
be tuned at each frequency band where the user wants to perform a measurement.
As it has been discussed before, radiated transient interferences are not continuous
interferences and large periods of time can appear between different transient
phenomena. This can be an obstacle when the interference is random and with
many minutes between events. Another problem where simulation can show its
benefits is when it is not possible to make a measurement at the receiver point. For
instance, in-humans implemented devices, such as pacemakers or RFID implants,
it is not feasible to measure the interference inside the patient.
Regarding the full-simulation methodology followed to reach the degradation produced over the digital communication system, in Figure 3.10 the basic structure
to obtain at the output the BER is illustrated. Firstly, the EM simulation is carried out to simulate a single pulse at the antenna of the digital communication
system. Afterwards, the post-processing stage is done to obtain the in-phase and
quadrature components of the full transient noise in base-band. Finally, this computed interference is added at the base-band communication system simulation to
evaluate the degradation produced by the transient interference.
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EM simulation
EM
3D model

FDTD
simulation
Pulse simulation

Filter and
demodulation

Burst
construction
Burst

Communication
system model

Apply burst
interference

System
evaluation
(BER, CCDF)

Communication system simulation
Figure 3.10: Block diagram of the methodology to predict the impact of
impulsive noise with the full-simulation methodology.

3.5.1

EM simulation to obtain transient interference coupled to the receiver employing FDTD

It is proposed a method employing electromagnetic simulation tools to deal with
the limitations mentioned above. In the simulation, the electromagnetic model of
the transient interference scenario has to be built to predict the impulsive noise
that would be coupled to the digital communication system. A 3D numerical
method capable of calculating the magnetic and electric field that will reach the
input of the receiving antenna must be employed. The elements that must be
modeled properly in a simulation are the source, the coupling wires, the structures
and the receiver antennas. Considering the different simulation methods, those
based in time-domain electromagnetic simulation are the most suitable to study
the effect of each pulse of the transient interference. Therefore, the numerical
method selected to determine the interference coupled to the system antenna is
Finite-Difference Time-Domain (FDTD). This numerical method is one of the
most used in EMC applications as FDTD gives us broadband results [43, 53, 60,
104, 105, 108, 109, 111].
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The Finite-Difference Time-Domain method proposed by Yee in 1966 is a direct
solution of Maxwell’s curl equations in the time-domain. The electric and magnetic
field components are allocated in space on a discrete mesh of a Cartesian coordinate
system (Figure 3.11). The E-field and H-field components are computed each
time-step using the finite-difference by means of the second order approximation
of Maxwell equations (3.7) and (3.8). When the space conditions and the source
are known, the electromagnetic fields caused by transient interferences can be
computed with this space and time discretization methodology.


∂F (i, j, k, n)
F n (i + 1/2, j, k) − F n (i − 1/2, j, k)
=
+ O (∆x)2
∂x
∆x


∂F (i, j, k, n)
F n+1/2 (i, j, k) − F n−1/2 (i, j, k)
=
+ O (∆t)2
∂t
∆t

(3.7)

(3.8)

where F n is the electric (E) or magnetic field (H) at the instant n∆t. i, j&k are
the spatial index, and O[(∆x)2 ] and O[(∆t)2 ] are the error terms.

∇×H =

∇×E =−

∂
E + σE E
∂t
∂
µH − σH H
∂t

(3.9)

(3.10)

Figure 3.11: 3D Yee cell indicating the electric and magnetic field components.
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Regarding the discretization of the space it is strongly important to compute a
proper mesh. The mesh has to be sufficiently fine in order to not lose any detail
of the geometry to simulate. However, the mesh cannot be extremely fine to avoid
over sizing the resources to carry out the simulation. In relation, the minimum
time-step of the simulation is defined by the following equation to ensure the
stability:

∆t ≤ q
c ∆x1 2 +

1
1
∆y 2

+

1
∆z 2

(3.11)

where ∆x, ∆y & ∆z are the minimum dimensions used in the mesh for each
component of the Cartesian system and C is the velocity of light.
From the equation it can be deduced that if one of the components of the cell
dimensions is reduced to the half, the time to obtain the simulation result will
increase by a factor of sixteen and the storage memory needed will be increased
by 8 times.
Returning to the goal of the FDTD simulation, which is to obtain the level of the
burst that will be coupled to the receiver antenna, we have to keep in mind that
usually transients are not generated as isolated pulses. Instead of that, a group of
transients, or bursts, is more present in the reality. Although this multiple pulses
interferences, a unique pulse of the transient interference will be simulated due to
FDTD computer resources limitations. Later, the complete burst will be composed
mathematically. Besides, simulating more than one pulse will not provide further
information because the transient propagation of each pulse is the same.
Regarding the methodology developed to employ the electromagnetic simulation,
the basic schematic of the simulation methodology is illustrated in Figure 3.12.
The procedure to obtain at the end the in-phase and quadrature components of the
transient interference is divided into two stages. In the first stage, the electromagnetic simulation is carried out, where an accurate model of the electromagnetic
scenario must be done considering the relevant elements at the CAD model. Additionally, concerning the source of the EM simulation, a measurement of a pulse can
be used or instead it could be obtained also from theoretical analysis. However, as
it has been mentioned before, the simulation will only be done for one pulse of the
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Post-processing

EM simulation
EM
3D model

Filter and
demodulation

FDTD
simulation

Burst
construction

Burst I

Burst Q

Simulated pulse

Figure 3.12: Schematic of the methodology used to perform the simulation
strategy.

transient interference as it is not possible to simulate the hole transient interference due to computer limitations. Afterwards, in the second stage, the computed
pulse that the communication system will receive is post-processed to reach the
IQ components of the full burst interference.
The post-processing stage to obtain the portion of the transient that will interfere
with the communication system is shown in Figure 3.13.

Transient impulse

Burst at baseband
I component

Low pass filter

Bandpass filter

Add
samples

I
bandwidth
fc
π/2

Burst frequency,
interval & duration
Low pass filter

Burst at baseband
Q component

Stored
IQ
Data

Add
samples

Q
bandwidth

Figure 3.13: Schematic of the post-processing to adjust the signal coming
from FDTD simulation to the input of communication system simulation.

As it has been discussed, impulsive interferences are broadband noise that begin
at DC and usually end at several hundreds of megahertz or some gigahertz. The
EM simulation gives us the information in the whole spectrum; nevertheless, the
interesting part of the spectrum is to the frequency band of the communication
system. To reach the IQ components, the first step involves the usage of the pulse
resulting from the FDTD simulation and demodulates it in-phase and quadrature (IQ). Then, the demodulated signal is filtered in base-band, using the same
bandwidth as the communication system; at this point of the post-processing procedure, the interference noise has been down-converted to base-band and filtered.
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Consequently, the portion of the interference of a unique pulse that can affect the
communication system has been obtained.
The next step of the method is to construct a burst according to its main parameters and the results from the EM model. The main parameters of transient
interferences are the frequency, time duration and the level. The isolated pulse
samples, after being filtered and demodulated, are combined with zero value samples that are added between pulses according to the burst frequency, duration and
interval. These built IQ components of the entire radiated interference are the
final data stored.

3.5.2

Full-simulation applied to the RFID system

3.5.2.1

EM simulation to obtain the the transient interference coupled
at the RFID antenna

In this section, the simulation procedure is applied to the RFID interference scenario presented in section 2.4.2. The first stage is to model the scenario and
simulate the pulse propagation using the electromagnetic (EM) numerical simulation. To carry out the simulation, the numerical method employed is FDTD
and the software used is SEMCAD [129]. From the EM model point of view, the
following considerations have been taken into account; the cable and the ground
plane under the burst source are modeled as Perfect Electric Conductor (PEC)
and the cable is modeled as a unique wire with a thickness of 1 mm. Finally the
PCB antenna is modeled also with PEC material and the dielectric is defined as
air. Detailed information of the EM model and mesh is shown in Figure 3.14.
Concerning the source used, it is defined as a soft voltage source between the beginning of the wire and the ground plane. The signal source used to excite the EM
model is a unique pulse of the burst according to the EN 61000-4-4 standard. As
the performance of the burst is equal for each pulse, simulating only one pulse is
enough to predict the behaviour of the full burst. Finally, a 50 ohms load (lumped
element) is placed at the RFID antenna, which will record the voltage coupled to
the RFID antenna in time domain.
To ensure that the system has been properly modelled and to validate the results,
it is necessary to compare the simulation results with a measurement of the real
system, performed in the lab (Figure 3.15). To perform the measurement an RFID
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(a)
Ground plane

Interference source

Interfering cable

RFID antenna
(b)
Figure 3.14: EM modelling of the RFID interference scenario to be evaluated.

antenna is placed and connected to a Tektronix oscilloscope model DPO7104 which
has a bandwidth of 1 GHz. In this case the radiated transient is generated using a
Schölder transient generator model SFT 1400 coupling the noise to a unique main
wire. Furthermore, to prevent coupling effect to the measurement cable connected
to the RFID antenna, a clamp is placed over it.
Transient interference
Vertical
Scale

FULL
SPECTRUM

50 Ω

A

EM 3D
model

D

Transient impulse

FDTD
simulation

Figure 3.15: Schematic of the measurement procedure to compare results
reached with simulation and captured from the measurements.

The results obtained by means of simulation and the results coming from the
measurements are compared to ensure that the EM model has been performed
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properly. Figure 3.16 shows the voltage signal coupled to the RFID antenna in
time domain and Figure 3.17 shows the signal coupled in the frequency-domain.

Figure 3.16: Comparison between measured pulse and simulated pulse coupled
to the RFID antenna in time domain.

Figure 3.17: IQ components and envelope of the simulated pulse at the baseband of the RFID system.

When results obtained by the FDTD simulation and the results captured by oscilloscope measurements are compared, a very good agreement of the data is reached.
The matching in terms of amplitude and shape seems to be really good. To quantify objectively the agreement between the simulation and the measurement it
is necessary to apply a validation method like the Feature Selective Validation
(FSV). In Appendix A there is detailed information regarding the FSV validation
method. If we want to quantify the agreement between the results obtained in
time-domain (Figure 3.16), a particular formulation of the FSV method must be
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used [61, 62]. The results reached are ADM indicator of 0.3, FDM equal to 0.32
and the GDM indicator is 0.49, which means a very good agreement in qualitative
terms.
Once the pulse simulation has been validated, the post-processing is carried out
according to the methodology described in the last section (Figure 3.13). The pulse
is filtered at 13.56 MHz with the 1.7 MHz bandwidth filter and it is demodulated
in-phase and quadrature. The results obtained are shown in Figure 3.18.
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Figure 3.18: Comparison between measured pulse and simulated pulse coupled
to the RFID antenna in frequency domain.

The IQ components of the simulated pulse reached following the electromagnetic
simulation and the post-processing are really confident if they are compared with
the measurement previously obtained. Consequently, we can move on to the next
stage of the post-processing, which is to build the full burst that will interfere
the communication system. In order to reduce the amount of data, a resample
is done according to the dots viewed in the Figure 3.18. Considering the type
A interference parameters defined in 2.2, where the burst frequency is 125 kHz,
the duration is 4 ms and an interval is 200 ms, the full burst interference is built.
The transient interference is computed using Matlab adding zero samples between
pulses and bursts. The resulting interference that will be used in the next chapter
to evaluate its impact over the RFID system is detailed in Figures 3.19, 3.20 and
3.19.
Regarding the results obtained with the simulation procedure, we can conclude
that the IQ components of the interference reached are suitable to determine if a
digital communication system could be interfered. In the next chapter, the results
obtained with the electromagnetic simulation will be employed to evaluate the
impact produced by the radiated transient interference on the RFID system.

Chapter 3. DCS performance evaluation employing TD measurements

85

7
envelope
6

Amplitude (mV)

5
4
3
2
1
0
-1
0

0.1

0.2

0.3
time (s)

0.4

0.5

0.6

Figure 3.19: Envelope view of the full burst interference demodulated at the
RFID frequency band.
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Figure 3.20: Zoom Envelope view of the interference demodulated at the
RFID frequency band highlighting the burst duration.
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Figure 3.21: Zoom Envelope view of the interference demodulated at the
RFID frequency band highlighting the burst frequency.
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Full-simulation results for the RFID interference scenario

Results presented in Figures 3.18, 3.19, 3.20 and 3.21 are used for the input of
the base-band simulation in order to determine the degradation produced by the
transient interference over the RFID system. As the previous case, where the measurement of the impulsive interference was applied to the base-band simulation, it
is necessary to generate the signal of the communication system. As before, the
communication is according to standard ISO/IEC 14443B, using a Binary PhaseShift Keying (BPSK) modulation with a bit rate of 847.5 kbit/s. After generating
the useful signal, the burst created by means of simulation and post-processing is
added to the RFID signal as they share the channel and the frequency band.
The tools employed in this analysis are the constellation, the eye diagram, the
vector diagram and the cumulative complementary distribution function (CCDF).
As it has been mentioned before, one of the most useful tools provided by the
base-band simulation is the Cumulative Complementary Distribution Function
(CCDF). This function shows the probability to have a peak of amplitude over
the average amplitude. As BPSK only have two possible symbols, the amplitude
of these symbols has to be always the same. Otherwise, if in a BPSK modulation
system a peak signal is 6 dB higher than the average signal, a decision error can
occur. These deviations from one decision zone to the other will be only caused
by impulsive noise because white Gaussian noise will only produce small effect on
probability values. To illustrate it, the WGN effect is represented by the black
lines in Figure 3.22 and Figure 3.23.
Employing the full-simulation methodology, two of the interferences have been
modelled. Interference type A and interference type D are the interferences selected to employ the full-simulation methodology. These interferences have the
same level, duration and interval. However the frequency of the burst is 125 kHz
for type A interference and 1 kHz considering type D interference. In Figure 3.22
the frequency of the burst is 125 kHz while in Figure 3.23 the frequency is 1
kHz. In both figures, the blue line represents the CCDF when the full-simulation
methodology is applied and in red colour the results obtained when the impulsive
measurement was used at the base-band simulation. As it can be clearly seen from
the distributions, the shape is described by a heavy tailed distribution which is
characteristic for impulsive interferences.

considering type “D” interference. In Figure 10 the frequency of the burst is 125 kHz while in
Figure 11 the frequency is 1 kHz. In both figures, the blue line represents the CCDF when the
full‐simulation methodology is applied and in red colour the results obtained when the
measurement was used at the base‐band simulation. As it can be clearly seen from the
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Figure 11. CCDF obtained with the measurement of the interference (red), using the simulation procedure (blue) and without an
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whenthe
the frequency
interference isof
125the
KHz. interference (red),
Figure 3.22: CCDFinterference
obtained
with
measurement
using the simulation procedure (blue) and without an interference (black) when
the frequency interference is 125 KHz.

Figure 12. CCDF obtained with the measurement of the interference (red), using the simulation procedure (blue) and without an
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interference (black)
when
the frequency
interferenceof
is 1 the
KHz. interference (red),
using the simulation procedure (blue) and without an interference (black) when
As it can be seen from the plots the effect over the RFID system could be clearly observed, as
the frequency interference is 1 KHz.
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results obtained by the measurement of the transient interference is really good.
Concerning the results achieved when the real RFID equipment is interfered by the propagated
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4.4.3.2degradation
Redesign by means
of simulation
In this section, it is demonstrated that the full‐simulation methodology could be also a useful
tool to find solutions to reduce the interference between the communication system and the
transient interference source. The main advantage of the simulation is that it produces a large
cost reduction compared with traditional measurement procedure because no extra
measurements with real equipment are necessary.
As an example, a solution based on the idea of reducing the coupling between the interfering
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Regarding the results reached when the real RFID equipment is interfered by the
propagated transient, two different effects were observed when both transients
were applied. When the transient interference of 125 kHz is applied, the RFID
reader cannot identify the tag that it is placed over it. On the other hand, when
the 1 kHz burst interference is coupled to the AC mains wire, the tag is detected
by the communication system, although the tag information cannot be fully read.

3.5.2.3

Redesign by means of simulation

In this section, it is proved that the full-simulation methodology could be also a
useful tool to find solutions to reduce the interference between the communication
system and the transient interference source. The main advantage of the simulation is that it provides a large cost reduction compared with traditional redesign
strategies because no extra measurements with real equipment are necessary.
As an example, a solution based on the idea of reducing the coupling between the
interfering wire and the antenna of the RFID system is proposed. It consists of
placing a finite conductive shielding plane between the interfering wire and the
RFID system, it is observed in Figure 3.24. Therefore, to check if the solution
proposed is good enough to ensure the proper behaviour of the RFID system, the
full-simulation methodology is employed.

Interference source

Ground plane

Interfering cable

RFID antenna
Shielding plane

Figure 3.24: EM model of the solution proposed to avoid interference between
the interfering wire and the RFID system.

In Figure 3.25 the result of the pulse time-domain simulation is compared with
the scenario test case when the shielding metallic plane is introduced in the EM
model. In Figure 3.25, in red colour it is plotted the redesign strategy result.

Figure 13. EM model of the solution proposed to avoid interference between the interfering wire and the RFID system

In Figure 14 the result of the simulation is compared with the scenario test case when the
metallic planeevaluation
is introducedemploying
in the EM model.
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Figure 14. Time‐domain comparison between simulated pulse without and with the conductive plane.

Figure 3.25: Time-domain comparison between simulated pulse with and
Observing Figure 14,without
in time‐domain
the reduction
of the transient signal does not seem so
the conductive
plane.

strong. Otherwise, in the frequency domain it could be observed that a reduction of 15 dB at
the frequency band of the RFID system is produced by the conductive plane (Figure 15).

Observing Figure 3.25, in time-domain the reduction of the transient signal does
not seem so strong. Otherwise, in the frequency domain it could be observed that
a reduction of 15 dB is produced by the conductive plane at the frequency band
of the RFID system (Figure 3.26).

Figure 15. Frequency‐domain comparison between simulated pulse without and with the conductive plane

Figure 3.26: Frequency-domain comparison between simulated pulse with and
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interference over the RFID system using the base-band simulation. Subsequently,

Figure 15. Frequency‐domain comparison between simulated pulse without and with the conductive plane

that it could
be a solution to procedure
put the
90 Therefore, observing the previous results it seemsSection
3.5. Full-simulation
metallic plane between the transient source and the RFID antenna. As it has been
demonstrated before it is necessary to construct the burst to evaluate the effect of the
thetransient
burst obtained
is added to the simulation software and the CCDF is obtained
interference over the RFID system using communication systems tools. Subsequently,
the the
burstshielding
obtained isplane
added is
to placed.
the useful signal using the simulation software to evaluate the
when
behaviour of the RFID system when the shielding plane is placed.

The The
CCDF
Figure
3.27 shows
us that
of the
transient
interference
CCDF in
in Figure
16 shows
us that the
effect the
of theeffect
transient
interference
is not
so strong
to produce
decision
errors when
the plane
is placed
the interfering
and the
is not
so strong
to produce
decision
errors
whenbetween
the plane
is placedwire
between
the
receiver antenna. The red line in Figure 16 does not cross the 6 dB limit which implies error‐
free on the RFID system.

interfering wire and the receiver antenna. The red line in Figure 3.27 does not
cross the 6 dB limit that implies error-free on the RFID system.

Figure 16. CCDF obtained analysing the interference when the plane is placed (red), without the plane (blue) and without
transient
interference
(black).
Figure
3.27:
CCDF obtained analysing the interference when the plane is

placed (red), without the plane (blue) and without transient interference (black).

Consequently, the solution proposed to avoid the interference between the RFID system and
the transient is effective after analysing the degradation produced at the communication
system. Therefore,
using the methodology
describedto
at avoid
this thesis
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that the
Consequently,
the redesign
solution proposed
theitinterference
between
the
proposed shielding is effective enough to protect the communication system.

RFID system and the transient is effective after analysing the degradation produced at the communication system. Therefore, using the methodology described
in this thesis it can be concluded that the proposed shielding is effective enough
to protect the communication system.

Chapter 4

Novel APD measurement
methodology

4.1

Introduction & motivation

As it has been discussed before, measuring beyond the conventional standards is
necessary to evaluate properly the effect on digital communication systems. Detectors and methods defined in the standards were developed to protect analogue
communication systems from interferences. As an example, quasi-peak detector
defined in CISPR 16-1-1 was developed to relate the output of the detector to
the human perception when the receiver was interfered. For digital communication systems these methods and detectors are not sufficient to predict the impact
of transient interferences; the correlation between their outputs and the errors
produced to a digital communication system is not direct [132, 133].
Alternatively, carrying out measurements to obtain the statistical parameters of
the interference is one of the current main research lines. In CISPR 16-1-1 new
detectors such as Amplitude Probability Detector (APD) have been defined in
order to deal with transient interferences that can interfere critically on digital
communication systems. APD was originally used to categorize electromagnetic
interference, but it has recently attracted attention as an EMI test method, since it
was found to have strong correlation with the bit error probability (BEP) of a digital communication system subjected to the interference [141, 143]. Furthermore,
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a method has been proposed for defining emission requirements by introducing a
limit line that restricts the slope of the APD curve [49].
Therefore, APD is highly accepted as one of the best tools to measure transient
interference and, in a second step, to study the effect on a digital communication
system. In contrast, APD measurements have limitations to be carried out during
standard electromagnetic emissions tests on an Equipment Under Test (EUT) at
EMC laboratories. These methods of measurement have strong disadvantages to
define a uniform test method to protect digital communication systems in all the
frequency range. This is why APD is not currently employed in any product or
generic standard for EMC.
The main problem is that APD standard measurements must be defined at a
certain frequency with a specific bandwidth, and typical coherent EMI receivers
have a limited number of resolution bandwidth filters available. As there are
many systems at different frequencies and also with different bandwidths it is
nearly impossible to use instruments or methods capable of measuring in the whole
spectrum to protect every digital communication system. Moreover, the high
cost based on time terms employed in an EMC laboratory does not permit to
evaluate the whole spectrum with the APD detector. Only few communication
systems could be evaluated using the APD detector, and tailor-made measurement
systems must be developed to measure APD at the required frequency bands
[85]. This disadvantage is emphasized due to the main characteristics of impulsive
interferences, which cover the frequency range from DC to hundreds of megahertz
or several gigahertz.
Another existing problem is the advance of the communication systems technologies. Nowadays the number of digital communication systems specifications is
rising rapidly. This fact implies that an EUT measured in the past with an APD
detector at several frequencies bands must be measured again considering the new
communication systems frequency ranges.
Furthermore, it is necessary to develop a methodology based in time-domain that
enables us to evaluate the worst case of the transient interference scenario. While
the standard methodology takes several minutes to get the APD statistical measurement, it is needed a methodology that can get the transient interference APD
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as fast as the duration of the transient interference. Otherwise, the transient interference worst case suffers some kind of averaging by the periods of time without
interference.
In this chapter a time-domain measurement system is developed to deal with
the APD measurement limitations. The developed method, based on captures
obtained from a general purpose oscilloscope, makes it possible to obtain the APD
detector results at any desired frequency band. Also, the post-processing tools
using mathematical software produce the APD results rapidly, employing the same
time-domain captures for all the desired frequency bandwidths. To ensure that the
developed methodology produces as good results as an EMI receiver APD detector,
a validation procedure was carried out. Different types of conducted and radiated
noise were measured at many frequency bands. White Gaussian Noise (WGN),
burst generator and ESD gun have been used as sources of noise. Numerous
centre frequencies have been selected from 50 MHz till GSM-R band at 923 MHz
varying also the bandwidth between several kilohertz to some megahertz. All
the results have been generated using the developed methodology with the timedomain captures, and also employing an EMI receiver according to the standard
in order to compare the results and establish if the new methodology produces the
same results.

4.2

Full-Spectrum APD developed methodology

Considering the huge advantages that introduce the APD, one of the most important goals of this thesis is the methodology presented in this section to obtain the
APD at any frequency-band. Firstly, an overview of the conventional measurement employing standard EMI receiver and its associated problems are explained.
Finally, the time-domain method is explained and compared with the standard receiver remarking the improvements to deal with conventional method limitations.

4.2.1

Standard APD acquisition methodology

The standard APD EMI receiver measurement follows the simplified block diagram shown in Figure 4.1. The radiated interference is captured by an antenna
connected directly to the EMI receiver. The first stage of the EMI receiver is the
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terms of probability.
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APD
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fc-IF

Figure 4.1: EMI receiver simplified APD measurement block diagram.

From the block diagram it is possible to observe that a different APD measurement
must be carried out at each desired frequency band, setting appropriate centre frequency and resolution bandwidth. As an example, if we want to obtain the APD
value at 50 different frequencies with 5 different resolution bandwidth filters in
each frequency, we would have to carry out 250 APD measurements. Considering
that an APD measurement properly performed to obtain the statistical shape of
the interference might need 800 s (10 Msample at 12.5 ksamples/s), this implies a
total elapsed time around 55.5 h. Regarding the time needed to carry out the APD
measurements with the standard methodology, a noticeable inconvenience appears
as transient interference will not be present during a large time. As it is well known,
radiated transient interferences are not continuous interferences and large time idle
periods can appear between different transient phenomenas. For instance, transient interferences associated with switching power supplies or generated by sparks
can only be measured when the transitory event takes place. Therefore, measuring
the impulsive interferences employing the APD standard methodology at the full
frequency spectrum is not feasible. Alternatively, new time-domain measurement
techniques based on the Short Time Fast Fourier Transform (STFFT) are improving APD measurement [10–12, 64, 72, 73, 115, 125]. However, receivers developed
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employing these techniques are designed to measure the spectrum with a span up
to 40 MHz. Consequently, if the objective, for instance, is to evaluate the DVB-T
system, it is not possible to measure at the same time all the spectrum reserved
to television channels.
Another limitation apart from the time-consumption measurement viability is the
limitation associated with the resolution bandwidth that can be employed. For
example, it is not possible to evaluate the APD measurement using a 200 kHz
bandwidth that corresponds to GSM-R channel spacing; another example can be
the 7.2 MHz bandwidth needed to evaluate a DVB-T channel. In these cases, the
measurement must be carried out using the EMI receiver RBW filter closest to the
communication system, for example 300 kHz and 10 MHz, unfortunately achieving
different results as if the 200 kHz or 7.2 MHz were used. The validation section
presents the differences obtained in APD measurements when several RBW are
used for the same transient interference.

4.2.2

Developed methodology: full-spectrum APD using
time-domain measurements

The method developed to obtain the APD measurement is divided into two different stages, see Figure 4.2. In the first stage, time domain captures are carried
out using an oscilloscope to obtain the pulse shape, pulse level frequency and duration of the burst. This measurement carried out with the oscilloscope permits
to evaluate the full-spectrum of the interference, only limited by the bandwidth of
the oscilloscope. At the second stage, post-processing tools have been developed
with mathematical software to obtain the APD of the transient measured at any
desired frequency band defined by the user.
In the below sections the two stages of the developed methodology are explained in
detail, describing the main parameters, limitations and advantages of each stage.

4.2.2.1

First stage: Time-domain transient capture

The first stage is the acquisition of the transient interference in time domain
employing an oscilloscope. The oscilloscope is the adequate instrument to carry
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Stage 1:
Transient
Measurement






Time‐domain measurement (oscilloscope)
Diﬀerent me‐scales employed
 First measurement: Pulse
 Second measurement: Burst
Full‐spectrum



Stage 2:
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Post‐processing using math so ware
Select frequency bands to evaluate (without
hardware limita ons)
 IQ demodula on and envelope detec on
 APD calcula on & representa on


Figure 4.2: Schematic describing the two different stages of the developed
methodology.

out the measurement for the following reasons. Firstly, the instrument is capable of measuring the whole spectrum in each acquisition. Secondly, time-domain
measurements are necessary to obtain the statistical properties of the signal. Furthermore, the post-processing tools employed allow us to have enough sensitivity
with an 8-bits oscilloscope dynamic range. There might appear an inconsistency
between the use of an 8-bit A/D converter of the oscilloscope and the desire to
view signal details that can be more than 100 dB below full scale. This inconsistency stems from the formula that relates A/D resolution to Signal to Noise Ratio
(SNR).

SN R = 6.02N + 1.76dB

(4.1)

where N is the number of bits of resolution, achieving a best of approximately 50
dB for an 8-bit A/D converter. This would seem as if it is impossible to observe
weak interferences. However, the noise predicted by this equation is broadband
and typically spread uniformly across the bandwidth of the A/D converter. By
reducing the bandwidth of the data processed, the noise floor is lowered, increasing
the sensitivity. This effect is called the Process Gain and improves the SNR as
follows:

P rocessGain = 10log10

fs
2 ∗ RBW

(4.2)
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where fs is the sample frequency and RBW the resolution bandwidth. As an
example, if 5 GHz of sample frequency and 200 kHz of RBW are considered, the
process gain obtained is up to 40 dB more of sensitivity. So with this example,
the total SNR could achieve a value of 90 dB.
Another advantage that employing time-domain oscilloscope captures instead of
traditional EMI receiver measurements is the possibility to acquire transient phenomena immediately. This is a crucial improvement if it is compared with the
standard APD measurement, where long measurement times are needed to estimate the APD at each frequency band. These time-domain measurements allow
us to evaluate the worst case of the transient interference scenario.
However, due to oscilloscope memory and sample rate limitations, it is not possible
to measure the time domain signal with an infinite resolution and during various
seconds or minutes to acquire the main parameters of the transient interferences.
To solve these problems it is proposed to measure the transient with different time
scales as it can be seen in Figure 4.3. At least two different configured acquisitions
must be carried out, to perform these measurements an expert user can obtain
easily the required information from the burst waveform. The first acquisition
obtains the level and shape of the transient pulses while the second one acquires
the main parameters of the transient interference.
Transient interference
Vertical
Scale

Pulse measurement

FULL
SPECTRUM

50 Ω

A

D

Oscilloscope
base-time

Burst measurement

Oscillosco
measureme

Figure 4.3: Time-domain oscilloscope captures block diagram.
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Digital
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D
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measurement of the pulse in 4.4(a) is a good example of the resolution needed to
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loscopes, FastFrameTM enables to divide the memory into a series of segments,
permitting to capture only when a transient pulse is present. This technique permits to save memory, avoiding capturing the period between pulse events.
Finally, regarding the elapsed time employed by the oscilloscope to acquire the
two time-domain measurements, it is negligible if we compare it to the acquisition
time needed to reach the APD results with the EMI receiver at the full frequency
range.
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Second stage: Obtaining APD diagram from time-domain measurements

The second stage of the method is to obtain the APD values employing postprocessing tools using the previous measurements carried out with the oscilloscope.
The goal of this time-domain methodology is to analyze transient interferences
to protect digital communication systems. Consequently, the results must be
calculated at any frequency band where the communication systems is able to
work. The APD detector output must be obtained at the frequency and with the
resolution bandwidth that the user defines. The simplified block diagram is shown
in Figure 4.5. describes the methodology to obtain the APD measurement from
the pulse and the burst measurement.
Pulse measurement

Band pass filter

Band pass filter
Add samples
(1 cycle)

APD
detector

RBW
fc-IF

FFT

WGN

Burst frequency, interval &
duration

Burst measurement

Figure 4.5: Post-processing simplified block diagram to obtain the APD results using the time-domain captures.

To obtain the APD data, the pulse interference is filtered by a pre-selection bandpass filter to avoid undesired spurious components. This band-pass filter is set at
the centre frequency where the user desires to perform the evaluation and with a
bandwidth equal to the communication channel spacing. At the output of this preselector filter, the pulse interference corresponding to the frequency band selected
is reached. Figure 4.6 shown below contains the 7.2 MHz band-pass filter of a
transient pulse measurement centre around 380 MHz.
The next step of the post-processing is to mix the time-domain pulse interference
filtered and down-convert it to the intermediate frequency (IF); obtaining the
in-phase and quadrature components of the transient interference.
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Band pass filter

Figure 4.6: Band-pass filtering of the input signal.

Band pass IF filter

Figure 4.7: IQ demodulation and band-pass filtering at IF frequency using a
7.2 MHz RBW.
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i(n) = x(n)cos(2π(fRF − fIF )(n))

(4.3)

q(n) = x(n)sin(2π(fRF − fIF )(n))

(4.4)

After being down-converted, the IQ components of the interference are filtered by
a band-pass filter equivalent to the resolution bandwidth filter and centered at IF
frequency. In Figure 4.7 the time-domain interference is demodulated and filtered
employing a RBW of 7.2 MHz at 20.4 MHz. In this case the resolution bandwidth
is the equivalent band used at DVB-T.
The APD gives information about the envelope statistics from the IF filter output,
which corresponds to the required information for performance evaluation at the
radio receiver. Therefore, it is necessary to carry out an envelope detection using
the interference filtered by the RBW at the IF frequency-band. The envelope
detection is reached by means of the Hilbert Transform, which is used extensively
for analysis and signal processing in pass-band communication systems; in Figure
4.8 the envelope calculation using the Hilbert Transform is shown. The Discrete
Hilbert Transform is designed to produce a discrete time analytic signal z(n) [81].
For a discrete function x(n), with a discrete Fourier transform (DFT), X(m),

X(m) = T

N
−1
X

x(n)e−i2πk/N

(4.5)

n=0

The DFT of the analytical signal is created as it is described in equation 4.6.


X(0)





2X(m)
Z(m) =
X(N/2)






0

for m = 0
for 1 ≤ m ≤ N/2 − 1

(4.6)

for m = N/2
for N/2 + 1 ≤ m ≤ N − 1

Then the envelope (analytical signal) is the N-point inverse
N −1
1 X
z(n) =
Z(m)e−i2πk/N
N T m=0

(4.7)
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Figure 4.8: Envelope detector based on the Hilbert transform.
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As an example, if we consider the interference in Figure 4.4, where the burst
andis 5 kHz, the duration of the burst is 50 ms and the interval is also 50
frequency

ms, fromf an
point
situation as having an equivalent
F r
APDof rview, is the same
(5.7)
r statistical
burst frequency of 2.5 kHz (0.4 ms). In this case, zero value samples are added
at the end of the pulse finishing at 0.4 ms. As seen in Figure 4.5. white noise is
added to emulate the receiver noise level in order to emulate a real communication
system receiver or, for instance, to compare measurements with the standard EMI
receiver instrumentation, which is the case used in this study.
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Once the whole period of the burst has been obtained, it is time to apply the APD
detector. The APD is defined as the amount of time the measured envelope of an
interfering signal exceeds a certain level [87]. The relation between the AP DR (r)
and the probability density function of the envelope R is

AP DR (r) = 1 − FR (r)

(4.8)

and

fR (r) =

d
d
FR (r) = − AP DR (r)
dr
dr

(4.9)

where FR (r) is the cumulative distribution function (cdf) and fR (r) is the probability density function (pdf). The cdf describes the probability that a value of the
envelope variable R with a given pdf will be found to have a value less than or
equal to r; the cdf function is given by the following equation where R is a discrete
variable.

FR (r) = F (R ≤ r) =

X

F (R = ri ) =

ri ≤r

X

f (ri )

(4.10)

ri ≤r

Every cumulative distribution function F is non-decreasing and right-continuous.
Furthermore, the limit conditions of the cumulative distribution are the following:

lim F (r) = 0,

r→−∞

lim F (r) = 1,

r→∞

(4.11)

As it has been mentioned before, it is necessary to compute firstly the pdf of the
interference to obtain afterwards the cdf. The pdf is reached by means of the
histogram computation. The next Figure 4.9 shows a typical pdf of an impulsive
noise obtained from the previous post-processing.
Last, the APD is directly obtained from the cdf using the expressions shown above.
The APD is plotted with the percentage of time the ordinate is exceeded on the yaxis and the envelope values on the x-axis. These values are in accordance with the
APD measurement function proposed by CISPR [56] to make use of the correlation
between the BEP and the APD. In the APD results presented in the next section,

As it has been mentioned before, it is necessary to compute firstly the pdf of the interference
to obtain afterwards the cdf. The pdf is reached by means of the histogram computation. The
following graph (Fig. 9. ) shows a typical pdf of an impulsive noise obtained from the previous
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Last, the APD is directly obtained from the cdf using the expressions shown above. The APD is
plotted with the percentage of time the ordinate is exceeded on the y‐axis and the envelope
plot units of the envelope (x-axis) have been set to power units referenced to one
values on the x‐axis. These values are in accordance with the APD measurement function
milliwatt (dBm). However, they can be converted to voltage values or electric-field
proposed by CISPR 0 to make use of the correlation between the BEP and the APD. In the APD
applying the corresponding conversion or antenna factor.
results presented in the next section, plot units of the envelope (x‐axis) have been set to
power
referenced
to one milliwatt
(dBm). to
However,
can
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Theunits
resultant
APD diagram
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before
is the observed
values
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antenna
factor.
in Figure
4.10. This
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APD
diagram or
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interference. Transient interferences produce this APD diagram result with this
type of heavy-tailed shape. At the following section this shape of the APD diagram
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The resultant APD diagram corresponding to the pdf shown before is the observed in Fig. 10.
This is a characteristic APD diagram coming from an impulsive interference. Transient
interferences produce this APD result whit this shape. At the following section this shape of
the APD diagram is discussed.
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Validation & Results of the developed procedure

In this section a validation procedure is carried out to ensure the quality of the
APD results reached following the described methodology, as it can be seen in
Figure 4.11. The APD results of four different interference test-cases are used to
compare the results acquired directly with an EMI receiver and the data obtained
employing the oscilloscope. The evaluation is performed comparing the agreement
between the APD results in terms of the diagram shape fitting and the maximum
amplitude values obtained. Furthermore, we have done the validation at many
frequency bands for each test-case to ensure that the methodology works properly
at the full spectrum.

Validation of the procedure comparing APD results
Developed methodology

VS

Oscilloscope & Post-processing

Standard methodology
EMI receiver

Test cases:
1 Conducted White Gaussian Noise
2 Conducted Burst according to 61000-4-4
3 Radiated Burst according to EN 61000-4-4
4 Radiated ESD according to EN 61000-4-2

Evaluation
Agreement between APD measurement evaluated in terms of:

Shape fitting

Amplitude values
Evalutation carried out at different frequency bands. Varying :

Centre Frequency ( 50 MHz, 100 MHz, 381 MHz, 923 MHz)

BandWidth (100 kHz, 1 MHz, 3 MHz, 10 MHz,… )

Figure 4.11: Validation procedure of the developed methodology to obtain
the APD diagram.

Concerning the different test-cases, in the first one, conducted White Gaussian
Noise (WGN) is set as the interference source; in the second test-case, the interference generated is a conducted pulse according to EN 61000-4-4 standard; in the
third one, the same pulse is applied to a power line cable radiating electromagnetic

106

Section 4.3. Validation & Results of the developed procedure

fields that are measured with a Bilog antenna; in the last test, an electromagnetic
radiated field coming from an electrostatic discharge according to EN 61000-4-2 is
produced.
Below, only some of the most significant results are plotted and discussed to show
the applicability and the advantages that the developed methodology offers.

4.3.1

Conducted White Gaussian Noise

For the first validation procedure a conducted interference setup has been considered. The aim of these measurements is to compare the developed method measurements with the standard measurement obtained with an EMI receiver when
WGN is acquired. The generated noise is coupled to two output channels of an
arbitrary generator; one of these outputs is connected directly through a coaxial
cable to the EMI receiver and the other output is connected to the oscilloscope
(Figure 4.12). In this test case, WGN is generated by Agilent arbitrary generator
(model 81160A) producing WGN from DC up to 500 MHz. The duty cycle of
the noise will be varied from 20% to 80% employing a gated signal produced by a
function generator connected to the arbitrary generator. With the variation of the
duty cycle the pdf of the noise will be changed as it implies APD different results.
Finally, the period of the generated noise was set to one millisecond (1 kHz).

Figure 4.12: View of the setup to perform the validation.

The APD measurements carried out with the EMI receiver were done by measuring ten millions of samples to obtain the correct statistical properties of the
WGN interference. Measurements with the EMI receiver were performed at 50
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MHz, 100 MHz and at 381.5 MHz, which correspond to TErrestrial Trunked RAdio (TETRA) security services frequency band. At each centre frequency three
different bandwidths were employed. The elapsed time for each measurement with
the EMI receiver was around 800 seconds. For time domain measurements using
the oscilloscope, the sample rate selected was 1 GSample as the maximum output
frequency of the arbitrary generator was 500 MHz. It is significant to mention
that the oscilloscope was configured with an input impedance of 50 Ω to have
a matched system like in the EMI receiver. The total time measured with the
oscilloscope is equal to one period of the generated signal (1 ms). Figure 4.13
shows the time-domain captures employed to obtain the APD results using the
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Figure 1. WGN time domain measurements carried out with the oscilloscope

Figure
4.13: WGN time domain measurements carried out with the oscilloThe first comparison analysed is related with the pdf measured at 100 MHz employing a
scope.
resolution bandwidth of 3 MHz in two different
cases of the WGN. The duty cycle of the WGN
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is set to 20% and 80%. The results of the measurements carried out with the EMI receiver are
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duty cycle of the WGN is set to 20%, and 80%. The results of the measurements
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result is according to the red line (Figure 4.14) and when it is set to 80% the line
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that there are two peaks in each plot, these peaks correspond with the two levels
Figure 2. pdf result at 100 MHz of centre frequency and 3 MHz of bandwidth when WGN of pdf = 3.1 is applied

of noise generated by the arbitrary generator. The peak at the right side of Figure
The results of the pdf measurement show an excellent agreement between measurements
carried out with the EMI receiver and the measurement employing the oscilloscope. The
probabilities obtained at each level of amplitude are almost equal with both methodologies
when pdf are compared. From the results it is observed that there are two peaks in each plot,
these peaks correspond with the two levels of the noise generated by the arbitrary generator.

is set to 20% and 80%. The results of the measurements carried out with the EMI receiver are
plotted with a dot line in Figure 2Figure 3. When white Gaussian noise signal is generated with
a duty cycle of 20% the pdf shape result is according to the red line (Figure 2Figure 3) and
when
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in blue.
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Figure 2. pdf result at 100 MHz of centre frequency and 3 MHz of bandwidth when WGN of pdf = 3.1 is applied
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pdf were really good, we expected that the APD results show the same excellent
agreement, which is the goal to achieve. Below, APD results obtained with both
methodologies are shown. The plotted comparison is related to the APD measured

at a centre frequency of 100 MHz employing a resolution bandwidth of 3 MHz in
two different cases of the WGN, when the duty cycle of the WGN was set to 20%
and 80%.
Regarding the similarity of the APD results, when oscilloscope results are compared with EMI receiver acquisitions, an excellent agreement is achieved. The
fitting of the APD curve and the amplitude maximum values obtained with both
methodologies is really remarkable. From the APD results in Figure 4.15, we can
obviously see the impact of increasing the duty cycle of the WGN; the probability
obtained at the lowest and highest values is the same. However, a huge variation
in the probability is observed between -60 dBm and -30 dBm due to the duty cycle
variation. The value of the probability in this amplitude range coincides with 0.8
when the duty cycle is 80% and 0.2 when the duty cycle is set at 20%.
Next, other APD results are shown, the 80% DC interference is evaluated at two
different frequency bands. In Figure 4.16 the APD results are shown in blue

same excellent agreement, which is the goal to achieve. Below, APD results obtained with both
methodologies are shown. The plotted comparison is related to the APD measured at a center
frequency of 100 MHz employing a resolution bandwidth of 3 MHz in two different cases of
the WGN, when the duty cycle of the WGN was set to 20% and 80%.
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Regarding the similarity of the APD results, when oscilloscope results are compared with EMI
receiver acquisitions, an excellent agreement is achieved. The fitting of the APD curve and the
EMI 100 MHz
10 maximum values obtained with both methodologies is really
amplitude
good. From the APD
OSC 100 MHz
EMI
TETRA
results in Fig. 13. Fig. 11. , we can obviously see the impact of increasing the
duty cycle of the
OSC TETRA
WGN; the probability obtained at the lowest and highest values is the same. However, a huge
variation in the probability is observed between ‐60 dBm and ‐30 dBm due to the duty cycle
variation.10The value of the probability in this amplitude range coincides with 0.8 when the duty
cycle is 80% and 0.2 when the duty cycle is set at 20%.
Following, other APD results are shown, the 80% DC interference is evaluated at two
different frequency bands, in Figure 5 the APD results is shown in blue when the centre
frequency is 381.5 MHz (TETRA), and in red when the centre frequency is 100 MHz; in addition,
10
in both cases the resolution bandwidth set is 3 MHz. In this occasion, the measurements with
standard EMI receiver and the measurements reached with the oscilloscope time‐domain
captures are also compared.
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Figure 4.16: APD results at 100 MHz and 381.5 MHZ of centre frequency

Figure 5.
APD
results at 100 MHz and 381.5 MHZ of centre frequency when 3 MHz
when 3 MHz bandwidth is set. The interference noise is WGN of pdf = 3.1 and
bandwidth is set. The interference noise isa duty
WGNcycle
of pdf
= 3.1 and a duty cycle of 80%
of 80%.
The results found are, as before, excellent. The fitting between the curve produced by the
EMI receiver response and the curve coming from the oscilloscope captures are excellent.
From the results it can be observed that the amplitude measured at 100 MHz is larger than the
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when the centre frequency is 381.5 MHz (TETRA) and in red when the centre
frequency is 100 MHz. In addition, in both cases the resolution bandwidth set
is 3 MHz. In this occasion, the measurements with standard EMI receiver and
the measurements reached with the oscilloscope time-domain captures are also
compared.
The results found in Figure 4.16 are, as before, excellent. The fitting between
the curve produced by the EMI receiver response and the curve coming from the
oscilloscope captures are excellent. From the results it can be observed that the
amplitude measured at 100 MHz is larger than the one measured at TETRA
frequency band. This can be due to the non-perfect uniform distribution of the
WGN arbitrary generator and higher attenuation on the coaxial cables when the
frequency is increased.

4.3.2

Conducted Burst according to 61000-4-4

The goal of the second test case is to measure a different type of noise from WGN
and also obtain the APD figures. In this case, an impulsive noise is generated by
the pulse arbitrary generator (81160A) and measured employing the EMI receiver
and the oscilloscope. The results are also compared in order to determine if the
agreement between standard measurement and the APD obtained with the developed methodology is good enough when impulsive noise is measured. The same
conducted setup as before is used to produce and measure the interference. Otherwise, in this test setup a burst of pulses according to standard EN 61000-4-4 is
generated by the arbitrary generator. The pulse shape is produced by the formula
of the ideal waveform described at section 6.2.2 of EN 61000-4-4:2012 standard.

vEF T (t) = kV

"

V1
kEF T

·

( τt1 )nEF T
1 + ( τt1 )nEF T

·e

−t
τ2

#
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The frequency
of the burst generated is 100 kHz. Consequently, each 10 µs a pulse
The frequency of the burst generated is 100 kHz. Consequently, each 10 s a
produced bypulse
the isarbitrary
generator. The pulse rise time is 5 ns and the pulse duration
produced by the arbitrary generator. The pulse rise time is 5 ns and
around 400 ns,
as described in the EMC standard mentioned before. Therefore, the maximu
the pulse duration is near 400 ns, as described in the EMC standard mentioned
frequency spectrum
component
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Figure 4.17: Time domain pulse generated by the arbitrary generator.
Figure 3. Time domain pulse generated the arbitriary generator
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the APDdifferent
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Regarding the
APD results,
measures
were
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receiver at differe
at
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frequency
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Otherwise,
with
the
oscilloscope
methodology
devel- just a sing
frequency bands. Otherwise, with the oscilloscope methodology developed,
a single measurement was needed to obtain the APD diagram at any
measurementoped,
wasjust
needed
to obtain the APD diagram of at any frequency band using the pos
frequency band using the post-processing tools. The results shown in Figure 4.18
processing tools. The results shown in Fig. 14. Fig. 12. is one example of the APD resul
are one example of the APD results obtained. In this figure, the comparison is
carried out between the APD measurement coming from the EMI receiver and the
developed method result when it was set the centre frequency at 100 MHz with a
RBW of 3 MHz.
The agreement of the results related to both methodologies is excellent, as the
case already mentioned when WGN was applied. No appreciable differences are
observed at the probability curve and the difference at the highest level of amplitude is lower than 0.5 dB. Concerning the APD diagram obtained when transient
interference is measured, the contribution of the WGN is observed at the left side

obtained. In this figure, the comparison is carried out between the APD measurement coming
from the EMI receiver, and the developed method result when it was set the center frequency
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100 MHz with a RBW of 3 MHz.
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Concerning the APD diagram obtained when transient interference is measured, the
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Once conducted WGN and impulsive interference have been validated, it is time

to study radiated transients varying its parameters and study their impact over
OnceAPD
conducted
WGN and impulsive interference have been validated, it is time to study
the
diagram.

radiated transients varying its parameters and study their impact over the APD diagram.

4.3.3

Radiated Burst according to EN 61000-4-4

In this section, radiated transient interferences are measured with the conventional
acquisition instrumentation and the developed methodology. The test setup consists of a burst generator (Schölder SFT SFT1400) according to EN 61000-4-4
placed inside an anechoic chamber and an AC cable connected directly to the output of the transient generator. The validation procedure has been done inside a full
anechoic chamber to ensure that only the desired radiated transient is measured,

5.3.3 Radiated
according
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Chapter
4. NovelBurst
APD
measurement
methodology

113

In this section, radiated transient interferences are measured with the conventional
acquisition instrumentation and the developed methodology. The test setup consists of a burst
avoiding uncontrolled external interferences and possible internal reflections disgenerator (Schölder SFT SFT1400) according to EN 61000‐4‐4 placed inside an anechoic
turbing
results.
A Bilog
antenna
is placed
at transient
1 meter generator.
distance from
connected
directly
to the output
of the
The
chamberthe
andobtained
an AC cable
validation
procedure
has
been
done
inside
a
full
anechoic
chamber
to
ensure
that
only
the
the AC cable where the transient interference is coupled. The antenna employed
desired radiated transient is measured, avoiding uncontrolled external interferences and
ispossible
a Schaffner
Bilog
antenna
model the
CBL6143
covers
theantenna
frequency
rangeatbeinternal
reflections
disturbing
obtainedthat
results.
A Bilog
is placed
1
meter
distance
from
the
AC
cable
where
the
transient
interference
is
coupled.
The
antenna
tween 30 MHz and 3 GHz, so it can measure the radiated transient interference
employed is a Schaffner Bilog antenna model CBL6143 that covers the frequency range
(Figure
4.19).
between 30 MHz and 3 GHz, so it can measure the radiated transient interference.

Anechoic
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AC cable
Transient
generator
1 meter

Bilog
antenna

oscilloscope
EMI receiver

Fig.Figure
15. Measurement
test set‐up built
in setup
order to
obtain
fast transients
4.19: Measurement
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built
in APD
orderfrom
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according to EN 6100‐4‐4
radiated fast transients according to EN 61000-4-4.

The output of the antenna is connected directly to the oscilloscope (Tektronix DPO 7104) for

The
of theaccording
antennatoisthe
connected
directlyand
to itthe
oscilloscope
APDoutput
measurements
new methodology,
is also
connected (Tektronix
to the EMI
DPO 7104) for APD measurements according to the new methodology, and it is
also connected to the EMI (ESPI3 R&S) receiver to carry out standard APD measurements. The burst generator used has the capability to adjust the frequency,
the duration, the interval and the amplitude of the transient interference. Several
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interferences have been defined to validate the procedure and also to study the
variation of APD measurements (Table 4.1).
Table 4.1: Burst interferences applied

Reference

Level (V)

Frequency (kHz)

Duration (ms)

Int1
Int2
Int3
Int4
Int5

400
200
200
200
200

10
0.1
1
10
10

50
50
50
5
50

For measurements carried out with the EMI receiver, different centre frequencies
and resolution bandwidth filters are set to obtain the APD measurements. A large
number of measurements were performed; the centre frequencies measured were 50
MHz, 70 MHz and 100 MHz; and in each frequency different resolution bandwidths
were employed (1 MHz, 3 MHz and 10 MHz). To carry out measurements using
the conventional methodology, a time consumption of 10 hours was needed to
acquire all the different types of transients defined.
As it has been described before, the measurements are also carried out with the
oscilloscope following the guidelines explained at the time-domain transient capture section. The time-domain measurement was done in less than a minute for
each transient interference type. As an example, the data acquired with the oscilloscope is the time-domain graph shown in Figure 4.20 for the pulse measurement.
The pulse measurement will be used to reach the interference level and the burst
measurement will provide the statistical information of the interference. The postprocessing time spend to reach an APD diagram at a certain frequency band is
only a few seconds when the input signals have 5,000 samples for the pulse measurement and 500,000 samples for the burst capture. In order to obtain better
interference measurements several acquisition options could be used; tools such as
averaging the waveforms for pulse acquisition; using envelope detector when it is
possible at the oscilloscope to get the burst and setting 50 Ω impedance of the
oscilloscope to compare with EMI receiver results. These are essential parameters
that should be considered.
All the different transients are post-processed using M AT LAB r to compare the
results obtained with the EMI receiver, but only the most significant results are
plotted below to analyze the agreement between both methods. For instance,
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results achieved from the EMI receiver are displayed as dashed lines in Figure 4.21.
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The APD measurements
were carried out at 50 MHz centre frequency, with a resolution bandwidth of 3
MHz.
Observing the APD results, the agreement between the standard EMI receiver
measurement and the developed method using the oscilloscope is good. In all
the cases, the difference of the interference maximum amplitude is less than 1 dB
and the probability of the highest amplitude matches perfectly. However, minor
probability differences appear when the amplitude of the interference is between
-50 dBm and -30 dBm.
If the behavior of the APD results is analyzed according to the variation of the
burst frequency, a noticeable consequence is detected over the resultant diagram.

Probability

frequency is 10 kHz. All the other interference parameters, amplitude and duration are the
same in those transient interferences. As the previous cases, the results shown in Fig. 17. Fig.
15. display the APD diagram acquired directly from the receiver and the results achieved with
the oscilloscope measurements after being post‐processed. The APD measurements were
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defined at the EMC standards, where all the measurement information come from peak, quasi‐
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4.3.4 peak
Radiated
ESD
according to EN 61000-4-2

The last test-case validates the methodology employing a different type of impulsive interference. In this case, the interference source used is an ESD gun according
to standard EN 61000-4-2. The ESD gun produces discharges of +1 kV to a conductive strip with a repetition rate of 20 Hz. Compared to burst generator, the
ESD is capable of generating pulses with smaller rise time; the rise time defined
in the standard is 0.8 ns. Hence, measurements of the radiated interference will
end at frequencies up to 1 GHz [14].

61000‐4‐2. The ESD gun produces discharges of +1 kV to a conductive strip with a repetition
rate of 20 Hz. Compared to burst generator, the ESD is capable of generating pulses with
smaller rise time; the rise time defined in the standard is 0.8 ns. Therefore, measurements of
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Measurements were conducted with the EMI receiver at the following frequency
also set to 100 MHz, as it is a frequency band far away from previous ones. At these different
frequencies several resolution bandwidths were also set simulating the digital services to
protect. Measurements performed using the oscilloscope were configured with the sample
rate at 5 Gsample/s and the record length was 200 ns. As it is a controlled and repeatability
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bands: the centre frequency was set to 381.5 MHz, which is reserved for TETRA
security services; to 923 MHz, which coincides with the frequency reserved for the
downlink GSM-R services; and it was also set to 100 MHz, as it is a frequency
band distant from previous ones. At these different frequencies several resolution
bandwidths were also set simulating the digital services to protect. Measurements
performed using the oscilloscope were configured with the sample rate at 5 Gsample/s and the record length was 200 ns. As it is a controlled and repeatable source
according to standards, the pulse measurement was averaged with 500 waveforms
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Figure 4.24: Time-domain oscilloscope capture of the radiated transient genFigure 5. Time-domain oscilloscope capture of the radiated transient generated by the ESD gun
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The first results analyzed in this example are the ones obtained when TETRA and GSM‐R
frequency bands are set, with a bandwidth of only 30 kHz. Measuring these frequency bands is
a challenge for the proposed methodology as the level of amplitude coupled could be very low
and a high sensibility is needed. Fig. 19. Fig. 17. represents the results achieved with both
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measurement approaches.
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outcome is an excellent concurrence. From Figure 4.25 it can be perceived that the
shape of the APD diagram is almost equal in both evaluated cases; the probability
and amplitude are fitting extremely close for the evaluation at 923 MHz when a
30 kHz bandwidth filter is employed and also when the evaluation is carried out at
TETRA frequency band (381.5 MHz). Considering the deviations in amplitude,
the maximum value of amplitude difference is less than 1 dB. When the transient
noise is measured at TETRA frequency band, the maximum value of amplitude
obtained is -58 dBm. Alternatively, the maximum level at the GSM-R frequency
band is only -85 dBm. This implies that the coupling to the TETRA frequency
band at 381.5 MHz is more severe than the portion of the ESD interference coupled
to the frequency band corresponding to 923 MHz (GSM-R).
To illustrate the contribution due to the frequency band evaluated, the APD diagram has been computed at several frequency bands employing another resolution
bandwidth. In this case, the bandwidth selected is 3 MHz and the centre frequencies chosen are 100 MHz, 381.5 MHz (TETRA) and 923 MHz (GSM-R). Figure
4.26. shows the results reached with the time-domain capture after post-processing
it using Matlab.
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Figure 4. APD graphs show only the results obtained with the proposed new meth
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The time-domain captures have been performed using 8 bits Tektronix DPO osTektronix DPO oscilloscope averaging 500 waveforms. It is really noticeable that d
cilloscope averaging 500 waveforms. It is really noticeable that due to the postpost‐processing filtering, the sensibility reached is extremely high; achieving values
processing filtering, the sensitivity reached is extremely high; achieving values up
dBm. Observing the results provided by Figure 4. it can be observed that the electr
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Additionally to the centre frequency, the bandwidth has also a strong influence
over the APD graph. Results presented in Figure 4.27 show the influence of using
different bandwidth at the GSM-R centre frequency (923 MHz). The plots refer
to the data obtained with oscilloscope and EMI receiver when 30 kHz and 1 MHz
bandwidths are set; and the 200 kHz GSM-R channel spacing is set only with the
new time-domain method, as it is not available at the EMI receiver.
Considering the agreement between the data obtained with the EMI receiver and
the oscilloscope captures, the similarity is excellent when amplitude values and
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the GSM‐R center frequency (923 MHz). The plots refer to the data obtained with oscilloscope
and EMI receiver when 30 kHz and 1 MHz bandwidths are set; and the 200 kHz GSM‐R channel
& Results of the developed procedure
spacing is set only Section
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newValidation
time‐domain
method, as it is not available at the EMI receiver.
0

10

OSC 1 MHz
EMI 1 MHz
OSC 30 kHz
EMI 30 kHz
OSC 200 kHz

-1

10

-2

Probability

10

-3

10

-4

10

-5

10

-6

10

-7

10
-110

-100

-90

-80
Power (dBm)

-70

-60

-50

Fig. 20. APD results at GSM‐R center frequency using 30 kHz 200 kHz and 1 MHz bandwidths
Figure
4.27:
results
at GSM-R
centre isfrequency
when
ESD APD
radiated
transient
interference
measuresusing 30 kHz, 200 kHz
and 1 MHz bandwidths when ESD radiated transient interference is measured.

Considering the agreement between the data obtained with the EMI receiver and the
oscilloscope
captures, The
the similarity
is excellent
when using
amplitude
values andcapshape fitting are
shape fitting
are considered.
developed
methodology
time-domain
considered. The developed methodology using time‐domain captures allows us to evaluate
tures allows
to evaluate
band withInthe
In Figure
anyus
frequency
bandany
withfrequency
the post‐processing.
Fig.post-processing.
20. Fig. 18. , the 200
kHz measurement is
4.27, the plotted,
200 kHzhighlighting
measurement
is
plotted,
highlighting
large
differences
obtained
large differences obtained at the APD diagram when the other
bandwidths
are
employed.
at the APD diagram when the other bandwidths are employed.
Differences are similar to the previous case, where TETRA and GSM‐R bands were compared
with
sametoresolution
band.
In this
center
frequency
is equal, but the
Differences arethe
similar
the previous
case,
whenexample
TETRAthe
and
GSM-R
bands were
bandwidth is varied from 30 kHz to 1 MHz appearing divergences around 25 dB. On the other
comparedhand,
with when
the same
resolution band. In this example, the centre frequency is
the 200 kHz bandwidth is computed by the developed method, amplitude
equal butdifferences
the bandwidth
is 12
varied
from
30 are
kHzobserved
to 1 MHz
appearing
between
dB and
14 dB
compared
with divergences
1 MHz bandwidth and 30
kHzdB.
bandwidth.
Therefore,
example
clearly
shows
the importance
of measuring the
around 25
On the other
hand,thiswhen
the 200
kHz
bandwidth
is computed
interference with the same bandwidth as the communication system. For GSM‐R system the
by the developed method, amplitude differences between 12 dB and 14 dB are
channel spacing is 200 kHz, so with EMI receivers the bandwidth equal to the channel spacing
observed cannot
compared
withOtherwise,
1 MHz bandwidth
and 30 kHzdeveloped
bandwidth.
Therefore,
be set.
with the time‐domain
technique,
there is not any
inconvenience
to setthe
the importance
bandwidth toof
200
kHz as there
no hardware limitation.
this example
clearly shows
measuring
theis interference
with the

same bandwidth as the communication system. For GSM-R system the channel
spacing is 200 kHz, so with EMI receivers the bandwidth equal to the channel
spacing cannot be set. Otherwise, with the time-domain developed technique,
there is not any inconvenience to set the bandwidth to 200 kHz because there is
no hardware limitation.
Finally, it is important to emphasize that time-domain methodology presented in
this work makes it possible to carry out quick measurements reducing the time
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needed to provide satisfactory APD results, when the duration of the transient
interference is really short. Otherwise, standard EMI receiver measurements will
not be able to obtain all the statistical information of the short impulsive noise
and produce satisfactory APD results.

Chapter 5

Application: GSM system
interfered by radiated transients

5.1

Introduction

With the objective to demonstrate that the developed methodologies are suitable
to achieve the thesis goals, in this chapter a transient interference scenario is evaluated. The different methodologies created are employed to estimate the error
that will be introduced into a DCS using previous time-domain measurements of
radiated transients. Although an extensive validation procedure has been performed along the thesis, a final application procedure is carried out to highlight
the capabilities of the developed methodologies. As it is described in Figure 5.1,
three different procedures to quantify the degradation produced by the impulsive
noise are carried out.
The first way to obtain the degradation caused by the radiated transients is the
direct evaluation. The methodology consists in placing an equipment of the DCS
that we want to evaluate under the influence of radiated transient interference.
The equipment will transmit and receive data in order to obtain the bit-errorprobability. This methodology will be used as the reference for the other methodologies that have been developed in this research work. The second methodology
to predict the degradation produced by the transient interference over the DCS
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Evaluation of the degradation produced by radiated transients
1. DCS equipment measurement

2. IQ capture & DCS simulation

3. APD calculation & DCS evaluation



An Equipment using the DCS is
placed in the test-scenario where
impulsive noise is applied



Capture IQ components of the
transient interference at the frequency band of the DCS



Compute the APD diagram of
the radiated transient interference measured



Data is Tx and Rx in presence of
the radiated transients



Simulate the DCS adding the
interference at the channel



Calculate the APD limits according to the DCS specifications



Quantify the degradation due to
radiated transient (i.e. measure
BER)



Quantify the degradation due to
radiated transient (i.e. measure
BER)



Quantify the degradation due to
radiated transient

Comparision of the results obtained
following the different methodologies

Figure 5.1: Schematic of the different methodologies employed to estimate
the degradation produced to a digital communication system.

involves the time-domain acquisition of the interference. The in-phase and quadrature components are measured according to the developed methodology explained
in Chapter 2 and afterwards, a simulation of the DCS adding the interference is
performed. The simulation of the DCS considering the impulsive noise enables
us to quantify the degradation produced by the radiated transient interferences
as it is described in Chapter 3. Finally, the third methodology to estimate the
degradation produced at the DCS consists in compute the APD diagram using
the time-domain measurement of the radiated interference. As it is explained in
Chapter 4, the methodology developed allows us to obtain the APD diagram of
the interference. Therefore it is possible to calculate the APD limits related to the
DCS specifications and estimate if the communication system is interfered.
Once all the results of the different methodologies have been obtained, they will
be compared to show their agreement. Consequently, it will be concluded if the
novel measurement and analysis methodologies enable us to estimate properly the
degradation produced by transient interferences achieving the thesis goals.
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Test Scenario
GSM system interfered by radiated transients produced by sparks

The communication system selected to evaluate its performance under the effect
of transient interferences is the worldwide used GSM system, which will be interfered by radiated transients generated by sparks. The purpose of choosing this
communication system is to reproduce in the laboratory the common interference
scenario that has been described in the introduction section. The objective is to
emulate the GSM-R system that it is interfered by the arching effect caused by
the discontinuity between the pantograph and the catenary, shown in Figure 5.2.
As it has been explained, the radiated transients reach the GSM-R antenna of the
mobile station that is placed on the roof of the rolling stock producing irrecoverable errors at the downlink of the DCS, which can create problems related to
passengers safety [24, 26, 30–32, 41, 51].

Figure 5.2: Arching effect caused by the discontinuity between the pantograph
and the catenary.

5.2.2

Laboratory GSM interference scenario

The interfering scenario that has been built in a test lab to interfere and measure
with the different methodologies the disturbance produced to the GSM system is
described next. Firstly, it is important to mention that the test has been performed
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in an anechoic chamber avoiding other interferences coming from uncontrolled
sources. Inside the anechoic chamber the Schlöder ESD simulator model SESD
200 in conformity with EN 61000-4-2 has been used to generate the sparks to
interfere the GSM system. The ESD gun emulates the sparks that are produced
by the discontinuity between the pantograph and the catenary in the railway. The
sparks generated by the ESD gun at the lab produce an electromagnetic field that
reaches a Mobile Station (MS) and also a GSM antenna, which are placed close to
the spark generator at 50 cm. In this study case, it has been used a mobile phone
as a MS according to the GSM standard.
Regarding the mobile phone, it is used to execute the first methodology where a
measurement of the equipment is performed when the radiated transient is present.
Consequently, it is necessary to create a link between the mobile and an auxiliary
equipment that enables to monitor the quality of the data transmission. In our
application, a GSM Mobile Station Test Unit is employed to simulate a Base
Transceiver Station (BTS) and quantify the error produced by the sparks close
to the mobile. In addition, as the sparks are produced close to the mobile, the
interfered GSM communication signal will be the associated with the downlink
signal.
Concerning the other methodologies used to evaluate the performance of the GSM
system when it is interfered by the sparks, the measurement system is composed
by a GSM antenna, an EMI receiver and an oscilloscope. The GSM antenna is
connected directly to the EMI receiver and the IF output is conducted to the
oscilloscope input. The IF data is captured in time-domain to afterwards, by
means of post-processing employing Matlab, obtain the IQ components of the
sparks interference at the frequency band of the GSM downlink channel.
In the second methodology, the GSM system is simulated employing Simulink
and the previous measure is added to the DCS simulation. The output of the
simulation will let us to know the bit error rate of the communication system in
presence of the sparks produced by the ESD gun.
Alternatively, to obtain the results of the third methodology, a different postprocessing is employed to reach the APD diagram employing the same time-domain
measurements used before. In the next sections a more detailed description is
provided for each methodology. Otherwise, in Figure 5.3, the basic schematic that
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has been described in this section concerning the scenario and the measurement
methodologies is shown.
IF output

Oscilloscope

ESD gun
producing
sparks

GSM
antenna
EMI
receiver

Matlab ®

GSM
mobile

2. DCS Simulation
3. APD Diagram

BTS

GSM MS TEST SET

1. Measured BER

Figure 5.3: Measurement scenario of the GSM interfered system.

Regarding the sparks created to interfere the communication system, they are
generated placing a metallic slice close to the air-discharge test electrode. The
repetition frequency of the discharge pulses depends on the distance between the
discharge electrodes and the metal where the discharge is produced. With the
aim to study several cases of interference, the distance has been varied to produce
different repetition rate of the sparks. In the thesis it has been largely discussed
that the repetition rate of the transient interference is a key parameter to interfere a digital communication system. Therefore, two different distances have been
selected to produce impulsive noise with different repetition rates. The first distance selected is the minimum distance that enables a spark to takes place. The
minimum distance will allow us to evaluate the case with the highest repetition
rate. Moreover, a larger distance equal to 1 mm has been also selected to view the
incidence of a lower repetition rate over the degradation of the DCS. Regarding
the amplitude set at the ESD gun, it has been set to +12 kV. However as the
dielectric breakdown voltage is lower due to the proximity between the electrode
and the metal this tension is not reached.
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DCS equipment measurement procedure

The first evaluation method is used as the reference to determine if the developed
methodologies results are in accordance. As it has been mentioned before, the
measurement carried out involves an equipment (a mobile station) and a Base
Transceiver Station (BTS), simulated by the Hewlett-Packard GSM Mobile Station Test Unit model HP8922M. The aim of the measurement is to evaluate the
downlink of the GSM system which can be interfered by the sparks produced close
to the mobile station. The downlink is the problematic link in the GSM-R system
because the signal level received from the BTS is extremely weak.
The GSM technical specification ETSI GSM 05.08 [35], establishes that the mobile
station shall report the received signal quality. In the technical specification it is
detailed how the received signal quality shall be measured by the MS in a way
that can be related to an equivalent average BER before channel decoding. The
parameter that is used to record the quality of the received signal is the RXQUAL.
The GSM technical specification defines eight levels of RXQUAL that must be
mapped to the equivalent BER before channel decoding as it is detailed in Table
5.1.
Table 5.1: GSM technical specification to quantify the signal quality

Quality Band
RXQUAL
RXQUAL
RXQUAL
RXQUAL
RXQUAL
RXQUAL
RXQUAL
RXQUAL

0
1
2
3
4
5
6
7

Range of actual BER
Less than 0.2 %
0.2 % to 0.4 %
0.4 % to 0.8 %
0.8 % to 1.6 %
1.6 % to 3.2 %
3.2 % to 6.4 %
6.4 % to 12.8 %
Greater than 12.8 %

Assumed value
0.14
0.28
0.57
1.13
2.26
4.53
9.05
18.1

%
%
%
%
%
%
%
%

It is important to remark that the BER probabilities values used to define a quality
band are the estimated error probabilities before channel decoding. After channel
decoding the RXQUAL probability values are also specified but are different from
the values described in Table 5.1. In our application, the RXQUAL value before
the decoding is provided by the MS and it is shown at the screen of GSM MS
Test unit. Additionally to the RXQUAL reported by the MS, BER measurement
can be also carried out using the GSM MS Test unit providing more accurate
measurements than the RXQUAL.

Chapter 5. Application: GSM system interfered by radiated transients

131

Once the quality parameters to quantify the degradation of the GSM communication system have been defined, the procedure to measure the influence of the
radiated transient is explained following:
1. The GSM MS Test unit is set up to offer coverage to the MS. A single channel
of the GSM frequency band is selected and the output power is defined to
establish the communication. The power has to be defined to work with the
wanted reception level at the MS and also to maximize the transmitted power
of the MS to not influence the uplink channel with the radiated interference.
2. After the link has been set up an established between the MS and the GSM
MS Test unit, a call is performed by the GSM MS Test unit to the MS in
order to generate a link bit transfer between them.
3. Finally, during the call, the different radiated transient interferences are
applied and the RXQUAL parameter is recorded. In addition to the reported
RXQUAL by the MS, a BER measurement is also carried out using the GSM
MS Test unit to obtain a more accurate BER.
Consequently, when the first methodology is applied for each of the transient
interferences that we want to evaluate, the RXQUAL reported by the MS and the
BER measured by the GSM MS Test unit are information available, which will be
used as the reference for the other measurement and evaluation procedures.

5.2.2.2

IQ capture & DCS simulation procedure

The second methodology is based on the acquisition of the IQ components of
the radiated interference developed in this work. Afterwards, a simulation of the
DCS adding the interference previously measured is performed to determine the
degradation produced by the impulsive noise.
Regarding the time-domain measurement of the transient interference, the acquisition is carried out following the advanced measurement methodology described
in section 2.3.2. As it is explained in Chapter 2, to perform the time domain
measurement, the receiver antenna is connected to the R&S EMI receiver ESPI3
centred at the working frequency of the DCS and the IF output of the EMI receiver is connected to the oscilloscope Tektronix DPO7104. This instrumentation
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combination is used to join EMI receiver high sensitivity capability and the timedomain and event detection capabilities provided by the oscilloscope. Then, a
final post-processing stage is carried out by mathematical software, where the IQ
components of the radiated transient interference are obtained.
Regarding the scenario built to estimate if the GSM system is interfered by the
sparks produced close to the MS, a GSM antenna is placed side-by-side to the MS
and connected directly to the EMI receiver. When sparks begin to be generated,
the oscilloscope detects the event and starts recording the IF signal coming from
the EMI receiver. This signal is digitalized and stored properly as it was described
in Chapter 2. Afterwards, the IF signal modulated at 20.4 MHz is down-converted
to the base-band and filtered by the bandwidth of the GSM channel, which is equal
to 200 kHz in the post-processing stage.
The second stage of the methodology is to employ the IQ base-band interference
adding it into a base-band simulation of the GSM communication system. As it
is described in section 3.3, the DCS simulation enables us to determine the BER
of the communication system when the radiated transient interference is present
at the environment. Considering the peculiarities imposed by the GSM system
simulation, more details are described in section 5.4.2 of this chapter.

5.2.2.3

APD calculation & DCS evaluation

The last methodology to determine if the radiated transient interferences generated
by the sparks cause malfunction to the GSM system is based on the APD diagram.
In this occasion, the previous IF measured signal is used to compute the APD
diagram of the transient interference. The statistical measurement enables us to
know all the information regarding the measured interference. Moreover, as it has
been mentioned before, it is possible to establish limits at the APD diagram to
analyse if a certain interference will produce degradation on the DCS. Therefore,
using the APD data obtained following the procedure described in Chapter 4 and
calculating the limits referred to the GSM technical specification, we will be able
to estimate the degradation produced by the sparks.
Regarding the limits that must be introduced to the APD diagram, in Appendix
B an extended explanation is given to understand where they are coming from
and how to calculate the limit points. However, in general terms those limits dots
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are related to the probability required by the system specifications and also to the
amplitude of the received signal. In our study case scenario, the BER requirements
are related with the RXQUAL following the GSM specifications described in Table
5.1. Consequently, we will be able to compute and plot the APD limit points at
the APD diagram following the equation described below.

(ulimit ,

Plimit ) ≡



βA
√1 ,
m

Preq



(5.1)

where for a QPSK modulation scheme β1 = 1, m = 2, A is the rms amplitude of the
communication signal and Preq is the probability required by the communication
system [88]. Therefore, in the GSM system evaluation we will compute a limit
point for each RXQUAL value, meaning that if the APD curve is above the limit
point, the GSM system will have a BER associated to the limit point. In Figure
5.17 an example of the APD diagram including the limit points can be observed.

5.3

Measurement of the interference

The radiated transient interferences are measured according to the developed advanced technique to use them in the second and the third methodologies. A
detailed description of the instrumentation and the parameters configured to obtain, at the end of the procedure, the in-phase and quadrature components of the
impulsive noise are explained in this section. Moreover, the time-domain results
obtained for each of the radiated transient produced by the sparks are also shown.
As it has been mentioned before, two different radiated transient interferences
have been generated to produce disturbances on the GSM downlink. When the
electrode of the ESD generator is at the minimum distance to the metal, sparks
with higher repetition rate are produced; we have named this interference as Sparks
High Rate (SHR) interference. Otherwise, when the metal is placed at the distance
of 1 mm, sparks with lower repetition rate are generated and the radiated transient
has been named as Sparks Low Rate (SLR) interference. In Figure 5.4 pictures of
the interferences SHR (a) and SLR (b) are shown.
For the time-domain acquisition, the GSM antenna is connected to the R&S ESPI3
EMI receiver. The EMI receiver is centred at the frequency band of the downlink
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Figure 5.4: Pictures of SHR interference (a) and SLR interference (b)

GSM channel 20, which corresponds to 939 MHz. Regarding the resolution bandwidth employed at the EMI receiver, it is set at 3 MHz, which is larger than the
200 kHz of the GSM channel bandwidth. The reference level of the EMI receiver is
also configured to maximize the dynamic range without saturating the instrument.
The IF output signal is used as the input of the Tektronix DPO 7104 oscilloscope,
which is sampling at 125 MSamples/s as the IF output of the EMI receiver is 20.4
MHz. The total record length set to carry out the measurements is 106 samples,
as it has been sufficient to measure all the main parameters of the transient interference. This 10 millions of samples correspond to a total acquisition time of 80
ms.
Figure 5.5, shows the IF signal captured by the oscilloscope when the SHR interference is produced. The total time observed is equal to the 80 ms, where 104
pulses appear due to the high rate of the sparks produced by the breakdown of the
air dielectric. Figure 5.6, shows the IF signal captured by the oscilloscope when
SLR interference is applied.
Once the IF measurement has been carried out, it is time to apply the postprocessing to obtain the in-phase and quadrature components of each type of
interference. Furthermore, in this stage the interference is filtered by the GSM
frequency bandwidth in order to know the exact interference that will be received
by the MS.
In Figure 5.7 the in-phase component of the 104 transient pulses detected is represented after it has been filtered through the 200 kHz bandwidth. In Figure 5.8
the quadrature component is represented overlapping the 104 transient pulses that
occur in the 80 ms. The maximum value measured for the SHR interference is
around 150 V.
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Figure 5.5: Time-domain measurement of the IF signal when the SHR interference is produced.
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Figure 5.6: Time-domain measurement of the IF signal when the SLR interference is produced.

Finally, the in-phase and quadrature components are represented in Figure 5.9 and
Figure 5.10 when the SLR interference is produced by the ESD gun. In comparison
with the IQ components of the SHR interference, the amplitude has been reduced
to 30 V and the number of pulses generated by the sparks has been reduced to just
8 pulses in 80 ms. Consequently, the repetition rate of the interference has been
varied from a mean frequency of 1.3 kHz when the SHR interference is generated
to 100 Hz when the SLR interference is applied.
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Figure 5.7: In-phase component of the transient interference when the SHR
interference is produced.

200
150

Amplitude (µV)

100
50
0
-50
-100
-150
-200
0

200

400

600

800

1000
Samples

1200

1400

1600

1800

2000

Figure 5.8: Quadrature component of the transient interference when the SHR
interference is produced.
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Figure 5.9: In-phase component of the transient interference when the SLR
interference is produced.
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Figure 5.10: Quadrature component of the transient interference when the
SLR interference is produced.
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Evaluate the degradation produced to the
GSM system

In this section, the results of the three procedures to determine the distortion
produced by the two radiated transient interferences on the GSM system are presented.

5.4.1

BER measured with the GSM MS Test unit

In order to carry out the measurements, the link between the MS and the GSM
MS Test unit is created. The GSM communication channel designated has been
chosen arbitrary without any specific condition; the channel selected is 20 which
corresponds to an uplink frequency of 894 MHz and a downlink frequency of 939
MHz. Regarding the output an input level set, the GSM MS Test unit has been
configured providing the mobile a signal corresponding to an RXLevel equal to
25, which corresponds to a signal between -86 dBm and -85 dBm. If a lower level
of the receiver signal is selected, it will imply that it will be easier to disturb the
communication, on the other hand if the received signal level is higher, it will be
more difficult to interfere the communication system. Therefore, the level of signal
received has been selected in terms of a reliable situation, considering that usually
the GSM-R communication system receives levels that vary from -40 dBm to -100
dBm.
Considering the measurement provided by the equipment, the MS reports the
value of the RXQUAL level and the GSM MS Test unit performs a BER measurement of 10,140 bits for each of the transient radiated interferences. When SHR
interference is applied at the proximity of the MS, the RXQUAL reported by the
MS is RXQUAL 4, meaning that the BER reported by the mobile is between 1.6%
and 3.2 %. Additionally, the measurement carried out by the GSM MS Test unit
reports a BER of 2.07 % when 10,140 bits are considered.
The results provided when the interference with lower frequency is applied (SLR
interference) are the following. The MS reports an RXQUAL 0, which means
that the BER is lower than 0.2 %. In addition, when the BER measurement is
done by the GSM MS Test unit, the BER measured is 0.01 % when 10,140 bits
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are considered. A summary of the measurements reported when the two type of
interferences are considered is shown in Table 5.2.
Table 5.2: GSM signal quality measurements by the MS and the GSM MS
Test unit when the MS is interfered by SHR and SLR interferences.
Signal quality reported by MS

Interference

Quality Band

Range of actual BER

RXQUAL 4
RXQUAL 0

1.6 % to 3.2 %
Less than 0.2 %

SHR (High Rate)
SLR (Low Rate)

BER measured by
GSM MS Test unit
2.07 %
0.01 %

From the results stated by the MS and the GSM MS Test unit we can observe that
the influence of the radiated interferences generated by the sparks is harder when
the interference with the highest spark rate is applied. When the interference with
a mean rate of 100 Hz (interference SLR) is applied close to the MS, the degradation produced to the GSM system is negligible because the reported RXQUAL
is zero. Otherwise, SHR interference produces a significant degradation to the
quality of the GSM transmission, causing a BER around 2 %. Consequently, the
interference with a mean repetition rate of 1.3 kHz is capable to interfere significantly the GSM system.
Once the reference procedure measurements have been done, it is time to proceed
with the developed methodologies and to evaluate if the results reached are the
same.

5.4.2

GSM simulation adding the measured interferences

The second procedure to evaluate the influence over the GSM system is based on
the base-band simulation of the DCS, adding the IQ components previously measured. In Chapter 3, it has been explained that computer assisted methods are
used to estimate the bit-error-probability when the detection and decoding algorithms are too complex to use mathematical expressions. Therefore, a transmission
of N bits is carried out in base-band while the transient interference measurement
is added at the channel, causing erroneous bit detection.
Regarding the evaluation of the GSM system in presence of the impulsive noise
generated by the sparks, a simulation has been performed using Simulink. Firstly,
the baseband has to be modelled properly with the objective to reach accurate results. A GSM transmitter and receiver are modelled according to the specifications
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defined at the GSM standards, including also the impulsive noise channel. In Figure 5.11, the block diagrams built in Simulink are shown to simulate accurately the
interference scenario. Referring to the transmitter and receiver, they are divided
into two main blocks; one block is responsible of generating the codification while
the other generates the modulation. In the coding block, the Cyclic Redundancy
Code (CRC) is generated and also an interleaving of the bits is carried out. Afterwards at the modulation block, the Gaussian Minimum Shift Keying (GMSK)
modulation is produced as the GSM specification call GMSK the physical layer
modulation scheme. GMSK is a special case of MSK modulation where the phase
of the transmitted signal is continuous and smoothed by a Gaussian filter. This
results in more compact spectrum than MSK and enables a better utilization of
the available frequency spectrum, at the expense of increased inter-symbol interference (ISI). The main definition parameter of the GMSK modulation is the BT,
which is defined by the following equation:

BT =

f−3dB
BitRate

(5.2)

where B is the 3 dB bandwidth of the filter and T is the symbol duration. In the
simulation the bit rate selected is 9.6 kbps and the BT parameter is assigned to
0.3.
Concerning the bit-error measurement, the simulation allow us to obtain the BER
before and after the coding is applied to the transmission as it can be seen in
Figure 5.11. It is essential to consider that the results reported at the previous
section by the GSM MS Test unit are provided before the decoding is produced;
consequently the BER computed before channel decoding will be the reference
simulation data.
In relation to the interference that should be added to the channel, at the Simulink
simulation the in-phase and quadrature components are added as it can be seen
in the diagram of Figure 5.12. The IQ data of the measured impulsive noise is
added as well as it is also possible to add white Gaussian noise.
From the channel diagram it can also be observed that the impulsive noise data
must be normalized. A gain is included as the base band simulation is normalized
to 1 V. Hence, if we want to evaluate the GSM system considering the received
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Figure 5.11: Simulink model of the GSM base-band transmission and reception.

Figure 5.12: Simulink model of the GSM base-band channel. Where AWGN
and the measured impulsive interference are added.
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level by the MS, the interference must be multiplied by the factor to normalize
the -86 dBm signal to 1 V.
Regarding the simulated time, it has been fixed to one second, in order to analyse a
sufficient number of bits to achieve accurate results. During this period of time the
interference coming from the spark generator will be always present. Therefore,
we are simulating the interference scenario where the transient interference longs
at least 1 s. However, the measurements presented in section 5.3 where only
performed for 80 ms (Figure 5.5), consequently a concatenation of the 80 ms IQ
measurements is done till reaching one second. This solution is the most optimized,
with the 80 ms measurement the main characteristics of the transient interference
have been measured properly. Additionally, it is not necessary to store a full
second sampled at 125 MSamples/s which will have incurred in an unmanageable
amount of data for the post-processing.
Once the interference is added to the channel, the simulation can be run providing us the corresponding results when both interferences are taken into account.
Firstly, the case when the high repetition spark interference is generated is simulated to analyse its influence over the GSM system. In Figure 5.13, it is observed
the in-phase and quadrature components added to the channel when the SHR
interference is applied and simulated.
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Figure 5.13: SHR impulsive interference added to the simulation after the
amplitude normalization.
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As it has been discussed in previous chapters, one of the advantages of the DCS
simulation is that useful communication analysis tools can be employed to understand and rapidly view the impact of certain interference over the communication
system. As an example, in Figure 5.14, the constellation diagram of the GSM
communication system is represented when the SHR interference is applied. From
the constellation diagram, it is rapidly and clearly observed the large impact of

Quadrature Amplitude

the radiated interference that will produce bit error decisions.

In‐phase Amplitude

Figure 5.14: Constellation interfered by SHR impulsive interference added to
the simulation after the amplitude normalization.

Regarding the BER produced by the interference, with the simulation it is easy
to estimate the errors produced as the transmitted bits are known. Consequently,
when the SHR interference is present at the channel simulation the BER obtained
before decoding is 2.39 %, which corresponds to a RXQUAL 4.
Considering the distortion generated by the SLR interference, it is expected a reduction of the degradation produced to the communication system in comparison
with the SHR interference. In Figure 5.16, the IQ components of the SLR interferences added to the channel for the simulation is shown. If Figure 5.16 is compared
with Figure 5.13, it is noticed that the distortion produced to the GSM system
caused by the short rate sparks interference will be reduced.
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Figure 5.15: Constellation interfered by SLR impulsive interference added to
the simulation after the amplitude normalization.

2
real(Gain)
imag(Gain)

1.5
1

Amplitude

0.5
0
-0.5
-1
-1.5
-2
0

0.1

0.2

0.3

0.4

0.5
0.6
Time (secs)

0.7

0.8

0.9

1

Figure 5.16: SLR impulsive interference added to the simulation after the
amplitude normalization.
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Once the simulation has been carried out, the BER results are available to quantify
the degradation produced by the SLR interference. In Figure 5.15, the constellation diagram produced by the simulation enables us to qualitative predict that the
degradation suffered by the GSM system will not be so strong compared with the
SHR interference case (Figure 5.15). If the BER when the SLR interference is applied to the simulation is evaluated, the resulting BER before the decoding is 0.04
%, which is related to a RXQUAL 0, meaning that the interference produced to
the GSM system is negligible. Moreover, if the BER is measured after the channel
decoding, any bit is interfered due to the CRC capacity. Below a resume of the results employing the DCS simulation methodology for the two defined interferences
is shown in Table 5.3.
Table 5.3: GSM signal quality when the GSM system is simulated and interfered by SHR and SLR radiated transients

Interference
SHR(High Rate)
SLR (Low Rate)

5.4.3

DCS simulation methodology
BER

RXQUAL

2.39%
0.04 %

RXQUAL 4
RXQUAL 0

APD results including GSM specification limits

The last methodology to determine the degradation produced by the SHR and
SLR interference uses the APD diagram. As it has been mentioned, limit points
can be established to the APD diagram to know the degradation produced to the
GSM communication system.
The in-phase and quadrature components measured in section 5.3 of this chapter
for both interferences are used as the input to compute the APD diagram and find
the statistical properties of the radiated transient interferences. The APD diagram
calculation has been obtained using Matlab mathematical software at the downlink 939 MHz channel of the GSM system and using the 200 kHz bandwidth. The
results for the fast (SHR) and slow (SLR) interferences have been plotted in Figure
5.17 as well as the computed case when non-impulsive interference is considered.
Besides, the limit point associated with each of the RXQUAL levels defined at the
GSM specifications is also represented to quickly identify the RXQUAL resulting
level. The RXQUAL limit points have been calculated in accordance with equation
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5.1 considering the -86 dBm level received by the mobile and the corresponding
module scheme for the GSM system. The resulting RXQUAL level will be determined considering the point below the line of the APD diagram. Additionally, if
the APD diagram line is below all the limit points represented at the APD diagram, the RXQUAL value will be RXQUAL 0 which means a bit-error-rate lower
than 0.2 %.
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Figure 5.17: APD diagram of the SHR and SLR interferences including the
RXQUAL limits.

From the results shown in Figure 5.17, the amplitude probability distribution
(APD) curve for each of the transient interferences represents the exceeding probability of the interference envelope amplitude. Therefore, it is easy to interpret
the different slopes produced by each of the impulsive interferences. The SHR
interference has higher amplitude and also higher probability than SLR interference, which means that in impulsive interferences such as the radiated transients
the repetition rate of the interference is also higher. Furthermore, the limit points
enables us to delimit that the SHR interference will produce a signal quality of
RXQUAL 4 when the disturbance is present at the environment. On the other
hand, from the APD diagram it can be also concluded that the SLR interference
will not cause any noticeable degradation to GSM system, as the APD resulting
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curve is below all the RXQUAL levels. An enlarged view of the APD diagram is
shown in Figure 5.18, to estimate properly the error probabilities caused by the
radiated transient interferences.
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Figure 5.18: Zoom of the APD diagram of the SHR and SLR interferences
including the RXQUAL limits.

Using the information provided by the enlarged figure and the equation 5.1, it
is easy to estimate the BER that each transient interference will produce to the
GSM system. From direct observation of the APD diagram it can be established
that the SHR produced a bit error rate close to 1.8 %. Otherwise, when the slow
repetition spark interference is generated, the error rate is around 0.09 %.
The APD diagram has shown that the interference statistical information provided
is an extraordinary tool to analyse rapidly and properly the DCS performance in
presence of radiated transient interferences. Considering the results obtained in
this section, the APD shows its powerful capabilities to be the best methodology
to measure and analyse radiated transient interferences. In addition, using the
APD methodology with a single time-domain measurement, various GSM channels can be evaluated rapidly calculating the APD curve. For instance, with the
measurements performed in section 5.3, where the 3 MHz RBW was set at the
EMI receiver, the APD diagram can be computed for either 15 GSM downlink
channels. Otherwise, if the RBW of the measurement is increased to 10 MHz, up
to 50 GSM downlink channels can be analysed employing a single measurement.
Consequently, if a full-spectrum measurement is performed as it is explained in
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Chapter 4, all the GSM channels can be evaluated with a single time-domain
measurement.
In Table 5.4 a summary of the results obtained by the observation of the APD
diagram when SHR and SLR interference are considered.
Table 5.4: GSM signal quality when the GSM system is interfered by SHR
and SLR radiated transients applying APD measurements

Interference
SHR(High Rate)
SLR (Low Rate)

5.4.4

APD diagram error estimation
BER

RXQUAL

1.8 %
0.09 %

RXQUAL 4
RXQUAL 0

Methodologies comparison

In this section the results obtained using the different methodologies to evaluate the influence of both radiated transient interferences over the GSM downlink
system are compared. The measurements get from the GSM MS Test unit are
the reference ones, as in that methodology an equipment transmitting information was placed under the radiated transient interferences. The measurement of
the interferences and afterwards the performance of the GSM simulation and the
APD diagram calculation are the methodologies developed to predict beforehand
the behaviour of the DCS. A summary chart of the results reached by the different
methodologies is displayed in Table 5.5.
Table 5.5: Comparison of the measured-simulated degradation produced by
SHR and SLR interferences over the GSM system

Methodology

Interference

RXQUAL

BER

Measured signal
quality by MS

SHR
SLR

4
0

2.07 %
0.01 %

DCS simulation

SHR
SLR

4
0

2.39 %
0.04 %

APD error
estimation

SHR
SLR

4
0

1.8 %
0.09 %

Firstly, it is important to highlight the excellent agreement reached between all
the different methodologies. When the impact of the SHR interferences is evaluated with the DCS simulation methodology and the APD error estimation, the
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RXQUAL 4 value anticipated is the same that it is reported by the GSM MS Test
unit. Additionally, if the BER differences are considered, the variation is close to
0.3 % compared with the reference value, which is a minimum difference if it is
assumed that RXQUAL 4 level varies from 1.6 % to 3.2 %. Furthermore, if the
SLR interference is evaluated, the results of each methodology conclude that a
negligible interference effect is produced between the radiated transients and the
downlink of the GSM system. All the methodologies associate the SLR interference to a received signal quality equal to RXQUAL 0, which mean an insignificant
interference scenario. Regarding the BER related to the sparks interferences generated around a repetition frequency of 100 Hz, all the results are below 0.1 %.
In conclusion, the methodologies developed have an excellent accuracy compared
with the results obtained by the GSM MS Test unit. Consequently, we can predict with an excellent confidence level the degradation produced by a previously
measured radiated transient interference to the digital communication systems.
Furthermore, in this application chapter, where the developed measurement and
analysis methodologies are applied, the advantages of performing a proper timedomain measurements and afterwards predict the distortion produced to a DCS
have been clearly perceived. As an example, the APD diagram has been specially
useful due to its fast capacity to interpret and quantify the degradation produced
to the GSM system.

Conclusions

Radiated transient disturbances are a meaningful source of interferences for digital
communication systems. This impulsive noise, which is generated by switching devices or by sparks, is a broadband interference that covers the spectrum from DC
to several hundreds of megahertz or some gigahertz. Additionally, this man-made
noise is characterized by its short and random burst parameters, which make really challenging to measure it correctly. During the thesis, we have explained that
impulsive noise is not properly measured and evaluated to prevent interference
scenarios, when the EMC standard methodologies are applied. Detectors, such as
the quasi-peak, frequency sweep measurements or signal-to-noise limiting evaluation described in the harmonized standards of the electromagnetic compatibility
do not enable to determine beforehand the influence of transient interferences.
Our strategy to overcome the non-profit measurement has been to perform novel
measurement and evaluation techniques beyond EMC standards. The measurement techniques are based on carrying out time-domain acquisitions, to afterwards
evaluate the disturbances produced to a digital communication system by means
of base-band simulation. Additionally, a new measurement methodology to obtain
the amplitude probability diagram (APD) has been developed, offering the possibility to determine the bit-error-rate. Following, the main contributions of the
thesis including some recommendations for the future work are detailed.
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Transient interference measurement
Regarding the challenge associated with the performance of the radiated transient
interference measurement, this thesis has developed an acquisition methodology.
Firstly, an identification of the measurement requirements has been established in
accordance to the need to protect the sensitive digital communication systems and
also to the impulsive noise main characteristics. The main requirements identified
are the transient event detection, the fact that it is necessary to measure the
full-spectrum range, the high sensitivity of the time-domain measurement system
and the need to measure the interference with the same bandwidth as the digital
communication system.
The measurement technique developed joins the capabilities of EMI receivers and
oscilloscope instrumentations to capture accurately the radiated transient interference. To carry out the measurement, the input stage of the EMI receiver is used
for filtering and pre-amplifying purposes, conducting the IF output towards the
oscilloscope, which is used for triggering and storage. Furthermore, a final postprocessing stage is needed to obtain in time-domain the in-phase and quadrature
components of the transient interference. Hence, one of the main advantages
of using the post-processing stage is that we can demodulate the in-phase and
quadrature components of the interference with the exact bandwidth employed
by the digital communication system. As the results of the thesis have shown,
the IQ measurements obtained following the novel measurement procedure are
extremely precise and enable us to capture effectively any transient interference.
For instance, different radiated transient interferences produced by burst over a
RFID system were acquired successfully following the developed methodology and
the results were published in [150, 151, 156, 160].
Regarding future work recommendations, on-site measurements using the developed advanced methodology could be carried out to acquire transients in several
interference scenarios. The developed methodology has been validated with measurements performed in controlled environments. Therefore, it will be interesting
going on applying the new advantageous methodology measuring original interfering cases.
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DCS evaluation employing TD captures
Once the radiated transient interference has been measured properly, an accurate
evaluation of the distortion produced to a digital communication system can be
estimated. To evaluate the impact of the transient interference, a combination of
the time-domain measurement with base-band simulation has been proposed to
fulfil the thesis goal. The IQ time-domain measurement enables us to characterize the impulsive-noise present at the communication channel and determine the
distortion produced to the DCS by means of base-band simulation.
The traditional EMC evaluation methodology is based on the signal-to-noise ratio,
considering that a system will not be interfered if the measurement is below a limit
line. Additionally, this basic measurement and analysis procedure employ the QP
detector that was developed to protect analogue communication systems from
interferences. In the EMC standards, the QP detector is defined with 120 kHz
bandwidth at the frequency range between 30 MHz and 1 GHz. Instead of this,
we propose to use the bit-error-rate (BER) as the main figure of merit, in order
to evaluate the disturbances produced to the digital communication system.
To reach this goal, we use computer simulations to estimate the bit error probability, as it is too complex to find useful mathematical expressions that model
the random characteristics of the radiated transient interference channel. The approach to overcome the none-model scenarios is to generate N bits and simulate
the processing required to transmit and detect these bits. In addition, the in-phase
and quadrature components of the previously measured radiated transient interference are added to the channel simulation, in order to establish the degradation
produced to the communication system. This implies that the developed measurement procedure is a key factor to obtain satisfactory results from the base-band
simulation. The simulation enables us to observe several useful tools such as the
BER, the cdf, or constellation diagram in order to understand and predict the
impact of the radiated interference on the digital communication system.
The procedure to determine the BER using the base-band simulation has been
validated with experimental results, comparing the results reached with the developed methodology with the ones obtained when a communication system device
is placed under radiated transient disturbances. The excellent results obtained
employing the developed methodology, considering the interference produced by
radiated transient to RFID or GSM communication systems, have been published
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in [150, 151, 157, 159, 160]. Therefore, the established measurement and analysis
methodology enables us to take a huge qualitative leap forward, if we compare it
with traditional evaluation carried out following EMC standards.

Limitations of the developed methodology
Although the developed measurement and evaluation methodology estimates properly an interference scenario, some limitations have been detected. For instance,
from the measurement point of view, it is not possible to evaluate the entire
spectrum with a single instantaneous acquisition. The methodology combining
the EMI receiver and the oscilloscope needs to be tuned at each frequency band
where we want to conduct the measurement. Moreover, considering the timedomain capture and the simulation needed to evaluate communication system,
the methodology developed could be quite slow and time consuming. However, as
it has been shown during this thesis, it is an extraordinary procedure to estimate
possible interference scenarios for several communication systems. Nevertheless,
in this thesis different solutions have been proposed to solve this full-spectrum
time-domain measurement limitation with a single acquisition.

Full-simulation procedure
In Chapter 3 of this thesis, we recommend electromagnetic simulation performed
by FDTD method. The EM simulation combined with designed post-processing
stages enables us to obtain with a single simulation the contribution of the transient interference at any frequency band. Moreover, the EM simulation enables us
to analyse interference cases where it is not possible to carry out measurements,
such as in-humans implants.
The EM simulation consist in modelling the interference scenario, reaching the interference that will be coupled to the antenna of the digital communication system
receiver. The simulation method selected to compute the electromagnetic field is
the FDTD, as it is based in time-domain. As it has been explained along this
thesis, the in-phase and quadrature components of the radiated transient interference can be estimated from the simulation using some post-processing techniques.
Consequently, with a single EM simulation, we can obtain the interference at any
frequency band and we are able to determine with exactitude the degradation
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produced by the transient if the base-band simulation is combined with the EM
simulation. Moreover, the EM simulation provides other advantages, such as the
possibility of evaluating EMC redesign strategies to overcome interference scenarios without the need to perform other measurements. This income has been
exemplified and the results have been published in [150, 157]. Consequently, these
results show that the full-simulation procedure to evaluate and solve electromagnetic compatibility interference scenarios, where radiated transient interferences
are disturbing digital communication systems, is a fruitful new methodology.

APD measurement & evaluation procedure
One of the most important contributions of the work developed in this thesis is
the time-domain measurement procedure that has been created to obtain the APD
diagram. As it has been explained, recently APD interference measurements have
been directly associated with the BER of digital communication systems. However, measurement methodologies based on frequency sweep instrumentation make
it not suitable to acquire the APD diagram at the entire spectrum. Fortunately,
this novel measurement methodology has been developed to obtain the APD measurement of an interference at any frequency band. The successful APD measurement system created is able to obtain the full-spectrum statistical measurement,
employing several time-domain captures which can be acquired in practice immediately. This is also a solution to the limitations of the IQ measurement and
evaluation presented before.
This measurement method, based on captures obtained from a general purpose
oscilloscope, makes it possible to obtain the APD measurement at any frequency
band with the same accuracy provided by an EMI receiver reducing the required
measurement time. Furthermore, the post-processing tools using mathematical
software produce the APD results rapidly at any bandwidth, and this makes it
more powerful than employing an EMI receiver. The successful results and the
developed methodology have been published in several publications [149, 151, 158,
160].
Additionally, it is possible to establish limits at the APD diagram to analyse if a
certain interference will produce degradation on the DCS. These limit points in the
APD diagram are related to the probability required by the system specifications
and also to the amplitude of the received signal. In the final chapter of this thesis,
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the GSM system is interfered by radiated transients produced by sparks. The
results provided by the APD diagram including the limit dots have been especially
useful due to its fast capacity to interpret and quantify the degradation produced
to the GSM system.
Therefore, the new methodology to obtain the APD measurement is a really powerful measurement and evaluation technique. It provides us the capability to estimate with an excellent confidence level the degradation produced to any communication system located at any frequency band, employing two single time-domain
measurements. This is extremely interesting from the EMC perspective because
the APD measurements captured instantaneously including some post-processing
enables to know which digital communication systems will be interfered by radiated transient interferences.
Therefore, the main future line that needs to be explored is how to implement this
measurement and evaluation procedure to the standard radiated and conducted
emissions test. Moreover, the developed APD measurement technique has a broad
application, including non-transient interferences produced by different equipment
which can be also evaluated with the developed procedure. Consequently, it can
be established as a new measurement procedure inside the EMC harmonized standards to protect the digital communication systems. Finally, it will be necessary
to crosscheck the measurements with all the communication systems that must be
protected from electromagnetic disturbances.

Appendix A

Feature Selective Validation
method (FSV)

A.1

Introduction

Validation methods are necessary to objectively evaluate the similarity between
different datasets in a qualitative way. Nowadays, several validation methods are
available for test engineers to discuss if the data is confident with a requirement
[29]. Validation is usually carried out through comparison of a pattern or reference
model with the model under study [4]. These validation methods also offer the
possibility to interpret the results given as an expert opinion [33].
Currently, one of the most used validation methods in the EMC field, because
of its versatility and simplicity, is the Feature Selective Validation method (FSV)
[34, 101]. FSV, which is incorporated into IEEE standard 1597.1 [55], has the
advantage of analysing the two major aspects that are widely considered to be
paramount in any validation: the magnitude levels and the shape of the datasetgraphs.
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Appendix A. FSV

FSV

The method of Feature Selective Validation (FSV) was developed by Anthony
Martin and Alistair Duffy in 1999 [82] and today is the most widely used because
of its versatility and simplicity. Regarding the FSV method, the data is compared
in two diverse ways: the difference in amplitude (Amplitude Difference Measure,
ADM) and the difference between the shape characteristics of the signal (Feature
Difference Measure, FDM). In addition, a Global Difference Measure (GDM) is
obtained from the ADM and FDM indicators, providing a global measurement of
the overall difference.
These three metrics are performed in a point-by-point analysis, hence, it is possible
to know which areas of the datasets have the dominant differences. All indicators
are calculated according to the following equations, where the subscript “i” is
added to consider this point-by-point feature (ADM i, F DM i and GDM i).
ADM i is calculated using the following expression:
ADM i(n) =

1
N

PN

(|Lo1 (i)||Lo2 (i)|)

j=1 |(|Lo1 (j)| + |Lo2 (j)|)|

+ ODM (i)eODM (i)

(A.1)

with:

ODM i(n) =

x(i)
δ

x(i) = (|DC1 (i)| + |DC2 (i)|)
N
1 X
δ=
(|DC1 (j)| + |DC2 (j)|)
N j=1

(A.2)

(A.3)

(A.4)

F DM i is obtained from:

F DM i(n) = 2(|F DM1 (n) + F DM2 (n) + F DM3 (n)|)
with:

(A.5)
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F DM1 (n) =

F DM2 (n) =

F DM3 (n) =

2
N

(|Lo10 (n)| − |Lo20 (n)|)
PN
i=1 (|Lo10 (i)| + |Lo20 (i)|)

6
N

(|Hi10 (n)| − |Hi20 (n)|)
PN
i=1 (|Hi10 (i)| + |Hi20 (i)|)

(|Hi100 (n)| − |Hi200 (n)|)
P
N
7.2
i=1 (|Hi100 (i)| + |Hi200 (i)|)
N

(A.6)

(A.7)

(A.8)

and finally the GDM i is obtained from:

GDM i(n) =

p

ADM i(n)2 + F DM i(n)2

(A.9)

where DC − data are the first five points of the FFT (Fast Fourier Transform)

of the original data, Lo-data is the low-frequency component of the original data
and Hi-data is the high-frequency component of the original data.
Afterwards, the XDM i (where X = A, F & G) values are calculated and it is
possible to find the average values using equation A.10.

XDMtot =

PN

n=1

XDM i(n)
N

(A.10)

These XDM i indicators are very useful as they allow us to quickly evaluate the
quality of the results because a single number is provided. The indicators are
usually represented by histograms that are sorted according to the quality of the
results into the following comparison categories: Excellent, Very Good, Good,
Fair, Poor and Very Poor. In Table A.1, the different categories are related with
the XDMc values.

A.3

FSV to evaluate with transient interferences
in TD

A modified version of the FSV method was created by Jauregui [61, 62] considering that all the time-domain transient interferences can be divided into three
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Table A.1: XDMc interpretation scale

XDMc value (X = A,F ,G)
XDM c<0.1
Excellent
0.1 ≤ XDM c ≤ 0.2 Very Good
0.2 ≤ XDM c ≤ 0.4
Good
0.4 ≤ XDM c ≤ 0.8
Fair
0.8 ≤ XDM c ≤ 1.6
Poor
1.6<XDM c
Very Poor
regions: “pre-event”, “event” and “post-event”. The FSV is computed for each
region of the transient interference and it is weighted according to the significance
of the information contained. In addition, the different regions are identified automatically; further information can be found in the following publications [61, 62].
Figure A.1 is an example of how a transient phenomena is divided into several
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regions to afterwards compute the weighted FSV (W-FSV).
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Fig. 1. (a) Illustration of the regions of a transient event. (b) Transient signal
with twilight regions.

so that its contribution to the ADM term increased exponen-
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The “event” region, is defined as the main component of the transient, which is
the most important of the entire disturbance and the assigned weight is 0.7 A.12.

event
F SVevent = F SV (Data1 (t), Data2 (t))|tt=t
· 0.7
pre

(A.12)

Finally, the “post-event” is defined from the end of “the event” to the end of
the recorded signal. Usually, this is the region with the longest duration if it is
compared with the other regions. The weight of the region is assigned to 0.25
A.13.

t

f inal
· 0.25
F SVpost−event = F SV (Data1 (t), Data2 (t))|t=t
event

(A.13)

Once the results of the FSV method have been weighted at each region, all the
confidence XDMc results from the three regions are added, obtaining a total value
for the comparison.

W − F SVXDM c = XDM cpre−event + XDM cevent + XDM cpost−event

A.4

(A.14)

Other FSV applications: Pattern recognition to identify Transients

In this section, a new vision of the capabilities offered by the FSV validation
method is introduced. FSV can be used in the field of pattern recognition, proving
the capacity to identify transient interferences from data-set [152]. Concerning the
EMC measurement applications, the FSV pattern recognition can be applied to
discard ambient noise and also to identify the time-domain disturbances produced
by the equipment under test.
In the reference [152], the capture of radiated transient interferences produced by
ESD discharge and the ones generated by a burst are measured and identified using
the FSV pattern recognition. In Figure A.2 the generated transient interferences
are shown and in Figure A.3 the recognition of the ESD pulses in a data-set, where
burst and ESD transients are present, is shown.
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Figure A.2: ESD and burst transient interference identified by FSV pattern
recognition.
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Figure A.3: (a) Value of GDMtot where pattern and signal are compared. (b)
Signal under analysis and ESD events identified (shaded area).

To identify the expected pattern, which is defined as an N-point vector and the
signal is an M-point vector (where M > N ); the grade of similarity, which we
will refer to as Feature Selective Validation Similarity Coefficient (F SVSC ), can
be defined by the following equation:

−N +1
F SVSC (i) = F SVXDMtot (pattern, signali )|M
i=1

with:

(A.15)
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signali (j) = signal(i + j − 1)|N
j=1
Further information can be obtained from the following publication [152].

(A.16)

Appendix B

APD limits

Several studies have been carried out with the aim to specify a limit value in
the APD diagram. This limit represents a criterion for the measured interference
that gives the maximum permissible bit-error-probability [84, 87, 88, 124, 141, 143,
147]. Wiklundh demonstrate the relation between the symbol error probability and
the APD diagram for a coherent receiver [141], assuming that the measurement
bandwidth is the same bandwidth as the communication receiver. The relation
between the APD measurement and the symbol error probability is described by
the equation below (B.1).

P r[symbol error]max





dmin
dmin
= Pr r >
= AP DR
2
2

(B.1)

where the APD is defined as the amount of time the measured envelope of an
interfering signal exceeds a certain level. The relation between the AP DR (r) and
the probability density function of the envelope R is

AP DR (r) = 1 − FR (r)

(B.2)

and

fR (r) =

d
d
FR (r) = − AP DR (r)
dr
dr
165

(B.3)

e
e
d

g
g
s
nt
al
g

generally becomes a heavy tailed distribution, and APDR(d/2)
for d > dmin (that is, the probability of the symbol error causing
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hence Eb is the bit energy. Therefore, the expression for approximated BEP can
be obtained from the next expression:
 p 
1
Pb ∼
AP
D
Eb
=
R β
m

(B.6)

where m denotes the number of transmitted bits per symbol. In order to use these
requirements in APD graphs expressed in envelope voltage U , the requirements
can be rewritten as

1
Pb ∼
= AP DU
m

β

r

Z0
Eb
Ts

!

1
= AP DU
m



βA
√
m



(B.7)

where AP DU () is the APD expressed in voltage, Z0 is the input impedance of the
receiver, Ts is the symbol time of the radio system and A is the rms amplitude of
the communication signal.
As it has been described largely along the thesis, transient interferences produce
heavy tailed APD distributions. In consequence, multiple bit-errors will be produced if d > dmin . Thus, the emission limit is defined by a single point as

(ulimit ,

Plimit ) ≡



βA
√1 ,
m

Preq



(B.8)

where Preq is the required error probability by the communication system.
Although the proposed APD relation with the BEP expression is suitable for many
communication systems, it should be noticed that it will underestimate the maximum BEP for multilevel modulation systems interfered by impulsive noise [88].
As an example, if a communication system with a 16 QAM modulation scheme is
evaluated, multiple distance appear at the constellation diagram, producing different number of bit-error. In Figure B.2, a constellation diagram of a 16 QAM is
represented indicating the distances.
If all the different distances are considered, the expression to define a limit on the
APD diagram is described by the below expression, where a limit line is established
by the following points:

2
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Appendix B. APD limits

An example of the emission requirement for a 64QAM
signal is illustrated in Fig. 8. There is an APD curve of an
interfering signal with a duty ratio d = 10-3 (which was
assumed in the simulations of BEP shown in Figs. 1 and 5).
Based on the simulation results, the average BEP is 3.7×10-4
at CNR of 28 dB, which means the QAM signal level (A) is 28
dBμV(rms), as mentioned in Section I.

To keep BEP below the maximum permissible value of Preq
= 3.7 × 10-4 with the signal level A = 28 dBμV(rms), the
emission limit given by (13) and that given by (20) were
respectively calculated by using parameter β k given by (10),
and plotted in Fig. 8. It was assumed that the gradient of the
APD curve at its plateau is -5 dB per decade (i.e., L = −0.5),
which gives γ = 3.95 from (10) and (19).
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