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1.- Introducció en Català  

Des de sempre la fiabilitat de les xarxes de comunicacions sempre ha estat una 

preocupació important per als proveïdors de serveis de comunicacions. En aquest treball 

es tracta de comparar diferents mètodes de recuperació de les fallades en els elements de 

xarxes de comunicacions, des del punt de vista del cost-risc, o com la despesa en 

recursos per millorar la fiabilitat i funcionalitat de les xarxes de comunicacions redueix 

el risc de afers indesitjables en la xarxa de comunicacions, com interrupcions  o 

desconnexions durant el servei. 

 

Tot això serà dut a terme amb un simulador preparat per al programari de 

computació MATLAB, per obtenir resultats de temps de desconnexió entre els nodes 

origen i destí, introduïnt com a paràmetres les xarxes a estudiar, i seguint un algoritme 

basat en l'algoritme de Dijkstra. 

 

Per al modelatge de les fallades en cadascuna de les xarxes, s'utilitzen diverses 

distribucions estadístiques (Aleatòria, Exponencial, Pareto i Weibull) que, utilitzant 

generadors aleatoris en el simulador, definiran el temps de fallades i reparacions en cada 

un dels elements de la xarxa sota estudi. 

 

Com a introducció es parlarà de conceptes de xarxes que serviran més endavant 

per entendre què s’està fent. Es farà una breu descripció del simulador a utilitzar i les 

seves pertinents modificacions per tal que simuli xarxes sense fils, ja que de primeres 

aquest simulador estava dissenyat per a xarxes de fibra òptica. 

 

Més endavant s’estudiaran dos conceptes en les simulacions de tal xarxes (Time 

Failing i Time of no Connection) els quals són els encarregats de aportar riscos en 

aquest tipus de sistemes. 

 

Entre això i els mètodes de recuperació de xarxes, s’acabarà fent un estudi global 

de com afecten els diferents canvis de paràmetres en una xarxa sense fils i com impacta 

en el món de les comunicacions.  
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2.- Theoretical concepts 

Nowadays, the worst problem that concerns the communication enterprises is the 

network reliability and how it impacts in their business. In network field, the reliability 

is concerned with the ability of a network to perform a communication successfully. In 

other words, network element reliability is defined as the probability of a network 

element (e.g., a node or a link) to be fully operational during a certain time frame. 

That is an important economical matter for enterprises because an upgraded 

network reliability means more profit and better customer support. 

We are going to focus on connection failures (nodes and links), what are the 

solutions and recovery methods for to make the network is fixed and it works well, 

quickly and efficiently and the risks that it takes. 

 

2.1. Recovery methods 

The recovery methods used can be classified by two criteria: 

 

- Protection and restoration techniques 

- Global or local recovery 

 

Local recovery's objective is to protect 

against neighbour’s failures, while global 

recovery methods try to protect the whole path. 

 

The difference between protection and 

restoration techniques is that the first have a 

fixed alternative protection path if the principal 

path fails, while restoration techniques find the 

best alternative path if the main path fails. 

A link is the connection between 2 different 

nodes. One example of network is in Figure 1. 

 

The path is the set of nodes and links used 

in a connection from source to destination. 

The primary path is the predetermined path 

when there are no failures 

The recovery path is the path followed 

when some recovery method needs to be used. 

 

We are going to use the next recovery methods:  

1. No recovery. 

2. Non-dynamic global recovery. (General, protection) 

Figure 1: Example network 
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3. Non-dynamic local recovery. (Local, protection) 

4. Non-dynamic global recovery with dedicated paths after failure. (General, protection) 

5. Non-dynamic local recovery with dedicated paths after failure. (Local, protection) 

6. Dynamic global recovery. (General, restoration) 

7. Dynamic local recovery. (General, restoration) 

 

No recovery 

There is no recovery method for the network has. If it fails, it will try always to restart 

the same connection. So if one node or link fails, the connection also fails. 

 

Non-dynamic general recovery 

In this case, the recovery method consists in searching an alternate path with a higher 

computational cost or the same, with the particularity that this path has to use different 

links and nodes, never the same. It fails only when the principal and alternate path fails 

at the same time. 

 

Non-dynamic local recovery 

This recovery method searches one path for each link, and, at least, one or more for 

each node failing, except in the origin or destination nodes. 

 

Non-dynamic general recovery with dedicated paths after failures 

It has a behaviour similar to the non-dynamic general recovery, when a link fails, 

another path is reserved for each of the connections, so if any of the recovery 

connections use a path, this path is reserved and cannot be used by other connection 

affected by a different link failure. 

 

Non-dynamic local recovery with dedicated paths after failures 

In this case, if a node or link fails, it uses its recovery path and “reserves” these links for 

itself, so no other links or nodes failing can use this links for their recovery paths. The 

recovery paths for the links are between the two extremes of the link, while the recovery 

paths for the nodes are between the neighbour nodes of the node failing. 

 

Dynamic general recovery 

This method, when a link or node used by a certain connection fails, searches for the 

available path with the minimum computational cost. 

 

Dynamic local recovery 

This method also searches for the lowest available computational cost path, but instead 

of searching for it between the origin and the destiny of the connection, it searches for it 

between the extreme nodes of a link or between the neighbour nodes of a certain node 

(for a certain path followed). 
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2.2. Business and expenditure in network 

reliability 

Even the networks are a means of information, they are also business platforms 

so, enterprises have become risk adverse to network downtime with a high cost in 

industries (financial, media, maintenance…), 

Risk refers to the possibility of organization’s objectives not being met (i.e., due to 

discontinuity of business processes) and Risk analysis is a technique for a quantitative 

assessment of the value of the protection measures taken. 

 

Risk assessment techniques in networking must answer mainly two questions: 

- How much it is spent in risk security 

- Where should this expenditure be made 

 

The expected risk has a dependence on the quantity of the expenditures in risk 

prevention, and on the effectiveness of the resources acquired with a certain level of 

expenditure. It is also assumed that no combination of expenditure and resources will be 

able to eliminate completely the risks taken, so there will be always a residual risk. 

 

We are going to consider three possible strategies to combat this 

 

- Risk minimization: risk 

minimizers are the most averse to 

risk, and the ones that incur in 

higher costs associated to risk 

minimization, avoiding risks if 

possible or minimizing their 

impact if they happen. For them, 

risk minimization is the priority, 

but they will take the lowest 

budget such that dR/dB=0 (where 

R and B are the risk assumed and 

the budget). The point in the 

Figure for risk minimization would 

be Bm. 

 

- Total benefit coverage: this 

strategy tries to find the point 

where the money spent in security 

has the same value as the risk 

avoided; that is, where the cost-

risk graphic and the line B=R 

intersect (point B1 in Figure). 

 

- Profit maximization: profit 

maximizers try to obtain the 

maximum profit available; in order to make it, they try to minimize B+R, so they are 

willing to take a higher risk if it translates into higher revenues (within some limits). For 

Figure 2: Risk management techniques[6] 
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them, so, the optimal risk taken is when dB/dR=-1. The point for this strategy in Figure 

is B2. 

 

As a summary, we can see in the Figure 3 the most important aspects to consider 

in Risk-Aware Networking: 

 

 
Figure 3: Risk-Aware Networking Summary[3] 

 

2.3. Failure statics 

We are going to face all the events in this networks as an independent events just 

for make it easier, but in the real networks they are not really independents even they 

can depend on other networks, providers of other services, etc. 

In this work we are going to use three different distributions: Exponential, Pareto and 

Weibull of their own expressions. We can see their representations in the Figure 4. 

Exponential:    𝑓(𝑥) = 𝜆𝑒−𝜆𝑥                                    𝑥, 𝜆 > 0 

Pareto:              𝑓(𝑥) =
𝑘·𝑥𝑚

𝑘

𝑥𝑘+1
                                       𝑥𝑚, 𝑘 > 0, 𝑥 ≥ 𝑥𝑚 

Weibull:           𝑓(𝑥) =
𝑘

𝜆
· (

𝑥

𝜆
)𝑘−1 · 𝑒−(𝑥 𝜆⁄ )𝑘

          where x≥0, k>0 is the shape parameter 

                                                                                and λ>0 is the scale parameter. 

Figure 4: Exponential, Pareto & Weibull distributions 
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2.4. Some definitions related to network 

recovery[1] 

1. Survivable topology: The topology of a network is survivable if it all nodes 

remain connected if the failing elements are removed from it (except for the failing 

nodes). 

 

2. Service Level Agreement (SLA): In a contract between provider and 

customer, Service Level Agreements are a definition of the level of service that the first 

is compromised to offer to the second. It can include a compensation mechanism, which 

makes the provider to compensate the violations of the SLA. The existence of this 

contract makes the service provider to be exposed to the risk of monetary losses due to 

the violation of SLA obligations 

 

3. Return of investment (ROI): The return of investment is a ratio comparing 

the expected returns after the investment on security, and this security investment. It is 

given by the following expression: 

 

ROI =  
Expected return − Cost of investment

Cost of investment
 

 

ROI can be used, for example, to decide whether invest on a new technology or 

improve an existing one. Return of investment for security investment (ROSI) can be 

modelled following the next expression: 

 

ROSI =  
Risk exposure ∗ %RiskMitigated − Solutioncost

Solution cost
 

 

One big difficulty here is to determine the risk mitigation benefits, as well as the risk 

exposure, because risk mitigation, in general, does not really create anything tangible. 

 

4. Value at Risk (VaR): Value at Risk represents the maximum risk that is not 

exceeded with a given probability. It represents a natural approximation for the 

maximum loss when the loss is unbounded, and can be expressed mathematically as 

follows, for a given level of confidence c: 

 

VaRc =  inf (lϵ R: P[ L >  l ] ≤ 1 − c) 

 

Where R are the real numbers representing risks (level of penalties or losses). 

 

5. Mean Time Between Failures (MTBF): The mean time between failures is 

the time since one failure is repaired in the network until another one occurs. 

 

6. Mean Time To Repair (MTTR): The mean time to repair is the time 

between the failure in the network is detected and it is repaired, so it works again 

properly. Generally, for the parameters used in these networks, we can make the 

supposition MTTR<<MTBF. 
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7. Hop: The number of hops that a connection uses is the number of links it 

needs to use to arrive from origin to destiny, to reach one intermediate or destiny node 

from an origin or intermediate node. 

  

After that, we are going to speak about the technology used in this work: Wi-Fi. 

 

 

2.5. Wi-Fi 

In recent years, telecommunications has experienced great progress driven, 

among others, the development of radio communications. Technologies such as GSM, 

DECT, LMDS, UMTS has generated great expectations of new services among the 

population. 

Currently, the expansion of Wi-Fi (Wireless Fidelity) is occurring quite 

worldwide. The cause lies in the fact that Wi-Fi technology enables mobile broadband 

access to the Internet side at an affordable cost. 

The basic components of a Wi-Fi network are: 

- The access point (AP) is the union between wired networks and Wi-Fi network, 

or between different areas covered by Wi-Fi networks, which then acts as a 

signal repeater between these areas (cells). 

- One or more antennas connected to the access point. 

- A Wi-Fi terminal. This can take the form of Wi-Fi external device, which is 

installed on the user's PC, or may already be integrated, as usually happens with 

laptops. Additionally you can find other terminals capable of communication 

such as personal digital assistants (PDA) and mobile phones, which feature 

accessories (internal or external) to connect to Wi-Fi networks. 

It works with the Standard IEEE 802.11 and in the Figure 5 we can see the evolution 

of itself: 

               

Figure 5: Standards IEEE 802.11[15] 
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It is a very useful technology in networks, but we have to take care with different 

aspects that can be disadvantages in front of other technologies like: 

- Less bandwidth 

- Interferences (Propagation Models) 

- Security (Access Methods) 

- QoS 

The principal wireless networks risks by ALTIUS IT[9] are these: 

1. Bandwidth Stealing – Outside intruders can connect to wireless access points. 

By using the Internet connection to download music, games, and other software, 

they reduce employee productivity. 

2. Criminal Activity - An unauthorized user can use the Internet connection for 

malicious purposes such as hacking or launching Denial of Service Attacks. 

3. Masquerade – By using the Internet line, an intruder “hides” under protective 

cover and appears to be a part of your organization. 

4. Litigation Risks – Organizations are at risk if the intruder is doing illegal activity 

such as distributing child pornography. If the criminal activity is discovered and 

investigated, the origin of the attack will be traced back to the organization. 

5. Reputation - An organization’s image and reputation is at stake if the wireless 

network was used as the initial access point to hack into restricted government 

networks. 

6. Financial risks - Most ISP's not only reveal customer information to the 

authorities to assist with legitimate criminal investigations, but also hold the 

organization responsible for any and all activities related to the Internet 

connection. 

7. Confidentiality – Wireless networks tend to be connected to in-house private 

networks. This may allow an intruder to completely bypass any hardware 

firewall protective devices between the private network and the broadband 

connection. 

8. Evil Twins - Most new laptops include the ability to connect to wireless 

networks. Laptop computers may accidentally connect to fake (“evil twin”) 

networks. Employees believe they are connected to the authentic network 

however they are actually connected to a fake network that steals ids, passwords, 

and other confidential information. 

9. Clear text – Some network information is transmitted in clear text and is not 

encrypted. Once inside your network, an intruder can install a network sniffer 

and gain access to confidential information without the victim’s knowledge. 

10. Information Sensitivity – Not all data has the same sensitivity. Due to the risks 

involved with wireless networks, confidential data such as client lists, trade 

secrets, etc. should not be stored on or accessible by wireless networks. 

In the next points, we are going to explain a bit more the interferences and the 

security. 
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2.6. Propagation Models 

Propagation models (Figure 6) in wireless communication have focused on 

predicting the average received signal strength at a given distance from the transmitter 

as well as the inconsistency of the signal strength in close proximity to a particular 

location. 

 

Figure 6: Schema of propagation model 

 

Propagation problems rely heavily on the environment. Overall the environment is 

classified into four classes: 

- Rural area 

- Sub-urban 

- Urban 

- Dense urban 

And the most important propagation models are the next: 

- Free Space 

- Two Ray Ground 

- Okumura 

- Hata Propagation 

- Walfisch and Bertoni 

- Cost 231 
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Free Space  

The received power is only dependent on the transmitted power, the antenna’s 

gains and on the distance between the sender and the receiver. It is an ideal model that 

considers the received signal as: 

𝑷𝒓 = 𝑷𝒕 · 𝑮𝒕 · 𝑮𝒓 (
𝝀

𝟒𝝅𝒅
)

𝟐

 

If we consider Gt=Gr=1 and the Loss Pt/Pr, we arrive to this equation in dB: 

𝑳(𝒅𝒃) = 𝟑𝟐. 𝟐𝟒 + 𝟐𝟎𝒍𝒐𝒈(𝒅[𝒌𝒎]) + 𝟐𝟎𝒍𝒐𝒈(𝑭[𝑴𝒉𝒛])  

Two Ray Ground  

The free space model described above assumes that there is only one single path 

from the transmitter to the receiver. But in reality the signal reaches the receiver through 

multiple paths (because of reflection, refraction and scattering, Figure 7) 

In this case, the received signal is: 

𝑷𝒓 = 𝑷𝒕 · 𝑮𝒕 · 𝑮𝒓 (
𝒉𝒕 · 𝒉𝒓

𝒅𝟐
)

𝟐

 

 

Figure 7: Two ray ground[16] 

Okumura 

Okumura’s model is most widely used for signal predictions in urban and 

suburban areas operating in the range of 150MHz to 1.92 GHz, and his expression is: 

𝑳𝟓𝟎(𝒅𝑩) = 𝑳𝑭 + 𝑨𝒎𝒖(𝒇, 𝒅) − 𝑮𝒓(𝒉𝒓) − 𝑮𝒓(𝒉𝒕)𝑮𝑨𝒓𝒆𝒂 

 Hata Propagation 

The Hata model is an empirical formulation of the graphical path-loss data 

provided by Okumura’s model. The formula for the median path loss in urban areas is 

given by: 

𝑳𝒃(𝒅𝒃) = 𝟔𝟗. 𝟓𝟓 + 𝟐𝟔. 𝟏𝟔𝒍𝒐𝒈(𝒇𝒄) − 𝟏𝟑. 𝟖𝟐𝒍𝒐𝒈(𝒉𝒕𝒆) − 𝒂(𝒉𝒓𝒆)

+ (𝟒𝟒. 𝟗 − 𝟔. 𝟓𝟓𝒍𝒐𝒈(𝒉𝒕𝒆)) · 𝒍𝒐𝒈(𝒈𝒅) 
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In a normal city, we have: 

 a(hr) = (1,1 log fc − 0,7)hr − (1,56 log fc − 0,8) 

In a big city, we have: 

a(hr) = 8,29(log 1,54hr )2 − 1,1dB    fc ≤ 300MHz 

a(hr) = 3,2(log 11,75hr )2 − 4,97dB   fc > 300MHz 

Walfisch and Bertoni 

This model considers the impact of rooftops and building heights by using 

diffraction to predict average signal strength at street level. The model considers the 

path loss, S, to be the product of three factors:  

𝑺 = 𝑷𝟎 · 𝑸𝟐 · 𝑷𝟏 

Where Po is the free space path loss between isotropic antennas the factor Q2 

reflects the signal power reduction due to buildings that block the receiver at street level 

and P1 term is based on diffraction and determines the signal loss from the rooftop to 

the street. 

Cost 231 

The last model is a combination the previous two with the next expression: 

                                    Lrts + Lmsd      if Lrts + Lmsd > 0 

Lcost = Lfree +         

   0                        if Lrts + Lmsd < 0 

Where Lrts are the Ikegami losses and Lmsd are the Waltisch losses 

As an interesting thing, we can see in the Figure 8 a comparison between 3 

models: 

Figure 8: Comparison of models of propagation[16] 
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2.7. Access method (CSMA/CA)  

This Standard uses CSMA/CA (Carrier sense 

multiple access with collision avoidance, Figure 9) is 

a network control protocol used to prevent collisions 

between data packets. 

Each device indicates you want to convey 

before doing so, this prevents other devices send 

information and collision. 

If the channel is free, wait a while and if it is 

free continues transmitting. If the channel is busy, 

expect to be free. 

This protocol has two main problems: 

- A station thinks that the channel is free, but it 

is actually occupied by another node which 

does not feel. 

- A station thinks that the channel is busy, but is actually free because the listener 

node does not interfere with the transmission. 

 

2.8. Simulator 

The simulator was implemented using the computation software MATLAB. All 

of the modules used were developed by Francisco Miguel Ocaña Roldán, only using 

three of them obtained from external sources (dijkstra.m[6], sparse_to_csr.m[7] and 

xml2struct.m[8]). 

 

There is also another module of the program that will be used to calculate the cost, 

measured in reserved capacity needed, called capacityCalculator.m, it uses also some of 

the modules listed here. 

 

My work consists in to change the action of the simulator because it is oriented 

to Optical Networks and I’m going to focus in Wireless Networks. The main difference 

falls in the connections between nodes, I’m going to use radio-links which may change 

and in certain time 2 nodes can be connected or not. 

 

The different modules are listed, in alphabetical order, explaining the main 

function of each of them, and putting the relationships between them in a figure in the 

appendix of the work. 

 

  

Figure 9: CSMA/CA working 
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2.9. Radio-Links 

For to change the working of the simulator of links to radio-links, first we are 

going to explain thoroughly what consists this kind of connexion between two points. 

 

A radio-link is a connexion between different telecommunications equipment 

using electromagnetic waves. It consists of a small radio transmitter (TX) sending the 

signal from the studies to a receiver (RX) located on the ground, both with their 

respective antennas. 

 
Figure 10: Communication System 

 

Radio links establish a communication of duplex type, from which it must 

transmit two modulated carriers, one for transmission and one for reception. The 

assigned frequency pair for transmission and reception of signals is called radio 

channel. 

 

Links are basically made between visible points, i.e. high points of the 

topography. Whatever the magnitude of the microwave system for proper operation is 

necessary for the routes between links have adequate headroom for propagation in all 

seasons, taking into account changes in the atmospheric conditions of the region. 

 

With this technology, we can see different the next advantages and 

disadvantages: 

 

Advantages: 

- The separation between repeaters called vain fundamentally depends on the 

frequency. 

- They are generally much cheaper than cable systems. 

- They can overcome the uneven ground as rivers, mountains, etc. 

 

Disadvantages: 

- Preparation of access for installation and maintenance of equipment, as well as 

having energy for feeding repeaters. 

- Segregation is not as simple as cable systems. 
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- Weather conditions may cause blackouts and deviations of the beam so that it is 

necessary to use auxiliary systems diversity and switching equipment. 

 

In this work, the most important things to consider are the length of the radio-link 

(which has an important impact in the losses of the signal as we have seen in the 

propagation models) and the probability of failure of the link. 

The last one can be modelled like: 

 

𝑃𝑒(%) =
𝑀𝑇𝑇𝑅

𝑀𝑇𝐵𝐹 + 𝑀𝑇𝑇𝑅
∗ 100 ≈

𝑀𝑇𝑇𝑅

𝑀𝑇𝐵𝐹
∗ 100 

 

 
Figure 11: MTBF & MTTR 

 

After that, we can modify the simulator in order to simulate radio-links instead 

optical-links.  
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3.- Modifying the Simulator 

In order to change the functionality of this simulator, I focused in the 

propagation model of Free Space and I tried to find a connection between losses and the 

error probability.  

I chose this model because at time of calculations it is the most simple and with 

the others models I should assume a lot of parameters that I disown, like the height of 

the antennas, the geography, etc. 

Coming back to this propagation model, we remember its losses formula: 

𝑷𝒕

𝑷𝒓
= 𝑳(𝒅𝒃) = 𝟑𝟐. 𝟐𝟒 + 𝟐𝟎𝒍𝒐𝒈(𝒅[𝒌𝒎]) + 𝟐𝟎𝒍𝒐𝒈(𝑭[𝑴𝒉𝒛])  

Using a wireless technology, if I use a frequency between 2 and 6Ghz, the 

supply of this antennas will be between 30km and 50km.With this information, I chose 

F = 5.8Ghz and the new formula was: 

𝑳(𝒅𝒃) = 𝟏𝟎𝟕. 𝟓 + 𝟐𝟎𝒍𝒐𝒈(𝒅[𝒌𝒎]) 

Assuming that the distance between two nodes is bigger than 50km, I introduced 

a small change in this formula. If every 40km I use an amplifier, I just have to apply the 

module 40 to the distance and after that, I came to the conclusion that the interval of 

losses is: 

𝟕𝟓. 𝟓 ≤ 𝑳(𝒅𝒃) ≤ 𝟏𝟎𝟕. 𝟓 

With this and assuming that the minimum losses correspond to a Pe (Error 

Probability) of 0.05% and the maximum to a Pe of 1.05%, I arrived to the next relation: 

𝑷𝒆 =
𝟏

𝟑𝟐
∗ 𝑳(𝒅𝒃) − 𝟐. 𝟑 

Finally, with this scheme I could change the simulator introducing this new 

parameter, the Pe which changes the link failures and it converts the optical-links to 

radio-links. 
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4.- Time Failing 

The concept of time failing refers to the time that at least one element of the 

main path (shortest path calculated by Dijkstra) is failing. Therefore, in the network, the 

used path is a recovery path if it is possible. 

The theoretical time can be estimated if we know the number of hops needed by 

a certain connection.  

The MTBF in the DFN-Bwin network is approximated 0.3 years for the nodes 

and 0.15 years for the links. If these failures are independent, this percentage of time 

would be: 
 

𝟏𝟎𝟎 ∗ (
𝑴𝑻𝑻𝑹

𝟎. 𝟑
∗ (𝒏 + 𝟏) +

𝑴𝑻𝑻𝑹

𝟎. 𝟏𝟓
∗ 𝒏)            𝒊𝒇 𝑴𝑻𝑻𝑹 ≪ 𝑴𝑻𝑩𝑭 

 

The n refers to the number of hops in the path (origindestiny).  

The average MTTR is 0.0005 years (all the distributions are equal).  

The recovery distributions for each link or node, as we said before, are 

exponential, uniform, lognormal or normal distributions. So now the percentage follows 

the next expression:  

                  Table 1: Theoretical Average 

 
𝟏

𝟔
∗ (𝒏 + 𝟏) +

𝟏

𝟑
∗ 𝒏 

 

 

 

These theoretical results will not be exactly ones we will get in the simulations 

because of the discretization of time used in MATLAB. 

The other network, the Polska, depends on their length, so it will be some 

different at time to calculate this parameter. 

In summary: from the risk point of view, the time failing is the risk expected 

when we do not use a recovery method and it is the highest risk assumed in the 

networks when there are no risk preventions.  

# Hops Percentage (%) 

1 0.67 

2 1.17 

… … 
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4.1. DFN Bwin Network 

The other network to simulate was the DFN Bwin Network. It is a network from 

Germany very dense about demands. It is formed by 10 nodes and 45 links, so its ratio 

links/node is  
45

10
= 4.5 and the ratio links/connections is  

45

90
= 0.5. This means that most 

of the connections will be shorter than in the previous network and also we can say that 

the 50% of the connections only need one step.  

 

All the links have the same routing cost so the path followed depends on the 

number of hops between the origin to the destiny. The scheme that represents this 

scenario is the Figure 13: 

 

 
Figure 12: DFN Bwin Network[7] 
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The number maximum of hops for this network is usually 4 because there are a 

lot of links. All the simulations were run 50 repetitions, and 6 hour period between 

samples. With all this parameters and calculating we are going to use the expression 

0.271∗(n+1)+0.523∗n for to calculate the expected average time of failing. 

 

Aleatory distributions 

This simulation chooses the distribution in an aleatory system between 

Exponential (probability of 0.5), Pareto (0.25) and Weibull (0.25) with the next 

parameters:  

 
Table 2: Parameters of the distributions 

 
Exponential Pareto Weibull 

Nodes Links Nodes Links Nodes Links 

MTBF 

(years) 
0.3 0.15 0.3 0.15 0.3 0.15 

Variance 90*10
-3

 22.5*10
-3

 Infinite 7.5*10
-3 

24.7*10
-3

 6.1*10
-3

 

Shape N/A N/A 1.5 3 0.339 0.169 

Scale N/A N/A 0.1 0.1 2 2 

 

Average percentage of time failing 

The results are showed in the next Table 3 and for each connection we 

calculated the average time failing in order to compare it with the theoretical. 

 
Table 3: Failures by Hops, Aleatory distribution, DFN Bwin network 

One Hop 

Theoretical average: 1.065% Achieved average: 1.051% 

Percentage of Time Failing Number of connections 

0.8%-0.9% 1 

0.9%1.0% 9 

1.0%-1.1% 8 

1.1%-1.2% 4 

Two Hop 

Theoretical average: 1.859% Achieved average: 1.915% 

Percentage of Time Failing Number of connections 

1.7%-1.8% 7 

1.8%1.9% 11 

1.9%-2.0% 8 

2.0%-2.1% 4 

2.1%-2.2% 3 

Three Hop 

Theoretical average: 2.653% Achieved average: 2.599% 

Percentage of Time Failing Number of connections 

2.3%-2.4% 12 

2.4%-2.5% 10 

2.5%-2.6% 3 

2.6%-2.7% 3 

2.7%-2.8% 1 
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Four Hop 

Theoretical average: 3.447% Achieved average: 3.439% 

Percentage of Time Failing Number of connections 

3.3%-3.4% 4 

3.5%-3.6% 2 

 

The results are quite similar to the theoretical. We know the least failing links 

are the ones that involve more normal or lognormal distributions, while the links that 

fail more are the ones that have more links with exponential or uniform distributions. 

 

 In the Figure 13 are showed the results of this simulation with intervals of 

0.1%: 
 

 
Figure 13: Histogram, aleatory distribution, DFN Bwin network 

 

Changes in parameters 

Finally, we calculated the failure time for different parameters again. The 

alterations consisted in to change the average and variance values of the Pareto 

distribution to infinite or finite values. 
 

 

Finite average and variance 

  The results showed a difference between the averages of 0.043%. So it is an 

insignificant value for to analyse. It means that the number of failures is lower than 
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before. The expected value of the average time of failure is lower than before, so the 

changes were correctly made.  
 

Infinite variance in nodes and links 

      Now the results showed a difference lower of the -0.037%. It means that the number 

of failures is higher than before and it is because the span time is finite and there should 

be some times between failures without count.   

 

Infinite average in nodes and links 

Finally, we obtained a difference of 0.11%. It is difficult to regulate this 

situation because the average in all the distributions is not equal. 

In the Table 4 are represented the results: 

 
Table 4: Changing parameters, aleatory distribution, DFN Bwin network 

 

Type of distribution 

Finite average & 

variance 
Infinite variance Infinite average 

|Difference| 0.04% 0.84% 0.1% 

Difference 0.043% -0.037% 0.11% 

Connections 

failing more 
10 49 12 

Connections 

failing less 
80 41 78 

 

Exponential distributions 

Both, links and nodes, now follow an exponential distribution with the 

parameters that we said before. 

 

Average percentage of time failing 
 
Table 5: Failures by Hops, Exponential distribution, DFN Bwin network 

One Hop 

Theoretical average: 1.065% Achieved average: 1.069% 

Percentage of Time Failing Number of connections 

0.9%1.0% 2 

1.0%-1.1% 12 

1.1%-1.2% 8 

Two Hop 

Theoretical average: 1.859% Achieved average: 1.861% 

Percentage of Time Failing Number of connections 

1.6%-1.7% 8 

1.7%1.8% 15 

1.8%-1.9% 4 

1.9%-2.0% 10 

2.0%2.1% 1 
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Three Hop 

Theoretical average: 2.653% Achieved average: 2.651% 

Percentage of Time Failing Number of connections 

2.3%-2.4% 13 

2.4%2.5% 2 

2.5%-2.6% 10 

2.6%-2.7% 2 

2.7%-2.8% 2 

Four Hop 

Theoretical average: 3.447% Achieved average: 3.449% 

Percentage of Time Failing Number of connections 

3.3%-3.4% 2 

3.5%-3.6% 2 

3.6%-3.7% 1 
 

With this distribution shown in Table 5, the results are closer to the theoretical 

averages. The differences between maximum and minimum values are, also, much 

lower than in the aleatory distributions case. In the Figure 14, again, are showed the 

results of this simulation with intervals of 0.1%: 

 

 
Figure 14: Histogram, Exponential distribution, DFN Bwin network 
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Pareto distributions 

The conditions, parameters and the way of simulation and study were the same as 

before. 
 

Average percentage of time failing 
 
Table 6: Failures by Hops, Pareto distribution, DFN Bwin network 

One Hop 

Theoretical average: 1.065% Achieved average: 1.158% 

Percentage of Time Failing Number of connections 

0.9%1.0% 4 

1.0%-1.1% 10 

1.1%-1.2% 7 

Two Hop 

Theoretical average: 1.859% Achieved average: 1.989% 

Percentage of Time Failing Number of connections 

1.7%-1.8% 9 

1.8%1.9% 7 

1.9%-2.0% 10 

2.0%-2.1% 12 

Three Hop 

Theoretical average: 2.653% Achieved average: 2.729% 

Percentage of Time Failing Number of connections 

2.4%-2.5% 6 

2.5%2.6% 1 

2.6%-2.7% 1 

2.7%-2.8% 12 

2.8%-2.9% 8 

Four Hop 

Theoretical average: 3.447% Achieved average: 3.614% 

Percentage of Time Failing Number of connections 

3.4%-3.5% 1 

3.6%-3.7% 2 
 

 In order to the time failing, it is higher than the other distributions. Because of 

the nodes distribution (they have infinite variance) it makes to fail more the network 

and the values of the average are more different than the others distributions. 

 

 In the Figure 15, again, are showed the results of this simulation with intervals 

of 0.1%: 
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Figure 15: Histogram, Pareto distribution, DFN Bwin network 

 

Changes in parameters 

Finally, we calculated the failure time for different parameters again. The 

alterations consisted in to change the average and variance values to infinite or finite 

values. 
 

Finite average and variance 

The average difference between the time failing is 0.245% (fails less) and as we 

knew, with this case (finite average and variance), is lower the time failing. 
 

Infinite variance in nodes and links 

The average difference between the times failing is -0.0549% (fails more). They 

are the results that we expected.  

 

Infinite average in nodes and links 

In the last case, the average difference is 0.558% (fails less) and is the highest 

value between cases. 

 

In the Table 7 are represented the results: 
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Table 7: Changing Parameters, Pareto distribution, DFN Bwin network 

 

Type of distribution 

Finite average & 

variance 
Infinite variance Infinite average 

|Difference| 0.24% 0.0549% 0.558% 

Difference 0.245% -0.054% 0.558% 

Connections 

failing more 
1 82 90 

Connections 

failing less 
89 8 0 

 

Weibull distributions 

We follow with the same steps used before. 
 

Average percentage of time failing 

 
Table 8: Failures by Hops, Weibull distribution, DFN Bwin network 

One Hop 

Theoretical average: 1.065% Achieved average: 1.071% 

Percentage of Time Failing Number of connections 

0.8%0.9% 2 

0.9%-1.0% 5 

1.0%-1.1% 10 

1.1%-1.2% 3 

  

Two Hop 

Theoretical average: 1.859% Achieved average: 1.869% 

Percentage of Time Failing Number of connections 

1.5%-1.6% 1 

1.6%1.7% 2 

1.7%-1.8% 6 

1.8%-1.9% 14 

1.9%-2.0% 11 

Three Hop 

Theoretical average: 2.653% Achieved average: 2.641% 

Percentage of Time Failing Number of connections 

2.4%-2.5% 4 

2.5%2.6% 5 

2.6%-2.7% 10 

2.7%-2.8% 11 

2.8%-2.9% 2 

2.9%-3.0% 1 
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Four Hop 

Theoretical average: 3.447% Achieved average: 3.322% 

Percentage of Time Failing Number of connections 

3.3%-3.4% 2 

3.4%-3.5% 1 

 
 The results are less dispersed than the Pareto distribution and, in general, they 

are quite similar to the theoretical values. 

In the Figure 16 are showed the results of this simulation with intervals of 0.1%: 

 

 
Figure 16: Histogram, Weibull distribution, DFN Bwin network 
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Comparison between distributions 

In order to study and compare the results obtained with the simulations of all the 

distributions, we ordered them in the Table 9: 

 
Table 9: Comparison between distributions 

 Average time failing 

Hops Aleatory Exponential Pareto Weibull Theoretical 

1 1.051% 1.069% 1.158% 1.071% 1.065% 

2 1.915% 1.861% 1.989%% 1.869% 1.858% 

3 2.599% 2.651% 2.729% 2.641% 2.653% 

4 3.439% 3.449% 3.614% 3.322% 3.447% 

 
The results obtained are very similar to the theoretical value. The distribution 

with the best results is the exponential, showing results quite equal. In the other hand, 

the worst (but with a good approximation) distribution is the Pareto. 

For more schematic detail, see the Figure 17: 

 

Figure 17: Comparison between distributions  
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4.2. Polska Network 

The first network to simulate was the Polska Network. It is formed by 12 nodes 

and 18 links, so its ratio links/node is  
𝟏𝟖

𝟏𝟐
= 1.5 and the ratio links/connections is  

𝟏𝟖

𝟔𝟔
= 

0.27. The scheme that represents this scenario is the Figure 18: 

 

Figure 18: Polska network[7] 

The principal nodes are the principal cities of Polska and I chose this scenario to 

compare an optical-link simulation with a radio-link simulation plus the principal 

aspects of this project. 

As we said, this network follows a different expression for the MTBF for each 

link because it depends on the length of the link and on the MTBF of the nodes: 

𝑭 ∗ (𝟏 + 𝟒 ∗
𝑳𝒊

𝑳𝒎𝒂𝒙
) 

Where F is the MTBF for one node, Li is the length of the link under study and 

Lmax is the longest link in the network. For this aspect (the length), a general analysis 

of the time failing depending on each distribution is more important. 
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If we took a look to the parameters of the network, we can find an MTBF of 

0.169 years for the links and 0.5 years for the nodes and an average distance between 

nodes of 190.4 km, where the shortest link is the Kraków-Katowice (69Km) and the 

longest link is the Bialystok-Rzeszow (353Km). This kind of network is different from 

the other when we speak about the recovery distributions. In this case, they have similar 

means of 5.67*10
-4

 and a variance nearby 1.3 samplesaffected/failure for 12 hour 

periods and simulations with 50 repetitions. 
 

Exponential distributions 

In this case I used an average for the nodes of 0.5, and for the links between 0.1 

and 0.28, following the expression mentioned before. 
 

Average percentage of time failing 

 The least failing connection is, in average the connection 47. This is the 

Bialystok Poznan, failing a 0.069% of the time. The most failing connection, in this 

simulation, is the connection 45. This is the Krakow Wroclaw, failing a 2.94% of the 

time.  

 

 It is obvious that one hop connection has less fails than multiple hop 

connections because a path with the highest number of nodes and the expression of link 

failures. After the simulation, the average percentage of time failing is 1.54%. 

In the Figure 19 are showed the results of this simulation with intervals of 0.05%: 
 

 
Figure 19: Histogram, Exponential distribution, Polska network 
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Pareto distributions 

The MTBF remains the same. We set mean and finite variance; the parameters 

are to form both links and nodes 3, 0.333 for the scale parameter for the nodes and the 

links varies between 0.067 and 0.187. 
 

Average percentage of time failing 

In this network, the Pareto distribution has the following feature: the variance of 

nodes is finite and then we will change the parameters of infinite variance in nodes and 

links and infinite mean in both again. Obviously, one step connections are failing 

(normally) a lower amount of time than longer connections. After the simulation, the 

average percentage of time failing is 1.44%, lower than in the exponential case. 

In the Figure 20 are showed the results, again, of this simulation with intervals of 

0.05%: 
 

 
Figure 20: Histogram, Pareto distribution, Polska network 

  
 

Changes in parameters 

Just how we expected, if we make changes in the parameters we have changes in 

the behaviour of the network studied. Now, we check these new results for the cases 

mentioned before: infinite variance and infinite average. The results are shown in the 

Table 10. 
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Table 10: Changing parameters, Pareto distribution, Polska network 

 Type of distribution 

 Infinite variance Infinite average 

|Difference| 0.401% 0.178% 

Difference -0.401% 0.178% 

Connections failing more 66 63 

Connections failing less 0 3 
 

Infinite variance 

The main obtained, like we hoped, is bigger than the previous situation with a 

value of 1.84%. 
 

Infinite mean 

In this situation is the opposite. Now, the main value is 1.26%, obviously lower 

because of the changes in the parameters and because infinite mean distributions fail a 

lower total of time. 

 

Weibull distributions 

The MTBF remains the same in each link and node. We set mean and finite 

variance; the parameters are for the scale both links and nodes 2, 0.564 for the form 

parameter for the nodes and in the links varies between 0.113 and 0.316 
 

Average percentage of time failing 

In this network, the Weibull distribution obtains an average percentage of time 

failing of 1.47%. It is bigger than in the previously studied situation (Pareto’s) and 

lower than the Exponential situation. In the Figure 21 are showed the results of this 

simulation with intervals of 0.05%:

 
Figure 21: Histogram, Weibull distribution, Polska network 
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Aleatory distributions 

In this case, the parameters used are the same that we established with the others 

(Exponential, Pareto and Weibull).   
 

Average percentage of time failing 

In all the simulations, the path used is very important with the results of the time 

failing (longer path implies longer time failing in general) but here it changes.  

The results show that the average percentage of time failing is 1.46%, lower than 

Exponential and Weibull situation and higher than Pareto distribution. In the Figure 22 

are showed the results, again, of this simulation with intervals of 0.05%: 
 

 
Figure 22: Histogram, Aleatory distribution, Polska network 

 

Changes in parameters 

How we expected, if we make changes in the distributions we have changes in 

the behaviour of the network studied. 

 

The results are shown in the Table 11: 
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Table 11: Changing parameters, Aleatory distribution, Polska network 

 Type of distribution 

 Infinite variance Infinite average 

|Difference| 0.145% 0.075% 

Difference -0.145% 0.021% 

Connections failing more 65 21 

Connections failing less 1 45 

 

Infinite variance 

After the simulations, we obtained a mean of 1.61%, higher than the previous 

situation because of the time span. In the other hand, if we compare this with Pareto 

distribution is lower (Pareto has a mean of 1.84%) 
 

Infinite mean 

In this case, the mean is 1.44%, higher again than Pareto distribution and lower 

than the others. 
 

Comparison between distributions 

All the results are showed in the Table 12 as a summary: 

 
Table 12: Comparison between distributions 

 Exponential Pareto Aleatory Weibull 

Average 1.54% 1.44% 1.46% 1.47% 

 
As we can see, the results are quite similar and this is because the theoretical 

average for the three distributions is the same. The most failing is the Exponential and 

the least failing is the Pareto. It is because of the parameters of the network and the 

parameters given to the distributions. 

As summary, we can say that this network is pretty safe because the results are 

really low and, therefore, this makes the network assumes lower risks for when we talk 

about time failing. For more schematic detail, see the Figure 23: 

 

 

 

 

 

 

 

 

 

                                      Figure 23: Comparison between distributions 
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5.- Time of no connection 

This concept is the total time in which the source and destination of a certain 

connection are not connected together .This happens when the recovery method used is 

not able to fix the failure in a network element (node or link) and therefore it is causing 

some connection fails. The best recovery method has lower times of no connection 

times, it is trivial, but also need greater economic cost in terms of network infrastructure 

for implementation. 

 

Previously to all the simulations, we assumed an infinite capacity in all the links 

of the network except for dedicated protection methods in order to interpret the results 

obtained. 
 

It is obvious that general and local recovery behave in the same way for one hop 

connections: the time failing for general recovery is exactly the same as the time failing 

for local in one hop connections. 

 

There are exceptions, but is not usual. Like when the simulator chooses other 

recovery paths for local and general recovery; or where different connections can use 

both links and nodes that the restoration paths would need (dedicated paths).  The 

minimum times failing are the same for local and general connections a lot of times 

because of we said before but, if there are two or more steps connections, the times of 

no connection can be different. 

 

Finally, we have to know that the most efficient recovery is the general dynamic, 

which finds a new path even if there are more than one (or one) components failing and 

there is a path available and that one hop connections will not be the less failing always. 
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5.1. DFN Bwin Network 

Aleatory distributions 

Protection techniques 
 
Table 13: Downtime protection technique, Aleatory distribution, DFN Bwin Network 

 Protection technique 

Time of no 

connection 

General non-

dedicated 

Local non-

dedicated 

General 

dedicated 

Local 

dedicated 

Average 0.7639% 0.7352% 0.8264% 0.8413% 

Variance 4.39*10
-7

 4.21*10
-7

 7.2*10
-7

 8.02*10
-7 

Minimum 0.6111% 0.598% 0.6004% 0.5718% 

Maximum 0.8195% 0.8481% 0.9267% 1.005% 

Damage 

prevented (%) 
62.3% 62.63% 58.39% 57.81% 

 

The principal difference of average between dedicated or non-dedicated 

technique is only the 0.0843%, a small value. There are not too many differences 

between the techniques, but we can say that non-dedicated methods are better than the 

dedicated speaking about damage prevented.  

 
Restoration techniques 
 
Table 14: Downtime restauration technique, Aleatory distribution, DFN Bwin Network 

 Restoration technique 

Time of no connection General Local 

Average 0.7121% 0.7349% 

Variance 4.18*10
-7

 3.6*10
-7

 

Minimum 0.4817% 0.4932% 

Maximum 0.6639% 0.6651% 

Damage prevented (%) 65.47% 65.11% 

 

The two techniques have similar results, the only difference is the variance, 

where in the local case is lower than the general case. 
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Changes in parameters 

Finite average and variance in links and nodes 
 
Table 15:Finite parameters, Aleatory distribution, DFN Bwin Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
0.15% 0.146% 0.139% 0.163% 0.095% 0.109% 

Connections 

failing more 
3 2 1 3 3 3 

Connections 

failing less 
87 88 89 87 87 87 

 

It is obvious that the connections fail less than in the previous case. 

 
Infinite variance in links and nodes 
 
Table 16: Infinite variance, Aleatory distribution, DFN Bwin Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
0.045% 0.062% 0.05% 0.057% 0.048% 0.042% 

Connections 

failing more 
11 13 14 19 20 14 

Connections 

failing less 
79 77 76 71 70 76 

 

The network connections fail more than before, and in this case, the method with 

best results is the general non-dedicated. 

 

Infinite average in links and nodes 
 
Table 17: Infinite average, Aleatory distribution, DFN Bwin Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
0.125% 0.142% 0.135% 0.156% 0.144% 0.141% 

Connections 

failing more 
2 4 2 4 1 0 

Connections 

failing less 
88 86 88 86 89 90 

 



Risk Management of Resilient WiFi Networks 

40 
 

The network connections fail less than the other two cases, and in this case, the 

method with best results is the general local restoration. 

 

Exponential distributions 

Protection techniques 
 
Table 18: Downtime protection technique, Exponential distribution, DFN Bwin Network 

 Protection technique 

Time of no 

connection 

General non-

dedicated 

Local non-

dedicated 

General 

dedicated 

Local 

dedicated 

Average 0.6381% 0.648% 0.6498% 0.6521% 

Variance 1.44*10
-8 

1.21*10
-8

 3.87*10
-8

 5.3*10
-8

 

Minimum 0.5319% 0.5342% 0.5386% 0.559% 

Maximum 0.7323% 0.7352% 0.8512% 0.901% 

Damage 

prevented (%) 
63.21% 63.51% 60.4% 59.88% 

 

The principal difference of average between dedicated or non-dedicated 

technique is only the 0.0079%, a very small value and lowers than before. There are not 

too many differences between the techniques, and both techniques are similar. 

 
Restoration techniques 
 
Table 19: Downtime restauration technique, Exponential distribution, DFN Bwin Network 

 Restoration technique 

Time of no connection General Local 

Average 0.643% 0.659% 

Variance 1.15*10
-7 

1.17*10
-7

 

Minimum 0.4732% 0.5121% 

Maximum 0.6293% 0.712% 

Damage prevented (%) 64.59% 63.11% 

 

The results are very similar between them, and the variances are bigger than the 

last case. The damage prevented is slightly lower. 
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Pareto distributions 

Protection techniques 
Table 20: Downtime protection technique, Pareto distribution, DFN Bwin Network 

 Protection technique 

Time of no 

connection 

General non-

dedicated 

Local non-

dedicated 

General 

dedicated 

Local 

dedicated 

Average 0.5382% 0.5711% 0.6631% 0.6923% 

Variance 2.3*10
-7 

2.11*10
-7

 5.47*10
-7

 6.84*10
-7

 

Minimum 0.4812% 0.481% 0.5027% 0.5341% 

Maximum 0.6082& 0.6123% 0.7434% 1.1298% 

Damage 

prevented (%) 
57.54% 58.21% 54.53% 53.63% 

 

The principal difference of average between dedicated or non-dedicated 

technique is 0.1231%. At the moment, it has the higher difference. 

But if we consider the variance, in the non-dedicated techniques it is the lower at the 

moment. 

 
Restoration techniques 
 
Table 21: Downtime restauration technique, Pareto distribution, DFN Bwin Network 

 Restoration technique 

Time of no connection General Local 

Average 0.5924% 0.6244% 

Variance 1.83*10
-7

 1.66*10
-7

 

Minimum 0.5085% 0.5142% 

Maximum 0.724% 0.7795% 

Damage prevented (%) 60.42% 58.59% 

 

The difference between distributions is 0.032% a little bit higher than the others 

distributions, but it remains low. The variances are higher than the exponential 

distribution but not for too much. In the other hand, in this distribution there is more 

damage caused than the exponential. 
 

Changes in parameters 

Finite average and variance in links and nodes 
 
Table 22: Finite parameters, Pareto distribution, DFN Bwin Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
0.301% 0.286% 0.215% 0.271% 0.201% 0.244% 

Connections 

failing more 
0 0 0 0 0 0 

Connections 

failing less 
90 90 90 90 90 90 
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As we can see without doubt, the differences are evident. All the connections fail 

more than in the infinite variance. 
 

Infinite variance in links and nodes 
 
Table 23: Infinite variance, Pareto distribution, DFN Bwin Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
0.044% 0.061% 0.04% 0.027% 0.033% 0.031% 

Connections 

failing more 
21 24 20 36 30 29 

Connections 

failing less 
69 66 70 54 60 61 

 

The results show that the method of recovery with lower difference in average is 

the Local dedicated. They also show higher results than the before case. 

 
Infinite average in links and nodes 
 
Table 24: Infinite average, Pareto distribution, DFN Bwin Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
0.213% 0.251% 0.24% 0.253% 0.216% 0.204 

Connections 

failing more 
0 0 0 0 0 0 

Connections 

failing less 
90 90 90 90 90 90 

 

In this last situation, again the connections fail less time (like in the infinite 

variance and average case). 
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Weibull distributions 

Protection techniques 

 
Table 25: Downtime protection technique, Weibull distribution, DFN Bwin Network 

 Protection technique 

Time of no 

connection 

General non-

dedicated 

Local non-

dedicated 

General 

dedicated 

Local 

dedicated 

Average 0.7235% 0.7941% 0.7473% 0.812% 

Variance 1.67*10
-7 

1.44*10
-7

 4.02*10
-7

 7.75*10
-7

 

Minimum 0.6342% 0.6342% 0.6413% 0.6607% 

Maximum 0.821% 0.8031% 0.9705% 1.152% 

Damage 

prevented (%) 
63.5% 63.81% 59.66% 58.03% 

 

The difference between distributions is 0.0208% lower than the others 

distributions. The variances are lower than the Pareto distribution and higher than the 

exponential. In this distribution the damage prevented is higher than the Pareto 

distribution and very similar to the exponential distribution. 

 
Restoration techniques 
 
Table 26: Downtime restauration technique, Weibull distribution, DFN Bwin Network 

 Restoration technique 

Time of no connection General Local 

Average 0.7395% 0.7592% 

Variance 8.43*10
-8

 2.03*10
-7

 

Minimum 0.618% 0.6307% 

Maximum 0.7432% 0.7989% 

Damage prevented (%) 64.99% 63.75% 

 

The principal difference is the variance. In general technique is lower than the 

local technique. The other parameters are very similar between them. 
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Comparison between distributions 

 

Protection methods 

 
Figure 24: Comparison between distributions 

As we can see clearly in Figure 24, the method with more risk and a downtime 

higher is the local dedicated. In the other hand we have the general non-dedicated that is 

the opposite. Finally, for non-dedicated methods the Pareto distribution is the least 

failing while in dedicated methods is the exponential distribution. 
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Restoration methods 

 

Figure 25: Restoration Methods 

In this case (Figure 25), all the distributions have a higher average in local 

recovery than in general recovery. This difference is just about 0.0025%. 

  



Risk Management of Resilient WiFi Networks 

46 
 

5.2. Polska Network 

This network seems that will not fail too much because of its size and 

complexity and de difference between the maximum and the minimum will be small. 

 

Exponential distributions 

Protection techniques 
 
Table 27: Downtime protection technique, Exponential distribution, Polska Network 

 Protection technique 

Time of no 

connection 

General non-

dedicated 

Local non-

dedicated 

General 

dedicated 

Local 

dedicated 

Average 0.3762% 0.3719% 0.4032% 0.3931% 

Variance 1.41*10
-7 

1.44*10
-7

 1.78*10
-7

 1.49*10
-7

 

Minimum 0.2871% 0.2823% 0.3092% 0.2901% 

Maximum 0.4796% 0.4516% 0.5154% 0.4618% 

Damage 

prevented (%) 
73.88% 74.03% 71.65% 72.96% 

 
The principal difference of average between dedicated or non-dedicated 

technique is only the 0.0376%, a small value. It is the same with the variance.  

Again, the size of the network and changes in parameters are the responsible of that. 

 

Restoration techniques 

 
Table 28: Downtime restoration technique, Exponential distribution, Polska Network 

 Restoration technique 

Time of no connection General Local 

Average 0.3583% 0.3539% 

Variance 1.54*10
-7

 1.51*10
-7

 

Minimum 0.2263% 0.2314% 

Maximum 0.4384% 0.4399% 

Damage prevented (%) 73.64% 73.61% 

 

There is no important difference between both techniques (General and Local). 
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Pareto distributions 

Protection techniques 
 
Table 29: Downtime protection technique, Pareto distribution, Polska Network 

 Protection technique 

Time of no 

connection 

General non-

dedicated 

Local non-

dedicated 

General 

dedicated 

Local 

dedicated 

Average 0.3571% 0.3521% 0.3973% 0.3741% 

Variance 6.51*10
-7

 5.2*10
-7

 1.23*10
-7

 7.35*10
-7

 

Minimum 0.2854% 0.2806% 0.3228% 0.2917% 

Maximum 0.3878% 0.3552% 0.4275% 0.3849% 

Damage 

prevented (%) 
76.33% 77.4% 72.78% 74.6% 

 

Like in the last distribution, the principal difference of average between 

dedicated or non-dedicated technique is a small value. We have a different variance in 

General Dedicated if we compare it with the others. Finally, de damage prevention 

differences are insignificant between them and all good. 
 

Restoration techniques 
 
Table 30: Downtime restoration technique, Pareto distribution, Polska Network 

 Restoration technique 

Time of no connection General Local 

Average 0.3342% 0.3311% 

Variance 4.77*10
-8

 4.79*10
-8

 

Minimum 0.2481% 0.2481% 

Maximum 0.3712% 0.3713% 

Damage prevented (%) 78.22% 78.29% 

 

As we can see, the variance is really small, we can say the smallest in the 

simulations and the damage prevent is also really high and good. 
 

Changes in parameters 

Infinite variance in links and nodes 
 
Table 31: Infinite variance, Pareto distribution, Polska Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
-0.112% -0.101% -0.132% -0.118% -0.101% -0.109% 

Connections 

failing more 
66 66 66 66 66 66 

Connections 

failing less 
0 0 0 0 0 0 
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All the difference in average is negative, so the connections fail more than in the 

finite average case. 
 
Infinite average in links and nodes 
 
Table 32: Infinite average, Pareto distribution, Polska Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
-0.043% -0.044% -0.037% -0.023% -0.031% -0.032% 

Connections 

failing more 
54 56 50 43 48 48 

Connections 

failing less 
12 10 16 23 18 18 

 

With the infinite average, we obtain less fails than the principal simulation, but 

more fails than the infinite variance. 
 

Weibull distributions 

Protection techniques 
 
Table 33: Downtime protection technique, Weibull distribution, Polska Network 

 Protection technique 

Time of no 

connection 

General non-

dedicated 

Local non-

dedicated 

General 

dedicated 

Local 

dedicated 

Average 0.3878% 0.3811% 0.4221% 0.4107% 

Variance 1.11*10
-7

 1.15*10
-7

 1.88*10
-7

 1.36*10
-7

 

Minimum 0.3156% 0.3201% 0.3395% 0.3459% 

Maximum 0.483% 0.482% 0.5173% 0.4898% 

Damage 

prevented (%) 
74.54% 74.61% 72.3% 72.96% 

 

The results show a difference between dedicated and non-dedicated of 0.032%, 

really small. We can see that it fails more than Pareto distribution and the variances are 

low, as we hoped.  
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Restoration techniques 
 
Table 34: Downtime restoration technique, Weibull distribution, Polska Network 

 Restoration technique 

Time of no connection General Local 

Average 0.3497% 0.3503% 

Variance 8.98*10
-8

 8.91*10
-8

 

Minimum 0.3064% 0.3064% 

Maximum 0.4571% 0.4571% 

Damage prevented (%) 75.13% 75.11% 

 
The differences are minim between general and local techniques.  

Comparing with the other distributions, for example with the exponential, the variance 

is lower and the damage prevent is higher. 
 

Aleatory distributions 

Protection techniques 
 
Table 35: Downtime protection technique, Aleatory distribution, Polska Network 

 Protection technique 

Time of no 

connection 

General non-

dedicated 

Local non-

dedicated 

General 

dedicated 

Local 

dedicated 

Average 0.3383% 0.3176% 0.3965% 0.3831% 

Variance 7.97*10
-8

 1.5*10
-7

 2.11*10
-7

 1.45*10
-7

 

Minimum 0.3141% 0.3143% 0.3381% 0.3326% 

Maximum 0.4457% 0.4384% 0.5505% 0.4851% 

Damage 

prevented (%) 
76.11% 76.87% 71.49% 74.43% 

 

The results show a difference between dedicated and non-dedicated of 0.061%, 

very small like all the distributions. There is one variance really small and all in general 

are also low. The damage prevented is higher than Weibull and Exponential distribution 

and quite similar than Pareto distribution. 

 
Restoration techniques 
 
Table 36: Downtime restoration technique, Aleatory distribution, Polska Network 

 Restoration technique 

Time of no connection General Local 

Average 0.3132% 0.3129% 

Variance 6.98*10
-8

 6.99*10
-8

 

Minimum 0.3101% 0.3103% 

Maximum 0.4317% 0.4316% 

Damage prevented (%) 76.24% 76.22% 
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As we can see, the differences are almost nulls. The variances are very low and 

the damage prevented is lower than the Pareto distribution (about 78%). 
 

Changes in parameters 

Infinite variance in links and nodes 
 
Table 37: Infinite variance, Aleatory distribution, Polska Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
-0.035% -0.031% -0.039% -0.034% -0.024% -0.023% 

Connections 

failing more 
46 47 53 47 45 45 

Connections 

failing less 
19 19 13 19 20 21 

 
We have not too much for evaluate because the differences are very small. 

 
Infinite average in links and nodes 
 
Table 38: Infinite average, Aleatory distribution, Polska Network 

 

Method of recovery 

General 

non-

dedicated 

Local 

non-

dedicated 

General 

dedicated 

Local 

dedicated 

General 

restoration 

Local 

restoration 

Difference in 

average 
-0.025% -0.024% -0.019% -0.018% -0.026% -0.026% 

Connections 

failing more 
46 45 47 41 50 50 

Connections 

failing less 
20 20 19 25 16 16 

 

We have not too much for evaluate because the differences are very small but 

there are less differences than the infinite variance. 
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Comparison between distributions 

Protection methods 

 

 
Figure 26: Comparison between distributions 

 

As we can see clearly, the method with more risk and a downtime higher is the 

general dedicated. In the other hand we have the local non-dedicated that is the 

opposite. 

Finally, for non-dedicated methods the aleatory distribution is the least failing while in 

dedicated methods is the Pareto distribution. 
 

 

Restoration methods 

 

 

Figure 27: Restoration methods comparison 
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In this case (Figure 27), in Weibull and Aleatory distributions the differences 

between restorations are quite similar and the others have a little bit more of difference, 

but it is very small (about 0.005%).  
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5.3. Study between networks 

In this part we will compare the two networks in different aspects like which of 

them present higher levels of failures, and which is the difference between methods of 

recovery (protection and restoration). The Table 39 and Figure 28 compare all the 

recovery methods of the networks with an average of the results obtained before: 

 
Table 39: Recovery method of both networks 

Method of recovery Polska DFN Bwin 
General non-dedicated 0,3649% 0,6659% 

Local non-dedicated 0,3557% 0,6871% 
General dedicated 0,4048% 0,7217% 

Local dedicated 0,3903% 0,7494% 
General restoration 0,3389% 0,6718% 

Local restoration 0,3371% 0,6944% 

 
As inference, for a network like Polska, small and depending on the length of the 

paths, the best recovery method is the General non-dedicated. In contrast with the DFN 

Bwin network the more convenient is the Local dedicated. 

 
  

Figure 28: Recovery method of both networks 
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6.- Conclusions 

In this work we have seen the behaviour of each network, Polska and DFN 

Bwin, when they are simulated by some different ways. We have to know that these 

simulations have a lot of influences, like the parameters applied, the simulating time, 

the aleatory of the computer and of the Matlab… So the final results can be affected 

(barely) in any case that we did. 

I had some problems with modifying the simulator in order to use wireless 

networks, but at the end and with some effort, it could be possible. 

 

             I will come to the point. These two networks are very different because of their 

topology, size, connections, etc. So the results for one are quite different from the other. 

The recovery methods change their efficiency in each network. In Polska network, the 

length of the links is important, and as a conclusion, the average time of failing is very 

similar in each distribution, having a better result with Pareto distribution but in general, 

is a low value (between 1.4%-1.5%) so the risk assumed is very low. 

In the other hand, with DFN Bwin network the best distribution is the Exponential, 

getting a values of average time of failing very close to the theoreticals. 

 

When we studied the behaviour with the different recovery methods and 

techniques of restoration, we arrived to the next conclusion:  

In Polska network, the best choice for the protection method is the local non-dedicated 

with an aleatory distribution obtaining the best results with risks and with the restoration 

method the same distribution and Local recovery. With the other network, in protection 

techniques it answered better with the Pareto distribution and general non-dedicated 

technique and for the restoration, the same distribution and a general recovery. 

Finally, we could make other kinds of studies in a future projects, as an example, 

to use different distributions, or even change the scenarios to study and use this same 

simulator and this concepts for to simulate and study local networks (LAN’s) or any 

other.  
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9.- Appendix 

The simulator 

 
Figure 29: Modules of the simulator 

 

1) connectionsCalculation.m: It is the main loop of the simulation, where the time 

failing is calculated and also if a certain method of recovery is failing or not in a 

certain moment. 

2) dijkstra.m: finds the shortest path available from a certain node to all the rest of 

the nodes of the network. 

3) failures.m: generates the first failures of the network, using random generators 

of the distributions associated to each element (link or node). 

4) getParameters.m: creates some of the elements that are needed (failures and 

repairs parameters matrices for the links, and failures and repairs parameter 

vectors for the nodes). 
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5) linkFailures.m: creates, using random generators a new time of failure for a link, 

after it is repaired, following the distribution associated to the link. 

6) MatrixCreator.m: creates the topology matrix, and transforms the failures and 

repairs distribution matrices. 

7) nodesFailures.m: like linkFailures.m, but for the nodes, using random generators 

creates a new time of failure for the node. 

8) pathFollowed.m: it calculates the links and nodes used in a certain connection. 

9) repairLink.m: calculates the time the link will last being repaired, using the 

distribution associated to it. 

10) repairNode.m: as the previous function, calculates the time being repaired for a 

certain node that has just failed. 

11) shortestPath.m: finds the shortest path from all the nodes of the network to each 

of the other nodes in it. 

12) simulator.m: it is the main module of the program, that integrates other modules 

and saves the obtained data to disk. 

13) sparse_to_csr.m: used by dijkstra.m, it changes the format of the matrix in order 

to be used by this function. 

14) statisticalParametersCost.m: calculates some of the parameters used later in the 

analysis. 

15) statisticalParametersFailures.m: as the previous one, calculates other parameters 

used later in the analysis. 

16) xml2struct.m: it transforms the network (given as an xml document) in an struct, 

making it useful for other functions. 

17) xmlToMatrix.m: it creates the matrix of connections, that will be later used to 

create the topology matrix, and also the distributions used. 

18) xmlToVector.m: creates the vectors with the names of the nodes, and the 

failures and repairs distributions. 

 


