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Abstract—In network architectures based on Software Defined
Networking (SDN) the control plane (control logic) is separated
from the network data plane (forwarding plane) while traditional
network routers combine both. Software Defined networks facilitates a centralized networking system where a logical controller
manages the global view of the network. In this paper, we first
propose a new metric on the controller placement problem (CPP)
that simultaneously considers the communication latency and
communication reliability both between switches and controllers
and between controllers. Reliability is considered for singlelink failure. We model the problem of determining the optimal
controller placement to provide low latencies in the control plane
traffic. The objective of this study is to minimize the average
accumulated latency by jointly taking into account the latency between controller to switches and inter-controller while optimizing
their placement for achieving an optimal balance simultaneously.
The optimization problem is formulated as a mixed-integer linear
programming (MILP) model under the constraints of latency and
reliability. We evaluated the performance of our proposed metric
by using the Internet2 OS3E network topology. Different from
previous work, we focus on the control traffic exchanged among
controllers to synchronize their shared data structure. Results
demonstrate that the proposed method is promising.
Index Terms—Software Defined Networking, Control Plane
Latency, Multiple Controller Placements, Single-Link Failure,
Backup Path, Mixed-Integer Linear Programming

I. I NTRODUCTION
Unlike traditional networking technologies, which integrates
both the data plane and control plane on the same networking
device, Software Defined Networks (SDNs) are characterized
by disassociating a network architecture in the data plane
(forwarding plane) and the control plane (controller logic).
SDN provides a logically centralized control plane intelligence
to manage the whole network and network programmability
[1], [2]. The forwarding/data plane is responsible for the
forwarding devices in network traffic, whereas the data plane
is programmed and managed by the control plane. The control
plane is responsible and capable of handling the network traffic, generating rules and policies to make high-level decisionmaking and configuration for the forwarding devices (i.e.,
switches and routers) with the help of the controllers. The
data packets and control packets share the same network
infrastructure.
In SDNs, deploying a single controller for network management makes the network presents reliability issues. Multiple

controllers are deployed to improve network performance and
manage the entire network more efficiently and flexibly.
In a SDN control plane, two functional operations are
identified. First, the control traffic exchanged between controllers and switches attached to the controller, referred to
as (Ctr-Sw), to configure, manage, and monitor the switches.
Second, the control traffic exchanged among controllers (or
inter-controller communication), indicated as (Ctr-Ctr), which
supports the interaction between controllers (i.e., the control
traffic to keep the shared data structures synchronized). The
control plane is a combination of inter-controller and switches
to controller communications. The (Ctr-Ctr) communication
of SDN domains is established utilizing east/westbound interfaces. The southbound interface is responsible for (Ctr-Sw)
communication in SDN domain (i.e., OpenFlow). Thus, the
(Ctr-Ctr) latencies must be considered along with the (Ctr-Sw)
latencies when evaluating the control plane performance. As
a result, the optimal controller placement in a given network
should consider both kinds of latencies.
However, most of the related literature only focuses on the
latencies of the controllers to switches interactions, while neglecting the latency introduced by the controller-to-controller
communications. In this paper, we focus on the controller
placement problem by considering the impact of both latencies. The balance between these two types of traffic (Ctr-Sw)
and (Ctr-Ctr) is considered in the proposed solution.
The Ctr-Ctr traffic increases when multiple controllers are
deployed, while few controllers increase the Ctr-Sw traffic
latency. The Ctr-Ctr traffic is important to maintain the shared
view of the network state and information providing a global
view to run network applications correctly and programming
abstractions. Alternatively, the Sw-Ctr traffic essentially depends on the network application running on the controller.
Usually, the south-bound interface (Ctr-Sw traffic) interactions
are more responsive and quicker than the east-west interface
(Ctr-Ctr traffic) interactions. Depending on the application
of the control plane, it is more significant to minimize the
Ctr-Ctr latencies than Ctr -Sw traffic interactions. This is a
management and deployment decision that may impact the
overall performance.
The take-home message of this paper is that for each
network application running on the control plane, we can
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Fig. 1. The Architecture of SDN Control Plane

choose the weights between Ctr-Sw and Ctr-Ctr latencies
to find the best solution. This paper considers two main
objectives; firstly, is to minimize the accumulated control plane
latency, which takes into consideration both latencies from the
Ctr-Sw and Ctr-Ctr at the same time. Secondly, to include
reliability considering the effect of link failures on the control
traffic Ctr-Sw and Ctr-Ctr.
The rest of the paper organized as follows. Section II gives
a description of related work in the Controller Placement
Problem (CPP). We formulate the problem mathematically in
Section III. Section IV presents our results in the control plane.
Finally, this paper is concluded in Section V.
II. RELATED WORK
In this section, we show a brief review of the controller
placement problem in SDN. The CPP is a significant research
problem in a pure SDN. This problem has formally proved
that CPP is similar to the facility location problem and is
NP-Hard [3]. The controller placement strategies took into
account only the latency between the controllers and their
assigned switches. The authors evaluated the performance of
the CPP on the Internet2 OS3E topology [4]. Heller et al is
designed to find the minimum number of controllers required
in the network and where place each controller to provide
low latencies between switches and their associated controller
[5]. An optimized K-means algorithm is designed to address
the problem for latency minimization between switches and
controllers [6]. On one hand, K-center is proposed to address
this problem for minimizing the maximum latency between
the controller and switches [7].
In controller placements, reliability is also a key problem to
improve the network performance of the network. Yuqi Fan et
al. [8] proposed a new latency metric Latency-Aware Reliable
Controller placement algorithm (LARC) for the problem that
focuses on the latency only between the switches and their
assigned controller’s communication with a single-link failure
and proposed an efficient algorithm for the problem. The

objective to minimize the average accumulated latency on
both primary and backup paths are jointly considered during
the placement of controllers. But it does not consider the
communication among controllers.
In [9], the authors propose an efficient Reliability-aware
Controller Placement (RCP) algorithm against the state-ofart: Latency-Aware Reliable Controller placement algorithm
(LARC) [8] and the optimized K-means network partition
algorithm (OKMP) [6]. The RCP algorithm divides the network into multiple sub-networks and places a controller in
each sub-network. A local search algorithm is presented to
determine controller placements and switch-to-controller mapping relationship. The simulation results showed that the RCP
algorithm provides better performance to reduce the backup
path latency and the accumulated latency of the primary and
backup paths. But, controller-to-controller communication has
been ignored.
AK Singh et al. [10] focus on the reliable controller
placement problem (RCPP) and use Varna-based optimization
(VBO) for a reliable CPP that minimizes the total average latency of the network. Results show that the proposed algorithm
provides better performance compared with other optimization
methods, i.e., particle swarm optimization (PSO) [11], teacher
learning-based optimization (TLBO) [12], and Jaya algorithms
[13] based solution for RCPP.
K. S. Sahoo et al. [14] propose Particle Swarm Optimization
(PSO) and Firefly (FFA) for solving controller placement problem in SDN-based wide area networks. The objective of their
work is to minimize the latency to find the optimal number
and location of the controller, which take into account the
communication between the switch to controller and controller
to controller. Their results show that the FFA achieves better
performance than PSO and the time taken by both are in almost
close level.
In our study, we investigate a new metric for Joint Latency and Reliability-aware Controller Placement Optimization (LRCP), which takes into account both the communication
reliability and the communication latency between the controller and their associated switches as well as the controllerto-controller simultaneously. Reliability considers a single-link
failure. Future studies will to address controller placement
including capacity constraints.
III. O PTIMIZATION MODEL
An SDN network is represented as a graph G = (V, E),
where switches (or nodes) set V consists of SDN-enabled
network devices and edges (or links) set E includes the
communication links among devices, where the link weight
indicates the distance between two nodes. The set of switches
V and edges E are defined in (1) and (2):
V = {vi |i = 1, 2, ..., n}

(1)

E = {link(vi , vj )|vi , vj ⊂ V }

(2)

TABLE I
N OTATIONS AND DEFINITIONS .
NOTATIONS

DEFINITION

G(V, E)
V
E
C
M
i, j
(i, j)
dist(i,j)
n
k
pi,k
p
li,k
b
li,k
b
li,k,i0 ,j 0
LARC(i, k)

Graph G, where V is a set of switches and E is set of edges between switches
Set of network devices (Switches or nodes) in the network
Set of physical links (or edges) among network devices/switches
Controller set, where (C ⊂ V )
A matrix consisting of the shortest path latency. For each index (i, j), it corresponds to the shortest path latency from node i to node j.
Switches or nodes i and j
The link from between nodes i and j
The distance between nodes i and j
Total number of nodes in the network, where (n = |V |)
Total number of controllers to be installed in the network, where (k ≤ n)
The link set of the primary path between switch i and controller k
The latency of the primary path between switch i and controller k
The average latency of the backup paths between switch i and controller k
The latency of the backup path between switch i and controller k under the link failure (i0 , j 0 ).
The accumulated latency in the primary path and backup paths between switch i and controller k

Where, vi and vj are switch nodes, link (vi , vj ) is the link
between nodes vi and vj and n denotes the total amount of
nodes (n = |V |).
C represents the set of controller nodes in the network
topology, and EC represents the set of paths between the
controllers, which are shown in (3) and (4):
C = {ci |i = 1, 2, ..., k}

(3)

EC = {link(ci , cj )|ci , cj ⊂ C}

(4)

Where, ci and cj are controller nodes, link (ci , cj ) is the link
between nodes ci and cj and k is the number of controllers
to be deployed throughout the network (k ≤ n).
M represents the distance matrix between all nodes and
dist(i,j) represents the distance between nodes i and node j.
A node may be a simple switch node or a controller node
which is placed on the switch node. As an example, in Figure
1 there are 12 nodes from switches to 3 are controllers, that
is n = 12 and k = 3. The details of the notation in this paper
are summarized in Table I.
We propose a new metric called Joint Latency and
Reliability-aware Controller Placement Optimization (LRCP)
based on the original Controller Placement Problem (CPP)
model [5] with some additional constraint and terms for the
objective function. As a first approach, a metric is proposed to
find the trade-off between the controller and their associated
switches latency (Ctr-Sw) and inter-controller latency (Ctr-Ctr)
at the same time. The goal of this metric is to minimize the accumulated latency of the network, mathematically formulated
as described in (5):
lat = min(λz1 + (1 − λ)z2 )

(5)

The objective function in the first part of the model formulation considers the latency between switches and their
assigned controller (z1 weighted by λ) and the second part
of the function considers the controller-to-controller latency
(z2 weighted by (1-λ)). On the other hand, the accumulated

latency is the weighted combination both latency between CtrSw and Ctr-Ctr communication. In [15], we present a detailed
evaluation of this metric and its applicability.
The goal of the model is to determine the optimal minimum
accumulated latency placements and controller locations to
achieve a given balance between switches to the assigned
controller latencies, and inter-controllers latencies in the control plane. The latency between two nodes is measured as
the distance by using Dijkstra’s algorithm to calculate the
shortest path distance between pairs of nodes in the network.
According to this model, each controller is placed with a
switch and a single controller controls each switch.
The new metric, LRCP, is built as an extension of [15],
including reliability for single-link failures, following the
work presented in LARC [8]. LARC (i, j) represents the
shortest distance between switch node i to controller node j,
n represents the total amount of nodes and k represents the
number of controllers.
1) The average switch to controller latency (Ctr − Sw):
The average latency between controllers and switches is calculated as shown in (6):
P
i∈V,j∈C LARC(i,j) xi,j
z1 =
(6)
(n − k)
This optimization problem is known as the minimum K-means
clustering algorithm problem.
2) The average inter-controller latency (Ctr − Ctr): The
average latency is shown in (7)
P
i∈V,j∈C LARC(i,j) xi,i yj,j
(7)
z2 =
n(Ctr−Ctr)
The number of possible paths between controller-controller is
dependent on number of controllers k and is (8):
n(Ctr−Ctr) = k(k − 1)/2

(8)
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Fig. 2. The average accumulated latency (milliseconds) using primary path
only (θ = 1)

Fig. 3. The average accumulated latency (milliseconds) when θ = 0.9

We assume that there is not more than one link failure (singlelink failure).

This model is formulated under the following constraints:
X
xi,j = 1, ∀i ∈ V
(13)

LARC = θlp + (1 − θ)lb

Equation (9) represents the LARC latency includes both the
average latency of the primary path plus an average of the
alternative backup paths that may be used when one singlelink of the primary path fails. The LARC latency is used for
both Ctr-Sw and Ctr-Ctr paths. The average latency of the
primary paths is computed as shown in Equation (10).
p
i∈V,k∈C li,k

P
lp =

· xi,k

n

(10)

p
In case of a single-link failure of the primary path li,k
, the
backup path needs to be built and updated to replace the failed
primary path in the network.
b
(i0 ,j 0 )∈pi,k li,k,i0 ,j 0

j∈C

(9)

X

=

|pi,k |

b
i∈V,k∈C li,k

P
lb =

n

· xi,k

(11)

(12)

When a single-link failure occurs (i0 , j 0 ) in the primary path
p
li,k
, the backup path needs to set up to connect switch i and
its assigned controller k. We apply Dijkstra’s algorithm to find
the shortest path which avoids the failed link to rebuild the
connection between switch i and controller k. Since every link
p
on primary path li,k
may fail, we compute the average latency
of the backup path between switch i and controller k. By
considering all single-link failures in the network, the average
latency of all the backup paths in the network is computed by
Equation (11) and Equation (12).

(14)

yi,j ≤ xi,j , ∀i ∈ V, ∀j ∈ C

(15)

xi,j , yi,j ∈ {0, 1}

(16)

These constraints ensure that: each switch is assigned to
exactly one controller (13); each controller is located onto
exactly one switch (14); a switch i is mapped to the controller
j if controller j is placed onto switch i (15) and Constraint
(16) guarantees that xi,j and yi,j are binary integer variables
(equal to 0 or 1). Binary decision variables are described as
in (17) and (18):
(
1, if switch i is mapped to controller j.
(17)
xi,j =
0, otherwise.

P
b
li,k

yi,j = 1, ∀j ∈ C

i∈V

yi,j

(
1, if controller k is placed onto switch i.
=
0, otherwise.

(18)

Using LARC distance, we build a topology graph where the
weights of the links include an extra value representing the
average backup paths latency. The optimization using this
topology aims to determine the best placement of a set of
controllers when a single-link failure occurs.
IV. EVALUATION RESULTS
We aim to minimize the total accumulated average latency
taking into consideration the latency between switches and
their assigned controller as well as the latency among controllers simultaneously with a single-link failure. The real
network topology used is Internet2 OS3E network (34 nodes
and 42 links). Mathematical modelling is written in Python.
The optimization program uses Gurobi Optimizer to solve
Mixed Integer Linear Programming (MILP) model.

Fig. 4. The optimal controller location and their associated switches a) θ =
1 and b) θ = 0.9
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In our model, we have two different types of weights, λ
and θ. The value of the λ is utilised for the weights between
Ctr-Sw and Ctr-Ctr latencies. Depending on the considered
control plane application, more weight for minimizing Ctr-Sw
traffic or Ctr-Ctr traffic may be required. On the other hand,
the value of the θ is used for the weights of the latency of the
primary path lp and the average latency of the backup path lb .
Therefore, the controller location may vary according to both
parameters λ or θ.
When θ = 1 and λ = 1, the results depend on the average
latency between switches and their assigned controllers only
and considers the primary paths only. This case corresponds
with the basic CPP and LARC optimization using the primary
paths only [5], [8]. Average latency decreases when more
controllers are used. As expected, we obtain the same results
as CPP and LARC, that is, the same controller placements and
the set of switches per controller, and same optimal controller
to switches latency.
The case when θ = 1 with different values of λ corresponds
with the basic joint placement latency optimization (LCP)
[15]. Figure 2 depicts the comparison results of average
accumulated latency and the impact of λ on latency when
the number of controllers varied from 2 to 12. It is interesting
to note that, as the number of controllers deployed reaches a
certain value in the network, the average accumulated latency
begins to increase. By increasing the number of controllers,
the latency among controllers increases. As the value of λ
grows, the average accumulated latency increases.
The reliability of the network decreases as the failure probability increases. Therefore, controller placements influence on
both network latency and reliability in the whole network.
Figure 3 presents the corresponding results when θ = 0.9.
That is, the accumulated latency takes into account the average
of backup paths and this implies slightly different controller
placements and associations with their corresponding switches.
As an example, for five controllers (k = 5) and λ = 0.8 the
accumulated latency considering the primary paths is 3.69 ms
(Fig. 2) while considering the cost of a link failure with θ =
0.9 the new placement gives an accumulated latency of 4.29
ms (Fig. 3).
Figure 4 shows how different values of θ influence the
placement of a set of controllers and the distribution of
switches attached to each controller. For five controllers (k
= 5), Fig. 4 (a) corresponds to (Fig. 2) when θ = 1 and λ =
0.8 while Fig. 4 (b) corresponds to (Fig.3) when θ = 0.9 and
λ = 0.8.
For a given probability of a link failure, the sub-optimal
placement that considers this event and corresponding backup
paths provide a slightly larger value of the accumulated latency
respect value for the primary paths only.
Figure 5 analyzes the effect of the number of controllers on
the average accumulated latency between switch and controller
(λ = 1). These results are the same as the original LARC
proposal [8]. We observe that by increasing θ, the average
accumulated latency decreases. Remind that θ = 1 means we
are using the primary paths only.
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Fig. 5. The average accumulated latency (milliseconds) for switch controller (λ = 1)

Figure 6 shows the average accumulated latency of our
proposal (LRCP) for a particular case when the number of
controllers is five (k = 5). For θ = 1, LCP [15] and LRCP are
the same. In particular, the case when λ = 1 corresponds to the
previous work of CPP and LARC for θ = 1. CPP places the
controllers to optimize the primary path for the Ctr-Sw latency
only without considering link failures [5]. LARC deploys
the controllers intending to minimize the average latency
of primary and backup paths between controllers and their

ACCUMULATED LATENCY (MILLISECONDS)

5.5

the controller placement and thus analyzing a more practical
scenario
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Fig. 6. The average accumulated latency (milliseconds) of LRCP for 5
controllers ( k = 5)

associated switches (Ctr-Sw) when a single link failure occurs.
However, controller-to-controller latency is not considered in
LARC [8]. The average latency increases while the weights of
backup path latency growth (θ decreases) because the average
latency of the backup path is larger than the average latency
of the primary path.
V. C ONCLUSION
A single controller is not capable to manage huge traffic
and may not be able to handle the scalability and reliability
issues in the network. Placing multiple controllers is an
essential requirement to improve network performance and
reliability. We tackle the original controller placement problem
(CPP) extending it and considering the communication latency
and communication reliability. We conduct experiments using
Internet2 OS3E network topology, so that we may compare our
results with the previous works. Our proposed metric LRCP
is built as an extension of the CPP and LCP models including
reliability for single-link failures, following the work presented
in the LARC model. The latency among controllers increases
as the number of controllers becomes larger. When the number
of controllers decreases, the latency between controller to
switch traffic increases.
The two parameters of the model (λ and θ) play a key role
in the deployment of the controllers. Once the control plane
application is decided the corresponding Ctr-Ctr communication may be included in the controller placement optimization
by choosing the value of λ. The optimal performance of the
control plane depends both on the latency between switches
and controllers (Ctr-Sw) and the latency among controllers
(Ctr-Ctr). On the other hand, the parameter θ allows finding
better locations for the controllers considering the probability
of link failures. A greater failure probability will imply lower
values of θ so that the alternative backup paths have a larger
weight in the placement decision. In future research, we plan to
consider the capacity of the controllers and links while solving
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