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Abstract 

The aim of this project is to develop a device capable to provide real-time remote access 

to car’s CAN bus over Wi-Fi network. 

In order to accomplish and prove this main goal it is proposed to design a device based on 

an ESP32 module, a low-cost low-power microcontroller with integrated CAN controller, 

Wi-Fi technology and Bluetooth. This device will be connected to an access point that 

provides Internet connection to send the CAN bus information to another ESP32 based 

device using UDP protocol. Then, the second device will convert the received data to CAN 

messages and replicate them in the CAN network.  

This document starts introducing the main technologies used in the project, continues 

showing the hardware designed, software implementation and the functional validation.  

At the end, it presents the results and conclusions and proposes a new development to 

continue this project.  
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1. Introduction 

1.1. Objectives of the project 

The main objective of this project is to develop an ESP32 device capable to send and 

receive in real-time the car’s CAN bus data wirelessly. This data will be sent through an 

Access Point to another ESP32 device that will reconvert it to CAN format and therefore 

creating a virtual tunnel that provides remote physical CAN access.  

In other words, to develop a device capable to send/receive car’s CAN bus data by using 

a computer or diagnosis tool without the need to be physically connected to the car’s CAN 

bus. 

The use of this system would avoid the need to attend to the car mechanic in order to 

perform the car’s diagnosis.  

 

1.2. Structure of the project 

This project differentiates two main stages: 

The first phase is this thesis itself. It is intended to prove if it is feasible to accomplish the 

main objective: A correct CAN communication between two ESP32 boards through an 

access point (router).  

A PC will simulate a car sending some CAN messages to the first device and this one will 

send the content via Wi-Fi through an access point (router) to another ESP32 device. This 

second device will be connected to a PC through a CAN to USB converter (Kvaser device) 

and therefore it will be verified the correct communication of CAN messages and also 

analyzed the latency of the entire communication process. 

 

 

Figure 1. First phase simplified functional diagram 
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This first stage of the project is based on multiple points: 

- Hardware design (schematics and PCB layout), production of the PCB, assembly 

of components and hardware unitary test.  

- Mechanical prototype design. 

- Software development of the application. 

- Test and validation of the developed system. 

- Conclusions and next phase proposal. 

 

The development of a complete system intended to be used by a car service (including 

server and/or mobile phone app) would exceed the scope of a single master’s thesis. 

Therefore, only the first stage mentioned in this work has been developed. 

The second stage is a proposal for a future thesis. A development that would implement a 

complete system where a car service can diagnose a car remotely in real-time. 

This future thesis would analyze if it is possible to communicate with the car in real-time 

even though the car is located some kilometers away from the car service.  

The car would use a mobile phone as an access point and will send all the CAN information 

to a server. In the other hand, the car service would have to receive this CAN information 

from the server. This future thesis will also be focused in sending the information securely 

encrypted to the server in order to do not allow any person to access this private information. 

 

 

Figure 2. Future development (Second Stage) Simplified functional diagram 
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1.3. Project system requirements 

Following points describe the main system technical requirements: 

- Design and produce a hardware capable to meet the previous mentioned objectives. 

Schematics and PCB design must be done. Altium designer ECAD software shall 

be used. 

- This hardware design has to be based on the ESP32 module with an integrated Wi-

Fi antenna. Also, shall have an external CAN transceiver, a DB-9 main connector 

interface and a USB interface to flash/debug the ESP32.  

- Hardware shall work in a range of voltages from 9V to 16V. (Typical 12V). Therefore, 

hardware must include a power stage that supplies the correct voltage levels to all 

the chips and circuitries. 

- Design and produce a harness to be able to connect the DB-9 connector of the 

board to an external power supply (12V) and to connect a Kvaser device in order 

to send CAN information from a PC to simulate a car.   

- To connect the ESP32 device to a car it must be needed to use a DB-9 to OBD-II 

converter harness.  

- To connect the ESP32 device to a diagnosis machine it will be needed to use a DB-

9 to OBD-II converter harness and an AC to DC (12V) converter in order to provide 

the power to both ESP32 and Diagnosis machine. 

- Design a software application capable to send/receive CAN data to another ESP32 

device over Wi-Fi using TCP or UDP protocol through an Access Point.  The 

application shall be written in C programming language. Visual Studio Code 

software will be used with PlatformIO programming environment. The application 

on the ESP32 will be running on FreeRTOS operative system. 

- A router or mobile phone shall be used as an Access Point. 

- The Wi-Fi credentials (password and SSID) will be send to the ESP32 by using a 

mobile phone app (EspTouch) 

- To design a mechanical concept and produce a box prototype for the product. 

 

1.4. Motivation 

Nowadays, electronics plays a major role in the current automotive industry. Initially, since 

there were very few electronic devices into the car, all the electronic devices were 

communicating point to point using copper cables. As technology advanced, and therefore 

more electronics devices were introduced inside the cars, it was decided to create a 

communication bus that would link all the electronic devices in a car with a twisted pair of 

cables (CAN Bus) and this is how the CAN bus emerged. 
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Currently, in the automotive world the use of this communication bus is very common. 

Therefore, if you want to detect errors in any of the devices of the car, make a diagnosis of 

how the car is or simply connect to a diagnosis tool, it must be done using the CAN protocol. 

Motivation of this project is based in the need to provide this car diagnosis on real-time and 

remotely in order to do not need to visit in person the car mechanic service. 

 

1.5. Work Plan 

Next table describes all tasks included in the different stages of the project and their 

respective workload.  

Task Duration Start Finish Pre Resource Names 

PFM 256 days Mon 09/09/19 Thu 01/10/20 
  

   PFM Project development 206 days Mon 09/09/19 Tue 23/06/20 
  

      Project definition 16 days Mon 09/09/19 Tue 01/10/19 
  

         Project goal definition 3 days Mon 09/09/19 Thu 12/09/19 
 
Ramon[50%] 

         Objectives definition 3 days Thu 12/09/19 Tue 17/09/19 4 Ramon[50%] 

         Meetings with project supervisor 2 days Tue 17/09/19 Thu 19/09/19 5 Ramon[50%] 

         Feasibility study 2 days Thu 19/09/19 Mon 23/09/19 6 Ramon[50%] 

         Redefinition of project goals 2 days Mon 23/09/19 Wed 25/09/19 7 Ramon[50%] 

         Meetings with project supervisor 2 days Wed 25/09/19 Fri 27/09/19 8 Ramon[50%] 

         Structure of work definition 2 days Fri 27/09/19 Tue 01/10/19 9 Ramon[50%] 

         Submit topic 0 days Tue 01/10/19 Tue 01/10/19 10 
 

      ESP32 Hardware Board development 83 days Tue 01/10/19 Fri 24/01/20 11 
 

         Schematics design using Altium 20 days Tue 01/10/19 Tue 29/10/19 11 Ramon[50%] 

         Design freeze and BOM generation 1 day Tue 29/10/19 Wed 30/10/19 13 Ramon[50%] 

         Layout design 25 days Wed 30/10/19 Wed 04/12/19 14 Ramon[50%] 

         CAD-OUT and Gerber files Generation  3 days Wed 04/12/19 Mon 09/12/19 15 Ramon[50%] 

         Components provisioning 12 days Wed 04/12/19 Fri 20/12/19 15 PCB Way sales 

         PCB manufacturing 5 days Mon 09/12/19 Mon 16/12/19 16 PCB Way 

         Components assembly 5 days Fri 20/12/19 Fri 27/12/19 17;18 PCB Way 

         PCBs delivery 10 days Fri 27/12/19 Fri 10/01/20 19 PCB Way 

         PCBs received 0 days Fri 10/01/20 Fri 10/01/20 20 
 

         PCB start-up and unitary testing 10 days Fri 10/01/20 Fri 24/01/20 21 Ramon[50%] 

      Mechanical development 12 days Fri 24/01/20 Tue 11/02/20 22 
 

         3D mechanical design 10 days Fri 24/01/20 Fri 07/02/20 22 Ramon[50%] 

         3D Printing prototype 2 days Fri 07/02/20 Tue 11/02/20 24 Ramon[50%] 

      ESP32 Software development 77 days Tue 11/02/20 Thu 28/05/20 25 
 

         Client board Software development 52 days Tue 11/02/20 Thu 23/04/20 25 
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            ESP32 pin configuration 2 days Tue 11/02/20 Thu 13/02/20 25 Ramon[50%] 

            Wi-Fi: Connect to an access point 5 days Thu 13/02/20 Thu 20/02/20 28 Ramon[50%] 

            CAN driver: Send and receive CAN frames  10 days Thu 20/02/20 Thu 05/03/20 29 Ramon[50%] 

            CAN transmission data using TCP  15 days Thu 05/03/20 Thu 26/03/20 30 Ramon[50%] 

            CAN reception data using TCP 15 days Thu 26/03/20 Thu 16/04/20 31 Ramon[50%] 

            Replicate data received in the CAN bus 5 days Thu 16/04/20 Thu 23/04/20 32 Ramon[50%] 

         Server board Software development 8 days Thu 23/04/20 Tue 05/05/20 33 
 

            ESP32 pin configuration 1 day Thu 23/04/20 Fri 24/04/20 33 Ramon[50%] 

            Wi-Fi: Connect to an access point 1 day Fri 24/04/20 Mon 27/04/20 35 Ramon[50%] 

            CAN driver: Send and receive CAN frames  1 day Mon 27/04/20 Tue 28/04/20 36 Ramon[50%] 

            CAN transmission data using TCP  2 days Tue 28/04/20 Thu 30/04/20 37 Ramon[50%] 

            CAN reception data using TCP 2 days Thu 30/04/20 Mon 04/05/20 38 Ramon[50%] 

            Replicate data received in the CAN bus 1 day Mon 04/05/20 Tue 05/05/20 39 Ramon[50%] 

         Software improvements 17 days Tue 05/05/20 Thu 28/05/20 40 
 

            Wi-Fi credentials provisioning task 5 days Tue 05/05/20 Tue 12/05/20 40 Ramon[50%] 

            Change from TCP protocol to UDP 10 days Tue 12/05/20 Tue 26/05/20 42 Ramon[50%] 

            Fix IP addresses 1 day Tue 26/05/20 Wed 27/05/20 43 Ramon[50%] 

            CAN filtering 1 day Wed 27/05/20 Thu 28/05/20 44 Ramon[50%] 

         Application finished 0 days Thu 28/05/20 Thu 28/05/20 45 
 

      Test and Validation 12 days Thu 28/05/20 Mon 15/06/20 46 
 

         Application validation 12 days Thu 28/05/20 Mon 15/06/20 46 
 

            Static IP provided 2 days Thu 28/05/20 Mon 01/06/20 46 Ramon[50%] 

            Wi-Fi provisioning 2 days Mon 01/06/20 Wed 03/06/20 49 Ramon[50%] 

            Server board sending CAN to client 2 days Wed 03/06/20 Fri 05/06/20 50 Ramon[50%] 

            Client board receiving CAN from server 2 days Fri 05/06/20 Tue 09/06/20 51 Ramon[50%] 

            Client board sending CAN to server 2 days Tue 09/06/20 Thu 11/06/20 52 Ramon[50%] 

            Server board receiving CAN from client 2 days Thu 11/06/20 Mon 15/06/20 53 Ramon[50%] 

      Conclusions and next phase proposal 6 days Mon 15/06/20 Tue 23/06/20 54 Ramon[50%] 

   Thesis writing 50 days Tue 23/06/20 Thu 01/10/20 55 
 

      Abstract 1 day Tue 23/06/20 Wed 24/06/20 55 Ramon[50%] 

      Chapter 1 Introduction 3 days Wed 24/06/20 Mon 29/06/20 57 Ramon[50%] 

      Chapter 2 State of the art  10 days Mon 29/06/20 Mon 13/07/20 58 Ramon[50%] 

      Chapter 3 Project Development 21 days Mon 13/07/20 Thu 10/09/20 59 
 

         Hardware development 7 days Mon 13/07/20 Wed 22/07/20 59 Ramon[50%] 

         Software development 7 days Wed 22/07/20 Tue 01/09/20 61 Ramon[50%] 

         Mechanical development 2 days Tue 01/09/20 Thu 03/09/20 62 Ramon[50%] 

         Validation 5 days Thu 03/09/20 Thu 10/09/20 63 Ramon[50%] 
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      Chapter 4 Results and analysis 5 days Thu 10/09/20 Thu 17/09/20 64 Ramon[50%] 

      Chapter 5 Budget 2 days Thu 17/09/20 Mon 21/09/20 65 Ramon[50%] 

      Chapter 6 Conclusions and future development 5 days Mon 21/09/20 Mon 28/09/20 66 Ramon[50%] 

      Bibliography / Appendices / Glossary 3 days Mon 28/09/20 Thu 01/10/20 67 Ramon[50%] 

   Thesis finished 0 days Thu 01/10/20 Thu 01/10/20 68 
 

Table 1. Project work plan. List of tasks. 

 

 

Gantt diagram 

The next figure shows a summarized project Gantt diagram.  

 

Figure 3. Summarized project Gantt diagram 

 

More detailed Gantt diagram can be found in the annexes chapter. 
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2. State of the art and theory of the technology used in this 

thesis 

This chapter presents a background and a comprehensive review in the thematic of this 

master thesis. Main technologies used in this project are explained below:  

 

2.1. Controller Area Network (CAN) 

2.1.1. Introduction 

Controller Area Network was developed by Robert Bosch GmbH for automotive 

applications in the early 1980s and publicly released in 1986. The Bosch CAN specification 

became an ISO standard (ISO 11898) in 1993 (CAN 2.0A), and extended in 1995 to permit 

longer device identifiers (CAN 2.0B).  

CAN protocol interconnect a network of nodes using two wire, twisted pair cable. It is a 

serial, multimaster, multicast protocol, which means that when the bus is free, any node 

can send a message (multimaster), and all nodes may receive and act on the message 

(multicast). The node that initiates the message is called the transmitter, any node not 

sending a message is called a receiver. Messages are assigned static priorities, and a 

transmitting node will remain a transmitter until the bus becomes idle or until a node 

supersedes it with a higher priority message through a process called arbitration.  

A CAN message may contain up to 8 bytes of data. A message identifier describes the 

data content and is used by receiving nodes to determine the destination on the network. 

Bit rates up to 1 Mbit/s are possible in short networks (≤ 40 m). Longer network distances 

reduce the available bit rate (125 Kbit/s at 500 m, for example). [1] 

 

2.1.2. CAN architecture 

As previously mentioned, CAN network consist of a number of nodes interconnected via a 

twisted pair of cables (CANH and CANL). The transmitted signal over these lines is a 

balanced differential signal that reduces noise coupling and allows for high signaling rates 

over twisted-pair cable. Balanced means that the current flowing in each signal line is equal 

but opposite in direction, resulting in a field-cancelling effect that is a key to low noise 

emissions.  

 

Figure 4. CAN Bus architecture. Source: [2] 
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At each end of CAN network there is a termination resistance of 120 ohm to prevent signal 

reflections. 

The next image compares controller’s TTL signal with differential CAN bus signal: 

 

Figure 5. CAN Bus signals and controller’s TTL signal. Source: [3] 

The CAN signal status, recessive or dominant, is based on the differential voltage between 

CAN_H and CAN_L (2V during dominant bit time; 0V during recessive bit time). 

 

2.1.3. CAN messages 

There are four types of CAN messages, or “frames:” Data Frame, Remote Frame, Error 

Frame and Overload Frame. The data frame is the standard CAN message, broadcasting 

data from the transmitter to the other nodes on the bus. A remote frame is broadcast by a 

transmitter to request data from a specific node. An error frame may be transmitted by any 

node that detects a bus error. Overload frames are used to introduce additional delay 

between data or remote frames.  

The CAN2.0B specification contains two frame formats known as Extended Frame and 

Standard Frame which contain 29-bit IDs and 11-bit IDs respectively. [1] 

 

Figure 6. Standard CAN: 11-Bit Identifier. Source: [1] 
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Standard and extended frames may exist on the same bus, and even have numerically 

equivalent identifiers. In this case, the standard frame will have the higher priority. 

 

Table 2. CAN2.0B Message Frame. Sources: [1] [2] 
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2.1.3.1. The Data frame 

The CAN data frame is composed of seven fields: Start of frame (SOF), arbitration, control, 

data, cyclical redundancy check (CRC), acknowledge (ACK) and end of frame (EOF). CAN 

message bits are referred to as “dominant” (0) or “recessive”. The SOF field consists of 

one dominant bit. All network nodes waiting to transmit synchronize with the SOF and begin 

transmitting at the same time. An arbitration scheme determines which of the nodes 

attempting to transmit will actually control the bus.  

Arbitration 

The arbitration field of the CAN message consists of an 11- or 29-bit identifier and a remote 

transmission (RTR) bit. The arbitration assures that the highest priority message is 

broadcast. Message priority is determined by the numerical value of the identifier in the 

arbitration field, with the lowest numerical value having the highest priority.  

The RTR bit simply distinguishes between data frames and remote frames. In data frames, 

the RTR bit must be dominant; in remote frames it must be recessive. [1] 

 

 

Figure 7. Can Arbitration example. Source: [1] 

 

2.1.3.2. The Remote frame 

The intended purpose of the remote frame is to solicit the transmission of data from another 

node. The remote frame is similar to the data frame, with two important differences. First, 

this type of message is explicitly marked as a remote frame by a recessive RTR bit in the 

arbitration field, and secondly, there is no data.  

2.1.3.3. The Error frame 

The error frame is a special message that violates the formatting rules of a CAN message. 

It is transmitted when a node detects an error in a message, and causes all other nodes in 

the network to send an error frame as well. The original transmitter then automatically 

retransmits the message.  
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2.1.3.4. The Overload frame 

The overload frame is mentioned for completeness. It is similar to the error frame with 

regard to the format, and it is transmitted by a node that becomes too busy. It is primarily 

used to provide for an extra delay between messages.  

2.1.4. CAN in the market 

Replacements for CAN network have been proposed, but CAN is alive and growing. In fact, 

its usage is expanding well beyond the automotive space and into areas as diverse as 

factory automation and the internet of things (IoT). 

 

2.2. Wi-Fi 

Wi-Fi is a wireless networking technology, based on the IEEE 802.11 standards, which are 

commonly used for local area networking of devices and Internet access. 

Wi-Fi utilizes radio frequencies to transfer data and allows high-speed Internet connections 

without the use of cables. 

A wireless LAN needs an access point that computers, phones, and other devices can 

connect to. Those devices that connect to the wireless network are called clients. 

Wi-Fi uses radio signals on two main frequency bands: 

- 2,4GHz 

- 5GHz 

Both of these are so-called unlicensed frequency bands, which means that agencies such 

as FCC and other international and national governmental bodies have decided that 

anybody can use these bands freely without first applying for permission, as long as you 

follow a few rules on things like what effect your equipment can use. [12] 

 

 

Figure 8. Wireless LAN  
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2.3. TCP/IP model and UDP/TCP transport protocols 

TCP/IP (Transmission Control Protocol/Internet Protocol) is a set of protocols, that are 

used for data transmission over computer networks. The TCP/IP model recognizes 

the main functionalities of the theoretical OSI model. The image below presents 

the corresponding layers of both TCP/IP and OSI models. 

 

 

Figure 9. TCP/IP layers and OSI layers. Source: [4] 

 

There are four layers that comprise TCP/IP: The Network Access Layer, the Internet Layer, 

the Transport Layer and the Application Layer.  

The most important thing to know about TCP/IP layers is that they are different from the 

Open Systems Interconnection (OSI) model. OSI has seven layers whereas TCP/IP has 

four.  

Every message, which is sent by an application, has to pass through all the TCP/IP layers, 

from the application layer to the lowest network interface layer. Then, it is transmitted over 

network to another computer. Finally, it moves all the way up to the application layer and 

then to the target application. 

While data is passed down from the application to the network, each layer adds its own 

header to every message. Both the content and the size of each header depend on 

the protocol that has been used in the layer. [4] 

 

Application layer 

This layer determines the way that host programs interface with this layer and use the 

network. This layer acts as a gateway to the other layers and determines which protocols 

will be used to transfer data. This layer includes protocols HTTP, SSH, Telnet, TFTP, 

SNMP, and SMTP. [6] 
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Transport layer 

This layer is designed to enable devices on the source and destination hosts to 

communicate with each other. Protocols on this layer include TCP and UDP. This layer has 

to make sure the data is put back together correctly once it reaches its destination. When 

you start dealing with port numbers, you are working at the Transport Layer. [6] 

 

Internet layer 

This layer is responsible for putting data into IP datagrams. An IP datagram is a packet 

which contains the source and destination address. Datagrams are used to send data 

between hosts and networks. The Internet layer includes the IP protocol suite: IP, ICMP, 

IGMP, ARP, and RARP. [6] 

 

Network Interface 

This layer determines how data is physically transferred through the network. In practice, 

it decides the protocols that applications use to exchange data. This includes protocols like 

Ethernet, FDDI, and Token Ring. Generally, most TCP/IPs operating with a LAN using 

Ethernet. [6] 

 

Internet Sockets 

Internet sockets are structures that are used for communication between application and 

transport layers. Every process or application trying to connect to the network, has to 

associate its input and output channels by defining the corresponding internet sockets 

objects. 

An internet socket contains an IP address, a port number and a transport layer protocol 

name. A unique combination of those three values determines a proper process that should 

deal with the message. 

The port number can be assigned automatically by the operating system, manually by the 

user or is set as a default for some popular applications. The port number is a 16-bit integer 

(0 - 65535). 

The process of associating an application to a socket is called binding. After successful 

binding the application doesn't need to care about network management because all 

further operations are handled by protocols of lower layers of TCP/IP. [4] 
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TCP transport protocol 

Transmission Control Protocol (TCP) is a connection-oriented protocol that devices use to 

communicate over the internet. It is one of the main protocols in TCP/IP networks. TCP 

provides error-checking and guarantees delivery of data and that packets will be delivered 

in the order they were sent. [5] 

 

TCP header 

The TCP header consists of 20 or more bytes. The size depends on the fact whether or not 

the optional options field is used. The maximum size of the options field is 40 bytes; thus, 

the maximum size of the whole header is 60 bytes. 

 

 

Figure 10. TCP header structure. Source: [4] 

 

Three-way handshake 

TCP sets up connections via a three-way handshake. It is named after a three-way 

handshake because three messages are required to start the connection between two 

network devices. The three-way handshake works as follows: 

The first host sends a SYN packet to another device. 

The second device receives the SYN packet and sends a SYN-ACK to the first device (an 

acknowledgement of the SYN packet). 

The first device receives the SYN-ACK and responds with an ACK. This establishes the 

connection. 

This handshake allows TCP to ensure that a connection is up and running before sending 

data. The handshaking process is why TCP is considered to be a reliable transfer protocol. 

A connectionless protocol like UDP has no such handshake process and is thus less 

reliable than TCP (but more lightweight). [6] 
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UDP protocol 

User Datagram Protocol (UDP) is a connectionless protocol that works just like TCP but 

assumes that error-checking and recovery services are not required. Instead, UDP 

continuously sends datagrams to the recipient whether they receive them or not. [5] 

 

UDP Header 

The UDP header is 8-byte long. It is much shorter and simpler than the corresponding TCP 

header that consists of 20 or more bytes. 

 

Figure 11. UDP Header. Source: [4] 

 

UDP vs TCP 

TCP and UDP have many differences and similarities. They are the most commonly used 

protocols for sending packets over the internet. They both work on the transport layer of 

the TCP/IP protocol stack and both use the IP protocol.  

Let’s take a look at some of the key differences. 

- Connection and connectionless: TCP is a connection-oriented protocol and UDP 

is a connection-less protocol. TCP establishes a connection between a sender and 

receiver before data can be sent. UDP does not. 

- Reliability: TCP is reliable. Data sent using a TCP protocol is guaranteed to be 

delivered to the receiver. If data is lost in transit it will recover the data and resend 

it. TCP will also check packets for errors and track packets so that data is not lost 

or corrupted. 

UDP is unreliable, it does not provide guaranteed delivery and a datagram packet 

may become corrupt or lost in transit. 

- Ordering: TCP performs ordering and sequencing to guarantee that packets sent 

from a server will be delivered to the client in the same order they were sent. On 

the other hand, UDP sends packets in any order. 

- Speed: TCP is slower than UDP because it has a lot more to do. TCP has to 

establish a connection, error-check, and guarantee that files are received in the 

order they were sent. 

- Usage: TCP is best suited to be used in applications that require high reliability 

where timing is less of concern (HTTP, SSH, FTP, SMTP, etc.). 

UDP is best suited for applications that require speed and efficiency. (Streaming 

Videos, DNS, VoIP, TFTP, etc.). [5] 
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3. Project development 

Next chapter describes all the relevant phases or stages of project development: hardware 

design of the device, PCB design, box design, software development and test and 

validation of the application. 

 

3.1. Hardware development 

In order to accomplish the objectives of this thesis it is proposed to design a new hardware. 

In this section it will be described the main components that integrates this device. 

 

 

 

Figure 12. Hardware designed for the project (Top and bottom view). 
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3.1.1. System architecture 

The following diagram shows the system architecture that includes the main HW blocks 

used for this project. 

 

Figure 13. System architecture 

 

3.1.2. ESP32 Module 

As mentioned before the hardware proposed for this project is based on the ESP32 

module. Among all the available modules, the ESP32-SOLO-1 has been chosen. 

ESP32-SOLO-1 is a powerful, generic Wi-Fi+BT+BLE MCU module that targets a wide 

variety of applications. The core of this module is the ESP32-S0WD chip and also contains 

an internal Wi-Fi antenna.  

ESP32-S0WD is a member of the ESP32 family of chips, which features a single core and 

contains all the peripherals of its dual-core counterparts. 

The operating system of the ESP32 chip is FreeRTOS with a Lightweight Internet Protocol 

(LwIP). 

 

Figure 14. ESP32-SOLO-1 Module. 
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The following table shows the main specifications of this module: 

 

Table 3. ESP32-SOLO-1 Main specifications. Source: [13] 

 

The ESP32-SOLO-1 module has been chosen because it fits perfectly for this application 

and it is a very low-cost solution. 

A part from the embedded flash, microcontroller and Wi-Fi chipset that are needed for the 

project, it also integrates a CAN controller that supports Standard Frame Format (11-bit ID) 

and Extended Frame Format (29-bit ID) of the CAN2.0B specification. 

 

Figure 15. ESP32 functional diagram. Source: [14] 
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The schematics and PCB design has been done using Altium designer software. 

Figure 13 shows the schematic for the ESP32 module. In this capture of the project 

schematics is included the ESP32 module, some connectors for debug purposes (J2 for 

the programming UART and J3/J4 for JTAG). 

Switches (SW1 and SW2) allow the user to reset the module by pressing SW2 or enter in 

Firmware Download mode by holding down SW1 and then pressing SW2.  

J6 and J7 connectors have been placed in order to have access to the ESP32 pins that are 

not used for this project. 

 

 

Figure 16. ESP32 schematic 
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In the next table can be observed the ESP32 pin description and the main signals used in 

the project, assigned to each pin:  

Name  No.  Type  Function 
Signal 
Name 

Purpose 
Port 

Description 

GND  1 P  Ground GND POWER Ground 

3V3  2 P  Power supply 3V3 POWER 3V3 power supply 

EN  3 I  
Module-enable signal. Active 

high. 
EN 

GPIO 
(Input) 

Module-enable signal. Active 
high. 

SENSOR_VP  4 I/O  GPIO36, ADC1_CH0, RTC_GPIO0 Not Used Not Used Not Used 

SENSOR_VN  5 I/O  GPIO39, ADC1_CH3, RTC_GPIO3 Not Used Not Used Not Used 

IO34  6 O GPIO34, ADC1_CH6, RTC_GPIO4 M0 Not Used Optional pin for LORA module 

IO35  7 O GPIO35, ADC1_CH7, RTC_GPIO5 M1 Not Used Optional pin for LORA module 

IO32  8 I  

GPIO32, XTAL_32K_P (32.768 
kHz crystal oscillator input), 

ADC1_CH4, 
TOUCH9, RTC_GPIO9 

WAKE E32 Not Used Optional pin for LORA module 

O33  9 I/O 

GPIO33, XTAL_32K_N (32.768 
kHz crystal oscillator output), 

ADC1_CH5, 
TOUCH8, RTC_GPIO8 

Not Used Not Used Not Used 

IO25  10 I/O  
GPIO25, DAC_1, ADC2_CH8, 

RTC_GPIO6, EMAC_RXD0 
Not Used Not Used Not Used 

IO26  11 I 
GPIO26, DAC_2, ADC2_CH9, 

RTC_GPIO7, EMAC_RXD1 
ACTIVE 

GPIO 
(Input) 

This pin is driven low when the 
CP2102/9 enters the USB 

suspend state. 

IO27  12 I/O  
GPIO27, ADC2_CH7, TOUCH7, 
RTC_GPIO17, EMAC_RX_DV 

Not Used Not Used Not Used 

IO14  13 DBG 

GPIO14, ADC2_CH6, TOUCH6, 
RTC_GPIO16, MTMS, HSPICLK, 

HS2_CLK, 
SD_CLK, EMAC_TXD2 

MTMS 
Optional 

JTAG 
debug 

JTAG TMS signal 

IO12  14 DBG 

GPIO12, ADC2_CH5, TOUCH5, 
RTC_GPIO15, MTDI, HSPIQ, 

HS2_DATA2, 
SD_DATA2, EMAC_TXD3 

MTDI 
Optional 

JTAG 
debug 

JTAG TDI signal 

GND  15 P  Ground GND POWER Ground 

IO13  16 DBG 

GPIO13, ADC2_CH4, TOUCH4, 
RTC_GPIO14, MTCK, HSPID, 

HS2_DATA3, 
SD_DATA3, EMAC_RX_ER 

MTCK 
Optional 

JTAG 
debug 

JTAG TCK signal 

SHD/SD2*  17 I/O  
GPIO9, SD_DATA2, SPIHD, 

HS1_DATA2, U1RXD 
Not Used Not Used Not Used 

SWP/SD3*  18 I/O  
GPIO10, SD_DATA3, SPIWP, 

HS1_DATA3, U1TXD 
Not Used Not Used Not Used 

SCS/CMD*  19 I/O  
GPIO11, SD_CMD, SPICS0, 

HS1_CMD, U1RTS 
Not Used Not Used Not Used 

SCK/CLK*  20 I/O  
GPIO6, SD_CLK, SPICLK, 

HS1_CLK, U1CTS 
Not Used Not Used Not Used 
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SDO/SD0*  21 I/O  
GPIO7, SD_DATA0, SPIQ, 

HS1_DATA0, U2RTS 
Not Used Not Used Not Used 

SDI/SD1*  22 I/O  
GPIO8, SD_DATA1, SPID, 

HS1_DATA1, U2CTS 
Not Used Not Used Not Used 

IO15  23 DBG 

GPIO15, ADC2_CH3, TOUCH3, 
MTDO, HSPICS0, RTC_GPIO13, 

HS2_CMD, 
SD_CMD, EMAC_RXD3 

MTDO 
Optional 

JTAG 
debug 

JTAG TDO signal 

IO2  24 I/O 

GPIO2, ADC2_CH2, TOUCH2, 
RTC_GPIO12, HSPIWP, 

HS2_DATA0, 
SD_DATA0 

Not Used Not Used Not Used 

IO0  25 I 
GPIO0, ADC2_CH1, TOUCH1, 

RTC_GPIO11, CLK_OUT1, 
EMAC_TX_CLK 

IO0 
GPIO 
(Input) 

Boot option -> Download Boot 
'0' SPI Boot '1' 

IO4  26 COM 

GPIO4, ADC2_CH0, TOUCH0, 
RTC_GPIO10, HSPIHD, 

HS2_DATA1, 
SD_DATA1, EMAC_TX_ER 

RX_ESP32 Not Used Optional pin for LORA module 

IO16  27 COM 
GPIO16, HS1_DATA4, U2RXD, 

EMAC_CLK_OUT 
RX_CANV CAN RX CAN RX 

IO17  28 COM 
GPIO17, HS1_DATA5, U2TXD, 

EMAC_CLK_OUT_180 
TX_CANV CAN TX CAN TX 

IO5  29 COM 
GPIO5, VSPICS0, HS1_DATA6, 

EMAC_RX_CLK 
TX_ESP32 Not Used Optional pin for LORA module 

IO18  30 I/O  GPIO18, VSPICLK, HS1_DATA7 Not Used Not Used Not Used 

IO19  31 I/O  
GPIO19, VSPIQ, U0CTS, 

EMAC_TXD0 
Not Used Not Used Not Used 

NC  32 -  - Not Used Not Used Not Used 

IO21  33 I/O  GPIO21, VSPIHD, EMAC_TX_EN Not Used Not Used Not Used 

RXD0  34 COM GPIO3, U0RXD, CLK_OUT2 RXD0 
UART 0 

RX 
Programming UART (USB) 

TXD0  35 COM 
GPIO1, U0TXD, CLK_OUT3, 

EMAC_RXD2 
TXD0 

UART 0 
TX 

Programming UART (USB) 

IO22  36 I/O  
GPIO22, VSPIWP, U0RTS, 

EMAC_TXD1 
Not Used Not Used Not Used 

IO23  37 I/O  GPIO23, VSPID, HS1_STROBE Not Used Not Used Not Used 

GND  38 P  Ground GND POWER Ground 

 

 

 

 

Table 4. ESP32-SOLO-1 Module pin description with signals assigned and colors 

meaning. Source: [13] 

 

 

 

  POWER PIN OR DEBUG/PROGRAMMING 

  INPUT PIN 

  OUTPUT PIN 

  COMMUNICATION/PROGRAMMING PIN 
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The ESP32-SOLO-1 module uses a UART to be programed. In order to access to this 

UART (Pin34 and Pin35) a USB to UART Bridge has been included in the hardware. 

The CP2102-GM chip from Silicon Labs has been used. This chip includes a USB 2.0 full-

speed function controller, USB transceiver, oscillator, EEPROM and asynchronous serial 

data bus (UART) with full modem control signals in a compact 5 x 5 mm QFN-28 package. 

It provides transfer rates of up to 3 Mbps. 

 

Figure 17. USB to UART Bridge schematic 

 

Next figure 15 shows the USB interface circuitry that includes a micro USB Type AB 

connector (J5), a unidirectional electro static discharge (ESD) protection (U6) for both USB 

lines, electromagnetic interference (EMI) protection (L1) to limit unwanted high-frequency 

noise and DZ3 transient voltage suppressor (TVS).  

 

Figure 18. USB interface 
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In order to have a proper communication, the USB should be routed as a differential pair. 

The trace impedance should be matched to the USB cable differential impedance, which 

is nominally 90 ohms for the signal pair.  

To be able to calculate the width of the USB lines to have a differential pair impedance of 

90 ohm it has been used a program called Saturn PCB Design. This software calculates 

the impedance after introducing some design parameter of the PCB, in this case, the PCB 

height (1mm), substrate material (FR-4), Cooper thickness (53um) and conductor spacing 

between usb lines (0,153 mm). In this case the width of each line has to be 0.8mm to 

ensure the 90-ohm differential pair. 

 

 

Figure 19. USB lines width calculation using Saturn software. 
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3.1.3. CAN transceiver 

The role of the CAN transceiver is to convert the single-ended logic used by the controller 

to the differential signal transmitted over the bus. It also determines the bus logic state from 

the differential voltage, rejects the common-mode noise, and outputs a single-ended logic 

signal to the controller. Another function of the transceiver is to protect the controller against 

possible Electro Static Discharges in the bus (ESD protection). 

For this application, it has been chosen an automotive CAN transceiver (TCAN1042-Q1) 

from Texas Instruments supplier. 

This transceiver allows classic CAN and CAN FD protocol but ESP32 CAN controller does 

not allow CAN FD and only allow classic CAN baud rates, therefore a maximum speed of 

1Mbps can be reached. 

 

Figure 20. Can transceiver schematic 

 

The CAN transceiver schematic also includes split termination resistors (R19 and R20) 

between the CANH and CANL bus lines.  

This termination is required to prevent signal reflections. Termination may be a single 120-

Ω resistor at the end of the bus, either on the cable or in a terminating node. If filtering and 

stabilization of the common mode voltage of the bus is desired, then split termination may 

be used. Split termination also improves the electromagnetic emissions behavior of the 

network by eliminating fluctuations in the bus common-mode voltages at the start and end 

of message transmissions. 

 

 

Figure 21. Can bus termination concepts 
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The CAN transceiver schematic also shows transient voltage suppression diodes (DZ1 and 

DZ2) in order to protect against Electrical Fast Transients (EFT) that may occur in car’s 

bus. It has also been included a common mode choke (EMI1) to limit unwanted high-

frequency noise and filter capacitors (C20 and C23).  

 

3.1.4. LoRa module 

In addition to the scope of the project, the actual PCB board is prepared to mount a LORA 

module. This LoRa module has been added to the design in order to be used in the future 

in other projects and reuse the same hardware for other purposes. 

Module E32-868T20D from EBYTE has been used. This module is a wireless serial port 

module (UART) based on SEMTECH’s SX1276 RF chip. 

 

 

Figure 22. LoRa Module E32-868T20D. Source: [17] 

 

 

Figure 23. LoRa module schematic 
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3.1.5. Power stage and power architecture 

The hardware of this project is designed to be connected to the car battery. An internal 

requirement of this battery voltage has been fixed (9V < Vbat < 16V) so the device is 

capable to work in this range of input voltages. 

In this chapter it is described the power architecture of the device and the internal power 

supplies and protections.  

 

Figure 24. Power architecture  

 

The first stage on the power supply device input is called “prot bat” and a Fuse, protections 

and filtering composes it. 

 

Figure 25.  12V Battery input schematics. 
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After protections and filtering, the car battery line is connected to a DC/DC Buck converter. 

The LM53603-Q1 device of Texas Instruments has been chosen because its high efficiency 

and because it is capable to provide a maximum output current of 3A. As shown in the 

diagram of figure 21, the maximum current that this converter will have to supply is about 

1,2A so it fits perfectly in this system. 

 

Figure 26. 5V Buck converter 

 

Connected to the output of the 5V Buck Converter it is connected a 3V3 LDO capable to 

provide 1,5A to its output, enough to supply the power to the devices that requires 3V3 in 

their input supplies. 

 

Figure 27. 3V3 LDO regulator 

 

In order to have a visual indication of the correct behavior of the mentioned power supplies, 

three LEDs indicators are included in the design. 

 

Figure 28. LEDs indicators 
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3.1.6. First phase harness and main connector 

It has been decided to use a female DB-9 as a main connector.  

 

 

Figure 29. Main connector schematic (left) 

Figure 30. DB-9 female connector (right) 

 

For development purposes (First phase) a harness has been designed to be able to work 

with the device without the need to be connected to the car. The device should be 

connected to a power DC supply of 12 V by using the red and black banana cables. 

Another DB-9 connector is used to work with CAN because a Kvaser tool will be connected 

(Figure 26). 

The Kvaser is a USB to CAN converter and allows the user to send CAN messages using 

the computer. 

 

 

Figure 31. Harness design and pin out description 



 

  

 
39 

 

 

Figure 32. CAN Kvaser tool. 

 

In the next picture it can be seen the harness developed and used for this project 

development. 

 

 

Figure 33. Harness developed for the first phase 
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3.1.7.  Future development harness  

If the device wants to be connected to the car OBD-II connector it would be needed a DB-

9 to OBD-II converter. 

A few signals from OBD-II interface are needed for this project. 12V from car, ground and 

CAN High and Low signals. 

The converter has the following connections (DB9 Male to OBD-II): 

 

 

Figure 34. Pinout DB9 to OBD-II converter 

 

It has been developed two harness for a future development. One harness is intended to 

be used to connect an ESP32 board to the car.  

 

Figure 35. Car to ESP32 board, future development harness 

 

 

 

 

 

 



 

  

 
41 

The second harness shall be used to connect the ESP32 board to a diagnosis machine.  

 

Figure 36. Diagnosis tool to ESP32 board, future development harness. 

 

The differences between first harness and second one are the following: 

- Second one needs an external AC to DC converter in order to supply 12V to both 

ESP32 board and Diagnosis tool. This 12V and ground are connected to signal 

ground and battery power respectively. 

- First harness has a male OBD-II connector and second one has a female OBD-II 

connector 
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3.2. PCB design 

3.2.1. PCB specifications 

As mentioned before, the PCB design has been done using Altium Designer software.  

The PCB has the following characteristics: 

- Dimensions: 100.00 mm x 56.10 mm  

- Number of layers: 2. Top layer for the assembly of all components and routing and 

bottom layer for extra routing. 

- Material: FR-4 TG130 

- Thickness: 1mm 

- Minimum track spacing: 6mil (0,1524mm) 

- Minimum hole size: 0.3 mm 

- Solder mask: Red color 

- Surface finish: Immersion gold (1u) 

- Via process: Vias not covered 

- Finished cooper: 1oz Cu 

 

Figure 37. PCB design (TOP and BOTTOM layers) 
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Placement of the ESP32 module has been done using Espressif recommendations for an 

optimal RF performance: 

The interference of the base board on the module’s antenna performance should be 

reduced as much as possible. It is recommended that the PCB antenna area of the module 

be placed outside the base board while the module be put as close as possible to the edge 

of the base board so that the feed point of the antenna is closest to the board. 

 

Figure 38. ESP32 Module Antenna positioning on base board. Source: [7] 

 

The supplier recommends positions 3 and 4 and for this reason position 4 has been used 

in the placement of the module. 

A Chinese company called “PCB way” has done the PCB fabrication, components 

provisioning and assembly of these components. 

The output files required to manufacture the PCB are the Gerber files created with Altium 

Designer software. Gerber type of files is the standard used by PCB industry software to 

describe the printed circuit board images: copper layers, solder mask, legend, drill data, 

etc. 

For the components assembly it is required to send a BOM (Bill of materials) in order to 

purchase all the electronics components to be assembled in the PCB. It is also needed to 

provide the pick and place file that indicates the coordinates of every component to be 

soldered in the board.  
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3.2.2. PCB start-up and unitary test 

When the PCB has been manufactured, next step is to verify and test the correct behavior 

of the Hardware. The following tasks has been done for this purpose: 

- Layout visual inspection 

- Short circuit detection in main signals with digital multimeter. 

- Power supply verification. Measure the correct voltage levels with the digital 

multimeter and measure the ripple with an oscilloscope). 

- CAN transceiver verification. Injection of a CAN periodic signal in CANH and CANL 

lines to verify the correct behavior of transceiver. Verification of the CAN signals 

introduced and the signal after the CAN transceiver with the oscilloscope. 

- ESP32 module start-up. Verification that module has the correct power supply and 

clock signal is as expected (correct frequency and waveform).  

- ESP32 programming. Flashing the module with simple code like Hello World. Doing 

this step also verifies the correct behavior of the USB circuitry and USB to UART 

bridge.  

- USB and UART signals. Verification that the waveform of these signals are correct. 

 

3.3. Mechanical Box prototype design 

It has been designed a box prototype and produced using a 3D printer. 

Next images show the 3D design using freeCAD software and the final results after printing 

the box. 

The design consists on a box, two covers, one for each side of the box and a hole in the 

top of the box in order to have access to reset button. 

 

 

Figure 39. FreeCAD software 3D view (perspective view).   
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Figure 40. FreeCAD software 3D view (perspective view).   

 

 

Figure 41. FreeCAD software elevation view   

 

 

Figure 42. FreeCAD software Plan view. 
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Figure 43. Box printed photos. 

 

 

Figure 44. Box printed with OBDII to DB9 cable plugged. 

 

 

 

 

 

 

 



 

  

 
47 

3.4. Software development 

The next section begins with the description of the working environment used to develop 

the software. 

It follows with the explanation of some of the drivers/libraries used in the project, as well as 

all phases of the entire software development and some improvements done in the project.  

 

3.4.1. Working environment 

For the software development of this project it has been chosen to work in Visual Studio 

Code environment. 

Visual Studio Code (VS Code) is a popular integrated development environment (IDE) by 

Microsoft. 

VS Code also has a variety of extensions available, which enhance its functionality.  

One such extension is PlatformIO and it is the one chosen to use in this project. 

PlatformIO is a cross-platform build system that can be used to develop software platforms 

for Arduino, ESP32, PIC32, and AVR among others. PlatformIO is used with VS Code to 

provide a powerful set of tools to assist the developer. 

 

 

Figure 45. VS Code with PlatformIO extension 
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PlatformIO allows you to create a project and select the board that is intended to be used 

in the project (ESP32 board) and the framework. In this case it has been used the Espressif 

IoT Development framework also known as ESP-IDF framework. 

 

 

Figure 46. PlatformIO project configuration. 

 

ESP-IDF framework is based on FreeRTOS and is intended for the development of 

Internet-of-Things (IoT) applications with Wi-Fi, Bluetooth, power management and several 

other system features.  

It has been chosen this framework over Arduino because it provides more flexibility. 

 

To build applications for the ESP32 using ESP-IDF it is needed the software libraries 

provided by Espressif that can be found in the following GitHub repository: 

https://github.com/espressif/esp-idf    

 

Once the project is created and framework has been selected you are able to add your 

code into the project. For this development it has been chosen to work in C programming 

language. 

With PlatformIO it is possible to build the application and then upload (flash) and monitor 

the application using the serial port.  

 

 

https://github.com/espressif/esp-idf
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Figure 47. PlatformIO application monitor example using the serial port. 

 

When the application is running in the ESP32, it is needed a different software in order to 

validate the CAN network and send/receive the CAN data. 

For this purpose, it has been used the Canica software (Property of Ficosa international 

company).  

Canica is based on a powerful scripting language and a simple GUI editor. Thanks to its 

simple approach, it's very easy to build a verification tool that permits to view some CAN 

data on the screen, send information on the CAN upon a press of a button, and many other 

operations. [9] 

 

 

Figure 48. Canica software used to validate CAN communication 
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Another application used in the software development is the EspTouch mobile phone app 

developed by Espressif. 

This application is used to provision the ESP32 with the Access Point SSID and password. 

When the device is used in more than one access point these credentials cannot be 

hardcoded in the project code. 

 

Figure 49. Wi-Fi credentials provisioning. Source: [15] 

 

ESP-TOUCH protocol implements the Smart Config technology to help users connect 

ESP8266EX-embedded devices to a Wi-Fi network through simple configuration on a 

smartphone. [15] 

 

 

Figure 50. iPhone EspTouch app capture. 
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3.4.2. Software drivers and libraries 

3.4.2.1. CAN Driver 

The official CAN driver developed from Espressif has been used for this project. It acts as 

the interface with the ESP32 CAN controller. The ESP32’s peripherals contain a CAN 

Controller based on the SJA1000 and supports Standard Frame Format (11-bit ID) and 

Extended Frame Format (29-bit ID) of the CAN2.0B specification. This controller is not 

compatible with CAN FD frames and will interpret such frames as errors. [8] 

 

Operating Modes 

The CAN driver supports the following modes of operations: 

Normal Mode: The normal operating mode allows the CAN controller to take part in bus 

activities such as transmitting and receiving messages/error frames. Acknowledgement 

from another CAN node is required when transmitting message frames. 

No Ack Mode: The No Acknowledgement mode is similar to normal mode; however, 

acknowledgements are not required when transmitting message frames. This mode is 

useful when self-testing the CAN controller. 

Listen Only Mode: This mode will prevent the CAN controller from taking part in bus 

activities. Therefore, transmissions of messages/acknowledgement/error frames will be 

disabled. However, the CAN controller will still be able to receive messages (without 

acknowledging). This mode is suited for applications such as CAN bus monitoring. [8] 

 

Bit Timing 

The operating bit rate of the CAN controller is configured using the can_timing_config_t 

structure. 

Bit timing macro initializers are available for commonly used CAN bus bit rates. The CAN 

driver provides the following macro initializers: 

Being the speeds commonly used 12.5 Kbit/s, 16 Kbit/s, 20 Kbit/s, 25 Kbit/s, 50 Kbit/s, 100 

Kbit/s, 125 Kbit/s, 250 Kbit/s, 500 Kbit/s, 800 Kbit/s and 1 Mbit/s and the macro initializer 

in the following format: 

CAN_TIMING_CONFIG_XXX_KBITS () [8] 
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Acceptance Filter 

The CAN controller contains a hardware acceptance filter which can be used to filter CAN 

messages of a particular ID. Acceptances filters can make a node more efficient by filtering 

out messages sent over the CAN bus that are irrelevant to the CAN node in question. The 

CAN controller’s acceptance filter is configured using two 32-bit values within 

can_filter_config_t known as the acceptance code and the acceptance mask. 

The acceptance code specifies the bit sequence which a message’s ID, RTR, and data 

bytes must match in order for the message to be received by the CAN controller. The 

acceptance mask is a bit sequence specifying which bits of the acceptance code can be 

ignored. This allows messages of different IDs to be accepted by a single acceptance code. 

The acceptance filter can be used under Single or Dual Filter Mode. Single Filter Mode will 

use the acceptance code and mask to define a single filter. This allows for the first two data 

bytes of a standard frame to be filtered, or the entirety of an extended frame’s 29-bit ID. 

The following diagram illustrates how the 32-bit acceptance code and mask will be 

interpreted under Single Filter Mode (Note: The yellow and blue fields represent standard 

and extended CAN frames respectively). 

 

Figure 51. Bit layout of single filter mode (Right side MSBit). Source: [8] 

 

Dual Filter Mode will use the acceptance code and mask to define two separate filters 

allowing for increased flexibility of ID’s to accept, but does not allow for all 29-bits of an 

extended ID to be filtered. The following diagram illustrates how the 32-bit acceptance code 

and mask will be interpreted under Dual Filter Mode (Note: The yellow and blue fields 

represent standard and extended CAN frames respectively). 

 

Figure 52. Bit layout of dual filter mode (Right side MSBit). Source: [8] 
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Driver Operation 

The CAN driver is designed with distinct states and strict rules regarding the functions or 

conditions that trigger a state transition. The following diagram illustrates the various states 

and their transitions. 

 

Figure 53. State transition diagram of the CAN driver (see table below). Source: [8] 

 

 

Table 5. Can driver state transitions. Source: [8] 

 

Driver States 

Uninstalled: In the uninstalled state, no memory is allocated for the driver and the CAN 

controller is powered OFF. 

Stopped: In this state, the CAN controller is powered ON and the CAN driver has been 

installed. However, the CAN controller will be unable to take part in any CAN bus activities. 

Running: In the running state, the CAN controller is able to take part in bus activities. 

Therefore, messages can be transmitted/received/acknowledged 

Bus-Off: The bus-off state is automatically entered when the CAN controller’s Transmit 

Error Counter becomes greater than or equal to 256. The bus-off state indicates the 
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occurrence of severe errors on the CAN bus or in the CAN controller. To exit the bus-off 

state, the CAN controller must undergo the bus recovery process. 

Recovering: The CAN driver/controller will remain in the recovering state until the 128 

occurrences of the bus-free signal is observed on the CAN bus. 

 

CAN main routines examples 

Configuration and installation: 

void app_main() 
{ 
    //Initialize configuration structures using macro initializers 
    can_general_config_t g_config = CAN_GENERAL_CONFIG_DEFAULT(GPIO_NUM_21, GPIO_NUM_22, 
CAN_MODE_NORMAL); 
    can_timing_config_t t_config = CAN_TIMING_CONFIG_500KBITS(); 
    can_filter_config_t f_config = CAN_FILTER_CONFIG_ACCEPT_ALL(); 
 
    //Install CAN driver 
    if (can_driver_install(&g_config, &t_config, &f_config) == ESP_OK) { 
        printf("Driver installed\n"); 
    } else { 
        printf("Failed to install driver\n"); 
        return; 
    } 
 
    //Start CAN driver 
    if (can_start() == ESP_OK) { 
        printf("Driver started\n"); 
    } else { 
        printf("Failed to start driver\n"); 
        return; 
    } 
 
    ... 
} 

 

Message transmission: 

//Configure message to transmit 
can_message_t message; 
message.identifier = 0xAAAA; 
message.extd = 1; 
message.data_length_code = 4; 
for (int i = 0; i < 4; i++) { 
    message.data[i] = 0; 
} 
 
//Queue message for transmission 
if (can_transmit(&message, pdMS_TO_TICKS(1000)) == ESP_OK) { 
    printf("Message queued for transmission\n"); 
} else { 
    printf("Failed to queue message for transmission\n"); 
} 
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Message reception: 

//Wait for message to be received 
can_message_t message; 
if (can_receive(&message, pdMS_TO_TICKS(10000)) == ESP_OK) { 
    printf("Message received\n"); 
} else { 
    printf("Failed to receive message\n"); 
    return; 
} 
 
//Process received message 
if (message.extd) { 
    printf("Message is in Extended Format\n"); 
} else { 
    printf("Message is in Standard Format\n"); 
} 
printf("ID is %d\n", message.identifier); 
if (!(message.rtr)) { 
    for (int i = 0; i < message.data_length_code; i++) { 
        printf("Data byte %d = %d\n", i, message.data[i]); 
    } 
} 

 

Stop and uninstall: 

//Stop the CAN driver 
if (can_stop() == ESP_OK) { 
    printf("Driver stopped\n"); 
} else { 
    printf("Failed to stop driver\n"); 
    return; 
} 
 
//Uninstall the CAN driver 
if (can_driver_uninstall() == ESP_OK) { 
    printf("Driver uninstalled\n"); 
} else { 
    printf("Failed to uninstall driver\n"); 
    return; 
} 
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3.4.2.2. Wi-Fi Driver 

The ESP32 Wi-Fi programming model is depicted as follows: 

 

Figure 54. Wi-Fi programming model. Source: [16] 

 

The Wi-Fi driver can be considered a black box that knows nothing about high-layer code, 

such as the TCP/IP stack, application task, event task, etc. The application task (code) 

generally calls Wi-Fi driver APIs to initialize Wi-Fi and handles Wi-Fi events when 

necessary. Wi-Fi driver receives API calls, handles them, and post events to the 

application. 

Wi-Fi event handling is based on the esp_event library. Events are sent by the Wi-Fi driver 

to the default event loop. Application may handle these events in callbacks registered using 

esp_event_handler_register(). Wi-Fi events are also handled by esp_netif component to 

provide a set of default behaviors. For example, when Wi-Fi station connects to an AP, 

esp_netif will automatically start the DHCP client (by default). [16] 

 

3.4.2.3. lwIP (Lightweight TCP/IP stack) 

ESP-IDF uses the open source lwIP lightweight TCP/IP stack. lwIP is a small independent 

implementation of the TCP/IP protocol suite. 

The focus of the lwIP TCP/IP implementation is to reduce the RAM usage while still having 

a full-scale TCP. This making lwIP suitable for use in embedded systems with tens of 

kilobytes of free RAM and room for around 40 kilobytes of code ROM. [10] 
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Main features: [10] 

 IP (Internet Protocol, IPv4 and IPv6) including packet forwarding over multiple 

network interfaces 

 ICMP (Internet Control Message Protocol) for network maintenance and debugging 

 IGMP (Internet Group Management Protocol) for multicast traffic management 

 MLD (Multicast listener discovery for IPv6). Aims to be compliant with RFC 2710. 

No support for MLDv2 

 ND (Neighbor discovery and stateless address autoconfiguration for IPv6). Aims to 

be compliant with RFC 4861 (Neighbor discovery) and RFC 4862 (Address 

autoconfiguration) 

 DHCP, AutoIP/APIPA (Zeroconf) and (stateless) DHCPv6 

 UDP (User Datagram Protocol) including experimental UDP-lite extensions 

 TCP (Transmission Control Protocol) with congestion control, RTT estimation fast 

recovery/fast retransmit and sending SACKs  

 raw/native API for enhanced performance 

 Optional Berkeley-like socket API 

 TLS: optional layered TCP ("altcp") for nearly transparent TLS for any TCP-based 

protocol (ported to mbedTLS) (see changelog for more info) 

 PPPoS and PPPoE (Point-to-point protocol over Serial/Ethernet) 

 DNS (Domain name resolver incl. mDNS) 

 6LoWPAN (via IEEE 802.15.4, BLE or ZEP)  

 

3.4.2.4. SmartConfig library 

The SmartConfig is a provisioning technology developed by TI to connect a new Wi-Fi 

device to a Wi-Fi network. It uses a mobile app to broadcast the network credentials from 

a smartphone, or a tablet, to an un-provisioned Wi-Fi device. 

The advantage of this technology is that the device does not need to directly know SSID 

or password of an Access Point (AP). This information is provided using the 

smartphone. [11] 
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3.4.3. Software strategy and implementations 

Two implementations have been developed for this project, the client and the server. The 

entire code can be found in the appendices chapter. 

 

Figure 55. Simplified functional diagram 

 

As it can be seen in Figure 55 both Client and Server boards will be capable to send/receive 

CAN messages from CAN bus and will also be able to send/receive messages via Wi-Fi 

through an AP (router). So, both implementations have two main common tasks: 

1. Receiving CAN messages from CAN bus and sending them to the other board 

through Wi-Fi. 

2. Receiving CAN from the other board through Wi-Fi and replicating the message in 

the CAN bus. 

 

Figure 56. Communication tasks explanation. 
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These tasks are running in parallel on each board (client and server) making the devices 

capable to send/receive messages through Wi-Fi and send/receive data over the CAN bus 

at the same time.  

Next points describe how those implementations work. 

3.4.3.1. Common configuration 

Some configurations are done in both Client and Server codes. 

PORT 3000 is used in UDP communication, ESP32 Pin 17 is used as TX CAN and Pin 16 

is used as RX CAN and configuration parameters of CAN communication can be seen in 

next code: 

#define PORT 3000 

#define TX_GPIO_NUM     17 

#define RX_GPIO_NUM     16 

static const can_filter_config_t f_config = CAN_FILTER_CONFIG_ACCEPT_ALL(); 

static const can_timing_config_t t_config = CAN_TIMING_CONFIG_500KBITS(); 

static const can_general_config_t g_config = {.mode = CAN_MODE_NORMAL, 

.tx_io = TX_GPIO_NUM, .rx_io = 

RX_GPIO_NUM, 

.clkout_io = CAN_IO_UNUSED, 

.bus_off_io = CAN_IO_UNUSED, 

.tx_queue_len = 2500, 

.rx_queue_len = 2500, 

                                              .alerts_enabled = CAN_ALERT_NONE, 

                                              .clkout_divider = 0, }; 

3.4.3.2. CAN client 

The client would be the device connected to the car. This device will be waiting for CAN 

messages from the car: 

    while (1) { 

        // Wait until CAN message is received 

        if (can_receive(&rx_msg, pdMS_TO_TICKS(10000)) == ESP_OK) { 

            ESP_LOGI(TAG,"CAN Message received \n"); 

 

Following code shows CAN messages struct defined in CAN driver provided by Espressif: 

typedef struct { 

    uint32_t flags;                 /**< Bit field of message flags indicates 

frame/transmission type (see documentation) */ 

    uint32_t identifier;            /**< 11 or 29 bit identifier */ 

    uint8_t data_length_code;       /**< Data length code */ 

    uint8_t data[CAN_MAX_DATA_LEN]; /**< Data bytes (not relevant in RTR frame) 

*/ 

} can_message_t; 
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When the event of receiving a CAN frame occurs, the device saves the CAN message in 

a rx queue as a string. In addition it adds an “;” as a separator between the different 

variables of CAN message struct. 

can_message_t rx_msg; 

 

//Save CAN message as string and separate different CAN variables using ";"           

sprintf(MESSAGE,"0x%x;0x%x;%d;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0

x%02x\r\n",rx_msg.identifier,rx_msg.flags,rx_msg.data_length_code,rx_msg.data[0]

,rx_msg.data[1],rx_msg.data[2],rx_msg.data[3],rx_msg.data[4],rx_msg.data[5],rx_m

sg.data[6],rx_msg.data[7]); 

ESP_LOGI(TAG,"CAN message saved as string \n" ); 

 

Then this string is sent using the UDP protocol (like a char chain) to a specified IP address 

and Port (IP of the server board).  

//Send message via UDP 

int err = sendto(sock, MESSAGE, strlen(MESSAGE), 0, (struct sockaddr 

*)&dest_addr, sizeof(dest_addr)); 

 

if (err < 0) { 

                ESP_LOGE(TAG, "Error occurred during sending: errno %d", errno); 

                break; 

            } 

ESP_LOGI(TAG, "Message sent via UDP"); 

 

When the server receives the message, it sends back the same message in order to verify 

that it has arrived and contains the original information. 

ESP_LOGI(TAG, "Waiting to receive CAN message re-sent from server"); 

                 

int len = recvfrom(sock, rx_buffer, sizeof(rx_buffer) - 1, 0, (struct sockaddr 

*)&source_addr, &socklen); 

 

// Error occurred during receiving 

if (len < 0) { 

ESP_LOGE(TAG, "recvfrom failed: errno %d", errno); 

break; 

} 

//Compare if received message is equal to message sent 

if (strncmp(rx_buffer, MESSAGE, sizeof(rx_buffer)) == 0) { 

ESP_LOGI(TAG, "Received expected message (UDP CAN message sent = UDP CAN    

message received)"); 

} 

else { 

ESP_LOGI(TAG, "Received wrong message"); 

}  
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After this process, the client will wait until next CAN frame arrives from the car and repeat 

the same iteration explained before. 

Next it can be seen the client device working, monitored via USB: 

 

 

The client will also be waiting (in parallel) for UDP packets with CAN messages from the 

server and will be able to replicate and send them through the CAN bus. 

The code used to replicate the CAN data received is the same that the one used in the 

CAN server that can be seen in the next point. 

Following monitored debug data shows that Client is also capable to receive CAN data 

from the server: 
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3.4.3.3. CAN server 

The server would be the device located in the car service. It will be connected to a laptop 

or any diagnostics tool.  

This device creates the socket and binds it. 

// Create socket 

    int sock = socket(addr_family, SOCK_DGRAM, ip_protocol); 

    if (sock < 0) { 

        ESP_LOGE(TAG, "Unable to create socket: errno %d", errno); 

        break; 

        } 

    ESP_LOGI(TAG, "Socket created: %s:%d", CLIENT_IP_ADDR, 3000); 

 

    // Bind socket 

    int err = bind(sock, (struct sockaddr *)&dest_addr, sizeof(dest_addr)); 

    if (err < 0) { 

                ESP_LOGE(TAG, "Socket unable to bind: errno %d", errno); 

             } 

    ESP_LOGI(TAG, "Socket bound, port %d", PORT); 

 

Then it will wait for the data from the client. When this data arrives, the server gets the 

address and re sends the data received to the client in order to verify that the message has 

arrived correctly. 

while (1) { 

 

    ESP_LOGI(TAG, "Waiting for data from Client"); 

    struct sockaddr_in6 source_addr; // Large enough for both IPv4 or IPv6 

    socklen_t socklen = sizeof(source_addr); 

    int len = recvfrom(sock, rx_buffer, sizeof(rx_buffer) - 1, 0, (struct        

sockaddr *)&source_addr, &socklen); 

… 

    // Get the sender's ip address as string 

    if (source_addr.sin6_family == PF_INET) { 

        inet_ntoa_r(((struct sockaddr_in *)&source_addr)->sin_addr.s_addr,         

addr_str, sizeof(addr_str) - 1); 

    } else if (source_addr.sin6_family == PF_INET6) { 

        inet6_ntoa_r(source_addr.sin6_addr, addr_str, sizeof(addr_str) - 1); 

    } 

 

    rx_buffer[len] = 0; // Null-terminate whatever we received and treat like a 

string... 

    ESP_LOGI(TAG, "Received %d bytes from %s:", len, addr_str); 

    ESP_LOGI(TAG, "%s", rx_buffer); 
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    //Re-send data received to UDP client in order to verify that message has 

arrived correctly 

    int err = sendto(sock, rx_buffer, len, 0, (struct sockaddr *)&source_addr,                           

sizeof(source_addr)); 

    ESP_LOGI(TAG, "Received Data re-sent to client"); 

 

After this verification, the buffer received is copied into another variable and then, the char 

chain separated by “;” is divided using the “strtok” function and converted to the CAN 

message struct seen before in client software. 

// Use strtok for splitting the string received and save the splitted data into 

CAN Tx 

char * token = strtok(rx_buffer, ";"); 

 

if(token==NULL) continue; 

else 

{ 

    strcpy(identifier,token); 

    //printf("%s\n", identifier); 

    tx_msg.identifier=strtoul(identifier,NULL,16); 

    token=strtok(NULL,";"); 

    if(token!=NULL) 

    {                       

    strcpy(flags,token); 

    //printf("%s\n", flags);  

    tx_msg.flags=strtoul(flags,NULL,16); 

    token = strtok(NULL, ";"); 

    strcpy(data_length_code,token); 

    //printf("%s\n", data_length_code);  

    tx_msg.data_length_code=strtoul(data_length_code,NULL,16); 

    token = strtok(NULL, ";"); 

    strcpy(data0,token); 

    //printf("%s\n", data0);  

    tx_msg.data[0]=strtoul(data0,NULL,16); 

    token = strtok(NULL, ";"); 

    strcpy(data1,token); 

    //printf("%s\n", data1);  

    tx_msg.data[1]=strtoul(data1,NULL,16); 

    token = strtok(NULL, ";"); 

    strcpy(data2,token); 

    //printf("%s\n", data2);  

    tx_msg.data[2]=strtoul(data2,NULL,16); 

    token = strtok(NULL, ";"); 

    strcpy(data3,token); 

    //printf("%s\n", data3);  

    tx_msg.data[3]=strtoul(data3,NULL,16); 

    token = strtok(NULL, ";"); 
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    strcpy(data4,token); 

    //printf("%s\n", data4);  

    tx_msg.data[4]=strtoul(data4,NULL,16); 

    token = strtok(NULL, ";"); 

    strcpy(data5,token); 

    //printf("%s\n", data5);  

    tx_msg.data[5]=strtoul(data5,NULL,16); 

    token = strtok(NULL, ";"); 

    strcpy(data6,token); 

    //printf("%s\n", data6);  

    tx_msg.data[6]=strtoul(data6,NULL,16); 

    token = strtok(NULL, ";"); 

    strcpy(data7,token); 

    //printf("%s\n", data7);   

    tx_msg.data[7]=strtoul(data7,NULL,16);   

    token=strtok(NULL,";"); 

    } 

 

sprintf(message_to_send,"0x%x;0x%x;%d;0x%02x:0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;

0x%02x;0x%02x\r\n",tx_msg.identifier,tx_msg.flags,tx_msg.data_length_code,tx_msg

.data[0],tx_msg.data[1],tx_msg.data[2],tx_msg.data[3],tx_msg.data[4],tx_msg.data

[5],tx_msg.data[6],tx_msg.data[7]); 

ESP_LOGI(TAG,"%s",message_to_send); 

 

Once the string message is converted as a CAN message structure then is sent via CAN. 

Therefore, the CAN data received from the client is replicated in the server. 

// Replicate CAN message received  

if (can_transmit(&tx_msg, pdMS_TO_TICKS(1000)) == ESP_OK) { 

    ESP_LOGI(TAG,"Message queued for transmission\n"); 

    can_clear_transmit_queue(); 

    } 

else { 

    ESP_LOGI(TAG,"Failed to queue message for transmission\n"); 

    }                 

}  
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Next it can be seen the server device working, monitored via USB: 

 

The server board is also capable to receive CAN messages from the laptop and send it to 

the CAR via Wi-Fi. The code used for this purpose is the same that the one used in client 

implementation. 
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3.4.4. Problems detected and solutions 

3.4.4.1. TCP vs UDP protocols 

At the beginning of the project the intention was to use TCP protocol in order to send the 

CAN messages over internet but because the latency is a key point it was decided to 

evaluate if UDP could improve it. 

In the next captures it can be seen the minimum time of transmission using UDP protocol. 

Note that this time depends on the transport protocol but it also depends on the network 

and will vary every time that a CAN message is sent. 

 

 

Figure 57. Oscilloscope capture sending CAN message via UDP from Client (yellow) to 

Server (blue). 

 

The following capture is the same that the previous one but sending the data from the 

server to the client: 

 

 

Figure 58. Oscilloscope capture sending CAN message via UDP from Server (blue) to 

Client (yellow).  

Td 

Td 
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It can be appreciated that the whole operation takes around 45ms/50ms in both cases. 

Sending CAN frame with Canica from the computer to the client, then the client sends this 

data via UDP to the server board through the router and finally the server ESP32 replicates 

the CAN message received. 

 

If the same procedure is done but using TCP protocol the minimum time that is being 

observed is around 125ms/150ms 

 

 

Figure 59. Oscilloscope capture sending CAN message via TCP from Client (yellow) to 

Server (blue) 

 

So as it has been compared both minimum transmission times we can conclude that TCP 

procedure produce a time increasement of more than 75ms. 

Because of this evaluation, it has been decided to use UDP protocol instead of TCP 

protocol. 
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3.4.4.2. ESP32-SOLO-1 configuration 

In order to do not have problems using the ESP32 single core module (not the dual core), 

some parameters have to be changed in PlatformIO configurations: 

- Platformio.ini file:  

[env:esp32dev] 

platform = espressif32 

framework = espidf 

board = esp32dev 

build_flags = -D CONFIG_FREERTOS_UNICORE=1 

monitor_speed = 115200 

 

CONFIG_FREERTOS_UNICORE=1 specifies that single core module is used. 

- Sdkconfig.h file: 

#define CONFIG_INT_WDT_CHECK_CPU1 0 

#define CONFIG_TASK_WDT_CHECK_IDLE_TASK_CPU1 0 

The watchdog for the second core (CPU1) has to be disabled in this file. Only should be 

enabled for CPU0. 

3.4.4.3. Latency improvement 

Because of latency is one of the key points to assure CAN messages will arrive correctly 

to the server when the bus is with a high load of messages some checks that were done 

will be not included in the final code. 

When the client sends a message to the server this message is re-sent to the client in order 

to verify that the message sent by the client is the same than the message received in the 

server. Performing this operation causes that the client is not able to receive any CAN 

message while this process finalizes.  

Here is shown the client code for the comparison between message sent and message 

received: 

int len = recvfrom(sock, rx_buffer, sizeof(rx_buffer) - 1, 0, (struct sockaddr  

*)&source_addr, &socklen); 

// Error occurred during receiving 

if (len < 0) { 

ESP_LOGE(TAG, "recvfrom failed: errno %d", errno); 

break; } 

//Compare if received message is equal to sent message 

if (strncmp(rx_buffer, MESSAGE, sizeof(rx_buffer)) == 0) { 

ESP_LOGI(TAG, "Received expected message (UDP CAN message sent = UDP CAN    

message received)"); } 

else { 

ESP_LOGI(TAG, "Received wrong message"); 

}                               
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3.4.4.4. SSID and password not hardcoded 

At the beginning of the project the SSID and password were introduced in the application 

code so the devices were able to connect automatically to one specific router that was 

always used. 

The product is designed to be used by clients that will not have access to modify these 

credentials in the code in order to connect to their access points.  

In order to provision the ESP32 devices with these credentials the EspTouch mobile phone 

has been used. 

Esptouch uses smartconfig libraries described in point 3.4.2.4. 

The following smartconfig example task has been used in the project: 

static void smartconfig_example_task(void * parm) 

{    

    EventBits_t uxBits; 

    ESP_ERROR_CHECK( esp_smartconfig_set_type(SC_TYPE_ESPTOUCH) ); 

    smartconfig_start_config_t cfg = SMARTCONFIG_START_CONFIG_DEFAULT(); 

    ESP_ERROR_CHECK( esp_smartconfig_start(&cfg) ); 

    while (1) { 

uxBits = xEventGroupWaitBits(s_wifi_event_group, CONNECTED_BIT | 

ESPTOUCH_DONE_BIT, true, false, portMAX_DELAY);  

        if(uxBits & CONNECTED_BIT) { 

            ESP_LOGI(TAG, "WiFi Connected to ap"); 

        } 

        if(uxBits & ESPTOUCH_DONE_BIT) { 

            ESP_LOGI(TAG, "smartconfig over"); 

            esp_smartconfig_stop(); 

            vTaskDelete(NULL); 

        } 

    } 

} 

 

Note that the EspTouch only supports 2,4GHz networks 

EspTouch app interface and confirmation message after providing SSID and password for 

both ESP32 can be seen in the following pictures: 
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Figure 60. iPhone EspTouch mobile phone app captures 

 

3.4.4.5. Devices addresses not known 

Some errors occurred because the ESP32 addresses were changing depending on the 

router used, then the ESP32 server did not know what address was using the client. 

In order to fix this problem both server and client will give themselves a unique address ID. 

This solution is not the best one and it would be included in the next project proposal in 

order to improve the system.  

To be able to perform this address assignation, it is needed to deactivate the DHCP and 

then assign a fixed address, for example 192.168.1.77. 

    tcpip_adapter_dhcpc_stop(TCPIP_ADAPTER_IF_STA); // Don't run a DHCP client 

    tcpip_adapter_ip_info_t ip_info; 

    ip_info.ip.addr = ipaddr_addr("192.168.1.77"); 

    ip_info.gw.addr = ipaddr_addr("192.168.1.1"); 

    ip_info.netmask.addr = ipaddr_addr("255.255.255.0"); 

    tcpip_adapter_set_ip_info(TCPIP_ADAPTER_IF_STA, &ip_info); 

    printf("IP Address: %s\n", ip4addr_ntoa(&ip_info.ip)); 

    printf("Subnet mask: %s\n", ip4addr_ntoa(&ip_info.netmask)); 

    printf("Gateway: %s\n", ip4addr_ntoa(&ip_info.gw)); 

 

    ESP_ERROR_CHECK(tcpip_adapter_get_ip_info(TCPIP_ADAPTER_IF_STA, &ip_info)); 

    ESP_LOGI(TAG,"Static IP address :  %s\n", ip4addr_ntoa(&ip_info.ip)); 



 

  

 
71 

3.4.4.6. Avoid receiving CAN messages not wanted for the diagnostics 

In order to avoid the messages that are useless for the car diagnosis it can be done a CAN 

filtering. 

So, if the identifiers are previously known, it is possible to filter the CAN bus messages to 

only receive those with a predetermined ID.  

For instance, this is the code if there are only needed CAN messages with ID 0x555:  

#define MSG_ID  0x555   //11 bit standard format ID 

#define CAN_STD_ID_MASK  0x7FF       /**< Bit mask for 11 bit Standard Frame 

Format ID */ 

 

static const can_filter_config_t f_config = {.acceptance_code = (MSG_ID << 21), 

                                     .acceptance_mask =~(CAN_STD_ID_MASK << 21), 

                                     .single_filter = true}; 

 

3.4.4.7. CAN driver queue 

It has been observed that when the CAN bus has a very high load of messages the 

application cannot send the received messages wirelessly at the same frequency. 

When this happens, the CAN bus queue will save the messages on the bottom of the queue 

in order to do not lose any CAN message. 

The maximum number of messages that can be saved in the queue is configurable and its 

size should not exceed the RAM memory of the ESP32.  

It is also observed that every CAN message received via UDP has 53 bytes and the ESP32-

SOLO-1 has 520Kbytes of RAM so the maximum number of messages stored in the queue 

cannot be more than 9811. 

For this project it has been decided to store a maximum of 2500 CAN messages 

(rx_queue_len). 

static const can_general_config_t g_config = {.mode = CAN_MODE_NORMAL, 

.tx_io = TX_GPIO_NUM, .rx_io =                                

RX_GPIO_NUM, 

.clkout_io = CAN_IO_UNUSED,                               

.bus_off_io = CAN_IO_UNUSED, 

.tx_queue_len = 2500,                                     

.rx_queue_len = 2500, 

                                              .alerts_enabled = CAN_ALERT_NONE, 

                                              .clkout_divider = 0, }; 

 

In next project proposal it will be proposed to send packets of CAN messages in order to 

improve the latency of the entire communications. 
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3.5. Testing and validation 

As it is described in chapter 3.2.2. the first validation in the project is made when the PCB 

with all components assembled arrives. (PCB start-up and unitary test). 

This start-up an unitary test (UT) is done in order to validate that the hardware is working 

good and also that there are not any defects in the PCB. 

After developing the software, it is needed to test the entire system and all the 

functionalities in order to validate that the software is working as expected. 

The first two points described below are common to both server and client devices and 

verifies the correct IP provision and the Wi-Fi correct provisioning using Esptouch phone 

app. 

 

Static IP provided  

Server: 192.168.1.77 <--> Client: 192.168.1.99 

 

Figure 61. Monitored IP address in Server board. 

 

Figure 62. Monitored IP address in Client board. 

Wi-Fi credentials provisioning and router connection 

 

Figure 63. Credentials provisioning and router connection. (Verified in both client and 

server boards).  
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3.5.1. Server sending CAN to client 

Next points describe the procedure in order to validate the system: 

1- Create socket and bind it 

2- Send a CAN message using the laptop 

3- Validate that the physical CAN message is arriving to the server board 

4- Receive the CAN message in ESP32 and send it to client using UDP protocol 

5- Check that client is receiving UDP message that contains the CAN frame 

6- Validate that the client is replicating the CAN message into the CAN bus 

7- Validate that the physical CAN message replicated is the correct one 

8- Receive and check in the laptop that CAN message has been arrived and is the 

same as the one sent 

Next figures show the evidences of the previous validation points: 

Server sending CAN to Client board 

 

Figure 64. Socket created and bound. 

 

 

Figure 65. CAN message sent by the computer to the server board (Canica software 

capture). 

 

 

Figure 66. CAN message received by server and sent via UDP to client. 
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Figure 67. Capture of CAN_H (blue) and CAN_L (yellow) signals of the CAN message 

received in the server board. 

 

Client board receiving CAN from server 

 

Figure 68. CAN message received by client via UDP and replicated in the CAN bus. 

 

 

Figure 69. CAN message received in the computer from client board (Canica software 

capture). 

 

 

 

 

 

 

CAN_H 

CAN_L 
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Figure 70. Capture of CAN_H (blue) and CAN_L (yellow) signals of the CAN message 

replicated in the client board. 

 

3.5.2. Client sending CAN to server 

Same procedure as in last point is applied to validate the reverse flow communication. 

(Client to server) 

1- Create socket and bind it 

2- Send a CAN message using the laptop 

3- Validate that the physical CAN message is arriving to the client board 

4- Receive the CAN message in ESP32 and send it to server using UDP protocol 

5- Check that server is receiving UDP message that contains the CAN frame 

6- Validate that the server is replicating the CAN message into the CAN bus 

7- Validate that the physical CAN message replicated is the correct one 

8- Receive and check in the laptop that CAN message has been arrived and is the 

same as the one sent 

Next figures show the evidences of the previous validation points: 
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Client board sending CAN to server 

 

Figure 71. Socket created and bound. 

 

 

Figure 72. CAN message sent by the computer to the client board (Canica software 

capture). 

 

 

Figure 73. CAN message received by client and sent via UDP to server. 

 

 

Figure 74. Capture of CAN_H (blue) and CAN_L (yellow) signals of the CAN message 

received in the client board. 
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CAN_L 
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Server board receiving CAN from client 

 

Figure 75. CAN message received by server via UDP and replicated in the CAN bus. 

 

 

Figure 76. CAN message received in the computer from server board (Canica software 

capture). 

 

 

Figure 77. Capture of CAN_H (blue) and CAN_L (yellow) signals of the CAN message 

replicated in the server board. 
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4. Budget 

This chapter is focused in the two main expenses of this project, the prototype costs and 

the design engineer cost. 

 Electronic BOM with costs, PCB manufacturing process and components assembly 

costs  

Designator Description Manufacturer Order Code Value Price ($) 

C1 Chip ceramic capacitor MURATA GCM188R71C105KA64D 1  uF 0,0525 

C2 Chip ceramic capacitor MURATA GCM21BC71A475KA73L 4.7  uF 0,105 

C3 Chip Electrolitic general 
purpose 

PANASONIC EEEFTE221XAP 220  uF 0,84 

C4 Chip ceramic capacitor Fail 
open type 

KEMET C1206F104K1RACAUTO 100  nF 0,21 

C5 Chip Electrolitic general 
purpose 

PANASONIC EEEFTE221XAP 220  uF 0,84 

C6 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

C7 Chip ceramic capacitor MURATA GCM21BR71A106KE22L 10  uF 0,21 

C8 Chip ceramic capacitor Fail 
open type 

KEMET C1206F104M5RACAUTO 100  nF 0,21 

C9 Chip ceramic capacitor MURATA GCM21BR71C335KA73L 3.3  uF 0,105 

C10 Chip ceramic capacitor MURATA GCJ32EC71H106KA01L 10  uF 0,63 

C11 Chip ceramic capacitor MURATA GCJ32EC71H106KA01L 10  uF 0,63 

C12 Chip ceramic capacitor MURATA GCM188R72A103KA37D 10  nF 0,0525 

C13 Chip ceramic capacitor MURATA GRT32EC81C476KE13K 47  uF 0,63 

C14 Chip ceramic capacitor MURATA GRT32EC81C476KE13K 47  uF 0,63 

C15 Chip ceramic capacitor MURATA GCM155C71A474KE36D 0.47  uF 0,105 

C16 Chip ceramic capacitor AVX 06035C221K4T2A 220  pF 0,0525 

C17 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

C18 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

C19 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

C20 Chip ceramic capacitor MURATA GCM1885C2A101JA16D 100  pF 0,0525 

C21 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

C22 Chip ceramic capacitor MURATA GCM2165C1H472JA16D 4.7  nF 0,0525 

C23 Chip ceramic capacitor MURATA GCM1885C2A101JA16D 100  pF 0,0525 

C24 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

C25 Chip ceramic capacitor MURATA GCM21BC71A475KA73L 4.7  uF 0,105 

C27 Chip ceramic capacitor MURATA GCM1885C2A181JA16D 180  pF 0,0525 

C28 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

C29 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

C30 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

C31 Chip ceramic capacitor MURATA GCM155R71C104KA55D 100  nF 0,0525 

D1 LED OSRAM LGT67K-H2K1-24-Z   0,42 

D2 LED OSRAM LGT67K-H2K1-24-Z   0,42 

D3 LED OSRAM LGT67K-H2K1-24-Z   0,42 

D4 Schottky diode ON 
SEMICONDUCTOR 

MBRA340T3G 40  V 0,315 

DZ1 TVS diode ON 
SEMICONDUCTOR 

MMBZ27VALT1G 27  V 0,21 

DZ2 TVS diode ON 
SEMICONDUCTOR 

MMBZ27VALT1G 27  V 0,21 

DZ3 TVS diode ON 
SEMICONDUCTOR 

MMBZ27VALT1G 27  V 0,21 

EMI1 Common mode choke coil MURATA DLW43SH510XK2L 51  uH 0,84 

F1 Micro fuse - SMD KOA CCP2B80DTTE 4  A 0,3 

J1 I/O connector - TMD TE CONNECTIVITY 3-1634584-2 9  Pin 2,73 

J2 Board to wire Connector - 
TMD 

MOLEX 22-28-4033 3  Pin 0,105 

J3 contact terminal - TMD SAMTEC TSW-104-07-T-S 4  Pin 0,5 



 

  

 
79 

J4 contact terminal - TMD SAMTEC TSW-104-07-T-S 4  Pin  0,5 

J5 I/O connector - SMD MOLEX 475890001   0,63 

J6 Connector SAMTEC TSM-105-01-S-DV 10  Pin  2,1 

J7 Connector SAMTEC TSM-105-01-S-DV 10  Pin  2,1 

L1 Common mode choke coil MURATA DLW21HN900SQ2L 90  ohm 0,21 

LC1 Power Inductor wound 
type-shielded 

MURATA LQH5BPZ100MT0L 10  uH 0,84 

LC2 Power Inductor wound 
type-shielded 

MURATA DFEG7030D-2R2M=P3 2.2  uH 2,205 

Q1 General purpose - Bipolar ON 
SEMICONDUCTOR 

BC847BLT1G 0  N/A 0,105 

Q2 General purpose - Bipolar ON 
SEMICONDUCTOR 

BC847BLT1G 0  N/A 0,105 

R1 Thick film chip resistor KOA RK73Z1ETTP 0  ohm 0,0525 

R2 Thick film chip resistor KOA RK73H1JTTD1600F 160  ohm 0,105 

R3 Thick film chip resistor KOA RK73H1JTTD1600F 160  ohm 0,105 

R4 Thick film chip resistor KOA RK73H1JTTD1600F 160  ohm 0,105 

R5 Thick film chip resistor KOA RK73H1ETTP1002F 10  K-ohm 0,0525 

R6 Thick film chip resistor KOA RK73H1JTTD4R02F 4.02  ohm 0,315 

R7 Thick film chip resistor KOA RK73H1ETTP1000F 100  ohm 0,0525 

R8 Thick film chip resistor KOA RK73H1ETTP1000F 100  ohm 0,0525 

R9 Thick film chip resistor KOA RK73H1ETTP1000F 100  ohm 0,0525 

R10 Thick film chip resistor KOA RK73H1ETTP1000F 100  ohm 0,0525 

R12 Thick film chip resistor KOA RK73H1ETTP1003F 100  K-
ohm 

0,105 

R13 Thick film chip resistor KOA RK73H1ETTP1002F 10  K-ohm 0,0525 

R14 Thick film chip resistor KOA RK73H1ETTP8062F 80.6 K-
ohm 

0,315 

R15 Thick film chip resistor KOA RK73H1ETTP1002F 10  K-ohm 0,0525 

R16 Thick film chip resistor KOA RK73H1ETTP2002F 20  K-ohm 0,105 

R17 Thick film chip resistor KOA RK73H1ETTP1002F 10  K-ohm 0,0525 

R18 Thick film chip resistor KOA RK73H1ETTP1002F 10  K-ohm 0,0525 

R19 Thick film chip resistor KOA RK73G2BTTD62R0F 62  ohm 0,105 

R20 Thick film chip resistor KOA RK73G2BTTD62R0F 62  ohm 0,105 

R21 Thick film chip resistor KOA RK73Z1ETTP 0  ohm 0,0525 

R22 Thick film chip resistor KOA RK73Z1ETTP 0  ohm 0,0525 

R23 Thick film chip resistor KOA RK73Z1ETTP 0  ohm 0,0525 

R24 Thick film chip resistor KOA RK73H1ETTP1002F 10  K-ohm 0,0525 

R25 Thick film chip resistor KOA RK73H1ETTP4701F 4.7  K-ohm 0,105 

R26 Thick film chip resistor KOA RK73H1ETTP1004F 1  M-ohm 0,105 

R28 Thick film chip resistor KOA RK73Z1ETTP 0  ohm 0,0525 

R29 Thick film chip resistor KOA RK73Z1ETTP 0  ohm 0,0525 

SW1 Tact switch - SMD PANASONIC EVQ-Q2K03W   0,735 

SW2 Tact switch - SMD PANASONIC EVQ-Q2K03W   0,735 

TVS1 TVS diode ST 
MICROELECTRONICS 

SMAJ28CA-TR 28  V 0,315 

U1 LDO 3V3 NEW JAPAN RADIO NJM2857DL3_33_TE1 3.3  V 1,575 

U2 Wifi/BT module ESPRESSIF ESP32-SOLO-1   4,11 

U3 DCDC converter 
(switching) 

TEXAS 
INSTRUMENTS 

LM53603AQPWPRQ1   4,88 

U4 CAN transceiver TEXAS 
INSTRUMENTS 

TCAN1042VDRQ1   2,1 

U5 Interface transceiver SILICON LABS CP2102-GM   1,68 

U6 TVS diode NXP PESD5V0X1BT,215   0,315 

TOTAL 
Price BOM 

(USD) 

        40,4775 

  

Table 6. Bill of Materials of Hardware prototype and unit price. 
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The minimum order quantity for PCB manufacturing and assembly of components was 5 

units. The next table shows the invoice from PCB Way (supplier) that includes the total 

costs for the BOM purchase, PCB fabrication and assembly costs: 

 

Description Quantity Unit Price Shipping Charge Bank Fee Total (USD) 

TOTAL Price BOM 
(USD) per unit 

5 40,4775 2 2 202,3875 

PCB price fabrication 
per unit 

5 8,4 5 11 42 

Assembly cost 1 30     30 

  

Total products amount 274,3875 

Total freight costs 7 

Bank fee 13 

Coupon discount -5 

Total (USD) 289,3875 

Total per unit (USD) 57,8775 

Table 7. Hardware total cost  

 

As it can be seen, the device piece price is 57.88$ 

 

 Design engineer  

The total hours spent by the design engineer can be seen broken down in the Gantt 

Diagram provided for this project.  

Next table summarize the total hours dedicated by the engineer in this project and the 

associated costs. 

 

Name Total Work Total Cost Rate 

Ramon 
Santiveri 

928 h € 33.408 € 36,00/h 

Table 8. Design engineer total costs  
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5. Conclusions and future development 

After all the development stages have been explained it can be assured that the project 

has been a success.  

The final result of this project is a product that is able to perform correctly the main objective 

of this thesis. 

It has been proven that the device is capable to provide remote access to a CAN bus. The 

software application allows the user to receive and send CAN messages in real-time 

wirelessly while the hardware designed does not present any issue that does not allow the 

correct functionality of the product. 

Also, the final product meets all the requirements defined before the start of the project. 

As it has been explained in the introduction chapter, the development of a complete system 

intended to be used by a car mechanic service is out of the scope of the project and 

therefore this product it is not ready to go on the market and be sold to the customers but 

it is the first phase to accomplish this goal.  

It is obvious then that the development and improvement of the device does not end here 

and therefore a future development is suggested in this chapter. 

This future development could be focused in the next points: 

- Development of a mobile phone application where the CAN messages can be 

received in a graphical interface and present them in an orderly and simple way.  

- Development of the server that would receive the information from the car and 

redirect it to the car service. 

- Development of a complete cryptographic system that would send the CAN 

messages encrypted to the server and the car service would correctly decrypt the 

information. 

- Analyze the feasibility to communicate in real-time from the user interface 

(diagnosis tool from car service) to the car due to latency problems that can cause 

a wrong functionality in the communication.   

- Improve the current CAN messages communication. Do not send message by 

message. Pack up a group of messages and then send them. 

- Improve current Wi-Fi credential provisioning system. Save the list of used SSID 

and save its passwords in order to do not have to introduce them back every time. 

- Improve current IP assignation. Scan the network in order to find all devices and 

save their IPs. Be able to communicate from server ESP32 to multiple ESP32 

Clients. 
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Abbreviations and Acronyms 

AC – Alternating Current 

ACK – Acknowledge  

ACK – Acknowledge 

AP – Access Point 

API – Application Programming Interface 

App – Application 

ARP – Address Resolution Protocol 

BLE – Bluetooth Low Energy 

BOM – Bill of Materials 

BT – Bluetooth 

CAD – Computer-Aided Design 

CAN – Controller Area Network 

CRC – Cyclic Redundancy Check 

DC – Direct Current 

DHCP – Dynamic Host Configuration Protocol 

DLC – Data Length Code 

DNS – Domain Name System 

ECAD – Electrical Computer-Aided Design 

EEPROM – Electrically Erasable Programmable Read-Only Memory  

EMI – Electromagnetic interference 

EOF – End of Frame 

ESD – Electro Static Discharge 

FCC – Federal Communication Commission 

FDDI – Fiber Distributed Data Interface 

FTP – File Transfer Protocol  

GPIO – General Purpose Input Output 

GUI – Graphical User Interface 

HTTP – Hypertext Transfer Protocol 

ICMP – Internet Control Message Protocol 

ID – Identifier 

IDE – Dominant Identifier Extension 
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IDE – Integrated Development Environment 

IFS – Interframe Space 

IGMP – Internet Group Management Protocol 

IGMP – Internet Group Management Protocol 

IoT – Internet of Things 

IP – Internet Protocol 

JTAG – Joint Test Action Group 

LAN – Local Area Network 

LDO – Low Dropout Regulator 

LED – Light-emitting Diode 

LoRa – Long Range 

LwIP – Lightweight Internet Protocol 

Mbps – Megabytes per second 

MCU – Micro Controller Unit 

MSB – Most Significant Bit 

ND - Neighbor discovery 

OSI – Open Systems Interconnection 

PC – Personal Computer 

PCB – Printed Circuit Board 

QFN – Quad Flat No-Leads 

RAM – Random Access Memory 

RARP – Reverse Address Resolution Protocol 

RF – Radio Frequency 

ROM – Read Only Memory 

RTR – Remote Transmission Request 

RX – Receive 

SMTP – Simple Mail Transfer Protocol 

SNMP – Simple Network Management Protocol 

SOF – Start of Frame 

SSH – Secure Shell 

SSID – Service Set Identifier 

STT – Substitute Remote Request 
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SYN – Synchronize 

TCP – Transmission Control Protocol 

TCP/IP – Transmission Control Protocol/Internet Protocol 

Telnet – Teletype Network 

TFTP – Trivial file transfer Protocol 

TTL – Transistor-Transistor Logic 

TVS – Transient Voltage Suppressor 

TX – Transmit 

UART – Universal Asynchronous Receiver-Transmitter 

UDP – User Datagram Protocol 

USB – Universal Serial Bus 

USD – United States Dollar 

UT – Unitary Test 

VoIP – Voice over Internet Protocol 

VPN – Virtual Private Network 
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6. Annexes 

6.1. Client board source code 

#include <stdio.h> 

#include <string.h> 

#include <stdlib.h> 

#include "sdkconfig.h" 

#include "errno.h" 

#include "freertos/FreeRTOS.h" 

#include "freertos/task.h" 

#include "freertos/event_groups.h" 

#include "esp_system.h" 

#include "esp_wifi.h" 

#include "esp_event_loop.h" 

#include "nvs_flash.h" 

#include "lwip/sockets.h" 

#include "lwip/err.h" 

#include "lwip/sys.h" 

#include "lwip/netdb.h" 

#include "lwip/dns.h" 

#include "lwip/inet.h" 

#include "driver/can.h" 

#include "driver/gpio.h" 

#include "freertos/queue.h" 

#include "freertos/semphr.h" 

#include "esp_log.h" 

#include "esp_err.h" 

#include "netdb.h" 

#include "sys/select.h" 

#include "esp_wpa2.h" 

#include "esp_event.h" 

#include "tcpip_adapter.h" 

#include "esp_smartconfig.h" 

 

/* --------------------- Definitions and static variables ------------------ */ 

 

#define PORT 3000 

#define TX_GPIO_NUM     17 

#define RX_GPIO_NUM     16 

#define EXAMPLE_TAG     "CAN client" 

#define BITRATE  "Bitrate is 500 Kbit/s" 

#define HOST_IP_ADDR "192.168.1.77" 

// To add acceptance mask add this variable and change can filter config 

// #define MSG_ID  0x555   //11 bit standard format ID 

 

static EventGroupHandle_t s_wifi_event_group; 



 

  

 
88 

static const int CONNECTED_BIT = BIT0; 

static const int ESPTOUCH_DONE_BIT = BIT1; 

 

static const char *TAG = "UDP_Client"; 

static const can_filter_config_t f_config = CAN_FILTER_CONFIG_ACCEPT_ALL(); 

                                            // {.acceptance_code = (MSG_ID << 21), 

                                          // .acceptance_mask = ~(CAN_STD_ID_MASK << 21), 

                                            // .single_filter = true}; 

static const can_timing_config_t t_config = CAN_TIMING_CONFIG_500KBITS(); 

static const can_general_config_t g_config = {.mode = CAN_MODE_NORMAL, 

                                              .tx_io = TX_GPIO_NUM, .rx_io = RX_GPIO_NUM, 

                                              .clkout_io = CAN_IO_UNUSED, .bus_off_io = 

CAN_IO_UNUSED, 

                                              .tx_queue_len = 2500, .rx_queue_len = 2500, 

                                              .alerts_enabled = CAN_ALERT_NONE, 

                                              .clkout_divider = 0, }; 

 

static void smartconfig_example_task(void * parm); 

 

static void event_handler(void* arg, esp_event_base_t event_base,  

                                int32_t event_id, void* event_data) 

{ 

if (event_base == WIFI_EVENT && event_id == WIFI_EVENT_STA_START) {

 xTaskCreate(smartconfig_example_task, "smartconfig_example_task", 4096, NULL, 3, 

NULL); 

    } else if (event_base == WIFI_EVENT && event_id == WIFI_EVENT_STA_DISCONNECTED) { 

        esp_wifi_connect(); 

        xEventGroupClearBits(s_wifi_event_group, CONNECTED_BIT); 

    } else if (event_base == IP_EVENT && event_id == IP_EVENT_STA_GOT_IP) { 

        xEventGroupSetBits(s_wifi_event_group, CONNECTED_BIT); 

    } else if (event_base == SC_EVENT && event_id == SC_EVENT_SCAN_DONE) { 

        ESP_LOGI(TAG, "Scan done"); 

    } else if (event_base == SC_EVENT && event_id == SC_EVENT_FOUND_CHANNEL) { 

        ESP_LOGI(TAG, "Found channel"); 

    } else if (event_base == SC_EVENT && event_id == SC_EVENT_GOT_SSID_PSWD) { 

        ESP_LOGI(TAG, "Got SSID and password"); 

 

smartconfig_event_got_ssid_pswd_t *evt = (smartconfig_event_got_ssid_pswd_t 

*)event_data; 

        wifi_config_t wifi_config; 

        uint8_t ssid[33] = { 0 }; 

        uint8_t password[65] = { 0 }; 

         

        bzero(&wifi_config, sizeof(wifi_config_t)); 

        memcpy(wifi_config.sta.ssid, evt->ssid, sizeof(wifi_config.sta.ssid)); 

        memcpy(wifi_config.sta.password, evt->password, sizeof(wifi_config.sta.password)); 

        wifi_config.sta.bssid_set = evt->bssid_set; 
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        if (wifi_config.sta.bssid_set == true) { 

            memcpy(wifi_config.sta.bssid, evt->bssid, sizeof(wifi_config.sta.bssid)); 

        } 

 

        memcpy(ssid, evt->ssid, sizeof(evt->ssid)); 

        memcpy(password, evt->password, sizeof(evt->password)); 

        ESP_LOGI(TAG, "SSID:%s", ssid); 

        ESP_LOGI(TAG, "PASSWORD:%s", password); 

 

        ESP_ERROR_CHECK( esp_wifi_disconnect() ); 

        ESP_ERROR_CHECK( esp_wifi_set_config(ESP_IF_WIFI_STA, &wifi_config) ); 

        ESP_ERROR_CHECK( esp_wifi_connect() ); 

    } else if (event_base == SC_EVENT && event_id == SC_EVENT_SEND_ACK_DONE) { 

        xEventGroupSetBits(s_wifi_event_group, ESPTOUCH_DONE_BIT); 

    } 

} 

 

/* --------------------------- Tasks and Functions -------------------------- */ 

 

static void initialise_wifi(void) 

{ 

    tcpip_adapter_init(); 

    s_wifi_event_group = xEventGroupCreate(); 

    ESP_ERROR_CHECK(esp_event_loop_create_default()); 

    wifi_init_config_t cfg = WIFI_INIT_CONFIG_DEFAULT(); 

    ESP_ERROR_CHECK( esp_wifi_init(&cfg) ); 

 

ESP_ERROR_CHECK( esp_event_handler_register(WIFI_EVENT, ESP_EVENT_ANY_ID, 

&event_handler, NULL) ); 

ESP_ERROR_CHECK( esp_event_handler_register(IP_EVENT, IP_EVENT_STA_GOT_IP, 

&event_handler, NULL) ); 

ESP_ERROR_CHECK( esp_event_handler_register(SC_EVENT, ESP_EVENT_ANY_ID, 

&event_handler, NULL) ); 

 

    ESP_ERROR_CHECK( esp_wifi_set_mode(WIFI_MODE_STA) ); 

    ESP_ERROR_CHECK( esp_wifi_start() ); 

 

    tcpip_adapter_dhcpc_stop(TCPIP_ADAPTER_IF_STA); // Don't run a DHCP client 

    tcpip_adapter_ip_info_t ip_info; 

    ip_info.ip.addr = ipaddr_addr("192.168.1.99"); 

    ip_info.gw.addr = ipaddr_addr("192.168.1.1"); 

    ip_info.netmask.addr = ipaddr_addr("255.255.255.0"); 

    tcpip_adapter_set_ip_info(TCPIP_ADAPTER_IF_STA, &ip_info); 

    printf("IP Address: %s\n", ip4addr_ntoa(&ip_info.ip)); 

    printf("Subnet mask: %s\n", ip4addr_ntoa(&ip_info.netmask)); 

    printf("Gateway: %s\n", ip4addr_ntoa(&ip_info.gw)); 
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    ESP_ERROR_CHECK(tcpip_adapter_get_ip_info(TCPIP_ADAPTER_IF_STA, &ip_info)); 

    ESP_LOGI(TAG,"Static IP address fixed:  %s\n", ip4addr_ntoa(&ip_info.ip));   

} 

 

static void smartconfig_example_task(void * parm) 

{    

    EventBits_t uxBits; 

    ESP_ERROR_CHECK( esp_smartconfig_set_type(SC_TYPE_ESPTOUCH) ); 

    smartconfig_start_config_t cfg = SMARTCONFIG_START_CONFIG_DEFAULT(); 

    ESP_ERROR_CHECK( esp_smartconfig_start(&cfg) ); 

    while (1) { 

uxBits = xEventGroupWaitBits(s_wifi_event_group, CONNECTED_BIT | ESPTOUCH_DONE_BIT, 

true, false, portMAX_DELAY);  

        if(uxBits & CONNECTED_BIT) { 

            ESP_LOGI(TAG, "WiFi Connected to ap"); 

        } 

        if(uxBits & ESPTOUCH_DONE_BIT) { 

            ESP_LOGI(TAG, "smartconfig over"); 

            esp_smartconfig_stop(); 

            vTaskDelete(NULL); 

        } 

    } 

} 

 

static void UDP_Client_CAN_transmission(void *pvParameters){ 

 

EventBits_t Bits; 

ESP_LOGI(TAG,"Introduce WIFI credentials using EspTouch app \n"); 

ESP_LOGI(TAG,"Waiting to connect to Router \n");  

Bits = xEventGroupWaitBits(s_wifi_event_group, CONNECTED_BIT | ESPTOUCH_DONE_BIT, true, 

false, portMAX_DELAY);     

 

if (Bits & CONNECTED_BIT) { 

    ESP_LOGI(TAG, "WiFi Connected to Router"); 

 

    while (1) { 

 

    ESP_LOGI(TAG,"UDP_Client_transmission task started \n"); 

    int addr_family = 0; 

    int ip_protocol = 0; 

    //char rx_buffer[128];   

    char MESSAGE[100]; 

    //char host_ip[] = HOST_IP_ADDR; 

    can_message_t rx_msg; 

    //can_message_t tx_msg; 

 

    struct sockaddr_in dest_addr; 
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    dest_addr.sin_addr.s_addr = inet_addr(HOST_IP_ADDR); 

    dest_addr.sin_family = AF_INET; 

    dest_addr.sin_port = htons(PORT); 

    addr_family = AF_INET; 

    ip_protocol = IPPROTO_IP; 

 

    //fd_set          readfds;    // descriptor set 

    //struct timeval  timeout;    // Time out value 

     

    // Create socket 

    int sock = socket(addr_family, SOCK_DGRAM, ip_protocol); 

    if (sock < 0) { 

        ESP_LOGE(TAG, "Unable to create socket: errno %d", errno); 

        break; 

        } 

 

    ESP_LOGI(TAG, "Socket created: %s:%d", HOST_IP_ADDR, 3000); 

         

    ESP_LOGI(pcTaskGetTaskName(0),"task start"); 

 

    while (1) { 

        // Wait until CAN message is received 

        if (can_receive(&rx_msg, pdMS_TO_TICKS(10000)) == ESP_OK) { 

            ESP_LOGI(TAG,"CAN Message received \n"); 

 

/* //Save RX CAN and send it back to PC (TEST to see if CAN is received and 

sent as expected) 

            tx_msg.identifier = rx_msg.identifier; 

            tx_msg.flags = rx_msg.flags; 

            tx_msg.data_length_code = rx_msg.data_length_code; 

                for (int i = 0; i < rx_msg.data_length_code; i++) { 

                    tx_msg.data[i]=rx_msg.data[i]; 

            } */ 

 

ESP_LOGI(TAG,"0x%x;0x%x;%d;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x\r\n",            

rx_msg.identifier,rx_msg.flags,rx_msg.data_length_code,rx_msg.data[0],rx_msg.data[1],rx_ms

g.data[2],rx_msg.data[3],rx_msg.data[4],rx_msg.data[5],rx_msg.data[6],rx_msg.data[7]); 

 

            /* //Send CAN back to the PC 

            if (can_transmit(&tx_msg, pdMS_TO_TICKS(1000)) == ESP_OK) { 

                ESP_LOGI(TAG,"CAN message re-sent to the computer \n"); 

            } else { 

                ESP_LOGI(TAG,"Failed to re-sent CAN message \n"); 

            }*/ 

             

            bzero(MESSAGE, sizeof(MESSAGE)); 
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            //Save CAN message as string and separate different CAN variables using ";" 

            

sprintf(MESSAGE,"0x%x;0x%x;%d;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x\r\n"

,rx_msg.identifier,rx_msg.flags,rx_msg.data_length_code,rx_msg.data[0],rx_msg.data[1],rx_m

sg.data[2], rx_msg.data[3],rx_msg.data[4],rx_msg.data[5],rx_msg.data[6],rx_msg.data[7]); 

 

            ESP_LOGI(TAG,"CAN message saved as string \n" ); 

            ESP_LOGI(TAG, "%s",MESSAGE); 

 

            //Send message via UDP  

int err = sendto(sock, MESSAGE, strlen(MESSAGE), 0, (struct sockaddr 

*)&dest_addr, sizeof(dest_addr)); 

            if (err < 0) { 

                ESP_LOGE(TAG, "Error occurred during sending: errno %d", errno); 

                break; 

            } 

            ESP_LOGI(TAG, "Message sent via UDP"); 

             

            /* ESP_LOGI(TAG, "Waiting to receive CAN message re-sent from server"); 

            FD_ZERO( &readfds );        // Reset all bits 

            FD_SET ( sock, &readfds );     // Set the bit that corresponds to socket 

 

             // Make sure that host is ready to receive data 

// Added select function with timer in order to non block recvfrom function 

when host is not connected 

 

            timeout.tv_sec = 2;         // Set the time out value (2 sec) 

            timeout.tv_usec = 0; 

     

            if ( select(sock+1, &readfds, NULL, NULL, &timeout) == 0 ) 

            {    

                ESP_LOGI(TAG,"Host is not ready, make sure UDP server is connected \n"); 

                break;    

            } 

            else 

            { 

                struct sockaddr_in source_addr;  

                socklen_t socklen = sizeof(source_addr); 

                 

int len = recvfrom(sock, rx_buffer, sizeof(rx_buffer) - 1, 0, (struct 

sockaddr *)&source_addr, &socklen); 

                 

                    // Error occurred during receiving 

                   if (len < 0) { 

                        ESP_LOGE(TAG, "recvfrom failed: errno %d", errno); 

                        break; 

                    } 
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                    else { 

                        // Data received 

                        FD_ZERO( &readfds );        // Reset all bits 

                        FD_SET ( sock, &readfds );     // Set socket s 

rx_buffer[len] = 0; // Null-terminate whatever we received and treat 

like a string 

                        ESP_LOGI(TAG, "Received %d bytes from server %s:", len, host_ip); 

                        ESP_LOGI(TAG, "%s", rx_buffer); 

                         

                        //Compare if received message is equal to sent message 

                        if (strncmp(rx_buffer, MESSAGE, sizeof(rx_buffer)) == 0) { 

ESP_LOGI(TAG, "Received expected message (UDP CAN message sent = UDP 

CAN message received)"); 

                        } 

                        else { 

                            ESP_LOGI(TAG, "Received wrong message"); 

                        }                               

                    } 

            }*/ 

        } 

        // Print message in screen every 10s when there isn't any CAN frame in the BUS 

        else { 

            ESP_LOGI(TAG,"Waiting to receive Car CAN messages\n");   

        }    

    } 

         

    if (sock != -1) { 

        ESP_LOGE(TAG, "Shutting down socket and restarting..."); 

        shutdown(sock, 0); 

        close(sock); 

        } 

    } 

  }        

vTaskDelete(NULL); 

} 

 

static void UDP_Client_CAN_reception(void *pvParameters){ 

 

    EventBits_t Bits; 

Bits = xEventGroupWaitBits(s_wifi_event_group, CONNECTED_BIT | ESPTOUCH_DONE_BIT, 

true, false, portMAX_DELAY);   

    if (Bits & CONNECTED_BIT) { 

            char rx_buffer[128]; 

            char addr_str[128]; 

            int addr_family = (int)pvParameters; 

            int ip_protocol = 0; 

            struct sockaddr_in6 dest_addr; 
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            can_message_t tx_msg; 

            char message_to_send[128]; 

            char identifier[8]; 

            char flags[8]; 

            char data_length_code[8]; 

            char data0[8]; 

            char data1[8]; 

            char data2[8]; 

            char data3[8]; 

            char data4[8]; 

            char data5[8]; 

            char data6[8]; 

            char data7[8]; 

 

        while (1) { 

            if (addr_family == AF_INET) { 

                struct sockaddr_in *dest_addr_ip4 = (struct sockaddr_in *)&dest_addr; 

                dest_addr_ip4->sin_addr.s_addr = htonl(INADDR_ANY); 

                dest_addr_ip4->sin_family = AF_INET; 

                dest_addr_ip4->sin_port = htons(PORT); 

                ip_protocol = IPPROTO_IP; 

            } else if (addr_family == AF_INET6) { 

                bzero(&dest_addr.sin6_addr.un, sizeof(dest_addr.sin6_addr.un)); 

                dest_addr.sin6_family = AF_INET6; 

                dest_addr.sin6_port = htons(PORT); 

                ip_protocol = IPPROTO_IPV6; 

            } 

            //Create socket 

            int sock = socket(addr_family, SOCK_DGRAM, ip_protocol); 

            if (sock < 0) { 

                ESP_LOGE(TAG, "Unable to create socket: errno %d", errno); 

                break; 

            } 

            ESP_LOGI(TAG, "Socket created"); 

 

            #if defined(CONFIG_EXAMPLE_IPV4) && defined(CONFIG_EXAMPLE_IPV6) 

                if (addr_family == AF_INET6) { 

// Note that by default IPV6 binds to both protocols, it is must be 

disabled 

                    // if both protocols used at the same time (used in CI) 

                    int opt = 1; 

                    setsockopt(sock, SOL_SOCKET, SO_REUSEADDR, &opt, sizeof(opt)); 

                    setsockopt(sock, IPPROTO_IPV6, IPV6_V6ONLY, &opt, sizeof(opt)); 

                } 

            #endif   
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            int err = bind(sock, (struct sockaddr *)&dest_addr, sizeof(dest_addr)); 

            if (err < 0) { 

                ESP_LOGE(TAG, "Socket unable to bind: errno %d", errno); 

            } 

            ESP_LOGI(TAG, "Socket bound, port %d", PORT); 

 

            while (1) { 

 

                ESP_LOGI(TAG, "Waiting for data from Server"); 

                struct sockaddr_in6 source_addr; // Large enough for both IPv4 or IPv6 

                socklen_t socklen = sizeof(source_addr); 

int len = recvfrom(sock, rx_buffer, sizeof(rx_buffer) - 1, 0, (struct 

sockaddr *)&source_addr, &socklen); 

 

                // Error occurred during receiving 

                if (len < 0) { 

                    ESP_LOGE(TAG, "recvfrom failed: errno %d", errno); 

                    break; 

                } 

                // Data received 

                else { 

 

                    // Get the sender's ip address as string 

                    if (source_addr.sin6_family == PF_INET) { 

inet_ntoa_r(((struct sockaddr_in *)&source_addr)->sin_addr.s_addr, 

addr_str, sizeof(addr_str) - 1); 

} else if (source_addr.sin6_family == PF_INET6) 

{inet6_ntoa_r(source_addr.sin6_addr, addr_str, sizeof(addr_str) - 1); 

                    } 

 

rx_buffer[len] = 0; // Null-terminate whatever we received and treat 

like a string... 

                     ESP_LOGI(TAG, "Received %d bytes from %s:", len, addr_str); 

                     ESP_LOGI(TAG, "%s", rx_buffer); 

                     

/* //Re-send data received to UDP client in order to verify that message 

has arrived correctly 

int err = sendto(sock, rx_buffer, len, 0, (struct sockaddr *)&source_addr, 

sizeof(source_addr)); 

                    ESP_LOGI(TAG, "Received Data re-sent to client"); 

 

                    if (err < 0) { 

ESP_LOGE(TAG, "Error occurred during sending response: errno %d", 

errno); 

                      break; 

                    }*/ 

                } 
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// Use strtok for splitting the string received and save the splitted data 

into CAN Tx 

                char * token = strtok(rx_buffer, ";"); 

 

                if(token==NULL) continue; 

                else 

                { 

                    strcpy(identifier,token); 

                    //printf("%s\n", identifier); 

                    tx_msg.identifier=strtoul(identifier,NULL,16); 

                    token=strtok(NULL,";"); 

                    if(token!=NULL){                       

                    strcpy(flags,token); 

                    //printf("%s\n", flags);  

                    tx_msg.flags=strtoul(flags,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data_length_code,token); 

                    //printf("%s\n", data_length_code);  

                    tx_msg.data_length_code=strtoul(data_length_code,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data0,token); 

                    //printf("%s\n", data0);  

                    tx_msg.data[0]=strtoul(data0,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data1,token); 

                    //printf("%s\n", data1);  

                    tx_msg.data[1]=strtoul(data1,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data2,token); 

                    //printf("%s\n", data2);  

                    tx_msg.data[2]=strtoul(data2,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data3,token); 

                    //printf("%s\n", data3);  

                    tx_msg.data[3]=strtoul(data3,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data4,token); 

                    //printf("%s\n", data4);  

                    tx_msg.data[4]=strtoul(data4,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data5,token); 

                    //printf("%s\n", data5);  

                    tx_msg.data[5]=strtoul(data5,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data6,token); 

                    //printf("%s\n", data6);  
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                    tx_msg.data[6]=strtoul(data6,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data7,token); 

                    //printf("%s\n", data7);   

                    tx_msg.data[7]=strtoul(data7,NULL,16);   

                    token=strtok(NULL,";"); 

                    }         

sprintf(message_to_send,"0x%x;0x%x;%d;0x%02x:0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%

02x\r\n",tx_msg.identifier,tx_msg.flags,tx_msg.data_length_code,tx_msg.data[0],tx_msg.data

[1],tx_msg.data[2],tx_msg.data[3],tx_msg.data[4],tx_msg.data[5],tx_msg.data[6],tx_msg.data

[7]); 

                ESP_LOGI(TAG,"%s",message_to_send); 

 

                // Replicate CAN message received 

                if (can_transmit(&tx_msg, pdMS_TO_TICKS(1000)) == ESP_OK) { 

                    ESP_LOGI(TAG,"Message queued for transmission\n"); 

                    can_clear_transmit_queue(); 

                    } 

                else { 

                    ESP_LOGI(TAG,"Failed to queue message for transmission\n"); 

                    }                 

                }               

            }             

            if (sock != -1) { 

                ESP_LOGE(TAG, "Shutting down socket and restarting..."); 

                shutdown(sock, 0); 

                close(sock); 

            } 

        } 

    } 

    vTaskDelete(NULL);    

} 

 

void app_main() 

{ 

//Initialize NVS 

    ESP_ERROR_CHECK (nvs_flash_init() );  

     

    //Install and start CAN driver 

    ESP_LOGI(EXAMPLE_TAG, "%s",BITRATE); 

    ESP_ERROR_CHECK(can_driver_install(&g_config, &t_config, &f_config)); 

    ESP_LOGI(EXAMPLE_TAG, "CAN Driver installed"); 

    ESP_ERROR_CHECK(can_start()); 

    ESP_LOGI(EXAMPLE_TAG, "CAN Driver started"); 

 

    initialise_wifi(); 
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    xTaskCreate(UDP_Client_CAN_transmission, "UDP_Client_transmission", 4096, NULL, 9, 

NULL); 

    xTaskCreate(UDP_Client_CAN_reception, "UDP_Client_reception", 4096, (void*)AF_INET, 9, 

NULL); 

 

} 
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6.2. Server board source code 

#include <stdio.h> 

#include <string.h> 

#include <stdlib.h> 

#include "sdkconfig.h" 

#include "errno.h" 

#include "freertos/FreeRTOS.h" 

#include "freertos/task.h" 

#include "freertos/event_groups.h" 

#include "esp_system.h" 

#include "esp_wifi.h" 

#include "esp_event_loop.h" 

#include "nvs_flash.h" 

#include "lwip/sockets.h" 

#include "lwip/err.h" 

#include "lwip/sys.h" 

#include "lwip/netdb.h" 

#include "lwip/dns.h" 

#include "lwip/inet.h" 

#include "driver/can.h" 

#include "driver/gpio.h" 

#include "freertos/queue.h" 

#include "freertos/semphr.h" 

#include "esp_log.h" 

#include "esp_err.h" 

#include "netdb.h" 

#include "sys/select.h" 

#include "esp_wpa2.h" 

#include "esp_event.h" 

#include "tcpip_adapter.h" 

#include "esp_smartconfig.h" 

 

/* --------------------- Definitions and static variables ------------------ */ 

 

#define PORT 3000 

#define TX_GPIO_NUM     17 

#define RX_GPIO_NUM     16 

#define EXAMPLE_TAG     "CAN server" 

#define BITRATE  "Bitrate is 500 Kbit/s" 

#define CLIENT_IP_ADDR "192.168.1.99" 

// To add acceptance mask add this variable and change can filter config 

// #define MSG_ID  0x555   //11 bit standard format ID 

 

static EventGroupHandle_t s_wifi_event_group; 

static const int CONNECTED_BIT = BIT0; 

static const int ESPTOUCH_DONE_BIT = BIT1; 
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static const char *TAG="UDP_server"; 

static const can_filter_config_t f_config = CAN_FILTER_CONFIG_ACCEPT_ALL(); 

                                            // {.acceptance_code = (MSG_ID << 21), 

                                           // .acceptance_mask = ~(CAN_STD_ID_MASK << 21), 

                                            // .single_filter = true}; 

static const can_timing_config_t t_config = CAN_TIMING_CONFIG_500KBITS(); 

static const can_general_config_t g_config = {.mode = CAN_MODE_NORMAL, 

.tx_io = TX_GPIO_NUM, .rx_io = RX_GPIO_NUM                                           

.clkout_io = CAN_IO_UNUSED, .bus_off_io = 

CAN_IO_UNUSED, .tx_queue_len = 2500, 

.rx_queue_len = 2500, .alerts_enabled = 

CAN_ALERT_NONE, .clkout_divider = 0, }; 

 

static void smartconfig_example_task(void * parm); 

 

static void event_handler(void* arg, esp_event_base_t event_base,  

                                int32_t event_id, void* event_data) 

{ 

    if (event_base == WIFI_EVENT && event_id == WIFI_EVENT_STA_START) { 

        xTaskCreate(smartconfig_example_task, "smartconfig_example_task", 4096, NULL, 3, 

NULL); 

    } else if (event_base == WIFI_EVENT && event_id == WIFI_EVENT_STA_DISCONNECTED) { 

        esp_wifi_connect(); 

        xEventGroupClearBits(s_wifi_event_group, CONNECTED_BIT); 

    } else if (event_base == IP_EVENT && event_id == IP_EVENT_STA_GOT_IP) { 

        xEventGroupSetBits(s_wifi_event_group, CONNECTED_BIT); 

    } else if (event_base == SC_EVENT && event_id == SC_EVENT_SCAN_DONE) { 

        ESP_LOGI(TAG, "Scan done"); 

    } else if (event_base == SC_EVENT && event_id == SC_EVENT_FOUND_CHANNEL) { 

        ESP_LOGI(TAG, "Found channel"); 

    } else if (event_base == SC_EVENT && event_id == SC_EVENT_GOT_SSID_PSWD) { 

        ESP_LOGI(TAG, "Got SSID and password"); 

 

smartconfig_event_got_ssid_pswd_t *evt = (smartconfig_event_got_ssid_pswd_t 

*)event_data; 

       wifi_config_t wifi_config; 

       uint8_t ssid[33] = { 0 }; 

       uint8_t password[65] = { 0 }; 

         

        bzero(&wifi_config, sizeof(wifi_config_t)); 

        memcpy(wifi_config.sta.ssid, evt->ssid, sizeof(wifi_config.sta.ssid)); 

        memcpy(wifi_config.sta.password, evt->password, sizeof(wifi_config.sta.password)); 

        wifi_config.sta.bssid_set = evt->bssid_set; 

        if (wifi_config.sta.bssid_set == true) { 

            memcpy(wifi_config.sta.bssid, evt->bssid, sizeof(wifi_config.sta.bssid)); 

        } 
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        memcpy(ssid, evt->ssid, sizeof(evt->ssid)); 

        memcpy(password, evt->password, sizeof(evt->password)); 

        ESP_LOGI(TAG, "SSID:%s", ssid); 

        ESP_LOGI(TAG, "PASSWORD:%s", password); 

 

        ESP_ERROR_CHECK( esp_wifi_disconnect() ); 

        ESP_ERROR_CHECK( esp_wifi_set_config(ESP_IF_WIFI_STA, &wifi_config) ); 

        ESP_ERROR_CHECK( esp_wifi_connect() ); 

    } else if (event_base == SC_EVENT && event_id == SC_EVENT_SEND_ACK_DONE) { 

        xEventGroupSetBits(s_wifi_event_group, ESPTOUCH_DONE_BIT); 

    } 

} 

/* --------------------------- Tasks and Functions -------------------------- */ 

 

static void initialise_wifi(void) 

{ 

    tcpip_adapter_init(); 

    s_wifi_event_group = xEventGroupCreate(); 

    ESP_ERROR_CHECK(esp_event_loop_create_default()); 

    wifi_init_config_t cfg = WIFI_INIT_CONFIG_DEFAULT(); 

    ESP_ERROR_CHECK( esp_wifi_init(&cfg) ); 

 

ESP_ERROR_CHECK( esp_event_handler_register(WIFI_EVENT, ESP_EVENT_ANY_ID, 

&event_handler, NULL) ); 

ESP_ERROR_CHECK( esp_event_handler_register(IP_EVENT, IP_EVENT_STA_GOT_IP, 

&event_handler, NULL) ); 

ESP_ERROR_CHECK( esp_event_handler_register(SC_EVENT, ESP_EVENT_ANY_ID, 

&event_handler, NULL) ); 

 

    ESP_ERROR_CHECK( esp_wifi_set_mode(WIFI_MODE_STA) ); 

    ESP_ERROR_CHECK( esp_wifi_start() ); 

 

    tcpip_adapter_dhcpc_stop(TCPIP_ADAPTER_IF_STA); // Don't run a DHCP client 

    tcpip_adapter_ip_info_t ip_info; 

    ip_info.ip.addr = ipaddr_addr("192.168.1.77"); 

    ip_info.gw.addr = ipaddr_addr("192.168.1.1"); 

    ip_info.netmask.addr = ipaddr_addr("255.255.255.0"); 

    tcpip_adapter_set_ip_info(TCPIP_ADAPTER_IF_STA, &ip_info); 

    printf("IP Address: %s\n", ip4addr_ntoa(&ip_info.ip)); 

    printf("Subnet mask: %s\n", ip4addr_ntoa(&ip_info.netmask)); 

    printf("Gateway: %s\n", ip4addr_ntoa(&ip_info.gw)); 

 

    ESP_ERROR_CHECK(tcpip_adapter_get_ip_info(TCPIP_ADAPTER_IF_STA, &ip_info)); 

    ESP_LOGI(TAG,"Static IP address fixed :  %s\n", ip4addr_ntoa(&ip_info.ip)); 

} 
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static void smartconfig_example_task(void * parm) 

{    

    EventBits_t uxBits; 

    ESP_ERROR_CHECK( esp_smartconfig_set_type(SC_TYPE_ESPTOUCH) ); 

    smartconfig_start_config_t cfg = SMARTCONFIG_START_CONFIG_DEFAULT(); 

    ESP_ERROR_CHECK( esp_smartconfig_start(&cfg) ); 

    while (1) { 

        uxBits = xEventGroupWaitBits(s_wifi_event_group, CONNECTED_BIT | 

ESPTOUCH_DONE_BIT, true, false, portMAX_DELAY);  

        if(uxBits & CONNECTED_BIT) { 

            ESP_LOGI(TAG, "WiFi Connected to ap"); 

        } 

        if(uxBits & ESPTOUCH_DONE_BIT) { 

            ESP_LOGI(TAG, "smartconfig over"); 

            esp_smartconfig_stop(); 

            vTaskDelete(NULL); 

        } 

    } 

} 

 

static void UDP_Server_CAN_transmission (void *pvParameters){ 

 

EventBits_t Bits; 

ESP_LOGI(TAG,"Introduce WIFI credentials using EspTouch app \n"); 

ESP_LOGI(TAG,"Waiting to connect to Router \n");  

Bits = xEventGroupWaitBits(s_wifi_event_group, CONNECTED_BIT | ESPTOUCH_DONE_BIT, true, 

false, portMAX_DELAY);     

 

if (Bits & CONNECTED_BIT) { 

    ESP_LOGI(TAG, "WiFi Connected to Router"); 

 

    while (1) { 

 

    ESP_LOGI(TAG,"UDP_Server_transmission task started \n"); 

    int addr_family = 0; 

    int ip_protocol = 0; 

    //char rx_buffer[128];   

    char MESSAGE[100]; 

    //char host_ip[] = CLIENT_IP_ADDR; 

    can_message_t rx_msg; 

    //can_message_t tx_msg; 

 

    struct sockaddr_in dest_addr; 

    dest_addr.sin_addr.s_addr = inet_addr(CLIENT_IP_ADDR); 

    dest_addr.sin_family = AF_INET; 

    dest_addr.sin_port = htons(PORT); 

    addr_family = AF_INET; 



 

  

 
103 

    ip_protocol = IPPROTO_IP; 

 

    //fd_set          readfds;    // descriptor set 

    //struct timeval  timeout;    // Time out value 

     

    // Create socket 

    int sock = socket(addr_family, SOCK_DGRAM, ip_protocol); 

    if (sock < 0) { 

        ESP_LOGE(TAG, "Unable to create socket: errno %d", errno); 

        break; 

        } 

 

    ESP_LOGI(TAG, "Socket created: %s:%d", CLIENT_IP_ADDR, 3000); 

    ESP_LOGI(pcTaskGetTaskName(0),"task start"); 

 

    while (1) { 

        // Wait until CAN message is received 

        if (can_receive(&rx_msg, pdMS_TO_TICKS(10000)) == ESP_OK) { 

            ESP_LOGI(TAG,"CAN Message received \n"); 

 

/* //Save RX CAN and send it back to PC (TEST to see if CAN is received and 

sent as expected) 

            tx_msg.identifier = rx_msg.identifier; 

            tx_msg.flags = rx_msg.flags; 

            tx_msg.data_length_code = rx_msg.data_length_code; 

                for (int i = 0; i < rx_msg.data_length_code; i++) { 

                    tx_msg.data[i]=rx_msg.data[i]; 

            }*/ 

        

ESP_LOGI(TAG,"0x%x;0x%x;%d;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x\r\n", 

            

rx_msg.identifier,rx_msg.flags,rx_msg.data_length_code,rx_msg.data[0],rx_msg.data[1],rx_ms

g.data[2],rx_msg.data[3],rx_msg.data[4],rx_msg.data[5],rx_msg.data[6],rx_msg.data[7]); 

 

            /* //Send CAN back to the PC 

            if (can_transmit(&tx_msg, pdMS_TO_TICKS(1000)) == ESP_OK) { 

                ESP_LOGI(TAG,"CAN message re-sent to the computer \n"); 

            } else { 

                ESP_LOGI(TAG,"Failed to re-sent CAN message \n"); 

            }*/ 

             

            bzero(MESSAGE, sizeof(MESSAGE)); 
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//Save CAN message as string and separate different CAN variables using ";" 

sprintf(MESSAGE,"0x%x;0x%x;%d;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x\r\n"

,rx_msg.identifier,rx_msg.flags,rx_msg.data_length_code,rx_msg.data[0],rx_msg.data[1],rx_m

sg.data[2], rx_msg.data[3],rx_msg.data[4],rx_msg.data[5],rx_msg.data[6],rx_msg.data[7]); 

 

            ESP_LOGI(TAG,"CAN message saved as string \n" ); 

            ESP_LOGI(TAG, "%s",MESSAGE); 

 

            //Send message via UDP 

int err = sendto(sock, MESSAGE, strlen(MESSAGE), 0, (struct sockaddr    

*)&dest_addr, sizeof(dest_addr)); 

            if (err < 0) { 

                ESP_LOGE(TAG, "Error occurred during sending: errno %d", errno); 

                break; 

            } 

            ESP_LOGI(TAG, "Message sent via UDP"); 

 

            /* ESP_LOGI(TAG, "Waiting to receive CAN message re-sent from client"); 

            FD_ZERO( &readfds );        // Reset all bits 

            FD_SET ( sock, &readfds );     // Set the bit that corresponds to socket 

 

             // Make sure that host is ready to receive data 

// Added select function with timer in order to non block recvfrom function      

when host is not connected 

 

            timeout.tv_sec = 2;         // Set the time out value (2 sec) 

            timeout.tv_usec = 0; 

     

            if ( select(sock+1, &readfds, NULL, NULL, &timeout) == 0 ) 

            {    

                ESP_LOGI(TAG,"Host is not ready, make sure UDP server is connected \n"); 

                break;    

            } 

            else 

            { 

                struct sockaddr_in source_addr;  

                socklen_t socklen = sizeof(source_addr); 

                 

int len = recvfrom(sock, rx_buffer, sizeof(rx_buffer) - 1, 0, (struct 

sockaddr *)&source_addr, &socklen); 

                 

                    // Error occurred during receiving 

                    if (len < 0) { 

                        ESP_LOGE(TAG, "recvfrom failed: errno %d", errno); 

                        break; 

                    } 

                    else { 
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                        // Data received 

                        FD_ZERO( &readfds );        // Reset all bits 

                        FD_SET ( sock, &readfds );     // Set socket s 

rx_buffer[len] = 0; // Null-terminate whatever we received and treat 

like a string 

                        ESP_LOGI(TAG, "Received %d bytes from server %s:", len, host_ip); 

                        ESP_LOGI(TAG, "%s", rx_buffer); 

                         

                        //Compare if received message is equal to sent message 

                        if (strncmp(rx_buffer, MESSAGE, sizeof(rx_buffer)) == 0) { 

ESP_LOGI(TAG, "Received expected message (UDP CAN message sent = UDP 

CAN message received)"); 

                        } 

                        else { 

                            ESP_LOGI(TAG, "Received wrong message"); 

                        }                                 

                } 

            }*/ 

        } 

        // Print message in screen every 10s when there isn't any CAN frame in the BUS 

        else { 

            ESP_LOGI(TAG,"Waiting to receive Car CAN messages\n");   

        }        

    }    

    if (sock != -1) { 

        ESP_LOGE(TAG, "Shutting down socket and restarting..."); 

        shutdown(sock, 0); 

        close(sock); 

        } 

    } 

    }  

     

vTaskDelete(NULL); 

} 

 

static void UDP_Server_CAN_reception (void *pvParameters){ 

 

     EventBits_t Bits; 

Bits = xEventGroupWaitBits(s_wifi_event_group, CONNECTED_BIT | ESPTOUCH_DONE_BIT, 

true, false, portMAX_DELAY);     

    if (Bits & CONNECTED_BIT) { 

        char rx_buffer[128]; 

        char addr_str[128]; 

        int addr_family = (int)pvParameters; 

        int ip_protocol = 0; 

        struct sockaddr_in6 dest_addr; 
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        can_message_t tx_msg; 

         

        char message_to_send[128]; 

        char identifier[8]; 

        char flags[8]; 

        char data_length_code[8]; 

        char data0[8]; 

        char data1[8]; 

        char data2[8]; 

        char data3[8]; 

        char data4[8]; 

        char data5[8]; 

        char data6[8]; 

        char data7[8]; 

                 

        while (1) { 

            if (addr_family == AF_INET) { 

                struct sockaddr_in *dest_addr_ip4 = (struct sockaddr_in *)&dest_addr; 

                dest_addr_ip4->sin_addr.s_addr = htonl(INADDR_ANY); 

                dest_addr_ip4->sin_family = AF_INET; 

                dest_addr_ip4->sin_port = htons(PORT); 

                ip_protocol = IPPROTO_IP; 

            } else if (addr_family == AF_INET6) { 

                bzero(&dest_addr.sin6_addr.un, sizeof(dest_addr.sin6_addr.un)); 

                dest_addr.sin6_family = AF_INET6; 

                dest_addr.sin6_port = htons(PORT); 

                ip_protocol = IPPROTO_IPV6; 

            } 

            //Create socket 

            int sock = socket(addr_family, SOCK_DGRAM, ip_protocol); 

            if (sock < 0) { 

                ESP_LOGE(TAG, "Unable to create socket: errno %d", errno); 

                break; 

            } 

            ESP_LOGI(TAG, "Socket created"); 

 

            #if defined(CONFIG_EXAMPLE_IPV4) && defined(CONFIG_EXAMPLE_IPV6) 

                if (addr_family == AF_INET6) { 

// Note that by default IPV6 binds to both protocols, it is must be 

disabled 

                     // if both protocols used at the same time (used in CI) 

                    int opt = 1; 

                    setsockopt(sock, SOL_SOCKET, SO_REUSEADDR, &opt, sizeof(opt)); 

                    setsockopt(sock, IPPROTO_IPV6, IPV6_V6ONLY, &opt, sizeof(opt)); 

                } 

            #endif   
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            int err = bind(sock, (struct sockaddr *)&dest_addr, sizeof(dest_addr)); 

            if (err < 0) { 

                ESP_LOGE(TAG, "Socket unable to bind: errno %d", errno); 

            } 

            ESP_LOGI(TAG, "Socket bound, port %d", PORT); 

 

            while (1) { 

 

                ESP_LOGI(TAG, "Waiting for data from Client"); 

                struct sockaddr_in6 source_addr; // Large enough for both IPv4 or IPv6 

                socklen_t socklen = sizeof(source_addr); 

 int len = recvfrom(sock, rx_buffer, sizeof(rx_buffer) - 1, 0, (struct  

sockaddr *)&source_addr, &socklen); 

 

                // Error occurred during receiving 

                if (len < 0) { 

                    ESP_LOGE(TAG, "recvfrom failed: errno %d", errno); 

                    break; 

                } 

                // Data received 

                else { 

 

                    // Get the sender's ip address as string 

                    if (source_addr.sin6_family == PF_INET) { 

inet_ntoa_r(((struct sockaddr_in *)&source_addr)->sin_addr.s_addr,  

addr_str, sizeof(addr_str) - 1); 

                    } else if (source_addr.sin6_family == PF_INET6) { 

                        inet6_ntoa_r(source_addr.sin6_addr, addr_str, sizeof(addr_str)–1); 

                    } 

 

rx_buffer[len] = 0; // Null-terminate whatever we received and treat 

like a string... 

                    ESP_LOGI(TAG, "Received %d bytes from %s:", len, addr_str); 

                    ESP_LOGI(TAG, "%s", rx_buffer); 

                     

/*Re-send data received to UDP client in order to verify that message has 

arrived correctly 

int err = sendto(sock, rx_buffer, len, 0, (struct sockaddr *) 

&source_addr, sizeof(source_addr)); 

                    ESP_LOGI(TAG, "Received Data re-sent to client"); 

 

                    if (err < 0) { 

   ESP_LOGE(TAG, "Error occurred during sending response: errno %d",errno); 

                        break; 

                    }*/ 

                } 
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// Use strtok for splitting the string received and save the splitted data  

into CAN Tx 

                char * token = strtok(rx_buffer, ";"); 

 

                if(token==NULL) continue; 

                else 

                { 

                    strcpy(identifier,token); 

                    //printf("%s\n", identifier); 

                    tx_msg.identifier=strtoul(identifier,NULL,16); 

                    token=strtok(NULL,";"); 

                    if(token!=NULL) 

                    {                       

                    strcpy(flags,token); 

                    //printf("%s\n", flags);  

                    tx_msg.flags=strtoul(flags,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data_length_code,token); 

                    //printf("%s\n", data_length_code);  

                    tx_msg.data_length_code=strtoul(data_length_code,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data0,token); 

                    //printf("%s\n", data0);  

                    tx_msg.data[0]=strtoul(data0,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data1,token); 

                    //printf("%s\n", data1);  

                    tx_msg.data[1]=strtoul(data1,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data2,token); 

                    //printf("%s\n", data2);  

                    tx_msg.data[2]=strtoul(data2,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data3,token); 

                    //printf("%s\n", data3);  

                    tx_msg.data[3]=strtoul(data3,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data4,token); 

                    //printf("%s\n", data4);  

                    tx_msg.data[4]=strtoul(data4,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data5,token); 

                    //printf("%s\n", data5);  

                    tx_msg.data[5]=strtoul(data5,NULL,16); 

                    token = strtok(NULL, ";"); 
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                    strcpy(data6,token); 

                    //printf("%s\n", data6);  

                    tx_msg.data[6]=strtoul(data6,NULL,16); 

                    token = strtok(NULL, ";"); 

                    strcpy(data7,token); 

                    //printf("%s\n", data7);   

                    tx_msg.data[7]=strtoul(data7,NULL,16);   

                    token=strtok(NULL,";"); 

                    } 

sprintf(message_to_send,"0x%x;0x%x;%d;0x%02x:0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%02x;0x%

02x\r\n",tx_msg.identifier,tx_msg.flags,tx_msg.data_length_code,tx_msg.data[0],tx_msg.data

[1],tx_msg.data[2],tx_msg.data[3],tx_msg.data[4],tx_msg.data[5],tx_msg.data[6],tx_msg.data

[7]); 

                ESP_LOGI(TAG,"%s",message_to_send); 

 

                // Replicate CAN message received  

 

                if (can_transmit(&tx_msg, pdMS_TO_TICKS(1000)) == ESP_OK) { 

                    ESP_LOGI(TAG,"Message queued for transmission\n"); 

                    can_clear_transmit_queue(); 

                    } 

                else { 

                    ESP_LOGI(TAG,"Failed to queue message for transmission\n"); 

                    }                 

                }               

            }        

            if (sock != -1) { 

                ESP_LOGE(TAG, "Shutting down socket and restarting..."); 

                shutdown(sock, 0); 

                close(sock); 

            } 

        } 

    } 

    vTaskDelete(NULL); 

} 

void app_main()   

{ 

//Initialize NVS 

 

    ESP_ERROR_CHECK (nvs_flash_init() ); 

 

    //Install and start CAN driver 

    ESP_LOGI(EXAMPLE_TAG, "%s",BITRATE); 

    ESP_ERROR_CHECK(can_driver_install(&g_config, &t_config, &f_config)); 

    ESP_LOGI(EXAMPLE_TAG, "CAN Driver installed"); 

    ESP_ERROR_CHECK(can_start()); 

    ESP_LOGI(EXAMPLE_TAG, "CAN Driver started"); 
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    initialise_wifi(); 

     

    xTaskCreate(UDP_Server_CAN_reception, "UDP_Server_reception", 4096, (void*)AF_INET, 9, 

NULL); 

    xTaskCreate(UDP_Server_CAN_transmission, "UDP_Server_transmission", 4096, NULL, 9, 

NULL);        

} 
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6.3. Hardware schematics 
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6.4. PCB CAD manufacturing documents 

6.4.1. PCB assembly Top and bottom 
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6.4.2. PCB 3D Top and bottom 
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6.4.3. PCB Drill Drawing 
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6.5. Gantt Diagram 
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