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Abstract 

 

TrustedX is a product that provides electronic signatures, it has been on the market for several 

years now, in result of that, market tendencies have changed and technologies too which made 

this product be on the same level as the competitors. This project tries to adapt an existing 

solution to the necessities companies have. To do so we proposed multiple changes, which have 

been divided into 2 parts, being the first one a part done by 3 UPC students (Arthur Bernal, 

Xiaolei Lin and Marc Méndez) with help of Dr. Francisco Jordán, the director of the project. The 

second one, being an individual part which will be only done by Marc Méndez.  

The common part is based on adding necessary technology, capabilities and functionalities that 

make this product able to work as a cloud multitenant system. This product will have the ability 

to sign official documents through the internet with the same validity as notarized signatures. 

The company had already the on-premise product developed, but now, instead of having an on-

premise system we will create a new cloud-based multitenant system that has no location 

restrictions under the name of TrustedX as a Service (TXaaS). The whole TXaaS System is a 

common goal of this multi-part project. 

The specific part is the one that has strong relation to the specialization of the master, data 

science, in particular Deep Learning.  

Nowadays, a lot of products or companies use Machine Learning techniques to many different 

areas being marketing and business intelligence the two top areas of application. 

The proposal of this project is to develop a Deep Recurrent Neural Network-based Autoencoder 

for anomaly detection, which is able to learn large and difficult data patterns generated by the 

TXaaS. 
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Preface 

 

TXaaS stands for TrustedX as a Service. TrustedX is an original product of the former Safelayer 

Company, now part of the Entrust Datacard Corporation (EDC). As a leading manufacturer of 

Public Key Infrastructure (PKI) technology, the company created TrustedX to consume digital 

certificates in electronic signatures. At this time, the innovation was to provide a secure remote 

system for applications to consume the service centrally through web services. This was 

revolutionary at the time as recognized by the European Commission and other European 

associations (see https://tinyurl.com/y7pk7joq and https://tinyurl.com/y6w8s598). 

More than ten years after TrustedX, we launched the TXaaS Project. It is an “Innovation” project 

under the Office of the CTO at Entrust Datacard and sponsored by the CIO (Anudeep Parhar). 

The context strongly encourages innovation: a small autonomous team of 4 people, 3 final 

master/degree students at the UPC (Marc Mendez, Arthur Bernal and Xiaolei Lin) and myself, 

professor at the UPC and Director in the Office of the CTO at EDC, as the link between the 

academic and business worlds. 

The common notable trait to mention about the team is that we are all passionate about 

technology. The whole team provides good informatics acknowledge and helped in different 

shared areas, as well as in new areas such as Artificial Intelligence and Machine/Deep Learning, 

Application Programming and Graphical User Interfaces, Cloud Computing, Distributed Ledger 

Technologies and Blockchain. What do all these technologies relate to TrustedX, PKI and 

Electronic Signatures? Only “Innovation” can answer this question comprehensively. 

Innovation, and Research and Development, is now a must in all businesses, not to be a leader, 

but to survive. The art of adapting to the rapidly changing technology landscape cannot be 

improvised. A product or a business can improve a little by updating an existing technology, 

however, they can revolutionize and explode by embracing a completely new technology. 

Where a company ranks between the two extremes defines it in terms of long-term market 

leadership. Innovation is a long-term continuous race that is cleverly imprinted in one of my 

favourites A. Einstein quotes: “Don’t expect different results by doing the same thing over and 

over again”. 

What is TXaaS? It can be seen as an Innovation project that seeks to improve TrustedX product, 

although what it certainly pursues is to revolutionize the way we can deliver value by adopting 

completely new technologies. 

 

F.Jordan 

Director Office of the CTO at EDC, PhD, Associate Professor at the UPC 

June 2020   

https://tinyurl.com/y7pk7joq
https://tinyurl.com/y6w8s598
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Common Part 

Introduction 

Description 

This project is proposed as a collaborative work of greater dimension than can be absorbed in a 

single academic work of Master Thesis. Not only from the point of view of volume but also from 

the point of view of the subjects and technologies to be dealt with. This is why a single project 

is proposed and this is divided into several parts that make way into two Final Degree and one 

Master's Papers, all of them carried out during the same period from mid-September 2019 to 

the end of June 2020 when the academic papers are defended.  

The approach and genesis of this project has different plans, all of them interrelated. Important 

topics to know about:  

 Specific Area/Technology: The project focuses on the digital signature, a cryptographic 

mechanism that makes it possible to provide authenticity, integrity and non-repudiation 

to electronically generated data and their exchange.  

 Standards and regulation: Currently, the digital signature enjoys legal recognition 

comparable to the handwritten signature, that is, a digitally signed document has the 

same validity as a handwritten one as long as certain technical and compliance 

requirements established in a law or regulation at government level are met.  

 Product: The project is located within the company Entrust Datacard Europe, part of the 

European-American group Entrust Datacard Corp (EDC), and focuses on a digital 

signature security product that is already on the market: the TrustedX Platform.  

 Supporting technologies: This is an IT project about a complex distributed system with 

multiple components and diverse technologies that must be related through the 

network in a secure way. To the basic technologies of systems and web applications as 

well as security and cryptography, the project introduces new areas and technologies 

such as: Artificial Intelligence and Machine Learning, Application Programming and 

Graphical User Interfaces, Cloud Computing, Distributed Ledger Technologies and 

Blockchain.  

 Innovation: The project not only aims to improve a product and some related processes 

but also to solve existing and new problems through emerging technologies by changing 

the way of doing things so far. Through innovation, global technological leadership is 

also pursued.  

 Knowledge acquisition: The acquisition of knowledge and mastery of new emerging 

technologies within the company is also very important in the project.  

 Validators and demonstrators: The work to be done with new technologies and the 

innovations that may arise in the project must be based on a rigorous theoretical and 

scientific substrate, but at the same time they must pursue the creation of proofs of 

concept, validators and practical demonstrators that allow the participants to interact 

and show the proposed improvements and advances. 

 Academic plan: The development and results of this project must also be used to carry 

out the participants' Final Master and Degree Works.  
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Following, we will introduce the multiple project plans, the formulation of the problem to be 

solved, as well as the general objectives and the stakeholders of the project. 

Digital Signature and the eIDAS Regulation  

Electronic Identification, Authentication and Trust Services (eIDAS) is a European regulation, 

specifically, Regulation (EU) No. 910/2014. It allows electronic identification services and trust 

services to have secure and legal validity for all members of the European Union in electronic 

transactions within the Single Market. [19][20][36] 

The European Parliament and the European Council published eIDAS on 24 July 2014, and 

Member States were given a deadline of 29 September 2018 to migrate from the 1999 Directive 

to the eIDAS Regulation, include mutual recognition of electronic IDs among Member States. 

Currently, this process has been completed, and all Member States comply with the same high 

standards for providers of identity services and providers of trust services for authentication and 

signatures offering following benefits. 

 A citizen can use electronic signatures and other trust services across the EU. 

 National electronic IDs will be recognized equally in all Member States. 

 Citizens can use their electronic IDs and electronic signatures to transact business across 

Europe. 

 Electronic documents will be legally recognized in any EU Member State, regardless of 

the Member State in which it was written. 

 Document seals and time stamps issued in any EU Member State will be considered valid 

in any other Member State. 

The burden for eIDAS compliance falls on the organizations that provide trust services to the 

public, such as the so-called KYC (know your customer) services in banking. Therefore, the 

individual consumer of these services does not have to worry about compliance. 

The eIDAS Regulation contains multiple levels, but one of the interesting points is trust services, 

especially electronic seal and signing in the cloud. The electronic seal is a new legal concept 

where electronic signature created by an individual can be a legal equivalent of a handwritten 

signature. 

Signing in the cloud is an alternative approach to electronically signing documents, whereby 

signing keys are held on a trust service provider’s Hardware Security Module (HSM). This 

approach eliminates the need for users to handle their own keys. In essence, the TrustedX eIDAS 

platform is an implementation of signing in the cloud with HSM, which also allows signing with 

using mobile devices. 

TrustedX eIDAS Platform 

TrustedX eIDAS Platform is a web service used to integrate the authentication and electronic 

signature, moreover it also provides multiple functionalities as multi-factor authentication, 

confidence level management, identity federation and remote signature with PKI keys stored in 

servers through the API web. [21] 

This product was designed to be able to provide secure identification of users in a mobility and 

cloud context by including authentication, SSO and identity federation. It uses remote signature 
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functions following the technical normative CEN TS 419 241, certified as a Qualified Signature 

Creation Device for being used for the Trusted Service Providers (TSP). 

The platform acts as an Identity Provider (IdP) and Signature Provider (eSigP) of users that want 

to use an application. The Identity provider is the one that validates the identity of the users, 

with authentication mechanisms based on PKI, SMS/Email, OTP, SafeLayer Mobile ID and other 

methods of authentication based on plugins to integrate to other services. 

The final objective of TrustedX is the electronic signature, however this is not possible without 

an authentication method that has the legal requirements asked for this type of procedure. The 

platform provides these authentication methods that follow the normative which says that to 

legally be able to perform a signature the authentication method has to have a strong 2-factor 

verification, also it has signature methods. 

TrustedX eIDAS Platform was designed and implemented to be deployed on-premise and be 

controlled for the company to give them service, however, this Platform was also prepared for 

integration with other applications of the clients, that’s why, for making a multitenant version 

we did not have to modify TrustedX but only its communication channels.  

The procedure followed when new clients purchase it is a bit long and needs supervision of an 

expert as is needed to install and configure locally in the company. Just by analysing the process 

mentioned we can already ensure that there easier ways to do it and here is where the project 

starts to work. Solving this problems next to other ones making easier for the company all 

installation and maintenance process. 

Figure 1 - TrustedX eIDAS Platform Architecture 



13 
 

Problem Formulation 

TrustedX as a Service (TXaaS) 

From a product point of view, the project starts from the "TrustedX eIDAS Platform" product. It 

is a product originally designed for local deployment to be operated by an organization. 

However, currently, the predominant model for the deployment and operation of technological 

platforms and applications is based on the cloud and instead of product oriented now tends to 

be as-a-Service. This model has demonstrated its superiority in many facets and levels, which is 

why it already considers the technological model of the future and where everyone is going to. 

The TrustedX eIDAS platform is a complex technological product not only from the application 

and technology support but also from the point of view of security implementation and the 

security approvals and certifications that has passed and continues to pass (for example, the 

Criteria certification common EAL4). From this perspective, we consider a good strategy to 

maintain the TrustedX eIDAS platform and transform it as component that belongs to a broader 

platform that introduces and extends those capabilities and functionalities that do not exist or 

fall short for the transition of the product "TrustedX eIDAS Platform (TrustedX)" to the future 

service “TrustedX as a service (TXaaS) ". 

Internal studies of the state of technological art (see State of art point for more detail) as well 

as the refinements of different architectural proposals have led us to propose a general scheme 

of systems architecture that we consider the most appropriate for the current starting point and 

on all with a lot of vision for the future. Currently, the TrustedX platform can be represented 

architecturally as Figure 2 indicates. 

Figure 2 - Current TrustedX Platform architecture 

The current TrustedX Platform is distributed and runs on a dedicated computer (physical or 

virtual appliance) that connects to the network to: 

1) Access data in a DB (Database), generally external for scalability and reliability (although 

it supports an internal DB with size restrictions). The stored data is from the users / 

signatories of the platform, the public signature material, configuration and 

management information, logs and activity events, etc. 

2) Access an HSM (Hardware Security Module) or external security module for the 

generation, storage and encryption of keys and secure data. 

3) Access a CA / RA (Certification and Registration Authority) which are trusted authorities 

for the certification of public signing keys and the issuance and management of trusted 

public digital certificates. 

4) Provide trusted web services through an API (Application Programming Interface) and 

an administration GUI (Graphical User Interface) through an Internet address for 
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example “st.txc.com” (representing an organization or tenant, consumer of the service 

in a domain, for example “txc”). The abbreviations "st" are the abbreviation of "single 

tenant". 

This architecture is currently deployed in a multitude of clients and offers services to 

organizations in a reliable and secure way after passing the approvals and certifications required 

by current legislation. Each organization has its own TrustedX deployment which is 

independently operated and is also independently approved and certified. 

The question that arises is how taking advantage of the capabilities (especially the security, 

approvals and certifications) of the TrustedX platform can extend the architecture to serve 

multiple organizations by sharing a single computing, operation, approval and certification 

infrastructure. In the current vision, organizations (clients) seek to consume the service and 

reduce costs, so sharing all management resources and costs is undoubtedly the best strategy.  

At the level of an organization that deploys and operates a system, the material cost of the 

infrastructure must be taken into account, but above all, the cost of the necessary specialized 

personnel must be taken into account even more than in the case of security in general and PKI 

and digital signature in particular requires a high specialization and is very rare. 

The following general architecture is proposed as a solution to offer TrustedX as a service, that 

is, to be able to offer multiple organizations the original TrustedX service but owning the service 

provider, all the technical and operational infrastructure, so that client organizations’ only see 

access to the service through the Internet address "st-n.txc.com" where "txc" is the Internet 

domain of the service provider and "st-n" indicates the domain of an organization or single-

tenant "n" of the multiples that are served by the TrustedX-as-a-Service or "TXaaS" platform. 

 

Figure 3 - TXaaS general architecture 

 

In Figure 3 you can see the current basic architecture of the TrustedX platform (with the DB, 

HSM and CA / RA components) which has been replicated and shared together with new 

components that are described below: 

- DB, HSM and CA / RA components will now be shared among all TrustedX (ST-n) 

corresponding to different organizations (tenants). Properly configured existing 

technologies will be used to uniquely and securely share data across all the 

organizations. 
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- A new LDAP component is introduced that will support the centralized management 

of users (both end users and administrators) of the entire system. A single, shared 

configured technology will be used in which organizations will exclusively and 

securely view their data. This technology must support millions of users. 

- A new SIEM component is introduced that will support the centralized management 

of information for logs and events in a general and secure way for the entire system. 

A single shared configured technology will be used in which organizations will 

exclusively and securely view their data. This technology will have to support 

thousands of millions of events. 

- A new API Management component is introduced that will support the 

management of the APIs of the different services in addition to helping to build a 

unified and uniform front-end of APIs through the integration and orchestration of 

different technologies and back-end services. This technology must support multiple 

APIs and absorb millions of service requests and responses from all consumer 

organizations (tenants). 

- New technological elements System & Cloud Management, User and Admin 

µServices are introduced to support the configuration, deployment, integration, 

maintenance and management of the other components. For example, the 

µServices will support the provisioning of users, both end and administrators ones, 

and signature material (keys generated in the HSM, certificate management, etc.) 

and also support for graphical administration (Graphical User Interface) of the entire 

system. 

 

New technological components and elements will require additional capacities and 

requirements to those mentioned here. Each one will be developed in a specific point of the 

memories. 

With this general architecture, the following points are basically intended: 

- Take full advantage of the existing capabilities of the TrustedX platform. Developing, 

standardizing and certifying these capabilities on a new platform requires a significant 

amount of time and cost that now cannot / wants to be assumed, but later and in parallel 

when the new platform is in operation. Technically it is possible, and strategically it is 

much more suitable not only from the economic point of view but also from the 

technical point of view and the quality of the final service. 

- Minimize the physical cost of the infrastructure and its management and 

administration by deploying the entire infrastructure in a data centre (Provider DC) that 

will be responsible for providing the service to all organizations. 

- Minimize the Total Cost of Ownership (TCO) for organizations and move to a service 

subscription model. 

- Very significantly extend the intelligence management, reporting and analysis 

capabilities of the entire system, as well as individually for organizations. 

So far, only the part of the proposal for the new TXaaS system has been described. Taking 

advantage of the new general architecture and the desire to introduce new technologies to solve 

certain problems, the following final architecture is proposed in the project: 
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Figure 4 - TXaaS final architecture 

In Figure 4 it is can be seen how the general architecture (or basics) that will support the digital 

signature service (Digital Signing) has been extended with new advanced services (Advanced 

part) to support the new services: 

- Trusted Archive that will allow the long-term storage of digitally signed and notarized 

documents using Distributed Ledger (DLT) technologies in general and Blockchain in 

particular. This trusted advanced service is also regulated in eIDAS, however, it 

presupposes the use of a technology other than DLT. However, there is evidence and we 

will also demonstrate in this work that the use of DLT / Blockchain is more efficient and 

reliable. 

- Trusted Service Status (Anomaly Detection) that aims to introduce analysis and 

prediction capabilities of the correct operation and use of the system in general, and of 

the digital signature service in particular. Using Artificial Intelligence (AI), Machine 

Learning and Deep Learning (M-DL) techniques, we want to infer information about the 

use of the service by consumers, in particular, we want to be able to define a “normal” 

behaviour of end users of the signature service through which we will be able to detect 

possible anomalies that could undermine trust in the system. For example, detecting 

possible impersonations of the signatories, thus providing a greater degree of 

confidence in the system and in the digital signatures generated. 

Having arrived at the final formulation of what we want to build in this project, the following 

section proposes a division of the problem into different common and particular parts that will 

be developed by the team involved. 

Trusted Digital Signing | Trusted Archive | Trusted Status Service  

The architecture and final proposal of the project has been divided into 3 large blocks related to 

the basic and advanced services described: 

 Trusted Digital Signing includes the new technological infrastructure made up of the 

TrustedX components (classic platform), and new LDAP and SIEM, as well as the new 

technologies introduced for Cloud Computing, API Management and general system 

administration through a single GUI. This block involves a common part of infrastructure 

and services for the rest of the blocks. 
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 Trusted Archive introduces an advanced service that is supported through the 

additional use of new DLT / Blockchain and Cloud Storage technologies. 

 Trusted Status Service (Anomaly Detection) introduces an advanced service that is 

supported through the additional use of new Artificial Intelligence (AI), Machine 

Learning and Deep Learning (M-DL) technologies. 

Digging deeper into the project division, block 1) Trusted Digital Signing is much larger than the 

rest of the blocks. For this reason and for better organization, block 1) is divided into 2 parts: 

a. Common Infrastructure. A common part that includes the basic infrastructure elements 

(LDAP, SIEM, CA / RA and HSM) and the basic TrustedX platform (existing product). 

b.  API / GUI Management. A part of new technologies and development focused on API 

management and the design and creation of a unique and uniform graphical user 

interface (GUI) developed exclusively on generated APIs. 

Finally, in addition to the study, design and development of different blocks, the proposal and 

development of proofs of concept, validators and demonstration applications are also included. 

The distribution of all blocks, both common and private, has been carried out with criteria of 

specialization and profile of the participating team, as well as academics for the defence of the 

final works. See “Scope” section for more details. 

Trusted Status Service (AI/ML) 

As explained before, we were not implementing a product from scratch but instead we were 

introducing a transformation of it into the market tendencies. The initial idea was quite general, 

search where we could apply machine learning techniques and what can we achieve from that. 

Then analyse what we can do in terms of self-benefits but also that is beneficial for the clients 

giving them a new features introducing innovative technologies with interesting functionalities. 

All of this had to be done with the data already available, gathered from the test application we 

have on the company, as, for the actual architecture of the software, we don’t have access to 

the user’s databases.  So although the restrictions were quite big, we were not searching for a 

close term solution. We wanted to offer a long term solution that even if it’s not launched on 

short term due to the lack of real data, it could be a viable solution once we have recollected 

sufficient data. 

That’s the way we took, although we did not have access to implement our model with real 

clients’ data, we will have access in the future thanks to building a centralized SIEM controlled 

by us which will grant us, admin access to all logs. But to go through, we can take the data that 

was generated from the people using the test applications we have, which is pretty similar to 

what we will have in the future owing to the architecture of the new solution proposed. This 

applications are used on demonstrations to show the client what is the product capable of, even 

some of the logs of this apps are done by the clients when they use their test apps to sell to a 

3rd party clients.  

These logs will be similar in shape, the only difference would be the number of logs per day 

received which should be much higher, and the processes which should be done with more logic 

than the test ones like repeating the same action to make emphasize in something. This can lead 

to some pattern recognition that should not be usual on real companies, but should not be usual. 
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To be honest, the solutions extracted would not be much different from the test ones, but is 

something that we will only see when training the model with the real data. 

Once TXaaS is launched, we will last some weeks until the model can be trained with the data. 

The idea is that, at the beginning as the operations performed on the test applications won’t be 

so different from the real ones, execute the predictions from the model that we already have, 

taking into account that the thresholds may need some readjustments. After having sufficient 

data to calculate a model from the data recollected from TXaaS, create a new model and 

compare the results between both to evaluate the difference.  

The miss of real data was not considered a problem itself as the project was proposed as a long 

term solution. What we had to figure out at this point, was what problem will data be used for, 

as there were a lot of possibilities after seeing the type of data and the features included in it. 

After brainstorming, we came up with some ideas. As the time went on and we were developing 

the common part, we were seeing more clear that, one idea was prevailing amongst the other 

ones. We initially thought about a fraud detection system to detect suspicious connections to 

the systems to avoid any intrusion, however, we made a deep dive into the area and came up 

with a more general idea that was the final proposal.  

Develop an anomaly detection system that was able to identify the logs that are quite different 

from the rest, by doing this, intrusions will also be inside this pack as they are considered as 

anomaly (they should not be happening often).  

This option has huge potential in long terms, as deep neural networks performance scale well 

with tons of data at long term. Moreover, the information gathered is double beneficial as we 

could ourselves see how users use our software in order to modify and make any upgrades on 

the software in a close future and recollect much more information thanks to having all logs 

through our centralized Splunk.  

Soon, this can be evolving into new machine learning algorithms that improve user experience. 

For example could be recommended applications based on the last applications used, or a 

system that estimates the month price based on the lasts months. Remember that when making 

the modification form on-premise to Software as a Service, we want clients to pay a 

subscription-based model, paying for the services they will use and adjust the final price 

according to it. Like AWS, pay for what you use, which can lead to a huge difference in price at 

the end of the month, so we think that providing clients tools to make easier the task is always 

useful. 

We considered anomaly detection as the number one priority due to the importance of it in a 

system that provides electronic signatures, being the difference into detecting or not some 

fraud. We had more options but this one was particularly special, not only for the size of the 

project as only the Machine Learning part is quite large, but also the challenge was very 

innovative using technologies and methods that most of them have less than 5 years of 

existence. 
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Goals 

General goals  

Regarding the general high-level objectives we can find: 

 Proposal and implementation of a service architecture and multi-tenant system. 
 Study and proposal of technologies that allow multi-tenant architecture as well as its 

integration for the construction of the system. 
 The final system must be scalable in all its aspects, both in the provision of services, 

volume of consumer users, integration of applications, support of an indefinite number 
of organizations, volume of transactions, etc. 

 The entire system must be able to be deployed in a private virtual infrastructure or in 
the public cloud (for example AWS). 

 Regardless of the technologies used, the system must include a unique and uniform API 
that allows consuming all the services, configuring the systems and subsystems, and 
accessing all the information that is generated. 

 The system will offer high capacities for information management, as well as analytics 
and business intelligence for its exploitation. 

 The system will be able to obtain the safety approvals and certifications that allow 
compliance with the current services legislation associated in general and with the 
eIDAS Regulation in particular. 

 The system proposal must minimize the cost of infrastructure and operation for the 
service provider. 

 The proposed system must allow for a subscription-based business model and must be 
prepared to incorporate a pay-per-use model in the future. 

 The system as a service (TXaaS) will offer or will be able to offer (because it is not limited 
by the new design) at least the same functionality that the existing on-prem system 
TrustedX already offers. 

 The resulting system will have all the security protections regarding applications and 
web services, including possible denial of service attacks. 

 Knowledge of new technologies will be studied, analysed and acquired from the point 
of view of the general innovation process of the company and not only from the point 
of view of its application in the specific systems and services proposed in this project. 

 

 Specific goals 

Regarding to the high-level specific goals of the Trusted Status Service (Anomaly 
Detection) part, we proposed ourselves the following goals: 

 The data and use cases that may be derived from our system will be analysed and one 
will be chosen to implement in our system. (Not closing door of implementing the other 
options in the future) 

 Based on the data, different AI, ML algorithms will be analysed and the most appropriate 
one will be chosen for the construction of a model. 

 AI, ML technologies that are able to be implemented and work on our model will be 
studied and analysed and one will be chosen to integrate into the system. 

 An automated system will be implemented that allows inferences and predictions to be 
made about new data. 
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 An automated system will be implemented to update the model so that the system 
learns from new data. 

 An API will be designed and implemented for the new service that will be integrated into 
the general API framework. 

 A visual application will be designed and implemented to validate and demonstrate the 
results of the new service.  

Stakeholders 

There are many stakeholders or interested parties in the results of this project and we have 

divided them into four groups: 1) Consumers of the service and system, 2) Internal, that is, the 

Entrust Datacard company, 3) The University and the students, and 4) The market. 

Service and system consumers 

End user who will have a very convenient, safe and reliable system to practice the electronic 

signature as opposed to current smart card-based systems (such as the DNIe) or USBs that force 

them to carry an additional device that can only be used in a personal computer (PC) and not 

always compatible with the host system. With the proposed system you can use it on any device, 

be it a PC, a tablet, a mobile phone, a SmartTV, etc. 

Application developers who introduce electronic signature and security based on signature 

identifiers in business, corporate or public use applications. These users will have a complete 

and uniform collection of APIs and support tools such as the developer portal. They will also 

have data analytics tools and business intelligence on all applications developed in operation. 

Organizations (companies or public organisms) consuming the service that will allow them to 

practice a subscription model, reducing costs for outsourcing. 

Administrator users / operators of the consumer organizations of the service, which will have a 

single graphical administration console and powerful tools for operation and management, data 

analytics and business intelligence. 

Administrators / operators of the TXaaS system will be able to perform their functions in a 

simpler and less expensive way, since it is a multi-tenant system and has graphical consoles and 

unified tools that give a unique and uniform view of the entire system through visualization, 

data analytics and business intelligence. 

Business-oriented users in the Marketing departments, Commercial, Business Development, 

Finance, Management, etc. They will have usable/ consumable data of the services generated 

by end users, developers, companies, organizations, etc. with the possibility of multiple 

segmentations such as temporal, geographic, certification authority, etc. Additionally, they may 

have a tool that automates the pay-per-use, that is, to account for the consumption of users and 

to make charges for consumption on a regular basis, for example against credit cards, etc. 

Compliance and security personnel (eIDAS Regulations, and others) both at the service provider 

level as they have a uniform system to which the security and compliance audit is standardized 

for one organization and is replicated in multiple organizations. For the staff of consumer 

organizations, most of the compliance and accountability process is outsourced. 
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Entrust Datacard Company 

The project allows you to improve an existing product (TrustedX) and create the bases of a new 

product (TXaaS) to be exploited. 

The project allows you to acquire new knowledge and mastery of new technologies that you 

can apply horizontally throughout the company, whether in other existing products or new 

products or services. 

The project allows you to improve your internal innovation processes, as well as use it as a 

tractor for new initiatives to continue the project or create new ones. 

The project allows you to expand and improve your image as a leader and innovator in the 

market due to the direct relationship with the University, as well as the dissemination of the 

project itself and the results achieved (TFG and TFM reports, demonstrators, etc.). 

Students and the university 

The University improves with business collaboration both at the institutional level and at the 

level of the teachers and students who participate in this type of project. There has never been 

so much competition at the university offer level, nor has there been so much demand from 

society in terms of specialization and especially at the ICT (Information and Communication 

Technologies) level, nor has there been so much speed in technological advances, which makes 

university-company collaboration a factor determining in both directions. 

The students and university professors who participate in this type of projects obtain from this 

collaboration a direct practical update of the business world that is essential to guide both 

groups in their initial career and in the focus of what society needs and demands. 

The university students who participate in this type of projects not only amply fulfil their 

academic commitment, but also obtain direct financing that helps them improve their quality of 

life, as well as promoting their professional project with many possibilities of joining the 

collaborating company. 

The market 

The market benefits directly from the results for the progress made in the project and above all 

for the creation of a superior competitive framework. The innovations and results obtained in 

this type of project can be disruptive in that they are a perfect framework for adventure and 

free experimentation without ties or preconceptions. 

The results of the project may affect the current competitive context, impacting competing 

companies. These projects are an incubator for new ideas and proposals that essentially seek 

differentiation (innovation) with the competition. 
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Contextualization 

Entrust Datacard  

Entrust Datacard1 is a privately held company founded in 1969 with headquarters in 

Minneapolis, Minnesota, USA. Its origins are related to the financial sector and the creation and 

commercialization of hardware and software systems for the generation and personalization of 

credit, debit, etc. cards. 

Starting in the 90s, the company diversified and entered the government and business market 

with the generation of identity documents, travel documents, passports, as well as identity and 

control cards for companies. 

Until 2014 the company was called Datacard, and from this year the company changes its name 

to the current "Entrust Datacard" and expands its business strategy by adding the electronic and 

virtual world to the physical world of identity in which it operated until then. Datacard acquired 

in 2013 the company Entrust2 , a world leader in PKI technology and certificates for the 

electronic identification of people, services and machines. 

In its digital business expansion strategy, in 2017 Entrust Datacard began its consolidation in 

Europe with the acquisition of several companies, one of them the Spanish Safelayer3 at the end 

of 2018 Safelayer was a competitor to Entrust in the field of PKI and electronic identification, 

however, Safelayer had electronic signature technology, its own market niche in Europe and 

Latin America, and a group of experts specialized in PKI and eIDAS (European regulation) that 

complemented the Entrust Datacard group. 

This project began in September 2019 within the framework of Safelayer already within the 

Entrust Datacard group with the aim of innovating around PKI and electronic signature 

technologies by introducing new technological paradigms such as cloud computing, artificial 

intelligence and machine learning, Distributed Ledger and Blockchain, APIs and API management 

systems, responsive web applications and Rich Internet Applications (RIA) frameworks, etc.  

eIDAS Regulation  

Until the entry into force of the European Regulation eIDAS (Electronic Identification, 

Authentication and Trust Services) in 2014 the identification and electronic signature "safe and 

trustworthy" was associated with use of smart cards with cryptographic chip as in the case of 

Spain the DNIe (electronic DNI - www.dnielectronico.es). Since 1999, the European Directive on 

Electronic Signature 1999/93 EC4 was in force, regulating and recognizing the electronic 

signature, legally equating it with the handwritten signature. 

The use of a physical smart card with a cryptographic chip and the technical complexity 

surrounding it and PKI technology manifested usability problems for users in applications, 

especially the Web. To this was added the boom of mobile devices and others such as WebTVs, 

                                                           
1 https://www.entrustdatacard.com/about/overview 
2 https://en.wikipedia.org/wiki/Entrust 
3 https://en.wikipedia.org/wiki/Safelayer_Secure_Communications 
4 https://en.wikipedia.org/wiki/Electronic_Signatures_Directive 

https://www.entrustdatacard.com/about/overview
https://en.wikipedia.org/wiki/Entrust
https://en.wikipedia.org/wiki/Safelayer_Secure_Communications
https://en.wikipedia.org/wiki/Electronic_Signatures_Directive
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etc. in which initially there was no possibility of using the physical card and today it is still a 

minority and not without usability problems. 

The eIDAS Regulation is born as the answer to security and trust but, contrary to the previous 

Directive of e-Signature, taking into account the usability and accessibility by citizens. In this 

regard, Safelayer was innovative and an early precursor to this concept that was eventually 

regulated at the European level (see TrustedX European Innovation Award in 20075). 

This project wants to advance not only in the usability by the citizen of the security and trust of 

eIDAS systems, but also in the simplification of the integration and construction of eIDAS-

compliant applications by developers, as well as in the facilitation of the provision of eIDAS-

compliant services from both the consumer and provider point of view. Facilitating the 

deployment and way of offering applications and services using cloud computing, offering as-a-

Service technologies and finding new paradigms for the improvement and construction of 

trusted eIDAS-compliant services is also a main objective of this project.  

State of the Art  

In the previous sections, the general context in which the project is located has been described. 

As it is a technological project, the context always has to do with technology, so in this section 

we focus on the untreated topics of 1) competition and 2) the state of innovation at the 

beginning of this project.  

Competitors  

A technological and business project (that is, a business project) cannot be proposed without 

indicating the reference competitors for which the development of the project will represent an 

increase or advantage compared to these. 

In this section we simply list very briefly those that we consider benchmark competitors. There 

are more, but we consider that they are perfectly covered with the selected group. Nor does 

this point intend to develop a detailed comparison of the competitors and conclusions of the 

competitive advantages to be obtained with this project. The simple enumeration of the 

competition already gives information on the current state of the art and where the project is 

located. 

A significant competitor is DocuSign6 currently the largest provider of electronic signature 

services although most are under other non-eIDAS laws / regulations. This competitor is a 

benchmark in e-Signature as a Service and in the way that it facilitates the integration and 

construction of applications that use the e-signature. However, DocuSign is not European nor is 

it a benchmark in services under eIDAS, at which point our project can obtain advantages. In this 

same group we can incorporate Adobe with its AdobeSign service7. 

There is a group of competitors that we could classify as Trust Service Providers (TSPs) whose 

main offer is that of security and trust services based on PKI technology and digital certificates. 

                                                           
5 https://tinyurl.com/y7pk7joq 
6 https://en.wikipedia.org/wiki/DocuSign 
7 https://en.wikipedia.org/wiki/Adobe_Sign 

https://tinyurl.com/y7pk7joq
https://en.wikipedia.org/wiki/DocuSign
https://en.wikipedia.org/wiki/Adobe_Sign
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Companies like DigiCert8 , GlobalSign9  and InfoCert10 are our reference competence in this 

group. All of them have as their main service the generation and management of digital 

certificates, and all of them have joined the electronic signature service. However, the electronic 

signature service from a mentality or classic technological context, or in other words, modern 

technologies are not used and comparatively, very different from the strategy of competitors 

DocuSign and Adobe / AdobeSign, which we consider much more successful and therefore 

reference in e-signature. 

The world of technology and business is very competitive and must be viewed from a holistic 

and not a specific point of view. Competitors can be seen as such or as allies depending on the 

perspective adopted. In our case, due to our characteristics and the current competitive context, 

the companies (and their associated technologies) DocuSign and Adobe can be perfectly allied, 

however, the TSPs companies are direct competition. With the former, we find spaces where 

we can complement each other, but with the latter we do not. 

This project aims to innovate in the creation of a proposal that unseats TSP competitors by 

introducing the competitive factor found in DocuSign or Adobe. Additionally, proposals are also 

made that represent competitive differences with DocuSign and Adobe. 

Innovation  

Innovation for the generation of competitive advantage is the vehicle with which this project 

and any business project of any kind is approached. In the academic world, the objective of R&D 

and innovation also seeks competitive advantages, although the business and economic 

perspective is not always in mind, but the competitive nature is always and is also fundamental 

to the pursuit of objectives and achieving progress.  

Innovation, and Research and Development, is now a must in all businesses, not to be a leader, 

but to survive. The art of adapting to the rapidly changing technology landscape cannot be 

improvised. A product or a business can improve a little by updating an 

existing technology, however, they can revolutionize and explode by embracing a completely 

new technology. Where a company ranks between the two extremes defines it in terms of long-

term market leadership.  

What is this Project? It can be seen as an Innovation project that seeks to 

improve an existing product, although what it certainly pursues is to revolutionize the way we 

can deliver value by adopting completely new technologies.  

Scope 

The challenges and barriers are quite common, although if any particular is identified, especially 

in new technologies and innovation, e.g. that the existing tools do not fulfil or do not function 

as expected, that the assumptions and theoretical proposals are not correct, etc. 

                                                           
8   https://en.wikipedia.org/wiki/DigiCert 
9   https://en.wikipedia.org/wiki/GlobalSign 
10 https://www.infocert.it/ 

https://en.wikipedia.org/wiki/DigiCert
https://en.wikipedia.org/wiki/GlobalSign
https://www.infocert.it/
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Proposed Scope  

The general Scope: 

 Propose, design and implement a complex “TXaaS System” made up of several parts 

that must be carried out jointly and separately (the 3 projects) that will result in several 

demonstrators, one general and others partial. 

Specific scopes: 

 Propose, design and evaluate the results of Trusted Status Service including the validity 

of this model to be applied in other areas like application-centred.  

 Analyse Trusted Status Service results and prove that by extension of the test data, the 

model can still work well in test environments. 

Challenges and Barriers  

 The technologies and tools selected at the end, do not meet the perspectives put on 

them. When working with very new technologies and tools, sometimes the choice is not 

appropriate and makes you delay or minimize the possible results or even not achieve 

the expected results. 

 Attempting to accomplish with the Regulation imposes certain technical requirements 

that condition the design and development of systems that may suffer a major setback 

if the regulation changes or becomes more nuanced, especially in young regulations 

such as that of eIDAS. In the case of eIDAS, there are still technical uncertainties that 

must be assumed and that could change. 

 Time. The duration of the TFG is limited and therefore, due to unexpected 

circumstances, the service may not be finished for the presentation of the project.  

 The risk of using new and innovative technologies could have influence if we get to a 

unexplored point or that we don’t know where to go. Is amazing to use new technologies 

and discover with them but we have to take into account that by being new we may find 

some adverse circumstances.  

There are other risks that are minor, but can influence the project:  

 Bureaucracy. In a large company, when requesting resources, it may take a long time to 

be accepted.  

 Data failure. Data loss in progress would be severe, but there are currently many 

resources that can be used to recover data in minutes.   

 Hardware failure. A hardware failure can cause delays in completing tasks, but working 

with multiple computers and storing copies in the cloud continuously mitigates this risk 

to almost zero, since, if one breaks, we can temporarily continue the other.  
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Project Technologies and Infrastructure start-up 

Basic Technologies and Concepts 

Cryptography, PKI and Digital Signature  

Cryptography is associated with the process of converting ordinary plain text into unintelligible 

text and vice-versa. It is a technique that protects information from unwanted access and other 

uses. The two main cryptographic are symmetric and asymmetric, and each has different 

algorithms and purposes. The below concepts are basic to cryptography: 

 Symmetric cryptography is known as the private key method, where the same public 

key is used for both, encrypt and decrypt. 

 Asymmetric cryptography also known as a public key method, which uses two keys: the 

public one that can be disseminated and delivered to those interested and the private 

one that should not be shared with anyone. If the public key encodes a message, it can 

only be decrypted with the private key. The reverse use of keys is known as a digital 

signature, in which a message is signed with the sender's private key and can be verified 

by anyone who has access to the sender's public key. 

 Hash is a cryptographic mathematical operation that generates a unique and 

unrepeatable identifier from a piece of information. There are many types of hash 

functions, and one of the most important is the Secure Hash Algorithm, in its variant 

SHA-256 and SHA-512. 

A public key infrastructure (PKI) is a set of roles, policies, hardware, software, and procedures 

needed to create, manage, distribute, use, store and revoke digital certificates and manage 

public-key encryption. This system is an arrangement that links public keys with the respective 

identities of entities.11  

In this way, the parties involved, trust an external organism that guarantees a public key belongs 

to an identity. PKI technology allows users to authenticate themselves against other users and 

use information from identity certificates (for example, the public keys of other users) to encrypt 

and decrypt messages, digitally sign information, guarantee non-repudiation of a shipment, and 

other uses. 

A digital signature employs asymmetric cryptography and is an electronic, encrypted, stamp of 

authentication on digital information that guarantees information which is originated from the 

signer, and that the message was not altered in transit. 

Web Services  

There are many definitions of what web services are, henceforth the complexity to give a single 

definition that englobes everything they do. The one we will take is the following one. A Web 

service is a software system designed to support interoperable machine-to-machine interaction 

over a network. It has an interface described in a machine-processable format. Other systems 

interact with the Web service in a manner prescribed by its description using SOAP messages, 

                                                           
11 https://en.wikipedia.org/wiki/Public_key_infrastructure 

https://en.wikipedia.org/wiki/Public_key_infrastructure
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typically conveyed using HTTP with an XML serialization in conjunction with other Web-related 

standards. The most used web-services are:  

 REST (Representational state transfer): architecture that using the HTTP protocol 

provides an API (Application Programming Interface) that uses each of its methods (GET, 

POST, PUT, DELETE, etc.) to perform different operations between the application 

offered by the web service and the client (web browser).  

 HTTP (Hypertext Transfer Protocol): communication protocol that allows the transfer of 

information on the World Wide Web.  

 SOAP (Simple Object Access Protocol): standard protocol that defines how two objects 

in different processes can communicate via XML data exchange.  

 XML (Extensible Markup Language): standard format for the data to be exchanged.[22] 

Web Applications  

By web application we understand any application that is accessed through the internet or 

intranet. These applications are hosted on a server and are executed (partially) by the browser 

of the local machine. Therefore, it is a software application that is encoded in a language 

supported by web browsers in which execution is entrusted to the browser. Web applications 

are popular due to the practicality of the web browser as a thin client, the independence of the 

operating system, as well as the ease of updating and maintaining web applications without 

distributing and installing software to thousands of potential users. These applications usually 

follow a three-layer architecture (Domain - View - Controller).[23] 

Cloud Computing  

Cloud computing is the availability of computer resources on the cloud, as its name already 

explains. It consists in the offer through the internet of large number of services without having 

to worry about the memory space or CPU power to process some task. These services can go 

from data storage, virtual machines, programming environments or even monitor of 

procedures.  

Cloud computing appears in the project as Amazon Web Services (AWS), which is a web platform 

that offers large number of services like the ones mentioned before and the most used 

everywhere. 

We will get more into the details of AWS in the section AWS at the individual part of the project, 

as a lot of resources from this cloud computing platforms were used to reach the final Trusted 

Status Service. 

Distributed Ledgers and Blockchain  

A Distributed Ledgers Technology is a consensus of replicated, shared, and synchronized digital 

data geographically spread across multiple sites. There is no central administrator or centralized 

data storage.12  

                                                           
12 https://en.wikipedia.org/wiki/Distributed_ledger 

https://en.wikipedia.org/wiki/Distributed_ledger
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A Blockchain is a growing list of records, called blocks, which are linked using cryptography. Each 

block contains a cryptographic hash of the previous block, a timestamp, and transaction data.13  

Blockchain is a type of Distributed Ledger Technology (DLT) which is a geographically distributed 

database that contains all transactions or occured events and is replicated by all participants 

uniquely through a consensus algorithm. Cryptography is the heart of Blockchain that protects 

the integrity, guarantees consensus mechanisms and allows the network to function. 

Asymmetric cryptography is used in Blockchain, and a hash that corresponds to the address 

distributed is generated with the public key. On the other hand, we have the private key that is 

used to perform transactions. 

There are three types of Blockchain: 

 Public. It is decentralized and maintained by everyone willing to assign resource (ex. 

computing power), called miners/validator who received a reward for the work. 

Therefore, everyone can participate and access it. Ex. Bitcoin. 

 Private. It is generally centralized although it can be decentralized and maintenance is 

mostly managed by companies that they can have access control and be managed by 

administrators dictating who can see, write or participle to the chain. Ex. Hyperledger. 

 Hybrid or Consortium. It is a merger between public and private Blockchain. In these 

Blockchain, participation or consensus in the network is private. Where access to 

network resources is controlled by one or more entities. However, the ledger is publicly 

accessible. Ex. XDC. 

We think it is interesting to know the following networks: 

 Bitcoin is an open source protocol that acts as a cryptocurrency created by Satoshi 

Nakamoto and is the first and the most important in the aspect of implementing 

Blockchain technology. Its principal function is the transfer of its own currency, bitcoin 

or abbreviation BTC. 

 Ethereum is an open source platform started by Vitalik Buterin based on Blockchain with 

the objective of decentralizing the web. It introduces the concept of Smart Contract that 

allows creating distributed applications. It also has its own currency called ether. 

 IOTA is an open source DLT that uses the Tangle protocol (DAG), not based on 

Blockchain. It is developed and maintained mainly by the IOTA Foundation, which aims 

to exchange information and value between machines, as its primary focus on the 

Internet of Things. 

Artificial Intelligence, Machine and Deep Learning  

The easiest way to explain the differences between those areas is by analysing the Figure 5, 

which defines perfectly each one of the areas and the differences and common points they have.  

Although in the Trusted Status Service was only used Deep Learning, it is worth to mention the 

areas where it comes from and what problems each of the areas tackle. This is a proof of concept 

version which can evolve and finally ending up applying some machine learning techniques or 

AI. 

                                                           
13 https://en.wikipedia.org/wiki/Blockchain 

https://en.wikipedia.org/wiki/Blockchain
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We would think of Artificial Intelligence as some programs that are able to act like humans. 

Those that have can take decisions or adapt to the circumstances, the concept is very big and it 

includes a lot of areas like could be robotic, logic or machine learning.  

This last area just mentioned is a little part inside the AI, it includes the study of the computer 

algorithms that are able to improve automatically through the experience of training with similar 

data. It builds a mathematical model based on this data in a way that can be generalized and 

used on other datasets and still have good performance.  There are different types of models 

that are included on this area but the ones we will care about are artificial neural networks.  

ANN is a similar construction to the brain where each cell passes the information in a way that 

the other can understand, it starts from the input that is modified accordingly to obtain the 

desired output. Inside all the types of ANN, we find Deep Neural Networks which are ANN with 

large number of hidden layers. 

Deep Neural Networks (Deep Learning) is a class of machine learning algorithm that uses 

multiple layers to extract higher level features from the input.  This types of networks are used 

a lot on computer vision tasks, speech recognition, natural language processing and many more.    

We will tackle in depth everything related to this area in the individual part where we will also 

explain what we will be using and what we aim for doing with each one of the options. (Data 

Science)  

 

Proposed Technologies and Architecture 

The proposed architecture is flexible enough to be fully deployed in a data center (private 

cloud) or completely distributed in the public cloud using shared computing. See the Figure 6 

below in which all the proposed infrastructure technologies used in the project have 

been adjusted to the architecture.  

Figure 5 - Comparison between AI, ML and DL 
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Figure 6 - TXaaS general Architecture 

 

There are a few considerations to keep in mind:  

 The “Storage” component is now implemented using cloud Amazon S3 services and 

there is no argument to change this.  

 The “API Management” component is now implemented using Google Apigee in 

the cloud, however, Apigee allows to deploy hybrid architectures in which the 

component can be hosted in the data center.  

 The “CA/RA” component will be always used as a service provided by a Trusted Service 

Provider, particularly, EDC is a TSP.  

See “New Innovations in eIDAS-compliant Trust Services: Blockchain” [38] for DLT/Blockchain 

component details, and “New Innovations in eIDAS-compliant Trust Services: Anomaly detection 

on Log data” for AI-ML component details. 

Common Technologies and Infrastructure start-up 

Virtualization Infrastructure: VMware  

Both TrustedX and the technologies supporting the TXaaS project will be allocated in VMWare 

machines, and those machines will be in the cloud. For that reason we decided to create some 

scripts in order to manage the VMware instances in the cloud automatically. We want to 

automatically be able to start, stop, make a snapshot and start from a previous snapshot a 

TrustedX VM as well as personalize it to one tenant. We also wanted to be able to start and stop 

a CentOS machine where we will have the Database, LDAP and Splunk and start those 

technologies too. In order to achieve this we proposed the following scripts:  

1. A script that launches the CentOS, creates the TX Database and an admin, starts OpenDJ 

and starts Splunk. With VMWare CLI we launch the CentOS and with SSH we execute 

scripts on the CentOS machine that creates the Database and starts the other 

technologies.  

2. A script that launches the TX VM, and that given a tenant it configures the DB, the LDAP 

and the Splunk for that tenant. It has to configure the TX services in order for them to 
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work with the new DB, LDAP and Splunk, this will be done with curl commands that 

already exist for TX. The idea is to launch with VMWare CLI a TX machine, connect via 

ssh to the CentOS machine that will have to be running and execute a script there that 

given a name of a tenant in the Database it generates its schema, tables and a user.   

3. A script that given a list of the current VMs running it takes a Snapshot of a selected VM. 

For this script we only needed the VMWare CLI.  

4. A script that given a list of the current VMs running, it stops a selected VM from the list. 

For this script we only needed the VMWare CLI.  

5. A script that given a VM and a Snapshot from that VM it starts that VM from its snapshot.  

For this script we only needed the VMWare CLI.  

6. A sixth script to shut the whole system properly. In order to achieve this we need to: 

Stop all TX services -> shutdown all TX VM -> stop DB/LDAP/Splunk -> Shutdown CentOS.   

7. A seventh script that injects test users onto the OpenDJ(LDAP). There’s 3 ldif that creates 

a different amount of users, the ldif generates 2 tenant users and their respective 

admins and passwords. 

Cloud Infrastructure: AWS  

As mentioned before, AWS was used as the cloud computing platform. When trying to offer a 

software as a service, the first problems that come to your mind are, where we are going to 

store the huge amount of information the application uses, how are they going to access this 

software, and how are we going to take care of the maintenance of it.  

To do so, we basically used Elastic compute cloud. Services based on virtual machines where you 

deploy one instance that has been configured by them and adapt to your necessities or, you can 

use own instances.  

The idea is very simple you deploy your instances there and AWS provides a public IP to access 

it.  In this project we have 2 virtual machines, the first one being red hat operating system 

(Linux), this machine holds the TrustedX eIDAS Platform being this the base of the project, it was 

mainly used to configure the connections and some parameters to allow it work in cooperation 

with the other. The second machine, is a CentOS (Linux), this one has the Database, the LDAP 

and the Splunk. In our case, as it’s a test version we only hold one TrustedX but, we will have as 

many TrustedX as number of clients we have. Each one of them will be connected to the centOS 

machine which will have direct connection to each one of the copies. Thanks to EC2 this 

connection is very easy to configure, it lets a set of instances be in the same private networks 

where the connections are very simple to configure and there are multiple parameters to filter 

such as number of ports we want to let them send information, type of communication (TCP, 

HTTP,etc.). It also lets to have a deployment configuration so every time a new instance is 

needed the process to deploy it is very simple. 

Also another AWS services were used apart from EC2. One of them was Simple Email Service, as 

the name says, this service is the one that send emails when asking for a new password as a 

consequence of forgetting it. And also S3, which is a simple storage system on the cloud to store 

the different versions we are implementing, data related to the project or any other file that 

may be consulted by any developer. 
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Database Infrastructure: Postgres 

Every TrustedX needs a database to store the information of users, logs, signature processes… 

As it has been commented before TrustedX has a small database included but since our objective 

is to make it multitenant we had to use a more powerful external database. We choose Postgres 

because is a powerful and tested technology as well as open source.  

We want to use a single database to store the information of all different tenants. Normally 

every TrustedX has a dedicated database but in this case all the TrustedX instances will share 

the same one. This made that designing a multitenant database was very important since we 

did not want to have concurrency problems when accessing the database and we wanted to 

assure the privacy of the information of every tenant.  

There are many different ways of achieving a multitenant database design but we had to find 

ourselves one that did not imply altering the behaviour of TrustedX. The solutions we considered 

where as follows:  

 We could create all the tables needed for our system only one time and then create a 

view for every single tenant that limited their view of those tables to only the rows that 

belonged to them. While this solution seemed fine and scalable, we realized we could 

not get this to work with the TrustedX. This is due to the fact that in order for it to work 

we should have a new row in every table that acted as an identifier of the user, so at the 

end we discarded this option.  

 The option we opted was to for every tenant creating a new schema inside our database 

and bind them to only that schema. On every schema we would then create all the tables 

that TrustedX needs. This solution is scalable, allows us to separate the information from 

every tenant and it was compatible with the structure that TrustedX follows nowadays. 

Directory and Authentication Infrastructure: OpenDS and TrustedX  

LDAP (OpenDJ) 

The Lightweight Directory Access Protocol (LDAP) is an open and industry-standard application 

protocol for accessing and maintaining distributed directory information services. The OpenDJ 

is an open-source Java Directory Server that supports the LDAP, and it is the derivative of 

OpenDS with a new LDAPv3 compliant directory service that can manage hundreds of millions 

of entries. 

As mentioned, TrustedX has its own directory for storing user information, but quite limited. For 

this reason, in this new TXaaS architecture, we incorporate OpenDJ for the centralized 

management of information for all users of the system and improve scalability, and we have 

configured for separating organizations safely (e.g. sample-domain and tenant-2) according to 

Figure 7. 
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Figure 7 - Structure for LDAP 

 

Authentication Delegated Process Servers 

TrustedX, as a product which is very flexible, and allows the incorporation of an external LDAP, 

even the application of embedded authentication adapts to the new situation. However, the 

objective of TXaaS (multi-tenant) is far from the functions of TrustedX (single-tenant).  

Therefore, we have created an application of authentication Delegated Process Servers 

(AuthNApp) to adjust to the new objectives multi-tenant of TXaaS that will be compatible with 

TrustedX SSO, in addition to including password management, such as SSPR (Self Service 

Password Reset). 

Event and Log Management Infrastructure: Splunk  

Splunk is a software to monitor, search and analyse data generated by another software. In our 

case it is used to work with the logs generated by TrustedX. The Platform already had a log 

management tool inside the web interface but was not as powerful as the Splunk. 

Splunk was designed to make easier to control the logs generated by the applications to detect 

patterns, provide measurement plots like amount of information sent a day in a simple way, and 

help the company to apply Business Intelligence. To be able to do that we had to send data in 

real-time to Splunk by deviating the logs to it via a TCP connection. 

With it is easier to filter data depending the provider, once having multiple TrustedX instances, 

Splunk will help us organize every data apart from being able to receive information from 

multiple sources. Also, it includes modifiable configurations to the users restricting accesses to 

certain data, giving the permissions desired and filtering between data engineers and audit. We 

have an admin which has access to everything inside, he also has the ability to add and delete 

data and create the companies. Each company will have an admin that will only have access to 

their data, and having the possibility to create reports, and graphical samples. This admin of the 

company is also able to create new users under him with the same or less privileges, for example 

the previously mentioned audit user that the intention of it is to check some data and reports. 

Giving to much information to this users is not needed and sometimes is also self-defeating as 

they will last longer to find what they need.  

As we can see in the Figure below, it provides a timeline to see the distribution of logs too see 

when the applications it has higher demand. In this screen we only have access to limited 
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number of logs as the user audit-1 is from tenant txaas. It is configured in a way that every 

certain period of time we make a report of the logs received so when asking for data the tool 

does not have to do it in real time as it is already done. 

NOTE. We have used a “Splunk Enterprise Trial license” and a “Free license” 

(see https://docs.splunk.com/Documentation/Splunk/8.0.3/Admin/TypesofSplunklicenses) 

which are sufficient to probe the concepts and test the system. A non-trial license will be 

required if the system is deployed in production or non-trial environments. [40] 

 

Digital Signature Infrastructure: TrustedX 

Following the successful scheme of the major Internet service providers (Google, Amazon, etc.) 

and social networks (Facebook, Twitter, etc.), the identity architectural model implements a 

user-centric paradigm in which i) users can explicitly give consent/authorize the transmission of 

Figure 8 - Splunk example of how data is presented 

Figure 9 - TrustedX eIDAS platform basic architecture. 

https://docs.splunk.com/Documentation/Splunk/8.0.3/Admin/TypesofSplunklicenses
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their identity data to the applications they access or ii) the identity provider (IdP) defines 

administrative authorization policies that the user knows and implicitly gives consent for. 

 

The model adheres to the OAuth 2.0 authorization framework [1] with OpenID Connect 1.0 

support [2] and to the SAML 2.0 Web Browser SSO Profile [2] for authentication. These protocols 

are based upon a pure Web infrastructure according to a RESTful paradigm and are today the 

technical base of the systems supporting hundreds of millions of users that perform billions of 

interactions and service invocations on the Web. They form, in fact, the framework behind the 

success of the Social, Mobile and Cloud IT triad. 

The architecture is a fusion of the classical 3-legged model already used in SAML, involving the 

user, the service provider (SP) and the identity provider (IdP), with OAuth's 3-legged model 

based around the user, the relying party (RP) and the authorization server (AS). The result is a 

combination of an IdP with an AS, with the SP and RP entities being one and the same with a 

different name and the user being the same in both cases. The advantage of the OAuth 

authorization framework is that it can integrate any authentication method, from the basic 

username and password to the high-security eID credentials and other authentication 

frameworks including SAML. 

The eSignature Provider (eSigP) component of the framework is basically a resource server (RS) 

specialized in PKI identity attributes, specifically, PKI keys and certificates used in electronic 

signature. The RS delegates the authorization process to the AS, which in turn delegates the 

authentication process to the IdP. Thus, obtaining access authorization for a PKI attribute is 

equivalent to doing so with a normal attribute. However, access to the "PKI private key" 

attribute does not entail returning the value of the attribute but rather the use of the "private 

key”, i.e., in a basic electronic signature process. For instance, in the case of RSA PKI keys for 

generating a PKCS #1 block [4]. 

The OAuth model allows applying in a standard manner a consent (authorization) process for 

obtaining access to the PKI key resource of the user for generating an eSignature, achieving in a 

natural way the explicit consent of the user who is signing. 

NOTE. Text extracted form [https://link.springer.com/chapter/10.1007/978-3-658-06708-3_6] 
Author: Francisco Jordan et al... See [24] for more details.  
 

  

https://link.springer.com/chapter/10.1007/978-3-658-06708-3_6
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Data Science Part 

Required knowledge and Technology 

Required knowledge 

Machine Learning 

Machine learning is the study of computer algorithms through experience. Usually seen as a 

subset of Artificial Intelligence. The objective of it is by giving some sample data to an algorithm 

and “train” it with that data be able to memorize some patterns and replicate it in other 

datasets. Some of the most common uses are spam email filtering, computer vision, market 

prediction as well as much more complex applications. Machine learning is used in this cases 

and many more as it makes the job much easier than using conventional algorithms to solve 

those problems. 

Inside machine learning we have a lot of different algorithms, they differ in their approach, the 

type of data and the type of task they are solving. In regards of the type of data, two of the most 

used are supervised and unsupervised learning algorithms. [25] 

Classification and Regression 

Classification and regression are two of the major problems we face when dealing with Data 

science problems.  

Classification is the process of separating the data into multiple groups or categories. This type 

of problems have a finite number of classes where we want our data to be fitted in. Some 

examples of this type could be image detection, such as detection of some objects for example 

chairs. Either there is a chair on the image or not.  E-mail classification into “spam” or “non-

spam” and many more. 

The second type of problems are the regression ones. The output of this type of problems is not 

finite but instead it’s continuous. If the other problems objective was to classify into a class, this 

ones try to give a continuous value. Let’s be more precise, on the same example of spam, a 

regression problem would be instead of classifying it, give the percentage (0%-100%) of spam.  

In this case, when receiving a mail we obtain 71.8% probability to be spam. 

On the classification methods the normal way to measure the model’s output is by accuracy 

analysing the percentage of the correct classified data. On the other type, there are multiple 

ways to check how good our output is, for example two of the most used are Mean Absolute 

Error (MAE) or Mean Squared Error (MSE). But this it’s easy when you know the expected output 

(Supervised Learning) as it is calculated as the difference between the correct and the predicted. 

The real problem comes on how to evaluate if we don’t have the “correct” output.  That’s one 

of the main problems when evaluating results of unsupervised learning. 
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Supervised and Unsupervised learning 

Mainly, machine learning can be divided into supervised or unsupervised learning. The first type 

is much easier in many aspects compared to the other one. For example, in our case, supervised 

learning would be data that already has a label that classifies it into anomaly or normal log. 

Although that would be ideal in our case, it is not like this. In order to have it, we would need 

that someone that understands perfectly the system, spends every day looking at every single 

log is reaching the SIEM and classify it. 

As this is not a viable option, we have to work with unsupervised learning. The problem with this 

type of learning is that we don’t have a criteria that says if we are giving a correct answer or not. 

Even if our model says it is an anomaly we will have to check manually to confirm because we 

don’t have any tag that says the class of this log.  

For this type of learning, we will need usually help of experts to confirm that our model works 

correctly and the results are correct. The main problems on large datasets start when false 

negatives exists as this will mean that to find them a check of all the dataset is needed. [26] 

Anomaly detection  

Anomaly detection also known as outlier detection is the identification of observations on the 

data that deviate from the normal behaviour. [27] Normally this rare events translate into 

something that shouldn’t be happening such as natural phenomena, frauds, potential market 

opportunities or critical incidents.  

As the technologies evolve, more and more applications and companies take decisions based on 

data. Reason why more and more companies invest money on anomaly detection systems for 

their applications which generate tons of data that are not used for anything apart of wasting 

memory. By applying this techniques would make the company aware of unexpected changes 

in the patterns, to be detected easier and faster. In large companies this could save them a lot 

of money. One clear example would be the Wall Street to be able to predict the movements of 

the market before the others, know when something strange is happening for example that the 

company is getting acquired by one of the largest companies in the world.  

This area has gained a lot of value in the last years and more and more companies are trying to 

automate anomaly detection system on their products.  

Data Pre-processing 

Data pre-processing is one of the most important steps on data mining. [28] Normally this 

process takes a major part of the project, so is very important to invest the time needed to get 

the best data possible as the results depend highly on having good pre-processing. Every dataset 

is different, each one of them will need different processing and also depending on the model 

we want to develop we will need to prepare the data according to it.  

Data cleaning is the process of removing all redundant information as well as detecting all the 

information which can be useful or not in our project, is very important and will be present in 

most of our machine learning projects.  
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Another important step would be normalization and transformation, being the process of 

preparing and setting the data for our model. Normalization comes to modify all numeric 

variables into a common scale while transformation is more modifying the aspect the data has.  

Normally in Neural networks One Hot encoding is used for categorical variables. Instead of 

having a column for each variable we set it for each category giving a value of 1 if that 

observation belongs to that category or 0 if not. Something like the “Figure 10”. This is done 

because sometimes the model can misunderstand the labels of the categories, the average 

between apple and broccoli is not chicken, and this will lead to an awful model. In order to avoid 

that, binary columns are used to avoid misunderstandings like giving more importance to a 

category just because it has a higher categorical number. 

 

Recurrent neural networks 

To understand the decision of why we used a recurrent neural network we first need to know 

what type of data we are using. Our dataset is composed of logs from a system, which are time 

dependent. Is not the same for the system to receive a login and after it a logout, than the other 

way round, which clearly will lead to an anomaly.  So we needed a neural network that was 

taking into account the order of the logs. 

The recurrent neural network, also known as RNN are mostly used on translation, speech 

recognition and some other order-dependent cases. The particularity of this type of networks is 

that it remembers part of the previous information. Applied to our case will be that for example, 

the process of e-sign summarized is: Login, Sign, Logout. So our model remembers this is the 

typical order of receiving the information  

Autoencoders 

Autoencoders are a type of artificial neural networks mainly used for unsupervised data 

although its procedure is by applying supervised algorithms. [29] The way it works is a network 

that its input to its output are the same. It is divided into 2 parts, the first one is the encoder 

which transforms the input data into a code that represents the input with less features 

Figure 10 - Comparison between different types of representing categorical data 
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(compressed to contain most important information). The second part is the decoder which does 

exactly the opposite, from the code it transforms it to the output. 

 

Although autoencoders where already being used back in the 80’s, their applications back then 

was quite different from the ones used nowadays. When autoencoders were being started to 

use, the typical application was dimensionality reduction, similar to what PCA does.  

More recently, autoencoders are being started to be use on a lot more of application fields such 

as Information retrieval, Anomaly detection, Image processing (dealing with image noise) and 

others not that popular.  

The most common design of autoencoders is training to minimize the error such that we are 

able to compress the data to a certain size. Most of the autoencoders will define the Loss as a 

function such that it minimizes the Error between the input and the output similar to the 

equation below. 

ℒ(𝑋, 𝑋′) = (𝑋 − 𝑋′)2 

Where the objective is to minimize the difference between what is predicted and what is the 

input/output of the model. Another variation of the model would be the following one which is 

a design to not punish so much large errors in comparison to multiple small errors. 

ℒ(𝑋, 𝑋′) = |𝑋 − 𝑋′| 

 

Technology 

Jupyter Notebooks 

Jupyter notebooks is an open-source web application that allows users to create and share 

documents that contain live code, equations and text. A lot of data scientists use it to develop 

their machine learning projects. The reason is very simple, this notebooks are very intuitive to 

use, the can show plots, text, script results, tables, etc. It supports over 40 programming 

languages as Python, R, Julia, Scala, etc. 

Also it’s not like the typical scripts of code, in this application, you can execute chunks of code 

repeatedly. Imagine you are testing a function and you wrote wrong a variable name, you don’t 

Figure 11 – Autoencoder Structure 
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have to do all the steps previously done but only repeat the function itself. This is very useful 

when you are working with big datasets where the load takes a lot of time or when we executed 

a model that lasts long time and after it we want to modify some chunk of code, we don’t need 

to execute again just only the chunk we want, so that’s why in jupyter you need to take care to 

not overwrite variables you may need after. 

Python 

One of the languages that can be run in Jupyter is Python, more exactly we will be using Python 

3, as all the versions of it are open source code which help people interact with it. Python is one 

of the easiest programming languages to read and learn, but as well it is one of the largest 

languages thanks to the community contributions. [30] 

This programming language was chosen over others because the amount of libraries and 

frameworks related to machine learning it provides making every task easier. When using some 

of them, we speed up the time of develop a lot. There are frameworks to help data cleaning, 

pre-processing, model developing, data visualization, etc. In fact almost everything you will need 

to do on machine learning projects can be done with some of this libraries. It has one of the 

largest communities and a lot of people are posting their projects where you can learn from 

them and get tips on how to improve some procedures.  

The combination of python with jupyter notebooks takes the best part of both. This combination 

of technologies is used for lots of machine learning developers and recommended when 

someone wants to start into machine learning. 

Numpy, Pandas and Seaborn 

We will not go deep into them but a brief mention of what are they used for in the project.  

The first one is Numpy, which is mainly used for data computations as matrix operations. It is 

also included inside other libraries like keras or tensorflow.   

The second one is Pandas, is an extension to numpy for data manipulation and analysis. It 

provides a lots of data structures, reading and writing methods, join methods and many more.  

The last one is not as big as the others. Seaborn was designed for providing data visualization 

which is very important on machine learning. In order to detect anomalies and set the 

thresholds, this library makes the job easier and in comparison with similar libraries the amount 

of options and the simplicity of configuration makes it a viable option.  

Keras and tensorflow 

These are two of the most powerful deep learning libraries in python. In fact, we only use Keras 

in a direct way but Keras is run on a Tensorflow backend, so we considered that at least needed 

an introduction as they have strong relation.  

Tensorflow is an open source library for machine learning developed by Google mostly focused 

on neural networks. The way to use was very complex as the first idea of this library was to be 

used internally for private purposes, but once they made it public, there was a rush to make it 

as a more intuitive and easier way to develop models and that’s how Keras was created. 
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Keras was focused on solving the difficulties of Tensorflow and make it a lot easier. A high-level 

API helps a lot the development and people that are not experts on Tensorflow can also make 

use of this library. We will show a little example of a model and the comparison in code between 

Keras and Tensorflow.  

 

As it can be seen, apart from the amount of code that we get rid of by using Keras, it is also 

easier to read by having little knowledge of python and machine learning. To avoid long chunks 

or code that is difficult to interpret and check, we will be using Keras on a backend in Tensorflow 

as Figure 12. 

Figure 12 – Keras code to create a network 

Figure 13 – Equivalent code as figure 9 but using Tensorflow library 
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Amazon Web Services 

Amazon web services (AWS) is a web service that provides cloud computing platforms and APIs 

to individual, companies or governments. Inside of it, there are many different services which 

allow users to perform multiple activities such as running virtual machines, execute code or 

automatize procedures. 

Something similar we can find under the names of Google Cloud Platform or Microsoft Azure 

but AWS provide more services that applied to the project and all of them are easier to be 

configured according to our necessities.  

Inside the huge amount of services we will introduce what we used to develop this project and 

why. 

AWS S3 

AWS S3 or Simple Storage Service, as the name already says, it provides file storage in AWS. It 

can contain scripts, data and models.  Useful for large amounts of data as almost every other 

service on AWS has higher fees than S3. Another good feature that has this container, is that it 

can be accessed from a lot of AWS services.  

AWS has a set of Python libraries that allow scripts to interact with AWS. Boto3 for the EC2 and 

S3 and another like Sagemaker for AWS Sagemaker. This libraries allow that the work can be 

stored in one place and be accessed from a lot of services in AWS. 

Having data stored on S3 and then be consulted when needed by other services was by far, the 

most economic option to perform. 

AWS Sagemaker 

AWS Sagemaker is one of the most used services of the platform in this project. It provides an 

environment for machine learning developers, it allows to create, train, tune and deploy models 

in the cloud and make them publicly available.  When a model it’s deployed, AWS stores it by 

the name of Endpoint, and this endpoints can be accessed with Python AWS libraries from any 

machine with the credentials needed. 

Moreover, it provides large number of pre-trained models that can be deployed and a lot of 

scripts with many algorithms that will help a lot when lacking of experience as it can be easily 

found the tutorial on the YouTube Amazon channel.  Further, one of the reasons why Sagemaker 

is used so much is, because it allows developers to make a model from scratch and upload to 

their cloud via Tensorflow managed instances. 

Once you have your model deployed, it can process real-time data. This functionality in 

combination of AWS Lambda can make a real-time prediction system in a very simple manner.  

AWS Lambda  

AWS Lambda is a serverless computing platform. It provides an environment where writing a 

piece of code in multiple programming languages. This code can turn on a virtual machine, call 

an AWS service or store data to S3 and it can be triggered in multiple ways like when a file is 

added (modified) to an S3 folder or set an schedule to trigger this function. Combining it with 
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the endpoint mentioned before, we can obtain real-time results of a model with AWS although 

is not why we will use it on this project.  

AWS Cloud Watch 

Although AWS Cloud Watch has a lot of purposes such as monitor EC2 instances or applications, 

in this occasion we used it for something different.  One of the uses it has is to set scheduled 

actions. 

You can set a rule where every X days trigger lambda function. Also has another way to configure 

similar to Linux cron, where every day of the week or every day of the month it triggers the 

Lambda function desired. 

AWS EC2 

AWS EC2 or Elastic Compute Cloud is the central part of AWS.  This service allows users to run 

one or multiple virtual machines with different Operating systems. Each one of them can be 

performing different tasks. For Example, a lot of companies use a Linux virtual machine with 

tomcat installed to run servers. In our case, Linux environment with Python, Keras and other 

Deep Learning libraries. 

To this virtual machines you can only access by terminal via SSH. There are multiple security 

features that you can configure like certificates to authorize your machine to access the virtual 

machine making it a secure environment where manage the data. 

State of art (Data Science part) 

In this chapter we will present the state of art of this project prove the anomaly detection system 

developed is different from similar projects done before.  

In 1986, anomaly detection was proposed for intrusion detection, but wasn’t until 2000 when 

anomaly detection started to become popular amongst the companies with security purposes. 

They realised that applying soft computing methods on the data, they could detect intrusions. 

At this point anomaly detection started to become more and more interesting to the companies 

that had important data on their servers until the point where we find us now that is strange to 

find any large company without using any similar method. 

The years went by and we reached the point where almost all the companies move sensitive 

data through internet every day and, as everything in this world there’s a bad part. A lot of 

people try to take advantage of the ones that have low knowledge in security and try to exploit 

the vulnerabilities of the companies in order to access desired data.  

A lot of big companies have been hacked in the past (LinkedIn, Yahoo, Sony) and they took some 

of their user’s personal information such as emails, passwords, bank data, etc. Imagine the case 

that something similar happened to a company that works on the security sector. This is a big 

problem that all companies are facing nowadays and there is not a definitive solution available 

to avoid it, however what they can do is try to detect faster when they have a security breach 

and try to solve it as fast as possible, sometimes before they can lose any vital information.  
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Nowadays, there is no big technological company that does not manage some anomaly 

detection system. Once your company suffers an attack, by the eyes of the world you are no 

longer safe so, in part, it’s a matter of image to maintain the clients. That’s why most of them 

invest a lot of money into systems like this. Some companies subcontract someone that controls 

it for you but you can also develop it on your own. As what is always said, if you want something 

well done, do it yourself.  

Unsupervised Anomaly detection  

The type of technique used in our case was hardly influenced by the data structure. The first 

important thing we need to care about is the lack of output in the observations, which forced 

the system to be unsupervised or have the help of an expert on the dataset to label all the 

outputs. Once our system has some users, the number of data we collect grows a bit, it produces 

large number of logs per day which makes non-viable to have someone constantly labelling data.  

With this restriction, we had to renounce to every algorithm that work with supervised learning. 

This includes almost every time of neural networks.   

At this point, this restriction took out a large number of possibilities. Two of the most used 

algorithms for this type of problems are: 

 Isolation Forests: Simple algorithms that works with decision trees isolating the 

anomalies from the rest of the data. It can be applied to high dimensionality data. 

 K- Nearest Neighbours: Although is a supervised algorithm, it can also work with 

unsupervised data. By defining a threshold, we can use this algorithm as a clustering 

one. It works with high dimensionality data and the decision it takes is based on 

distances. The further from the centre of the cluster, the more anomaly is.  

Probably there are some more algorithms to analyse unsupervised anomalies but this are the 2 

most used ones that followed our restrictions. As it can be seen the restrictions of having an 

unsupervised system where quite high, that’s why every machine learning project comes 

influenced by the datasets.  

As the data does not follow any standard, we couldn’t use any pre-trained model. Normally if u 

develop for example computer vision models, there are some examples already trained that you 

can start from. In our case, as we will see in the dataset section, it is very specific for the software 

we have and we will need to start from scratch. 

Anomaly detection for time series 

The second obstacle we found with the structure of the data was related to how the logs were 

presented. The product had already developed a log system as it is totally normal from a product 

that is on the market. These logs are used for the same as any other applications’ logs, to track 

actions of some client to be able to check when needed, for example to analyse what procedure 

is not working. Until here nothing special, the logs are used for this in almost every web-page, 

application or system. The peculiarity comes when for an action as sign a document, we need to 

verify some steps first in order to consider it as legal. [7] 

That’s what in machine learning we call time series, which is a sequence of observations taken 

sequentially in time. In other words, a model that has memory from the previous data received 
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in order to predict the next ones. Temporal dependence is very important in our case as the 

order of the logs could modify totally the output of the model. 

Time series for anomaly detection is still a field that needs a lot of study as it has a huge number 

of options to apply its solutions. Our case was very specific and we needed some solution that 

fits our restrictions, however, most of the solutions found only worked with labelled data.  

Why the decision to use Deep Neural Networks? 

One of the most important parts of the development is the previous analysis and the decision 

of what system are we going to build and the specifications of it. We knew that this decision 

would influence the rest of the project.  

Our system was generating a lot of logs that were not used by anyone apart from error 

correction and some testing. Having data without using it is like wasting it, the proposal here 

was to find some solution that we could help both, the company and the clients. 

The idea was clear, we had data coming from the logs of the TrustedX and we wanted a system 

that could be able to detect anomalies on the logs. So by doing this we could help the clients 

and companies detect some strange cases much earlier than if they did not have it. Also this 

product is interesting for the company as will help knowing the clients and how they behave. 

When starting analysing the data, we realized that a lot of data was being generated every day, 

much more than normal systems.  By taking this into account we studied how we could develop 

a system that is “boundless” in terms of performance. As we already knew, machine learning 

systems work well but the problem is that they have a point where even doubling the data does 

not improve the system outputs.  

In our particular case, we have a lot of data coming every day. As we can see on the plot below, 

we need to decide according to the amount of data we have, or more precisely, the potential 

amount of data we can have. We will explain why we choose Deep Neural Networks and why 

we discarded the others. 

 

 

Figure 14 - Relation of performance vs amount of data 
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First of all, we will start with the discarded options. The reason why we discarded Traditional 

Machine Learning is that we expect to receive a lot of data and we want our system to increase 

the performance as more data it has. Moreover, the algorithms found to solve this type of 

problems were not suitable for our project. 

The Shallow, Medium and Deep neural networks14 are very similar, sometimes Medium and 

Deep neural networks are put in the same bag as some people consider that more than one 

hidden layer is already deep neural network. We will not enter this discussion but as shallow 

neural networks are the ones with only one hidden layer we will discard them for a basic reason, 

the architecture of the autoencoder. The minimum number of hidden layers it can have its 2, 

encoder and decoder.  

The reason to use deep encoders comes from the benefit of them. Deep autoencoders can 

reduce the computation cost of representing some functions, can exponentially decrease the 

amount of data needed to learn some functions and have better compression results compared 

to shadow or lineal ones.   

As we don’t care of the results in short term as long as we can have a good performance on a 

medium-long term, we will discard Shallow neural networks and implement an autoencoder 

with more than one hidden layer in order to improve final performance. 

We want our system to be as precise as possible so as we can see on the Figure 14, the best way 

to obtain it is by having a bad prediction when we are starting the system but, as the days go by 

and we increase the amount of data used for the training, the results obtained are much better 

than the other types.   

Anomaly detection with Autoencoders 

Autoencoders is a type of neural network used to learn data coding in an unsupervised manner. 

Its first appearances data back form 1980 when people started to use them as dimensionality 

reduction or feature learning. The idea was to avoid useless data inside the data set and only 

keep the relevant information.  People that worked a bit in machine learning will find it familiar 

and with a solid reason, the functionality of it is very similar to a Principal Component Analysis 

(PCA).  Was not until 2006 with the research of Geoffrey Hinton which proved that an 

autoencoder with gradually smaller hidden layers obtained much better results than a PCA on 

dimensionality reduction job. [31] 

The basics that follow every type of autoencoder is pretty similar. It has two parts, the encoder 

where we transform input (X) to the code, and the decoder that transforms the code into the 

output (X). The particularity here is that the objective of this networks is to reduce the size of 

the dataset as much as desired but minimizing the loss of information. The difficult point is to 

find the balance between both. 

At some point, researchers realized that if autoencoders were used to memorize common 

patterns in a dataset it could also have an application on anomaly detection. By learning to 

replicate the most typical features in the training data under some constraints, the model is 

encouraged to learn how to precisely reproduce the most frequent characteristics of the 

observations. When an anomaly presents, the reconstruction of it will obtain much worse results 

                                                           
14 Shallow and medium neural networks are neural networks with very small number of hidden layers. 
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than the non-anomalies. By assuming our dataset will have a very low percentage of anomalies, 

the contribution to the model will be so small that could be considered as none. 

So our model when passing data through the autoencoder, will have a very low error on normal 

behaviour logs as the majority of the training will be done with similar cases while when it finds 

an anomaly will not be able to predict with low error as it will face some case that was not 

trained for.  So with the error of the data, we can know by setting a threshold if some 

observation is normal or an anomaly. 

Anomaly detection in Time series using Autoencoders 

We have mentioned about unsupervised methods, about time series, about neural networks 

and Autoencoders, all of them applied to Anomaly detection. [16] We mentioned that some of 

those areas are still under research because wasn’t until some years ago that people started 

working on it.  

By what we analysed before, we had the need to combine all the fields above in order to obtain 

a model that could work with our dataset.  First researches that were done on Anomaly 

detection in time series using autoencoders date around 2015, although it has been during this 

last year that we can start to see real results using this methods. In the month (May-June) 

multiple Artificial Intelligence pages published recent studies using these technologies.15 

How to combine all of the fields above is not a trivial job. As an autoencoder is no other than a 

neural network with a specific design. Its appearance in the system made everything easier. The 

biggest problem we have faced at this point was the lack of labels, which forced us to discard a 

lot of techniques including almost every type of neural network has been solved by using 

autoencoders. 

Now considering we have a “supervised” system, we can use any type of neural networks. As 

mentioned before we are working with logs that have time-dependency, the best option seems 

to be Recurrent Neural Networks.  

This type of networks work well with time depended data and some types also have 

configurations that allow to have memory. It also allows to work with large sequences of actions 

which in fact, we are almost defining what we have. 

Before jumping into the type of network we had to take into account the number of logs 

generated by each action was not the same every time. To solve that, we will need some method 

to standardize the length of the sequences without losing or losing as few information as 

possible. 

The problem is that we have variable number of logs depending the action is done and batch 

size is a fixed parameter so the option of using batch size as the way we were grouping our data 

was not viable. To solve that we proposed a solution that was still viable although having variable 

number of logs, compatible with 3-D data.  The added dimension is the length of the aggrupation 

(time series), despite saying that this parameter is variable we have a way to avoid this problem. 

We will mask all aggrupation to have the length of the largest one, making the final dataset look 

like the length of the time series is equal at each aggrupation.   

                                                           
15 Two of them are https://tinyurl.com/y9dalxlm and https://tinyurl.com/yarvnqpz 
 

https://tinyurl.com/y9dalxlm
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Dataset 

In this section we will talk about the dataset structure along with all the procedures that can be 

applied to data. Before starting we will have to remember that this project is under development 

which makes impossible to have the real data ready. However, a similar system (at least from 

the users’ point of view), has been running for the past years which was already been generating 

logs being pretty similar to the ones will be created with TXaaS.  

Our software, which allows users to do digital signatures, was designed to be integrated to any 

application. For example the normal use of it is a private web application were the company 

workers can login and upload the document they want to sign. The application returns a pdf 

digitally signed. 

Our modifications to the system would not make the applications from the clients stop to work, 

but instead keep working as if nothing has changed. This applied to the data means that we 

should not notice difference between the logs before actualizing the system and the logs after 

doing it. So, we will get the logs from the previous years and use them as the dataset for training 

our model. The only difference as already said is that we will be using test application logs as are 

the only ones we have access to, which is totally fine as the proof of concept will be more than 

able to verify if this method could be applied in real environment. 

First of all, data obtainment will be different from the rest of the obtainments once the product 

is actualized into TXaaS. The first one, as we had no access to the database where they were 

stored, we asked for them. Remember the lack of access to the data is solved when centralizing 

the SIEM, which will grant us admin access to any log generated by any tenant. 

At first, we noticed that, before understanding the logs, it was needed to understand what the 

system was doing as they were quite complex operations far away from what a normal 

application logs look like.  After analysing with the help of Dr. Francisco Jordán (One of the 

creators of the software), we came out with a query that was able to remove redundant or 

unnecessary information that was helpful when analysing manually the logs, but was the same 

information in different formats. The reason to remove information was due to the excess of it 

as will be seen on the next section. 

In some project it has to be considered the possibility of having wrong data on the dataset. In 

our case all the data is generated by the same product and the logs don’t have measures or 

values that can be inputted in a bad way, most of them are just events or texts identifying what 

task was executed or the results obtained to do a task. As the TrustedX has passed recent 

regulations and several audits where they check that everything is working correctly, we can 

expect the correct behaviour of the logs. Moreover, they have been used for the company and 

all the clients over the last year and no problems have been reported over the lasts years.  

Data analysis and pre-processing 

An important step on the development of the model is the pre-processing the data, which in 

most of the projects it takes around 60% of the time to do, sometimes a bit more if the data did 

not have any type of preparation, in our case, was the second option and it took a lot of time to 

get the data prepared for applying machine learning techniques.  
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It is one of the largest steps and also one of the most important as the better we prepare the 

data the easier it will be for our model be able to detect the patterns. By doing that, not only we 

can make huge improves in terms of performance but also avoiding unwanted results. Scaling 

correctly the variables can avoid giving extra importance to a variable that wasn’t intended to 

have. It was seen when analysing the logs, that a lot of them were coming and not in an ideal 

way.  

In this system, Splunk is being used as the platform that will receive the logs and store them for 

the future extraction.  For the training dataset a different procedure is done to obtain the data 

but, once we launch the product and in previous test versions, all data will be obtained through 

Splunk queries. The way we will be receiving it is in a JSON, thanks to Splunk, several tools are 

given to help visualizing, feature extraction and queries to modify the way data is presented. In 

other words, we could say Splunk helps on cleaning a little bit the dataset. 

During the process of pre-processing we found multiple problems that were not expected, some 

of them were only found on the data received from the database. During the testing of TXaaS, 

we didn’t find the same errors on the logs as solved it when storing logs by modifying that 

parameter. 

The problem we were talking about was that the log separator was the same character used on 

some of the descriptions of the logs, so when passing the logs into a csv, there was bad parsing. 

Some of the applications that are focused to work on JSON won’t find much problem as the 

parsing of JSON can be controlled in other ways like field delimiters ({}), but the Python library 

named “json” does not look at it but, looks  logs delimiter like comma, semicolon or similar. To 

solve that, we could either develop ourselves a function to make what we wanted or modify the 

data according with function requirements which was much faster. To do so, we used regex to 

detect all the patterns that contained the character causing the problem and change it for 

whatever different character that was not generating conflict.   

As the reality differs a lot from the theory, another unexpected problem was found during the 

process, this one we already knew before finding it. The JSON had a variable shape meaning 

that, depending on the type of action the user was doing, different fields will be on the log 

making very difficult to find 2 similar logs. One of the ways we found out was to transform the 

JSONs into a large table where every row was a log and every column was a field, having some 

Figure 15 - Example of Log 
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columns empties as not every log had all the fields.  But as we can see, JSON allows to have 

nested fields inside as it can be seen below in a log sample extracted from the Splunk. 

There is a function in JSON library from Python that from a JSON can be obtained a table where 

if there are nested fields like for example the id of the client, it stores in the table as client.id or 

client_id. Thanks to that function the process was much faster and we obtained a large table 

that could be uploaded and transformed in Splunk. In the first TXaaS version, all of these steps 

can be omitted as the data will be stored directly on Splunk and with no parsing errors. 

After all this steps we still not have the data prepared. The problem is that a lot of logs are 

repeated, for the same action we have the action itself and the call-backs, depending on the 

event we have, the log from each one of the components so it’s a lot of repeated information. 

We will delete all the information that is not important to keep just the necessary. This will help 

to improve the performance of the model as the initial data received was more than 350.000 

different logs and a total of 365 columns. 

This was too much information to handle, but thanks to Splunk and the help of Francisco, we 

came up with a query to group all similar fields, delete duplicated information and avoid 

unnecessary information about the users’ activity. These logs were designed long ago and have 

never been modified, so some of them contained information that has no relation to the activity 

of the user but instead of the software and if everything is working as expected. As we want to 

target user anomalies we decided to avoid information that could confuse the model. After 

applying this query, we reduced the amount of fields into approximately 7.000 and 22 columns 

which is much simpler to deal with it. We spend some days checking manually and seemed that 

all the important information was contained here in a summarized way. 

This data after this huge reduce of the dataset is the last step that will be easy to read, as from 

this point on, we will be applying scales and transformations in order to improve the results on 

the Neural Network without caring about the readability of it. The aspect before any other 

transformation contains the following fields: 

1. Request_ip 

2. Service 

3. Result 

4. Signed 

5. Cause 

6. Domain_id 

7. Client_id 

8. User_id 

9. Trace_id 

10. Device_id 

11. Sign_identity_id 

12. Methods 

13. Sso_result_level 

14. Authn_details_target_acrs 

15. Year 

16. Month 

17. Day 

18. Hour 

19. Minute 
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20. Second 

21. Region 

22. Country 

This dataset is the most pre-processed version that is still readable from the point of view of the 

user because, the modifications done here will make more difficult to read for a user. In the 

counterpart, those modifications will make the Neural Network able to converge faster and 

obtain better results. 

All this steps have been done to the train dataset but will be done in an automated way to the 

logs TXaaS will output. As those logs are sent directly to Splunk, all this transformations can be 

scheduled automatically to run whenever you want, making that when we access the data is 

already in the way we expect it to be. 

Data scaling and transformation  

After having the definitive version of the data prepared for the machine learning algorithm, the 

following step to be performed is to avoid having categorical variables in text, as neural networks 

aren’t able to process it. There are multiple ways of doing it but as mentioned on the Required 

Knowledge section, the best way to do it in a neural network is with OHE (One Hot Encoding).  

We will apply it to all of the categorical variables of the dataset. As python is the most used 

programming language for data scientists, there is already a function inside Pandas called 

“get_dummies” which does exactly the transformation from a categorical column into OHE. 

With the result of this function, we will obtain a lot of columns especially when having large 

number of categories but it isn’t a big problem as the neural networks don’t struggle with this. 

In fact, having the data in those format ensures that we are not giving more importance to any 

category just for having higher category number (usually when not doing OHE, we set categories 

by number, this makes higher numbers have more “importance” on the model when possibly  

does not have to be like this). 

And the last step which was one of the most complex steps was the process of how we will send 

the data to the model. As seen before, our model needs to take into account the temporal order 

of the logs. Recurrent neural networks peculiarity is that they work with time series. To follow 

this restriction we will need to transform our dataset into a 3D matrix (Logs x Fields x Temporal 

Aggrupation) and test different aggrupation in order to see which one fits better our dataset.  

The first and basic will be with user and day, although the ideal one would have been by user 

and action performed (for example: document signed). The main problem with this option was 

that some users tend to do multiple actions on a single iteration, others that did not logout as 

they keep the application opened and some more than open it and do nothing, making very 

difficult to delimiter the actions. 

To try to solve these problems we thought that if, by error we divide an action, this could lead 

to an unwanted anomaly which we could have avoided. The way to avoid it was by making the 

aggrupation by day and user.  This aggrupation is the most similar to the previously mentioned 

that can be performed in an easy and robust way. 

The reason behind it is that, by doing this way, all the aggrupation will be under the same time 

window and although having more than one action inside an aggrupation, if an anomaly is 

detected it will influence the rest of the group by having higher error. Also this division was done 

after looking for logs timestamps and seeing that the majority of the logs occur during the 6AM-
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10PM period, which makes our assumption that almost no one will have a process divided if we 

partition it by days. 

This was one of the most complex steps to perform as we needed to standardize the size of the 

matrix but the number of logs per day was not static so we needed to use a mask to make it 

work correctly.  

Imagine having a matrix like the one on the picture below, where “i”, the rows, are each one of 

the logs, “j”, the columns, are each one of the fields and “k” are each one of the dimensions, f.e. 

the first one will be “user1” “Day1” , “user1” “Day2” and so on. 

The problem before masking was that, following with the example on the Figure, if “k” has is 2x3 

for a certain “k”, it will generate an error so we needed to add a row as a mask to keep having 

that dimension as 3x3 matrix. 

Development 

In this section it will be explained how was developed the Anomaly detection model using a RNN 

autoencoder. It will also contain information about the tools used and the final shape of the 

system including all components. 

Model definition 

To have this model working in an automated way we need all parts of the project to work as 

one, although for our part we will only use Splunk and AWS, this ones will not be working 

properly if one of the others fail. The flow will have the model itself and how we have been 

testing in a real environment will be explained in the section System Flow. In this section we will 

explain how the model was designed and the key points to have success on the execution of it. 

First of all, when doing machine learning projects in general we need to define what problems 

are going to solve with our experiments. The objective of the model is to obtain a group of logs, 

process it with the model and know if either it is anomaly or not.  

As every data science project, at the begging we will perform the same steps (making little 

modifications) until we achieve a model that is up to our necessities. With the training data we 

have, we will be training the algorithm and testing it until the results obtained are good for our 

purposes. If we hadn’t wasted the amount of time we did in preparing the data and choosing 

Figure 16 – Structure of the 3D data 
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the correct model to do this task, everything would start to fail and we would have no clue of 

why our model is not working as expected. Fortunately, we have spent tons of hours and the 

pre-processing we are pretty convinced to say it has been done in an accurate way.  

Our model will not be giving the final output, in fact, through thresholds we are going to decide 

either a value is anomaly or not.  So will be our job to be adjusting the thresholds depending the 

results we are getting at each iteration of the model, at least until the model has sufficient data 

to be precise in the classification. 

The model (autoencoder) is going to make a dimensionality reduction and expansion, in this way 

we are going to obtain a dataset that is similar to the input. The reason behind it is that by doing 

this we will make the model focus on the important features inside the large number of them, 

so when making the data pass through a bottle-neck the information that best represents the 

log will be contained while irrelevant information will be omitted.  

If all of this process is done with a loss function that forces to minimize the error between the 

input and the output such as “Mean Squared Error” or “Mean Absolute Error”, the autoencoder 

will try to make the best copy possible of the input after reducing the data to the size of the 

bottle-neck. 

Once the predicted values are obtained through the neural network, we can calculate the error 

between them by one of the two methods mentioned above. This error will be a value that 

indicates how different the prediction is from the actual value.  

Once we obtained all the values, we could use this error as an anomaly value. The model was 

designed to be able to obtain the best results in the largest number of logs which have a very 

low percentage of having anomalies (<1%). As mentioned before, the logs extracted from the 

database was the use of the application during a year where we can assume that if there is any 

anomaly the number will be so low that during the process of generating the model, this values 

will not have sufficient weight to influence the model. Therefore, we can expect that the model 

will be designed to minimize the error of the logs that is more usual to find.  

With all of this said before, the model will have larger error on the logs that are anomaly as the 

weights of the features will make it obtain a 𝜒ℎ𝑎𝑡 that is not very similar to the input, making 

the error between them is higher. As the pattern are following this logs is not similar to the ones 

followed by regular ones making the algorithm not recognize the pattern resulting into a higher 

error. 

Model Implementation 

This section, next to all the pre-processing steps, is more than 90% of the project time. We will 

mention how we developed the project and what tools we ended up using because during the 

project, different tools and environments have been tested until we found the optimal one. As 

any project, when having low or null experience on a topic it is pretty normal to not obtain the 

best results at the first try.  This happened to this project as there wasn’t a team of experts 

behind helping to develop it correct.  

There are multiple strategies to follow to achieve the best results. Apart from introducing the 

model we will be using, we will also explain the strategic decisions taken to obtain the best 

results. As the amount of decisions to be taken is quite long we will try to group them by topic, 
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as for example, there are a lot of decisions that are based on the parameter chosen (apart from 

the Hyper-parameters). 

Bias-Variance Trade-off 

When implementing a model, one of the aspects needed to take care about is, avoiding the 

under-fitting and over-fitting being both options equally bad. [32] 

On one hand, with under-fitting we understand as a model that it has not been trained enough 

and as a consequence the representation of the model is too simple to fulfil our necessities. It 

will under-perform and have higher train error and higher validation error. When this happens, 

we can say that we have high Bias. This type of error makes the model miss relations between 

features or relevant information that causes this high error. 

On the other hand, by over-fitting we mean exactly the opposite, we over train the model until 

the point that works very well with a particular dataset and fail when trying to fit with additional 

data. Everything here is trying to find the balance between both as none of them are good. We 

will notice we are over-fitting when, there is a significant difference between the errors of the 

train and validation/test datasets, being this last one much higher than the previous one. When 

this conditions are met, we find the case of high Variance, the problem here is that some data 

considered as noise (data that has a random behaviour and does not represents the whole 

dataset), are classified according making the model take a more complicated solution of what it 

should. 

To solve this, it does not exist a definitive solution other than test your model and try to find the 

balance between both cases. Every dataset is different and there are a lot of variables that affect 

it like the amount of features, the number of samples, the number of train steps and others. The 

figure below represents very well the relation of under-fitting, over-fitting and how the ideal 

model should be. 

 

Each one of these problems has a different approach on how to solve it. This is highly related to 

Bias-Variance trade-off. The objective in every project on these areas is to be able to obtain a 

model that not only does well with the datasets we have but also with the real data. In order to 

accomplish these requirements we need a model that has low bias and low variance, which 

corresponds to the plot of the correct fit.  

In the development of this project, we found on both cases, which in part is normal. It’s nearly 

impossible to find the balance at first try and when trying to solve under-fitting end up having 

over-fitting and vice versa. 

Figure 17 – Comparison between over-fitting, under-fitting and the perfect fit 
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When having under-fitting, there are some techniques than can be applied in order to reduce 

the Bias. First of all could be trying to increase the number of features if possible, the second 

one would be to remove noise from the data in order to have a more accurate model, this two 

options are not always possible to perform so if after trying them there is still under-fitting the 

last option would be to increase the number of epochs (“iterations” see Hyper-parameter 

section to get more information about epochs). 

If we are finding over-fitting in our model, we could apply some of the following procedures to 

help reduce the Variance a bit. As said before, not always all the options are possible to apply to 

get rid of the over-fitting, so we give more options just in case some of them are not possible to 

apply. As the first one, which is very situational we find increasing the size of the dataset. 

Another option could be the opposite as before, we could train less the model, or provide the 

model with early stopping methods that allow it to getting over-trained models. Another 

method which is very used is regularization, there are 2 types of regularization, depending on 

the model and structure of the data one is better than the other. There is a large list of strengths 

and weaknesses of each type but, to achieve the best model, a combination of both is needed 

depending the step. We can also try to avoid over-fitting by applying dropout. This means 

dropping randomly neurons of our network forcing the network to find other neurons do the 

job of the missing one to obtain the same result (well get a dive in on this topics in Regularization 

and Dropout in their respectively sections).   

 

Cross-Validation 

This method is used in almost every project of this kind to avoid that randomness split of data 

influences the model’s results. [33] Usually in most datasets there are outliers, mislabelled data 

or both. Cross-Validation is a technique used to assess the results of the train dataset to generate 

the model, are able to generalize to any other dataset. 

This method splits the whole data set into K different sets and prepares to make K iterations. At 

each iteration one different set is left out, and the other K-1 are used to train the model. This 

one left will be used as a validation sample.  

The general idea is that if we only perform one iteration we can’t ensure that the model 

generalizes well in all situations as we can be cheated by model selection. By making this 

iterations we make at least the model perform with K different datasets with K different 

Validation samples. 

Figure 18 – How affects to the loss function each type of Regularization 
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At the end what we want to obtain with it, is a model that will be able to perform better on 

unknown test samples. The results obtained by the average of the K iterations will be much more 

accurate to the real world results than what we will obtain by just making one iteration. The 

process performed to achieve these results is the one showed in Figure 19. 

 

Simple RNN vs GRU vs LSTM 

When implementing recurrent neural networks, we need to decide which type of it we are going 

to use. [34] Each type has a different way to calculate the outputs and obtain different results, 

it depends on the type of data we have, the length of the dataset, if we need more complexity. 

Sometimes it could be that we chose an option that has worse results only because we know 

that it will performs much better with model in terms of time and not that much of precision is 

needed, but that’s in very specific situations. To know a bit better how they calculate the outputs 

and in which situations they work well, we will introduce each type before testing all of them 

and choosing the best option for the type of data we have. 

Simple RNN 

As the “basic” recurrent neural network type we have Simple RNN. It is a fully-connected RNN 

that takes the previous output and multiplies it to the input of the actual, then data is passed 

Figure 20 – Simple RNN cell configuration 

Figure 19 - Structure of K-fold Cross-Validation 
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through a Tanh activation function (explained on Hyper-parameters section) in order to obtain 

the result. 

When using RNN, at least in the keras module, it is very important the usage “TimeDistributed” 

as a wrapper function. The inputs on this types of layers are 3D where one of the dimensions is 

the time step, so it is used like TimeDistributed(Dense(variable)), in order to apply the 

Dense(variable) layer to each one of the Time steps independently. 

SimpleRNN is the easiest way to keep information along time. The way this type of layer 

calculates the outputs is the following: 

 

ℎ𝑡 = 𝐴𝑐𝑡𝑖𝑣𝑎𝑡𝑖𝑜𝑛(𝑊𝑥𝑥𝑡 + 𝑊ℎℎ𝑡−1 + 𝑏ℎ )  

𝑦𝑡 =  𝐴𝑐𝑡𝑖𝑣𝑎𝑡𝑖𝑜𝑛(𝑊𝑦ℎ𝑡 + 𝑏𝑦) 

 

Where “t” is each one of the time steps, “x” is the input, “y” the output, “h” is a hidden variable 

(what remembers information about last observations) updated at each time step based on the 

inputs, “b” is a bias variable, some people omit this but both options are fine and “W” which is 

the weights assigned.  

In the cases where we have more than one hidden layer, the second layer is calculated from the 

“h” value from the previous layer and so on until we get to the output where the value is 

obtained from “y” which gets the information of the last “h” function. 

This last equation that gives us the output is the “TimeDistributed” layer. It is used in all RNN as 

a way to applying the same function to each one of the time steps. So, in fact, the formula of the 

SimpleRNN is only the first one, but they are usually used together to understand how to get the 

output once obtained the hidden variable “h”. 

LSTM 

The second type we are going to explain is Long Short Term Memory or LSTM. It is much more 

sophisticated than the previous type. One of the differences of this layer compared to the 

previous one, is the number of inputs, in this case we have 3 while having 2 on the previous one.  

Figure 21 – LSTM cell configuration 
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LSTM is composed by a cell, input gate, output gate and a forget gate. The cell is the one that 

has the responsibility to remember values during an arbitrary time, the other three gates’ main 

job is to regulate the flow of information in and out of the cell. To achieve this, it has a few more 

equations than before. 

𝑓𝑡 = 𝜎(𝑊𝑓𝑥𝑥𝑡 + 𝑊𝑓ℎ𝑐𝑡−1 + 𝑏𝑓)  

𝑖𝑡 = 𝜎(𝑊𝑖𝑥𝑥𝑡 + 𝑊𝑖ℎ𝑐𝑡−1 + 𝑏𝑖) 

�̃� =  𝑡𝑎𝑛ℎ(𝑊𝑐𝑥𝑥𝑡 + 𝑊𝑐ℎℎ𝑡−1 + 𝑏𝑐) 

𝑐𝑡 = 𝑓𝑡 𝑜 𝑐𝑡−1 + 𝑖𝑡𝑜 �̃� 

𝑜𝑡 = 𝜎(𝑊𝑜𝑥𝑥𝑡 + 𝑊𝑜ℎ𝑐𝑡−1 + 𝑏𝑜)  

ℎ𝑡 =  𝑜𝑡  𝑜 tanh (𝑐𝑡) 

 

The initial values of 𝑐0, ℎ0 are 0 and the “o” operator (Hadamard product) is no other than the 

product element by element of each matrix. If we have (f o g), then the result would be  𝑓𝑖,𝑗 ∗

𝑔𝑖,𝑗 for any i,j inside the range of the matrices. There are some variables common with the first 

configuration, regarding to what they are used for, the same as before. The new ones will be 

explained briefly the way they are used. Starting with “f”, is the forget variable, controls the 

information is kept from the previous time step. “�̃�” is the new information to save, “i” is like 

the memory (controller of information kept). The combination of all previously mentioned 

variables makes c which is the cell variable. Almost ending we find “o”, controls the information 

of “c” kept to “h”.  The sigmoid and tanh are the activation functions used to calculate the 

“standard” LSTM but some different configurations are needed in other situations. Maybe it is 

a bit difficult to understand the behaviour of this but when testing we will see clear differences. 

GRU 

The last type of them is Gated Recurrent Unit or GRU. A popular alternative to LSTM, as the 

results are quite similar but with less parameters to train. In this design, we have a reset gate 

responsible of taking the decision on how to combine the new input with the previous memory, 

the update gate decides how much of the previous memory is kept. 

 

This approach is seen as a substitution of the LSTMs since they were introduced around 2014. 

The set of operations to calculate the output is a bit easier than the LSTM with less parameters 

Figure 22 – GRU cell configuration 
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which makes this type of networks train faster than the previous one. As the set of operations 

to calculate we have: 

𝑧𝑡 = 𝜎(𝑊𝑧𝑥𝑥𝑡 + 𝑊𝑧ℎℎ𝑡−1 + 𝑏𝑧)  

𝑟𝑡= 𝜎(𝑊𝑟𝑥𝑥𝑡 + 𝑊𝑟ℎℎ𝑡−1 + 𝑏𝑟)  

ℎ�̃� =  𝑡𝑎𝑛ℎ(𝑊𝑜𝑥  𝑥𝑡 + 𝑊𝑜ℎ(𝑟𝑡 ∗ ℎ𝑡−1) + 𝑏𝑜)  

ℎ𝑡 = (1 − 𝑧𝑡) ∗ ℎ𝑡−1 + 𝑧𝑡 ∗ ℎ�̃� 

 

In this set of operations “z” refers to the update gate, similar to forget gate controlling the 

amount of information is kept, whereas “r” to the reset one which controls the weight of “h”. 

The other parameters are all similar to the previous examples in terms of functionality. ℎ�̃� is the 

new one, but same functionality as  �̃�, represents new information before applying weights. The 

activation functions in the general version are those, but they can be changed depending 

necessities. 

Conclusions on network types  

From what we find out during the process of development is that, GRUs train faster and perform 

better in the short run. However, LSTM outperform GRU when dealing with larger data thanks 

to the memory unit. 

As will be seen on the experiments section, we are dealing with a lot of data so on long run we 

may be more interested in a type of network that deals better with a lot of data but anyway all 

options will be tested.  

Hyper-parameters  

Setting the ideal Hyper-parameters is the most important part specially in deep learning projects 

where there are a lot of them, they control all the training process and, by extension, the results. 

[35] There are different types of hyper-parameters, for example we find the ones that are 

related to the network structure (such as Number of hidden units, Number of layers, etc.) and 

others that determine how network is trained (number of epochs, learning rate, mini batch size, 

etc.). The difference between choosing well the hyper-parameters or not can be as large as 

having a model that learns all the patterns or having one that misses all and the predictions are 

very bad.  

Hyper-parameters is a part that consumes a lot of time but it does not need supervision of 

anyone when configured well. Some training tasks can take more than a month to test all hyper-

parameters but that’s only on very specific cases. To avoid losing too much time on hyper-

parameters, previous steps need to be taken as filter the ranges that will cover the parameters. 

Once this is done, there are some hyper-parameter optimisation techniques, where the only 

objective is to find the best parameters for the given model. Some of the common ones are, Grid 

Search, Random Search or Bayesian Optimization.   

We will first introduce the hyper-parameters we are using on this case and then, afterwards, 

explain the techniques that can be used and how they work. By the nature of the project, we 

will not define the final hyper-parameters that gave good results, but explain what their meaning 
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is and around what values moves each one. The reason behind it is very simple, in future 

iterations when the product is commercialized and we have lots of real data from users, is very 

probable that the hyper-parameters would be different to the ones we have optimized now as 

the train dataset would not be the same. So we will just explain the usage in order to make 

everyone understand and have the ability to adjust their parameters as wished.  

Before starting to define each one of the parameters, we will avoid the hyper-parameters that 

have no relation on this model. For example, all parameters related to Convolution layers which 

not apply to the project.  

Model hyper-parameters 

 Number of hidden layers: Autoencoders have a particular network design which implies to 

have at least 2 hidden layers as we will need the encoder part and the decoder part. The 

higher the number of hidden layers, the more difficult patterns is able to learn but longer it 

takes to train. With this parameter is difficult to say an interval as autoencoders are quite 

different from normal deep neural networks. Usually would say less than 5 layers are enough 

for most of the models, but autoencoders could be up to 10. We will test all even values 

between 2 and 10 in order to see what difference it is on them. We will avoid to have odd 

number of layers as we will follow a mirror-based scalar architecture with gradually smaller 

hidden layers. The fact, is that as more layers we add, the time drastically increases. For 

building the final model, time is not a matter as we don’t care choosing a model that lasts 

longer training if we know it obtains good results. The problem here is on testing if we lose 

a lot of time on something that is making the process more complicated than it should.  

 Number of hidden units:  The number of hidden units in an autoencoder should be 

decreasing until reaching the bottle-neck and then increasing the same way. Also the 

number of hidden units would be set as a power of 2 as to speed matrix multiplications as 

much as possible. There is no problem if we don’t chose powers of 2, we could choose any 

other number like 10,100, etc. As the only objective it is to reduce the amount of units to 

compress the information we make it in a way that numbers are more familiar to people 

using it. The initial number of hidden units comes from the number of units in the input layer 

so in our case we have 233 units, given from the dataset. So our first hidden layer will be 

128 which is the closest power of 2 from bottom part. Depending on the number of layers 

and the size we want the bottleneck we would pick one of the combination of this powers 

(128-64-32-16-8-4-2). For example on a model with 6 hidden layers and a bottle neck of 4 

we can choose 128-32-4-4-32-128 but there are other combinations as well.  

 Network Weight Initializers: Initializers set the initial random weights used for the layers. 

The aim of them is to prevent layer activation outputs from getting results too high or too 

low. There are a lot of types of initializations and the differences are the distributions used 

on them. We can chose between: RandomNormal, RandomUniform, TruncatedNormal, 

Zeros, Ones, GlorotNormal, GlorotUniform, Identity, Orthogonal, Constant, and 

VarianceScaling.  By default it uses GlorotUniform also known as Xavier uniform initializer, 

which sets initializer based on the number of input and output units. 
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 Activation Function: They are used to decide whether a neuron should be activated or not 

by the calculation of the weights. The objective of it is to add some non-linearity into the 

output of a neuron. That’s why is important what activation is chosen as the result make a 

neuron activated or not. There are multiple types of activation functions which may result 

familiar as they are just functions used for a given purpose. We have: ReLU, Sigmoid, 

Softmax, Softplus, Softsign, Tanh, SELU, ELU and exponential. The decision comes into 

knowing what each function does and what type it fits better your solution. It always can 

take all options and test all of them but this would last a lot. The most used ones are ReLU, 

Tanh, Sigmoid as at the end tend to have better performances in general and the results are 

quite better. As it can be seen in the figure below this are the shapes of the activation 

functions to substitute linear function (f(x)=x).  

 Loss function: The loss function is the parameter used to optimize an algorithm, normally 

minimized. The loss is an indicator of how well is doing our model in the training and 

validation sets, in other words it’s a way of indicating the errors obtained at each iteration 

of the training phase. Before choosing a loss function we need to make a clear distinction. 

There are 2 major types, the Classification Loss functions and the Regression loss functions. 

The first one could also be divided into Binary classification and Multi-class classification. If 

we had the ideal anomaly detection project where we had labelled data, we could use Binary 

classification Loss functions. Unfortunately, we don’t so we will have to use Regression Loss 

Functions to optimize our model, because, if we remember although having an anomaly 

detection system (which in the end is a Binary classification problem), by not having the data 

labelled we have to focus the problem from another perspective. When analysing the losses 

we basically find the following: Mean Squared Error (MSE), Mean Absolute Error (MAE), 

Mean Squared Logarithmic Error and Mean Absolute Percentage Error. If we want to 

simplify it’s basically MAE vs MSE which are the most used of all the previously mentioned 

and obtain similar results for what we want.  

 

Figure 23 – Most used Activation functions  
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The decision in this parameter was pretty clear just by knowing in which situations are used 
each one of them. The principal difference here is the penalization of large errors (for 
example anomalies). MAE don’t penalize that much large errors as MSE does. We can see in 
the Figure 24 that the larger the error the bigger the difference is between MAE and MSE. 
At the end as the percentage of anomalies is very low compared to the number of logs used 
for training, consider the error of them almost null in the mean of the total dataset. So by 
using this Loss function we will penalize heavy the large errors. By doing this, we will see 
more clearly the gap between non-anomalies and anomalies. 

 
 

 Optimizer: The optimizer also known as optimization algorithm is the method used to 

change the attributes of the neural network. Is the responsible of making the loss lower at 

each step, it decides how we should change the weights of the matrix in order to obtain 

better results. There are different types of optimizers that can be used some more simples 

and others that are much more complex but also obtain better results. The simplest one is 

the Gradient descent, as it is the most basic one. There are some variations of it as Stochastic 

Gradient Descend (SGD) or Mini-Batch Gradient Descend. We also have momentum-based 

optimizers as RMSprop, Adadelta, Adagrad, Adamax, Nadam and Adam. This last one is 

particularly known and has been used a lot in the lasts years. It’s a combination of RMSprop 

and gradient descend with momentum, that’s where its name comes from, Adaptive 

moment estimation. Its combines best of both and the results obtained are way faster than 

the other optimizers, rectifies the problem of vanishing learning rates. When using deep 

neural networks we want an optimizer that speeds time as much as possible as we are 

already taking a lot of time to train.   

Optimization hyper-parameters 

 Number of epochs: This parameter is the number of times that the learning would go 

through the entire dataset. The number of epochs is usually large, as the more epochs are 

done, the better the result be (if everything is going as expected). We have to take care of 

not doing too much epochs or we will over-train the model. It is possible to see number of 

epochs from 10 to more than 1000, it depends on each model. One technique that is very 

used and useful is the early stopping method. This method is done to avoid overtraining 

without undertraining. The idea is very simple, set large number of epochs and a control 

method to decide whether is worth to keep training or it has already reached its best model. 

It is controlled by the validation score, once after a certain number of epochs (called 

“patience”) the validations score is not decreasing, a call-back forces to stop and avoid 

Figure 25 - MSE and MAE equations Figure 24 - MSE vs MAE 
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overtraining. It was used this method, to avoid both under and over training and the results 

obtained where much better than without using.  

 Batch size:  It defines the number of samples to go through the network in each iteration. 

For each epoch, the neural network trains each sample once, this parameter defines the 

number of observations are trained together. Each batch is done with the same internal 

parameters and after it they are updated so in the same epoch we have different internal 

parameters.  There are 3 different types of batch sizes, the first one being Batch gradient 

descend, which batch size is defined as the size of the training set (in our case being around 

1000). There are few problems with this configuration, for example converge to a model 

that is not optimal, as there is only one update. The accumulation of prediction errors during 

the whole epoch can lead to have more complexity when updating parameters. The other 

option is the opposite, Stochastic Gradient descend by taking the size of the batch equals 1. 

The main problem is that is more computationally expensive than other configurations and 

lasts longer, the frequency of updates may cause to have higher variance. The last 

configuration is a point in the middle of both configurations. Mini-batch Gradient Descend 

which consists in choosing a batch size that: 1< Batch Size < Size training set.  Although the 

value could be anything between those numbers, its normal values are powers of 2 usually 

16, 32, 64 are the most used ones. The reason of the powers of 2 its first because it’s an 

standard allowing users to be familiarized with the sizes, and second cause a matter of 

alignments with the physical processors making final performance be better.  It is more used 

than the other 2 methods because it makes a more robust convergence avoiding to fall in 

local minima and is more efficient than the stochastic for example a batch size of 2 is almost 

half time training compared to stochastic gradient descend. To optimize this parameter we 

will be testing powers of 2 inside this interval (2-128), for testing, at least in our actual model, 

we found out that the larger the batch size was, the worse the result it had. Having batch 

size of 128 was already having bad results compared to the other ones so we stopped on 

this value as we were seeing the results were far from optimal. 

 Dropout: Is a regularization (explained in section Regularization) technique to avoid 

overfitting. It consists in ignoring random neurons during the training to avoid their 

contribution making the other neurons active to supply them in order to provide similar 

results. This technique was proposed in 2014 and showed on the incredible performances 

that this method had, now most of the neural networks that want to avoid overfitting use 

this technique as it’s very simple to implement thanks to the libraries of python.  The values 

of dropout are percentages, usually are used values form 0.0 to 0.9 with 0.1 interval, 

although the ones that obtain best results are between 0.2 and 0.5. Higher percentages lead 

to under training the network as there is too much information missing and values too low 

lead to not even have effect on the network. 
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 Learning rate: To explain in a simple way, we could say that learning rate is the size of the 

step that you take when moving to an optimal. It is a tuning parameter which setting it too 

small will take too long to converge while a step too large can pass by the minimum. As the 

figure shows, both options are bad, we need to find the point in the middle that allows us 

to find the best result in less time. 

Hyper-parameter optimization methods 

Sometimes is difficult to find the best hyper-parameters, especially when having large number 

of them with big range of options each one of them. That’s why where implemented some 

methods that would make the job of finding the optimal parameters a bit easier. 

We will start explaining the basic one know by Grid Search. This method was the traditional way 

of finding the optimal solution. It is an exhaustive search which could be done manually by 

implementing a loop, or with some library that already contained this function. The way it works 

is brute force, it check all the combinations possible and keeps the best one. Usually this method 

is supported by K-fold Cross-validation to generalize the result as much as possible avoiding 

dependence in the partition between train and validation. It’s very expensive in time and 

normally it’s parallelized as the different combinations are independent one from another. 

A more sophisticated solution is the Random Search, as the previous one, we define all the 

combinations but instead of trying them all, now we select them randomly. It can outperform 

Grid Search when having few number of combinations, although in terms of time is much better 

than the previous solution, the results may not be as good as before. This solution as before is 

also normally supported by K-fold Cross-validation for the same reason. 

The last hyper-parameter optimization that we will analyse (there are a few more methods for 

specific algorithms) is the Bayesian optimization. This method keep track of past evaluations 

that are used to build a probabilistic model mapping hyper-parameters to a probability of a score 

on the objective function. This method is based on the Bayes Theorem that directs the search in 

order to find the optimum.  In a practical way, it builds an approximation to the objective 

function under the name of “surrogate”. This function can be calculated way more efficiently 

and gives us an estimation of the real objective function. The process executed is simple find the 

hyper-parameters that obtain the best results on the surrogate, apply them on the objective 

function, update with the new results and do again the steps until max iterations are reached. 

A big difference from other two examples is that this method instead of trying all combinations 

or selecting random, spends a little bit of time to select the proper step when choosing the next 

hyper-parameters before testing on the objective function.  

Figure 26 – Behaviour of different learning rates 
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Regularization 

Regularization is known as the process of adding information in order to prevent over-fitting. 

The need on emphasize so much on over-fitting is because it is very typical that non experts, are 

not taking those steps into consideration and when doing the experiments we start to notice 

strange behaviours and results that seem very good on the training dataset but when trying a 

test dataset they are awful. 

In fact by applying regularization techniques such as Lasso or Ridge, we are adding Gaussian 

noise to the objective function. Which may sound strange as we were trying to avoid noise as 

much as possible, but it’s not. By adding noise we make our model less precise which ends up 

having more error on the train set but making it more precise on the test one.  

 

As the Figure shows the blue model could be perfect for the train data, however by having this 

we will also have over-fitting. The idea of regularization focuses on making the model simpler so 

that it can be able to predict better test datasets.  At the end, what we want to have is the green 

function, which ends up representing a model that is simplified and can fit more test datasets 

as it has been “generalized” for samples different than training.  

Ridge vs Lasso regularization 

Both consist in adding a penalty to the loss function, however, as we want to minimize the loss 

function, we will have to minimize the combination of the regularization with the loss function 

by finding a middle term. We are forcing the model to increase the error in order to fit better 

other datasets different from the train one. The difference between Ridge (L2) and Lasso (L1) is 

that, L1 shrink values making sometimes their value as 0, which will mean that this feature is not 

needed.  This is why we say that L1 has feature selection while L2 does not because L2-norm 

produces non-sparse coefficients. 

Another characteristic is that L1 does not have analytical solution but L2 does, so allowing Ridge 

to be calculated more efficiently than the Lasso technique.  

Figure 27 – Model with and without regularization 
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Model Experimenting  

As the team that was developing the project had no experience on the field, the experiments 

setup that was run over the time has been changing a lot. As we were testing and checking which 

applications work well and which not we were adapting our way of working. 

The first tests were done in a Splunk package named “Deep Learning Toolkit” (DLTK). This 

software was chosen because at first our data is on Splunk and we did not have much idea of 

how the Splunk API worked to ask for data from outside. It worked with Docker containers that 

were running Jupyter Lab using a Python 3 kernel and we were still on the step of getting used 

to the technology.  

As the days were going on, there were some problems when using this software, the first one 

was the speed of execution. Splunk was run inside a virtual machine and DLTK was a container 

inside it, so the final speed of training was quite low. For the pre-processing part, worked well 

as the resources needed are not so high. The real problem appeared asking for all resources 

possible, at this moment, Docker crashed and we were not able to use it again, luckily we had 

saved several copies of the scripts before the accident. At that point we decided that, as we 

were using Python on Jupyter Notebooks we could migrate to any platform using the same, so 

we did that moving to a desktop environment where the speed of training was higher and he 

had all the files saved on the Desktop. 

The final objective of the project is to have it automatized on AWS, but they charge you when 

using their services so we found that for testing and developing purposes was easier to user our 

environment that was almost the same they have on the cloud. So we developed our model 

trained and tested on the Desktop and then once we have all configured upload it on the AWS 

to obtain make the automated system. 

Thanks to the large number of libraries in Python it can be easily seen the developments and the 

best configurations of the model. It provides lots of plots and graphics to detect and correct 

Errors such as over-fitting, adjust the thresholds or hyper-parameter tuning jobs. 

System flow 

The system we are developing is not only formed by the model but also for all the components 

that help us to achieve our complete system. It can be divided into a part that has to be done 

manually and the automated part. Both of them are at this point finished and the system is 

currently running without any human interaction apart from some supervision that the results 

are being generated and control when we receive anomalies. 

The manually part consists on the part related to the pre-process of the data received from the 

last year and the generation of the model. In this part is where we tune the model and make 

some adjustments on thresholds depending the results we are getting. We also prepare all the 

system to be automated, this process will only needed to be done once for almost all the steps 

except, the upload of the model that will have to be done every time we update it.  

The route to follow is the following, when receiving new data we will need to update the model 

including all the new data in order to keep it up to date. This updating process it is estimated to 

be done once a week or a month depending on the amount of data received, a minimum of data 

will be needed in order to make an update that has impact on the predictions. It is considered 
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that at the start there are fewer updates and as the number of clients increase we will be doing 

it more frequently. 

Once we have the desired model generated, we upload it to AWS Sagemaker and create and 

endpoint with this model. It could be done from the desktop notebook but AWS provides 

facilities of connections between the services making the process so easy to deploy an endpoint 

from inside itself that is not worth to loose time trying it from outside. This is the process that 

will have to be performed once every time the model is actualized, from this point on, it has 

been done once and it is automatically updated. 

In Splunk we have implemented some queries that are able to make the needed transformations 

and pre-processing that will have our data summarized, deleting all the information duplicated 

or that has no relations to the actions performed by the users. By having this we avoid some 

steps that we had previously done with the train dataset. Now once the TXaaS generates logs, 

they are instantly on Splunk already prepared to be consulted by the model.  

We have developed a Python script that is able to grab the data of the last period of time (could 

be either day or week depending the amount of data we will be having and could be changing 

along time according to the requests of the clients) from Splunk and make the last adjustments 

like one-hot-encoding or normalization.  

Once everything is done and the data is prepared to be sent to the endpoint model, we proceed 

to do it. The model through calculations obtains the predictions of it. We will proceed to collect 

the results and detect if there has been some anomaly on the last time frame.  

Anomalies are classified into 2 different classes apart from non-anomalies. The mild anomalies 

being labelled as yellow (reference to the traffic light) and extreme anomalies being labelled as 

red, which are the ones that with no doubt are far away from what are supposed to be. Finally, 

send the results to Splunk where will be stored. We store them there, because Splunk API is very 

intuitive to use and we had already a demo application that was using the logs from there to 

show some plots, so to do similar tables and graphics, will be almost no work other than 

changing the data you ask for.  

Automatizing all the processes, was already an easy step compared to the previous steps done. 

Although having scripts and the model endpoint configured, we needed to have all parts of the 

system running together and be able to avoid AWS charging you for extra usage apart from the 

essential. We had to optimize the use of the resources.  The machines containing the scripts 

(EC2) are turned off waiting for the time to run the script. By doing this we optimize the cost of 

the system a lot, as the machine for doing the predictions process does not last more than 20 

min, but  just opening it we already pay 1 hour, so we save 23 hours every day (if we make daily 

predictions). When having multiple models for each tenant or application (see Future Work) 

then we will probably move to a more powerful machine able to parallelize all the tasks. 

We start the process by setting a timer on AWS CloudWatch which will schedule the “turn on” 

of the virtual machine that contains the scripts. This machine is stored in AWS EC2, is a version 

that was previously configured by AWS to have all python libraries related to machine learning 

installed so we save time by avoiding doing it ourselves. Once the machine turns on, we already 

configured it to automatically execute the script that is inside doing the jobs mentioned above. 

At the end when it has executed everything it turns off the machine to be the most economically 

efficient possible. 
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This schema shows the interactions of the whole system implemented in the cloud which has 

no user interaction on the execution, the only part which has any presence of users is when they 

want to consult their data/anomalies.  Every certain time (for the moment will be executed once 

a week), the scheduler wakes up the EC2 instance with all the scripts of Deep Learning.  

It calls Splunk to get the data of the last period of time (Week), and accesses to Sagemaker 

Endpoint to evaluate them. After it, we convert results to standardized format (see Results 

Analysis). This formats will allow Splunk apply searches to detect anomalies and be able to easily 

detect when an algorithm or a trace had any error as we made identifiers to detect.  

Figure 28 - Architecture of the System on AWS 
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Experiment results 

This section will show all the tests performed during the development of the project. Some of 

those tests have been done in different platforms, computers and OS so we will not consider 

time a factor if not explicitly said it has been taken into account with similar conditions.   

All tests have been performed using Keras neural networks, under some constraints to have 

standardized results amongst all experiments. We used in all tests K-fold Cross-validations and 

the results seen will just be a mean of the K different results. We also used early stopping to 

avoid over-training the samples and this is the reason that some examples may have larger 

number of epochs than others. Some plots seem to be over training due to the small variation 

between epochs but the stopping method would only stop if we perform 5 epochs where we 

are not able to improve the best result.  

SimpleRNN 

Simple RNN are the first type of neural networks tested, as expected, this types of network does 

not have any gates that control the main problems encountered on RNN. This types of networks 

are difficult to train as they usually fall into Vanishing gradient problems. We found out during 

the testing on this layers that by not having control gates, sometimes we got errors when 

training because gradient got so small that made impossible to calculate the results.  When we 

solved those problems we could see the results of this network and compared to the other types 

was a bit worse, although maybe it’s not noticeable.  

We can see that it has a really fast loss decay at the begging and seems that once reached a 

point it does not get much better. The lack of having variables to control gates sometimes made 

the gradient vanish to 0 so fast that after few number of epochs we were getting a loss of NaN. 

This was one of the examples obtained where we were able to train without falling into 

Vanishing Gradient. The mean loss was approximately around 0.15 which is big compared to the 

Figure 29 – Loss of SimpleRNN as nº of epochs increase 
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other results. The problem found out with these types of networks is that they struggle with 

longer sequences. In order to avoid this problem in the future we will ignore this type of 

network. 

GRU 

GRU and LSTM are pretty similar in terms of results, in theory GRU outperforms LSTM in terms 

of speed, but for the results itself seem that more or less are getting the same results in general 

which will force us to choose depending on the results of each model. By introducing gates it 

obtain better results and the reason why this type of RNN is faster is just because while LSTM 

use memory units, GRU just controls the flow of information without this unit making the whole 

process less resource-dependent. 

There are no demonstrations on which areas one outperforms the other the only proof is that 

majority of times GRU is more efficient. If we talk about the layer itself, are simpler to modify as 

having less parameters than LSTM. 

In our example we can see the curve generated by the model loss which lasted little more than 

60 epochs to find the best model. 

 

LSTM 

LSTMs are very similar to GRUs in many aspects just that they do similar tasks but in a different 

way. The advantage that LSTM have over GRU is that they are able to remember longer 

sequences thanks to the memory unit they have. The have more gates to control the flow of 

information making them more sophisticated than the GRU. 

The dude that is generated here is to know if the sequences inside our dataset are short enough 

to be memorized by the GRU or if LSTM will make way better performance. 

Figure 30 - Loss of GRU as nº of epochs increase 
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We can see in the Figure below that the LSTM lasts longer to get close to the optimum. While 

GRU converged fast into an error approximated to the optimal one, LSTM does the opposite. 

The learning is slower but constant, and once we are close to the optimal, a bit more than 20 

epochs are needed to find it. 

 

Error Distribution 

The results of the neural network were not directly the results we wanted to have. To set the 

correct thresholds at the begging we were using the plots that we will see below. This plots help 

to see the distribution of the error.  

The high values of the plot is where most of the data is focused, as expected almost every 

observation is around the same error except a few that deviate a bit. These plots were generated 

over the test dataset to check if the thresholds that we set previously by looking the train dataset 

were able to be applied on other datasets which may sometimes not correspond. We can even 

have no anomalies on some tests depending on the length and the variability of the data. 

 

Figure 31 - Loss of LSTM as nº of epochs increase 

Figure 32 - Error distribution on a test set with non-regularized model 
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- 

To perform this tests we manually generated a dataset that contained one extreme anomaly 

and the other samples were pretty normal in general.  

As it can be seen, there’s a huge difference on the same dataset when using regularized models 

or not. We prevent a bit of over-fitting the model making more generalized and able to adapt to 

different dataset. This test had one anomaly that was over the threshold of extreme, but 

sometimes could be mild depending on the model predicting it. 

While in Figure 32 we would have some mild errors and the extreme one (the one that was 

modified to be an anomaly). The regularized versions had all logs between 0 and 0.2 of error 

while having the anomaly on 0.56 which clearly could be classified as an anomaly thanks to the 

gap between them. 

Hyper-parameters optimization with Cross-Validation 

The Hyper-parameter tuning job has been done using Grid-Search combined with Cross-

Validation to obtain more robust results. We tested with LSTM as we got better results with it 

(Explained on the result analysis section). As the amount of parameters we were testing was a 

lot, the time it took to check every combination of parameters was approximately 3 weeks. 

This tuning job have changed a lot the results of the model itself.  As it can be seen in the figure 

below this was the results we had before optimizing the parameters. We can easily detect that 

Figure 34 – Model loss without tuning hyper-parameters 

Figure 33 - Error distribution on a test set with regularized models (RNN left and LSTM right) 
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this model is not working properly, it has very low error in general including the first epochs 

where it is supposed to not be like this, thus has a huge decay of gradients and works with errors 

too low.   This model is not working well, it can be seen that as long as we train more the error 

was not getting better but instead, its variation was a bit random. 

The second sample we obtained was a bit better than the previous one, the shape was starting 

to look like what it should, however, the error at the first epoch was too low and the curve was 

not smooth which could be an indicator that something was not going as it should.  

Was at this point that we realised that we needed to add regularizers and dropout to add the 

randomness to the model. Adjust the range of the learning rate of the Grid Search and try to 

obtain better results. 

The following plot will show how the hyper-parameter optimization step is one of the most 

important ones on a machine learning project. If done correctly, it can make a model that works 

very bad or has several problems like the one we were seeing at the begging of this section can 

be optimized until the point where it is able to make very accurate predictions.  As it can be 

seen, the loss follows a descendent pattern, which makes the slope decrease as it gets closer to 

the optimum. 

 

Figure 35 – Model Loss with tuning hyper-parameters 

Figure 36 – Model loss with tuned hyper-parameters and 
added regularizers 
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Problems encountered 

As every project, nothing goes always as expected and problems appear at the worst moments. 

We had several problems, like the ones related to environments that were not able hold the 

amount of work we were giving or other similar but here, in this section, we would explain the 

ones related to the experimentation. As we were unexperienced on neural networks we 

expected to make some mistakes that later on, when we have the sufficient knowledge to be 

able to recognize them, we would solve. 

The first one was already mentioned on the SimpleRNN section. The vanishing gradient problem 

is quite typical, at least on RNN. [5] This problem also affected LSTM and GRU, making that at 

some epoch it stops training as the loss is too small to be calculated and launches error of NaN 

loss. The difference was that on these 2 networks we could avoid this problem in a consistent 

way. 

At first this problem we did not even know what was happening, we never had to face a model 

that was struggling with this, but after some research we realized what was happening. The 

solution of changing the learning rate was not working as the decay has too fast and this was 

causing that the prediction of outliers was not as accurate as we would like it to be. 

To solve that we added batch normalization layers. By adding these layers we avoided that the 

derivatives were not too small to be calculated. The way to use this is very simple, every time 

you have an activation function, you can add this layer (The special case are ReLU as the function 

acts as a batch normalization layer).  

Applying this layer is not modifying anything, just adding delimitation for the values to avoid 

them being too small. As the figure shows, we are forcing the derivative to stay in the green area 

avoiding the zones where its value could be almost 0. By applying it, not even once we seen 

again that gradient became NaN on LSTMs and GRUs.  

 

The second problem that was found, was a bit more difficult to detect. A person with no 

knowledge on the topic, would not even notice that something is going wrong as we are getting 

results and solutions. We used K-fold Cross-validation, early stopping on the training of the 

model, we also added dropout all methods to avoid over-fitting, however we were not solving 

over-fitting until we implemented L1 and L2 regularizers for the model.  The objective of a model 

is not predict the best you can the training set or the test, instead the real objective is to be able 

Figure 37 – Batch Normalization Layer 
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to predict any dataset with similar structure. We found out that the test models were not always 

having good results although having that much of controllers to avoid it.  

These terms just add to the objective function noise to make it a generalized function instead of 

the function of the training set. 

Results analysis 

We could see the differences between GRU and LSTM being this first one, able to converge much 

faster although getting stalled in values near the optimal while the LSTM did not get stalled at 

any stage but the learning process was slower. The type of network you will choose depends on 

the objective of the model.  

Sometimes the best model is not needed to perform the desired task, as working with some 

model that has a bit higher error is more than enough. This usually happens when we need more 

speed rather than performance. Systems that can afford to give up some error in order to be 

able to calculate the model in time. In our case we don’t want that, so we will try to obtain the 

best model possible even if sacrificing a lot of time. 

The results we are going to analyse are the comparisons of GRU and LSTM. Both types had been 

optimized to be able to achieve the best performances of each type. We obtained a test dataset 

that was equal to both of them in order to compare without any bias. 

GRU obtained better training performance with a value of Mean Squared Error equal to 0.0547 

compared to the score of 0.0765 of the LSTM. However, we don’t want to know the MSE of the 

training dataset but only from the test one which is the important results. Here we find out that 

LSTM is getting better results. While LSTM get a test MSE of 0.0673, GRU is only able to achieve 

a result of 0.1050 which is almost the double. The results were calculated by applying the same 

K-fold Cross-Validation to avoid any bias in test and calculate the results as the mean of all the 

K iterations.  

After all this measures to avoid randomness on the results and have the best generalized 

models. LSTM work better when having to remember longs sequences, as we can see, it finally 

obtained better results although they are not very big. What we can say for sure is that GRU 

need way less epochs to reach the perfect fit point, and each epoch lasts less than LSTM. At this 

point we don’t care much if lasts 1 hour more of training or not so we would prefer to have 

better prediction at the end. So we finally opted to choose LSTM that although it lasts longer to 

converge into good results, when it does, it gets better results than the GRU. 

After a time testing with the initial dataset we received a new one that contained the logs from 

the period of 12-2019 until 03-2020 so we decided to apply the model and check what results 

we got.  

To our surprise, we only got 4 anomalies, one of them was classified as an extreme one, the 

other 3 anomalies got close to the threshold of not being anomalies, but they were classified as 

it for very few points of score (less than 0.1 over the mild anomaly threshold).  

After analysing them we considered that were not having the characteristics of an anomaly, so 

we will have to adjust a higher the lower boundary to avoid getting those results. For the one 

that was more clear the anomaly, we dived into exploring what was happening and seemed that 

someone was using the test demo to sign documents, at this point nothing rare but when looking 

a little bit more we realised that 2 strange activities together were not that normal.  
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First we saw that the time they were signing the documents was between 1am to 3am local 

time. This it is already quite strange as when analysing the whole training dataset (both train 

and test) to check the distribution in time we can see that the probability of using the application 

at that time is not more than 1% as it can be seen in the figure below. With this evidence alone 

is not sufficient to say that it can be an anomaly we needed something more. 

By checking the locations we realised another strange factor was on those logs.  They were 

coming from two different locations at the same time, in fact, they were alternating. We had 

already noticed some similar examples on the train sample (already deleted to avoid biasing the 

model) that were a bit strange. The curious part about it is that the locations were next to each 

other. We were receiving logs from Arizona and California. This seems that can be mislabelled 

as they are neighbours and maybe the company is next to the boundary of the state and 

sometimes misses to locate the connection. 

Apart from the hypothesis of not knowing if they are mislabels or real anomalies, the algorithm 

detected correctly.  Moreover, this, by itself is strange but we have also to take into account 

that all of this was happening between 1 and 3 AM. This range of time is one of the less commons 

to receive logs.  

It is quite strange, the combination of 2 independent factors that have very low probability to 

happen at the same time. That’s probably why the algorithm marked it as an anomaly. 

After having performed that amount of tests, we also we added the logs generated by alpha 

version of TXaaS into Splunk, after previous studies that this data was similar to the previous 

one used. We predicted using the same model as the previous tests, the result is that now we 

have all test data predicted together. These logs include data from 04-2020 until 06-2020.   

We created a data structure to be able to consult faster and saving space avoiding to upload the 

same observation as the dataset but adding the column of being anomaly or not. The structure 

that was finally uploaded was the following one. 

Figure 38 – Percentage of log distributed through day hours 
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The way we designed to use it is the following, when we upload the predictions to the Splunk, 

we only want to store the following fields: 

 The version of the algorithm, helping to detect all the logs generated by the algorithm. 

If someday we modify the model and by mistake the one created is not working well, 

this will help to detect fast the logs predicted by it in order to solve them. In the Figure 

39 will be v0, which is the one we are testing right now. 

 The type of anomaly, between 0 and 2, being the first one no anomaly and the other 

one extreme anomaly. 

 The date of the logs, to easily locate anomalies in time and visually detect patterns (for 

example, anomaly every week the same day of the week). Also needed to identify 

anomalies inside the whole dataset. 

 The policy, the way we group the data, in our case would be by day and user.  

 The trace-id to identify all the logs predicted at the same iteration this would help to 

detect when something has gone wrong. 

 The user id to identify the anomalies into the whole dataset. 

 Host IP, was introduced for a near future if we need to have multiple predicting 

machines. 

 Domain id, the major application used for the anomaly. 

By looking at the time distribution of this Figure 40 and 41, we will see that most of the 

anomalies are very near, the reason of it is that we recently have been testing a lot the 

application making sure that every component works.  

The 4 anomalies previously mentioned have been modified into the one anomaly that is on the 

left side alone. We have adjusted the thresholds to avoid those mild anomalies that were 

dubitative. This made that the strange group of logs from California and Arizona was now a mild 

anomaly as the steps done on those logs make sense to not be an extreme one. 

 

Figure 39 - Splunk Anomalies from 12/2019 to 06/2020 
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We were using very little the application as it is in alpha and some features were still in 

development phase. When integrating features some logs with test purposes have been 

generated. Although not being representative into the environment we decided to keep them 

as a proof that those logs where detected, we at least know that when doing some strange tests 

of functionalities it detects as anomaly. As seen below, 3 of them were done with only a period 

of 20 days while from 01-12-2019 until 01-05-2020 only one has been detected (We started 

testing ends of April). 

 

Looking at these plots we see why Splunk was chosen to manage all the logs of the TrustedX. It 

is easy to read, it provides multiple options and the scalability is huge. It can be done much more 

Figure 40 - Time Distribution of anomalies 

Figure 41 - Time Distribution of anomalies with zoom 
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with Splunk as for example Pie charts to control the proportion of anomalies. We could filter for 

whatever parameter needed to analyse in details the results. 

Anomalies on the train set 

We considered interesting to add this section as, during the development of the project we came 

up with different anomalies on the train set which, at least, is worth to mention. 

We also applied the predictions into the train dataset to see if there was any kind of anomaly 

and we found out some of them. We have to take into account that the time range is larger than 

the test set as this sample has data from more than a year. The results of this set were a bit more 

curious than the previous one, more data means more possibilities to have anomalies. Between 

some of the anomalies found there were some of them that were very interesting and found 

interesting to mention. But before starting, the model was recalculated subtracting these 

anomalies to avoid bias. 

The first one of them to mention was one from the day 01-29-2018 where the user cancelled a 

lot of actions resulting in error. Is normal to cancel one or two actions but more than 20 time 

cancel the same action is quite remarkable at least to be mentioned. 

Another one of the cases to mention would be the one from day 11-30-2018. This one had a lot 

of errors when trying to sign a document. As far as we know he was blocking the device during 

the process. 

The most interesting one we left it at the end, similar to the test example something happened 

during the analysis of the train sample. At the day 11-13-2019, a user of the application signed 

3 documents, at 3 different locations, in the same day. In this case the locations cannot be 

mislabelled as they are quite far away. Is quite common that we found that the same user has 

Figure 42 - Pie Chart of proportions of anomalies 
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different locations as they are selling the product and using the application to show the clients 

what are we capable of, but, at least this is not usual strange and so the model did well to assign 

it as anomaly. The user was signing a document at Prague (CZ) at 8 AM, two hours later was 

signing another document at Hesse (DE), which is more than 500km of distance but also at 12 

AM, 2 hours later was making a login into one of the applications in Madrid (ES). Of course this 

can be done by taking a flight from Prague to Madrid via Hesse and the user could have used 

spare time to test a functionality, however we are not analysing if it is feasible or not. The only 

objective of the model was if it could be able to detect when something strange happens and in 

those cases worked very well. 

We still have to consider false negatives, which is a major problem on unsupervised learning. 

Probably it could exist some log that can be considered anomaly inside the dataset and has not 

been detected yet, but this algorithm is still testing and we are improving some features as well 

as adjusting the thresholds, however the amount of data will be increasing more and more once 

people start to use it so we expect that once we have more data we could be increasing the ratio 

of detecting more and more. 

Methodology and Planning 

The methodology followed on this project was agile. As the team member with more experience, 

my job was to organize and coordinate the team to work as 1. I did not have any impact on what 

they were developing, my job apart from the deep learning part and the common part that 

corresponded to me, was to make everyone on the team feel good and be working in an 

environment that they feel comfortable to do so. Also, next to the director of the project we 

were setting the internal dates when we wanted to have some part of the project finished. 

The way of working was quite special, even before the pandemic of COVID-19 started, we were 

already working from home. With that way of work, we found out to be more productive and 

flexible, being able to work at the time you wanted.  

For the meetings, once a week was scheduled to solve some problems we could have and, set 

the goals for the next week, although is true that some of those meeting where through 

Microsoft Teams (Similar to Skype). Mostly was dependant of the availability of the team.  

Setting checkpoints once a week helps a lot to improve by yourself having sufficient time to learn 

but also short enough period to do the jobs, which result in better individual performances. The 

jobs proposed were short and precise, always knowing what direction to advance. It’s better to 

do more steps but short than to do a large step but don’t know at where to go. Apart from that, 

we continuously interchange mails and even in some cases, short calls to solve doubts which will 

almost be like staying in the office. Feeling comfortable to work makes the job easier and also 

better results. 

This project as said before, is a combination of 3 individual parts each one independent from 

the others, and one common that is the join point of them. As the way to work, for the individual 

parts there’s not much to say more than individual learning and work, on the weekly meetings 

we shared what we have done in order to let someone suggest any improvement ideas or design 

wise.   
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The common part was a bit more dependent so we stayed more in contact and sometimes even 

meet in the office to check if what we were proposing was making sense all together.  As this 

common part was done from Sep-Dec, we did not have any problems for organizing meetings. 

Fortunately, technology companies are ones of the less affected by the pandemic, we had 

already a way of work from home and the only thing we had to change was that instead of 

meeting in person we had to do it by the web, which is perfectly fine.  

Conclusions 

This project, proposed an innovative method to detect anomalies on the system that was also 

under development, the idea itself can be used in other systems to perform similar tasks. The 

main challenge of the individual part was to be able to predict anomalies on logs that have a 

certain time dependency. Having data with time dependency and, not only this but also variable 

size made that the solution we had to propose was able to solve all these problems. 

After researching we found out individual ways to be solving each one of the problems, however, 

we did not find almost anyone using all of them. The hard part was at the beginning, we did not 

even know what an autoencoder was, but as we were self-teaching ourselves on the topic we 

were finding possible solutions.  

Normally, projects before starting you have an idea of what you are going to solve and most of 

the time possible solutions of how to solve it. In our case this wasn’t happening this way, at first 

we had to figure out what we could do with the data that brings the project a bit of freshness as 

well as some content that could be sold to the clients as valid solution bringing innovative 

procedures. We figured out what we wanted to do before starting to make hypothesis, the basic 

solutions that came into the mind were not possible, all typical solutions like One-Class SVM, 

Classification models, Neural Networks where discarded by the nature of the data. 

After ending the project we could say that there are very few solutions that implement an 

anomaly detection system using a RNN autoencoder with variable size of the timesteps (each 

day have different number of logs). We know some of the technologies used are on the very 

early stages of it and need more testing around them, however, the results got on this period of 

time are pretty good and we have the purpose of keep improving them. 

We proved that this complex model, gave good results despite all the disadvantages. We also 

managed to implement a totally automated system capable of detecting anomalies without 

human intervention. 

About the project and being, both for the student and the company (Safelayer part of EDC), the 

first project of Deep Learning, the results obtained were pretty good and the projection it has is 

astonishing. We will have to wait until the product goes into the market and receives real data 

to analyse the performance there, but as far as we saw on the tests, the expectative is high. 

We will also add into Annex part some of the dashboards that can be generated with Splunk 

which provide a lot of information on the train and tests data that we considered interesting to 

have. However we will not be including the data as it may contain sensitive information about 

the users of the application. Apart from that, most of the information stored there is related to 

TrustedX actions which without the appropriate guides is difficult to follow. 

 



82 
 

Future Work 

There are some adjustments to be done in the future, starting from improving a little bit the 

model’s performance, this could only be made with more data and applying hyper-parameter 

tuning jobs to get better results. Also, to make the model more accurate we can delete from the 

train dataset the logs which behaviour is suspicious, if still any. This will make our model be more 

accurate on the predictions as the total model percentage of data that is anomaly is lower. 

Ideally we would like to have 0 anomalies on the training set as this would make the predictions 

very good but since the amount of data is very big is nearly impossible to analyse everything, 

when finding anomalies on the train set we just delete them on the next iteration of the model. 

It would not be the biggest upgrade for the model but better than nothing, by making little steps 

we can be improving overall results. 

This model was developed also as a proof of concept which results have been good so far. 

Knowing that, now we can use this structure to extrapolate and obtain other models that add 

more value to the product. The model we implemented has a global view and detects anomalies 

for the whole system. Some of the anomalies could be generated from applications that the 

usage is pretty low and the actions performed are quite normal but as the model is not used to 

see this actions can label them as anomaly.  

We proposed to develop models centred in tenants, users and applications. Obviously those 

models require that those entities have lots of data so these functionalities will only be provided 

to the ones that have certain minimum requirements.  

The general model works well for us, as we have the function of an admin to check the global 

system that everything goes well but, for a company this is not the best option as they want 

information about them not the others.  

These models would be centred on those entities making that the results are more accurate to 

them. It may happen that for the global model, some logs can be anomalies, but for that 

application-based model used by almost anyone the log is perfectly fine. A company is only using 

this application don’t want to receive an anomaly warning every time they do an action on this 

application. To do this we will need more time to collect necessary data to apply these 

detections at each one of the levels. 
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