
 
 
    Vi deo conf er enci ng get s quant um secur i t y  
 
 
* Phot on t echnol ogy r amps up encr ypt i on speeds. *  
 
 
Quant um cr ypt ogr aphy has been sped up t o t he poi nt  t hat  i t  can be used 
t o secur e v i deo conf er enci ng.  
 
Sci ent i s t s f r om Toshi ba' s Cambr i dge Resear ch Labor at or y unvei l ed t hei r  
i nvent i on t o busi ness l eader s and gover nment  of f i c i al s at  Br i t ai n' s 
Depar t ment  of  Tr ade and I ndust r y i n London on 27 Apr i l .  
 
Thei r  syst em i s capabl e of  gener at i ng 100 quant um ' keys'  ever y second.  
Thi s i s  f ast  enough f or  ever y i ndi v i dual  f r ame of  v i deo t o be pr ot ect ed 
by i t s  own encr ypt i on.  " Thi s makes t he syst em hi ghl y secur e, "  says 
Andr ew Shi el ds,  who l eads t he Cambr i dge t eam.  " I t  woul d t ake an enor mous 
comput at i onal  r esour ce t o cr ack t hi s f r ame by f r ame. "  
 
Toshi ba r epr esent at i ves say t he t echnol ogy coul d be commer ci al l y  
avai l abl e i n as l i t t l e as t wo year s '  t i me.  Al t hough i t  coul d i ni t i al l y  
cost  up t o US$20, 000,  Mi chael  Pepper ,  managi ng di r ect or  of  Toshi ba 
Resear ch Eur ope Li mi t ed,  says t he pr i ce wi l l  pl ummet  as demand i ncr eases.  
 
* Up t o speed*  
 
Al t hough v i deo conf er enci ng can al r eady be secur ed usi ng convent i onal  
encr ypt i on,  t hi s can st i l l  be i nt er cept ed and decoded by someone wi t h 
suf f i c i ent  comput i ng power .  
 
Quant um cr ypt ogr aphy pr omi ses t o st op such eavesdr opper s.  The syst em 
wor ks by f i r s t  est abl i shi ng a ' key '  t hat  pr ovi des i nst r uct i ons on how t o 
decode an i ncomi ng message.  Thi s key i s  bui l t  i nt o t he quant um st at e of  
phot ons.  I nt er cept i ng a message br eaks t he key and al er t s t he sender  and 
i nt ended r eci pi ent  t o t he secur i t y  br each,  because t he ver y act  of  
obser vi ng a quant um st at e changes i t .  
 
The Toshi ba syst em cr eat es keys made of  256 ' bi t s ' ,  wher e each bi t  i s  a 
phot on speedi ng al ong a f i br e- opt i c cabl e.  A phot on r epr esent s ei t her  
one or  zer o dependi ng on whet her  i t  ar r i ves s l i ght l y  ear l y or  l at e at  
i t s  dest i nat i on.  By passi ng a ser i es of  messages bet ween t he sender  and 
r ecei ver ,  bot h can ar r i ve at  a secur e,  mut ual l y  agr eed key.  
 
Once a key i s  est abl i shed,  a s i ngl e f r ame of  encr ypt ed v i deo s i gnal  i s  
t r ansmi t t ed down a st andar d Et her net  cabl e.  Thi s pr ocess i s  r epeat ed f or  
ever y f r ame.  The t eam hopes t hat  i n t he near  f ut ur e,  bot h keys and v i deo 
wi l l  be abl e t o t r avel  down t he same f i br e- opt i c cabl e.  
 
Unl i ke pr evi ous syst ems,  whi ch become unr el i abl e when t hey heat  up,  t hi s 
devi ce can r un cont i nuousl y f or  mor e t han f our  weeks,  says Shi el ds.  The 
quant um i nf or mat i on can onl y go so f ar  bef or e bei ng cor r upt ed by r andom 
i nt er act i ons wi t h sur r oundi ng mat er i al ,  however .  " We' ve shown t hi s can 
wor k over  120 k i l omet r es of  f i br e, "  says Shi el ds.  
 
* Quant um cr acker s*  
 
Exper t s ar e sur pr i sed by how qui ckl y t hi s t echnol ogy has mat ur ed.  " I  di d 
not  r eal l y  expect  t he t hi ng t o become pr act i cal ,  much l ess commer ci al ,  
when I  i nvent ed i t  wi t h Char l es Bennet t  back i n 1984, "  says Gi l l es 



Br assar d of  t he Uni ver s i t y  of  Mont r eal ,  Canada.  Br assar d was par t  of  t he 
t eam t hat  f i r s t  demonst r at ed a wor ki ng quant um cr ypt ogr aphy devi ce.  
 
Br assar d t hi nks t hat  t he mai n bar r i er  t o quant um encr ypt i on i s  demand.  
For  most  user s,  t he near l y- uncr ackabl e t r ansmi ssi ons t hat  ar e achi eved 
t hr ough cheaper ,  s i mpl er  met hods ar e good enough.  " But  t he s i t uat i on 
coul d change dr amat i cal l y  i f  quant um comput er s become a r eal i t y , "  he says.  
 
Quant um comput er s ar e decades away f r om bei ng bui l t ,  but  r esear cher s 
bel i eve t hey wi l l  boost  comput i ng power  t o l evel s t hat  wi l l  enabl e codes 
t o be br oken ver y qui ckl y.  
 
" What  most  peopl e don' t  r eal i ze i s  t hat  c l assi cal  encr ypt i on schemes can 
be br oken r et r oact i vel y, "  war ns Br assar d.  " A spy can t ake down encr ypt ed 
I nt er net  t r af f i c  and set  i t  as i de unt i l  a quant um comput er  becomes 
avai l abl e.  I  t hi nk quant um cr ypt ogr aphy coul d boom when peopl e r eal i ze 
t hi s. "  
 
 


