A Secure Communication System Based on a
Modified Chaotic Chua Oscillator
Mauricio Zapateiro De la Hoz1 , Leonardo Acho2 , and Yolanda Vidal2
1

2

Universidade Tecnológica Federal do Paraná, Av. Alberto Carazzai 1640,
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Abstract. In this paper we propose a new scheme for secure communications using a modified Chua oscillator. A modification of the oscillator is proposed in order
to facilitate the decryption. The communication system requires two channels for
transmitting the message. One of the channels transmits a chaotic signal generated
by the oscillator and is used for synchronization. The second channel transmits the
message encrypted by a nonlinear function. This function is built in terms of one of
the chaotic signals, different from that sent on the first channel. In the receiver side,
a synchronizer reconstructs the chaotic oscillator signals, one of which is used for the
decryption of the message. The synchronization system is designed via Lyapunov
theory and chaoticity proves via Poincaré maps and Lyapunov exponents will be provided in order to demonstrate the feasibility of our system. Numerical simulations
will be used to evaluate the performance of the system.
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1

Introduction

The possibility to synchronize two coupled chaotic systems has allowed the development of a variety of communication schemes based on chaotic systems. A
wide variety of synchronization schemes have been developed since Pecora and
Carroll [5], among others, showed it was possible to do so. In this way the use of
signals generated by chaotic systems as carriers for analog and digital communications aroused great interest as a potential means for secure communications
[1], [4], [9].
There are several works in the literature about chaotic secure communications. For instance, [8] addressed the problems of the chaos synchronization in
a secure communication system when the observer matching condition is not
satisfied. Zapateiro, Vidal and Acho [11] designed a chaotic communication
system in which a binary signal is encrypted in the frequency of the sinusoidal
term of a chaotic Duffing oscillator. Fallahi and Leung [2] developed a chaotic
communication system based on multiplication modulation. Further examples
can be found in [3], [10] and [12], to name a few.
In this paper, we present a new scheme to securely transmit a message
using
chaotic oscillators. It is based on a modification of the Chua oscillator
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that allows for a simpler synchronization design and stability demonstration.
A Poincaré map and the maximum Lyapunov exponent are presented as proofs
of chaoticity of the modified oscillator. This scheme requires two channels for
transmission. The encryption/decryption process is based on a modification of
the scheme proposed by [13] in which a highly nonlinear function is used along
with one of the chaotic signals. The advantage of the scheme is that neither
the key signals nor the encrypted signals are transmitted over the channels.
The structure of this chapter is as follows. The problem statement is presented in Section 2. The details of the transmitter and receiver as well as the
encryption/decryption blocks are given in Sections 3 - 6. Finally, conclusions
are outlined in Section 7

2

Communication system scheme

The diagram of the proposed communication scheme is shown in Figure 1. It
consists of the following elements:
1) Chaotic oscillator : It is a modified Chua oscillator that generates three
signals (x1 , x2 , x3 ), two of which are used for synchronization and encryption/decryption purposes.
2) Encryption block : It encrypts the message m(t) using a nonlinear function
me (t) = φ(x2 (t), m(t)).
3) Channels: Two channels transmit the chaotic signal and the encrypted
message. Channel noise nd (t) is added. In the receiver side, the signals are
filtered with a bank of filters, producing signals x1f (t) and mef (t).
4) Synchronization block : It retrieves the chaotic signals using only one signal
from the chaotic oscillator (x1f (t)).
5) Decryption block : It decrypts the message by using a nonlinear function
md (t) = ψ(y2 (t), mef (t)). In this case, y2 is the estimation of the chaotic
signal x2 generated by the synchronization block.
6) Retrieving block : In this stage, an algorithm is executed for deciding which
message value was sent at an instant t = tk , k = 1, 2, 3, ....
The details of the main blocks of the communication system are given in
Sections 3 - 5
Mod. Chua
oscillator

Filter

Synchronization

Encryption

Filter

Decryption

Transmitter

Retrieving

Receiver

Fig. 1. Block diagram of the proposed communication system.
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3

Modified Chua chaotic oscillator

The original Chua oscillator is given by the following set of equations:
ẋ1 = α (x2 − f (x1 )) ,
ẋ2 = x1 − x2 + x3 ,

(1)
(2)

ẋ3 = −βx2 ,

(3)

1
f (x1 ) = m1 x1 + (m0 − m1 )(|x1 + 1| − |x1 − 1|).
2

(4)

where the overdot denotes differentiation with respect to time t; α > 0, β > 0,
m0 and m1 are parameters that must be chosen appropriately for obtaining
chaotic behavior. In this work, we modified the original system by choosing
the following characteristic function f (x1 ):
f (x1 ) = − sin x1 · e−0.1|x1 | .

(5)

Note that 5 is a bounded smooth function. The system of Equations 1-3
and 5 is chaotic if α = 9.35 and β = 14.35, as can be seen in Figure 2(a).
Figure 2(b) is the Poincaré map of the modified Chua oscillator generated
when the trajectories intersect the plane x + y + z + 1 = 0. The map of
Figure 2(b) shows the points where the trajectories intersect the plane. The
two different markers show if the trajectory goes in one direction or another as
it intersects the plane. The map is seen in the XY plane perspective.
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Fig. 2. (a) Dynamics of the modified Chua oscillator. (b) Poincaré map of the
oscillator as seen in the XY plane perspective. Trajectories intersecting the plane
x + y + z + 1 = 0.

Finally, the maximum Lyapunov exponent is calculated as another proof
of chaoticity. A positive Lyapunov exponent is a strong indicator of chaos.
If a system has at least one positive Lyapunov exponent, then the system is
chaotic [7]. In order to determine the maximum Lyapunov exponent λ of the
modified Chua oscillator, the algorithm presented in [6] was implemented in
Matlab/Simulink. Figure 3 shows how λ evolves until it reaches stability. From
these data, it could be found that λ ≈ 0.0025 which confirms the chaoticity of
the system.
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4

Encryption and decryption

The encryption/decryption scheme proposed by [13] is implemented in our communication system with modified encryption/decryption functions and chaotic
oscillator. In this scheme, there are two channels in order to make the synchronization process faster. The encryption/decryption process is as follows
[13]:
• Encryption: The message m(t) to be sent is encrypted by means of a
nonlinear function φ : R3 × R → R that is continuous in its first argument
x ∈ R3 and satisfies the following property: for every fixed pair of (x, m) ∈
R3 × R, theres exists a unique function ψ : R3 → R that is continuous in its
first argument x ∈ R3 and is such that ψ(x, φ(x, m)) = m. The encryption
function φ is built in terms of the chaotic signals. The result is a signal
me (t) containing the message that is sent through one of the channels.
• Synchronization: A synchronization block retrieves the chaotic oscillator
signals. It uses only the oscillator signal x1 from the transmitter oscillator.
This signal is sufficient to generate the signals y1 , y2 and y3 that are estimations of the oscillator signals x1 , x2 and x3 , respectively. Retrieving x2
is necessary for decrypting the message received on the second channel.
• Decryption: Once the oscillator signals are retrieved, the decryption function ψ can be used along with the signal mef (t) in order to get the message
m(t).
The functions that we chose in this work to encrypt and decrypt the message
are:
|x2 |
· m(t) = me (t)
(6)
φ:
x2 + δ
ψ:

y2 + δ
· mef (t) = md (t)
|y2 |

(7)

λ

where md (t) is the decrypted message, as shown in Figure 1 and δ > 0 and
small compared to |x2 |.
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Fig. 3. Top: evolution of the maximum Lyapunov exponent. Bottom: zoom of the
upper figure.
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5

Synchronization

The synchronization block consists of a dynamic system that takes the signal
x1 and generates the signals y1 , y2 and y3 that are estimations of the oscillator
signals x1 , x2 and x3 , respectively.
Theorem 1. Consider the modified Chua oscillator given by Equations 1 3 and 5 with α and β having appropriate positive values that guarantee the
chaoticity of the system. Consider also a constant ρ > 0 such that |x2 (t)| < ρ.
Then the system given by:
ẏ1 = k · sgn(x1 − y1 ),
ẏ2 = y1 − y2 + y3 ,
ẏ3 = −βy2 ,

(8)
(9)
(10)

where k is a design parameter such that k > α(ρ + 1) synchronizes with the
modified Chua oscillator and thus:
i) lim y1 (t) = x1 (t), for a given Ts ∈ R+ .
t→Ts

ii) lim y2 (t) = x2 (t).
t→∞

iii) lim y3 (t) = x3 (t).
t→∞

Proof. Let the system of Equations 1 - 3 be the master and the system of
Equations 8 - 10 be the slave. The function f (x1 ) in 5 is such that |f (x1 )| ≤
1, ∀t ≥ 0. Since the system 1 - 3 is chaotic, the signal x2 (t) is bounded and
thus, there exists a constant ρ > 0 such that |x2 (t)| ≤ ρ ∀t ≥ 0. In fact, ρ
depends on the initial conditions. However, assuming that x2 (0) lays inside
the attractor then ρ can be obtained independently of the initial conditions.
The proof begins by defining the following error variable and its derivative:
e1 = x1 − y1 , ė1 = ẋ1 − ẏ1 .

(11)

Consider the terms ẋ1 and ẏ1 from Equations 1 and 8, respectively. Substitution of these terms into Equation 11 yields:
ė1 = α(x2 − f (x1 ))k − sgn(x1 − y1 ).
Let V1 =

(12)

1 2
e be a Lyapunov function candidate. Then:
2 1

V̇1 = e1 ė1 = e1 αx2 − e1 αf (x1 ) − ke1 sgn(e1 ) = −k|e1 | + αx2 e1 − αf (x1 )e1
≤ −k|e1 | + αx2 e1 + α|e1 | ≤ −k|e1 | + αρ|e1 | + α|e1 |
= −|e1 | (k − α(ρ + 1)) .
V̇1 will decrease and converge in finite time if and only if k > α(ρ + 1).
Under this condition, there exists a settling time t = Ts such that
lim x1 (t) = y1 (t),

t→Ts
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and thus x1 (t) = y1 (t), ∀t ≥ Ts . After t = Ts , the synchronization system is
completed with the subsystem of Equations 9 and 10. Define two new error
variables e2 and e3 and their derivatives, as follows:
e2 = x2 − y2 , ė2 = ẋ2 − ẏ2 ,
e3 = x3 − y3 , ė3 = ẋ3 − ẏ3 .
From Equations 2 and 9 we have that
ė2 = x1 − x2 + x3 − x1 + y2 − y3 = −e2 + e3 .
From Equations 3 and 10 we have that
ė3 = −βx2 + βy2 = −β(x2 − y2 ) = −βe2 .
Rearrange the error variables e2 and e3 as a matrix system ė = Ae:
 
  
−1 1
ė2
e2
=
.
−β 0
ė3
e3
| {z }
A

It is straightforward to show that for all β > 0, the eigenvalues of matrix
A have negative real parts and thus:
lim y2 (t) = x2 (t), and lim y3 (t) = x3 (t).

t→∞

6

t→∞

Numerical results

The communication system was implemented in Matlab/Simulink. The transmitter is the implementation of Equations 1 - 3 and 5 with α = 9.35 and
β = 14.35. The receiver is the implementation of Equations 8 - 9 with k = 1000.
The encryption and decryption functions are those of Equations 6 and 7 with
δ = 0.01. Noise was added to each signal and thus, a bank of filters was implemented at the input of the receiver so as to clean the signals before their
processing. The message signal is assumed to be a two-valued signal that takes
the values m(t) = {−1, +1}. The results to be discussed in what follows were
obtained by setting the following initial conditions in the oscillator: x1 (0) = 15,
x2 (0) = 0 and x3 (0) = −15. The initial conditions of the synchronizer were:
y1 (0) = 1, y2 (0) = 10 and y3 (0) = −1.
Figure 4 compares the signals x1 , x2 and x3 of the oscillator in the transmitter side with their estimations y1 , y2 and y3 generated by the synchronizer.
Figure 4 shows that signals x1 and y1 synchronize in a finite time (approximately 0.2 seconds). On the other hand, from Figure 4 we can see that the
synchronization of the remaining signals takes around 5 seconds. Given that
the signals y2 (t) and y3 (t) have an asymptotic convergence to x2 and x3 , respectively, it could be expected that some errors might occur when retrieving the
message. In order to avoid this problem, we propose sending dummy information in the beginning of the communication so as to avoid losing information.
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Fig. 4. Comparison of the oscillator signals and their estimations.

Figure 5 is the message that we used for the simulations. For the sake of
simplicity, let us call “bit” each possible message value (+1 and −1). Thus,
in this test the message m(t) is sent at a rate of Tb = 1 bit/second. As can
be seen in Figure 5, the dummy information is sent at the beginning of the
transmission and afterwards, the true message is sent. Also, the message is
passed through a lowpass filter in order to improve the encryption. The filter
has the following transfer function:
He (s) =

1
.
s + 100

In this way we obtain a modified signal M ∗ (s) = He (s)M (s), where M (s) =
L {m(t)} and M ∗ (s) = L {m∗ (t)}. Figure 6 (top) shows the encrypted message
me (t), the signal corrupted by channel noise men (t) and the filtered signal
mef (t). Figure 6 (bottom) shows the message sent in order to observe the
differences between the original message and its encryption.
Figure 7 shows the message after the lowpass filter compared to what is obtained after the decryption, i.e. md (t). In order to finally retrieve the message,
we must determine if the bit corresponds to +1 or −1. This is done at the end
of the transmission of every bit, i.e. every Tb−1 seconds. In this simulation,
we sampled the signal md (t) at a rate of Tr = 0.01 seconds. So in order to
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Fig. 5. Message transmitted during the test.
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Fig. 6. Top: Encrypted message sent through the channel. Bottom: Original message
(filtered).

determine the corresponding bit, we compute the sign of the sample at every
instant t = kTb−1 , k = 1, 2, 3, ...
Figure 8 (top) shows the result of the transmission of the message m(t)
which starts at t = 8 seconds, after a dummy message, and the retrieved
message mr (t). The blue message is some dummy information sent at the
beginning of the transmission in order to avoid incorrect retrieval. The true
message is sent from t = 8 seconds. The stars in the graphic indicate the
retrieved message. Figure 8 (bottom) shows the error between the original
message and the retrieved message. Note that all the errors occur in the first
8 seconds of transmission of dummy information.

570

0.02

message

0.01
0
−0.01
m ∗ (t)
−0.02
0

10

m d (t)
20

30

40

50

time [s]

Fig. 7. Comparison between the message sent m∗ (t), and the decrypted message
md (t).

2

message

1
0
−1
dummy
−2
0

10

20

m(t)

m r (t)

30

40

50

30

40

50

time
2

error

1
0
−1
−2
0

10

20
time

Fig. 8. Top: original and retrieved messages. Bottom: error in retrieved message.

7

Conclusion

In this paper we explored a new secure communication scheme composed of
a modified Chua oscillator and an encryption/decryption scheme that makes
use of nonlinear functions to encrypt the message. The oscillator characteristic
function f (x) was modified to make it bounded. This facilitates the synchronization because only one channel is needed and furthermore, it facilitates the
demonstration of the theorem that makes possible the synchronization between
the master and the slave. The encryption/decryption scheme used in this work
has the advantage that the key signals and encrypted signals do not have to
be transmitted over the channel and thus an increase in security is achieved.
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Chaoticity proofs of the modified Chua oscillator were provided by means of a
Poincaré Map and the maximum Lyapunov Exponent. The feasibility of the
system was tested by numerical simulations performed in Matlab/Simulink.
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