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Intellectual Property Rights 2 

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 3 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 4 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 5 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 6 
server (http://ipr.etsi.org). 7 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 8 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 9 
server) which are, or may be, or may become, essential to the present document. 10 

Foreword 11 

This Technical Report (TR) has been produced by has been produced by ETSI Technical Committee Electronic 12 
Signatures and Infrastructures (ESI). 13 

Introduction 14 

The European “Rationalised structure for Electronic Signature Standardisation”, ETSI TR 119 000 [i.1], describes the 15 
structure of a general framework for electronic signatures standardisation outlining existing and potential standards 16 
related to the implementation of electronic signatures and the provision of related trust services by trust service 17 
providers. This framework identifies six areas of standardisation with a list of existing and potential future standards in 18 
each area. 19 

TR 119 000 includes a set of guidance documents to assist business stakeholders, users and their suppliers in mapping 20 
or deriving from their business driven requirements the appropriate selection of electronic signature standards and their 21 
options. Each guide addresses a particular area as identified in the aforementioned Rationalised Framework. A complete 22 
e-signatures solution will need to address requirements in most of these areas. 23 

This series is based on the process of selecting business scoping parameters for each area of standardisation based on an 24 
analysis of the business requirements. The selection of these scoping parameters is based on a process involving an 25 
analysis of the business requirements and associated risks leading to an identification of the policy and security 26 
requirements and to an analysis of the resulting business scoping parameters from which the appropriate standards and 27 
options can be selected.  From the requirements expressed in terms of business scoping parameters for an area, each 28 
guidance document provides assistance in selecting the appropriate standards and their options for that area. Where 29 
standards and their options within one area make use of another area this is stated in terms of scoping parameters of that 30 
other area. 31 

This general process of the selection of standards and options is described further in TR 119 000 clause [i.1] 4.2.6. 32 

The present document, addressing area 1 of the Rationalised Framework [i.1], proposes a business driven guided 33 
process for implementing generation and validation of electronic signatures in business electronic processes. 34 
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1 Scope 35 

The scope of the present document is to propose a business driven guided process for implementing generation and 36 
validation of electronic signatures in business’ electronic processes. The prerequisite of this guided process is the 37 
existence of a complete and detailed business analysis and risk analysis of the business’ electronic processes (e-38 
processes) in which electronic signatures are aimed at being implemented. Starting from this analysis, which in complex 39 
processes may be consolidated in a modelled description of such concerned business e-processes, stakeholders are 40 
guided for properly specifying all the relevant parameters (hereafter “business scoping parameters” – BSP’s) to be taken 41 
into account when implementing the creation and the validation of electronic. Finally, stakeholders are guided for 42 
making the best choice among the wide offer of standards from the Rationalised Framework of European Standards for 43 
Electronic Signatures (RF henceforth) in order to ensure the best implementation of electronic signatures within the of 44 
addressed application / business e-processes. 45 

The guided implementation process proposed by this guide is defined in a way that enables stakeholders to identify their 46 
requirements in a commonly understood way and facilitates the identification of the solutions to meet those 47 
requirements.  This is so because the guide explicitly takes into account: 48 

•  parameters directly dependant on the specific application or business process,  49 

•  parameters derived from the regulatory/legal framework where the business must be conducted,  50 

•  parameters inherent to the different types of signing entities, as well as  51 

• other aspects that do not fall within the above three listed categories but are important to be addressed when 52 
implementing electronic signatures. 53 

The purported audience of this document is wide and includes different readers’ profiles: 54 

1) Business managers facing the integration of electronic signatures in their business electronic processes will 55 
find here an understandable explanation on a suitable approach for implementing electronic signatures and the 56 
selection of the relevant standards in order to meet their needs.  57 

2) Application architects who will find here material that will guide them throughout the difficult process of 58 
designing a system that fully and properly satisfies all the business and legal/regulatory requirements specific 59 
to electronic signatures, and who will gain a better understanding on how to select the proper standards to be 60 
implemented and/or used.  61 

3) Developers of the systems who will find in this document an understanding of the business driven approach 62 
underlying the decisions made by the business managers and application architects on the scoping parameters 63 
to be used when creating and validating electronic signatures in the concerned business processes, as well as a 64 
proper knowledge of the standards that exist in the field and that they must know in detail for a proper 65 
development. 66 

4) Signature policy issuers who will find in this document a guidance on the decision-making process for 67 
specifying the constraints to be imposed when creating, preserving/updating and validating electronic 68 
signatures within a specific context. 69 

NOTE: A signature policy document is a declaration of the practices and rules (to be) used when creating, 70 
preserving and validating electronic signatures in a specific context (e.g. business process) and is usually 71 
a document resulting from the execution of the guided implementation approach described in the present 72 
document. It is recommended to use he standardised table of contents provided in ETSI EN 319 172 73 
[i.10] as a way to document the various decisions taken while executing the business driven electronic 74 
signature implementation process for which guidance is provided in the present document. At the end of 75 
this iterative process, it will help to finalise and formalise the declaration of the practices and rules (to be) 76 
used when creating, preserving and validating electronic signatures in the concerned specific context (e.g. 77 
business process) into such a standardised signature policy document.  78 

Clause 4 contains an introduction to the guided implementation process, including advices on how to read the present 79 
document based on the reader’s profile, and an overview of the guided implementation process and its phases 80 
highlighting the rationale behind each one.  81 
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Clause 5 presents the first phase of the guided implementation process, emphasizing the imperative need of developing 82 
a proper and as much complete as possible business analysis of the business requirements driving the need for 83 
implementing electronic signatures, as a way to ensure that all the details relating to crucial aspects of the involved 84 
business processes are actually well captured and that the implementation of electronic signatures does not miss any of 85 
them. It also emphasizes the need of conducting a risk analysis, as a way of getting the needed information from which 86 
policy and security requirements are identified, so that once they are satisfied, stakeholders are sure that the 87 
implementation of electronic signature is done in such a way that it actually counters the identified risks. 88 

Clause 6 presents the second phase of the guided implementation process, namely the proper management of the 89 
complete set of requirements imposed by different sources.  90 

Clause 7 presents the third phase of the guided implementation process. It provides material that guides the readers to 91 
properly identify and understand the relevant business scoping parameters coming from different sources.  92 

Clause 8 presents the fourth phase of the guided implementation process. It aims, in essence, at guiding the readers in 93 
deciding the technical means to be used for implementing electronic signatures in a way that fulfils the entire business 94 
context related requirements identified in the previous phases, and what standards are best suited for this. As such, this 95 
clause is specifically addressed to readers with a technical profile more than to readers with a management oriented 96 
profile. 97 

Clause 9 provides some hints of a set of tools related with testing interoperability and conformance, which 98 
implementers may use for assessing the conformance of their implementations to the referenced standards and also their 99 
interoperability with other implementers’ tools. 100 

Clause 10 provides some hints on the evaluation process to which very likely the implementations need to pass by 101 
regulatory legal or quality assurance imperative. 102 

Clause 11, as a way of corollary of this guide, summarizes the relationships existing between each step of the proposed 103 
guided implementation process and different documents present within the Standardisation Framework [i.1]. 104 

2 References 105 

References are either specific (identified by date of publication and/or edition number or version number) or 106 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 107 
referenced document (including any amendments) applies. 108 

Referenced documents which are not found to be publicly available in the expected location might be found at 109 
http://docbox.etsi.org/Reference. 110 

NOTE: While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee 111 
their long term validity. 112 

2.1 Normative references 113 

The following referenced documents are necessary for the application of the present document. 114 

Not applicable. 115 

2.2 Informative references 116 

The following referenced documents are not necessary for the application of the present document but they assist the 117 
user with regard to a particular subject area. 118 

EXAMPLE: 119 

[i 1] ETSI TR 119 000: “Rationalised Framework for Electronic Signature Standardisation” 120 

[i.2] ETSI EN 319 122: “CMS Advanced Electronic Signatures (CAdES)” 121 

[i.3] ETSI EN 319 132: “XML Advanced Electronic Signatures (XAdES)” 122 

http://docbox.etsi.org/Reference
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[i.4] ETSI EN 319 142: “PDF Advanced Electronic Signatures (PAdES)” 123 

[i.5]  ETSI EN 319 152: “Advanced Electronic Signatures in Mobile Environments” 124 

[i.6] ETSI EN 319 162: “Associated Signature Containers (ASiC)” 125 

[i.7] ETSI EN 319 102: “Procedures for Signature Creation and Validation” 126 

[i.8] EN 319 101: “Policy & Security Requirements for Signature Creation Applications and Signature 127 
Validation Applications” 128 

[i.9] ETSI EN 419 111: “Protection Profiles for Signature Creation & Validation Applications” 129 

[i.10] ETSI EN 319 172: “Signature Policies”. 130 

[i.11] ETSI EN 319 103: “Conformity Assessment for Signature Creation & Validation Applications (& 131 
Procedures)” 132 

[i.12] ETSI TS 119 104: “General Requirements for testing Compliance & Interoperability of Signature 133 
Creation and Validation” 134 

 [i.13] ETSI TS 119 124: “CAdES Testing Compliance and Interoperability” 135 

[i.14] ETSI TS 119 134: “XAdES Testing Compliance and Interoperability” 136 

[i.15] ETSI TS 119 144: “PAdES Testing Compliance and Interoperability” 137 

[i.16] ETSI TS 119 154: “Testing Compliance and Interoperability of AdES in Mobile Environments” 138 

[i.17] ETSI TS 119 164: “ASiC Testing Compliance and Interoperability” 139 

[i.18] ETSI TS 119 174: “Testing Compliance and Interoperability of Signature Policies” 140 

[i.19] ETSI TR 102 045: “Signature Policy for extended business model” 141 

[i.20] CROBIES WP 5-1: “ Guidelines and guidance for cross-border and interoperable 142 
implementation of electronic signatures. WP 5-1” 143 

[i.21] ETSI TR 119 200: “Business Driven Guidance for Signature Creation and Other Related Devices” 144 

[i.22] ETSI TR 119 300: “Business Driven Guidance for Cryptographic Suites” 145 

[i.23] ETSI TS 119 312: “Cryptographic Suites for Secure Electronic Signatures” 146 

[i.24] ETSI EN 319 602: “Trust Service Status Lists Format” 147 

[i.25] ETSI EN 319 612: “Trusted Lists Format”. 148 

[i.26] IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation 149 
List (CRL) Profile". 150 

[i.27] ETSI TS 119 001: "Electronic Signature Infrastructure; Definitions and abbreviations. 151 

 152 

3 Definitions and abbreviations 153 

3.1 Definitions 154 

For the purposes of the present document, definitions in TS 119 001 [i.27] apply with in particular the following 155 
definitions being imported in the present document for the sake of reader's convenience: 156 
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business scoping parameter: is a specific parameter scoped in the light of the business process(es) where electronic 157 
signatures or trust services are going to be implemented, which implementers need to take into consideration for 158 
appropriately addressing the related business requirements in their implementation. 159 

enveloping (electronic) signature: respect the signed data object, is an electronic signature that embeds this signed 160 
data object. 161 

enveloped (electronic) signature: respect the signed data object, is an electronic signature that is embedded within this 162 
signed data object. 163 

detached (electronic) signature: respect the signed data object, is an electronic signature that is neither enveloping nor 164 
enveloped with respect this signed data object. 165 

NOTE: This may contain additional information. 166 

3.2 Abbreviations 167 

TSP Trust Service provider 168 
AdES Advanced Electronic Signature 169 
BPMN Business Model and Notation 170 
BSP Business scoping parameter 171 
CAdES CMS Advanced Electronic Signature 172 
DA Driving Application 173 
ISMS Information Security Management System 174 
PAdES PDF Advanced Electronic Signature 175 
PAdES-2 PAdES signatures conformant to PAdES Part 2 176 
PAdES-3 PAdES signatures conformant to PAdES Part 3 177 
PAdES-LTV PAdES signatures conformant to PAdES Part 4 178 
PAdES-5 PAdES signatures conformant to PAdES part 5 179 
PAdES-5-XML PAdES signatures conformant to PAdES part 5 Profiles for “ XAdES Signatures of XML 180 

documents embedded in PDF containers” 181 
PAdES-5-XFA PAdES signatures conformant to PAdES part 5 Profiles for “XAdES signatures on XFA Forms” 182 
PAdES-NoXML PAdES signature conformant to PAdES parts 2, 3 or 4. 183 
SCA Signature Creation Application. 184 
SCDev Signature Creation Device 185 
SSCD Secure Signature Creation Device 186 
SVA Signature Validation Application. 187 
XAdES XML Advanced Electronic Signature 188 
ASiC Associated Signature Containers 189 
TL Trusted List 190 
TSL  Trust Service Status List 191 
UML Unified Modelling Language 192 

4 Introduction to the guided implementation process 193 

The present document is one of a series of guidance documents on selection standards and options for implementing 194 
electronic signatures and/or trust services. All these documents share a general approach, suitably profiled and 195 
developed by each one.  This general approach starts from a pre-required analysis of the business requirements and 196 
involves the analysis of business scoping parameters specific to each area of standardisation.  These scoping parameters 197 
are essential elements to be addressed and for which business driven choices need to be made facilitating the selection 198 
of the appropriate standards and their options in a way which meets, as far as possible, the business requirements.  199 

The present document proposes a business driven guided process for implementing generation and validation of 200 
electronic signatures in business electronic processes. 201 

4.1 How to use this document 202 

The present document specifically addresses the implementation of electronic signatures, in particular generation and 203 
validation of electronic signatures. Any other aspect within other areas related to the implementation of electronic 204 
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signatures (like cryptographic devices, cryptographic suites, supporting TSPs, etc.) is out of its scope. Nevertheless, it 205 
addresses readers to the suitable guidance documents within the Rationalised Framework that deal with other areas. 206 

The present clause provides some suggestions on how to read the present document depending on the reader’s profile 207 
(business managers, application architects, developers, and signature policy issuers).  208 

1) Business managers should read until clause 7 included. These clauses are the part of the process that aims at 209 
describing at a high level the conditions and rules under which electronic signatures will be used within a 210 
business or application domain and process. These clauses focus on areas that are familiar to business 211 
managers, i.e. business processes modelling, risk assessment, business requirements, regulatory/legal 212 
framework requirements, policy and security requirements, business rules and Business scoping parameters, 213 
which will jointly condition the actual implementation of electronic signatures within the business. 214 

2) Application architects and developers should read the whole document. They will find within clause 8 material 215 
specifically addressed to technical profiles providing guidance on how to use the standards within the area 1 of 216 
the Rationalised Framework for implementing generation and validation of electronic signatures in a way that 217 
fulfils the requirements covered during the previous phases of the guided approach.   218 

3) Signature policy issuers should read the whole document. A signature policy document is a declaration of the 219 
practices and rules (to be) used when creating, preserving and validating electronic signatures in a specific 220 
context (e.g. business process) and is usually a document resulting from the execution of the implementation 221 
process described in the present document. It is recommended to use the standardised table of contents 222 
provided in ETSI EN 319 172 [i.10] to document the various decisions taken while executing the business 223 
driven electronic signature implementation process for which guidance is provided in the present document. At 224 
the end of this iterative process, this will help to finalise and formalise the declaration of the practices and 225 
rules (to be) used when creating, preserving and validating electronic signatures in the concerned specific 226 
context (e.g. business process) into such a standardised signature policy document. 227 

4.2 An overview of the guided implementation process 228 

The present clause aims at providing a summary of the guided implementation process proposed within this document 229 
and also at briefly uncovering its relationships with other relevant guidance documents within the Rationalised 230 
Framework [i 1]. 231 

The figure below graphically summarizes the most relevant phases of the guided implementation process. It also shows 232 
two relevant elements, which may have a great impact, despite the fact that they cannot be considered, strictly speaking, 233 
as being part of the process. These two elements deserve some words at the end of the present clause. 234 

The proposed guided implementation process is likely to be iterative by nature, as indicated by the arrow that goes back 235 
from the last phase to the beginning. The present document does not make any consideration about the degree of 236 
completion of the different phases in each iteration, which is entirely left to the implementers. 237 

Figure 1: Iterative process for implementing generation and validation of electronic signatures. 238 
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 239 

As a pre-requisite to the present guided implementation process, implementation of electronic signatures should start 240 
with a proper, complete and as detailed as possible analysis of the business processes (description and modelling of 241 
complex business electronic processes) within which one or more electronic signatures need to be implemented. This 242 
aims to ensure that all the details related to crucial aspects of the business electronic process are actually well captured 243 
and that the implementation of electronic signatures does not miss any of them. It also includes a risk assessment, as a 244 
way of getting the needed information from which policy and security requirements are identified, so that once they are 245 
satisfied, stakeholders are sure that the implementation of electronic signature is done in such a way that it actually 246 
counters the identified risks. This document, however does not aim at providing a complete guide on these topics but at 247 
making readers aware of their relevance. 248 

The second phase aims at elaborating the different sources of policy requirements and security requirements into 249 
controls’ objectives, and controls to be implemented in the system. The present document does not aim at providing a 250 
complete guide on these topics; instead it makes readers aware of their existence and relevance and refers to ETSI EN 251 
319 101 [i.8] that properly deal with these issues.  252 

The third phase of the process aims, in essence, at properly addressing and analysing the essential business scoping 253 
parameters in the light of the context where is conducted the business in which electronic signatures have to be 254 
implemented. They will condition the whole implementation lifecycle from its inception to its deployment and 255 
maintenance. These parameters may actually come, from different sources: 256 

• From the business e-process itself. These are business scoping parameters inherent to the particularities of the 257 
business electronic process in which electronic signatures have to be implemented. They are related to: 258 

-  the data to be signed,  259 

- the relationship between the signatures and the data objects to be signed,  260 

- the workflow of the documents and signed documents that is required by the business e-process,  261 

- the requirements on the timing and sequencing of signatures generation and proof of timely generation,  262 
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- the need that signatures have a certain degree of longevity and resilience to change,  263 

- the archival requirements imposed by the business e-process,  264 

- the specific community where the electronic signatures will be exchanged,  265 

- the fact that the business e-process might envisage the generation / validation of electronic signatures 266 
within mobile environment,  267 

- requirements established by the business e-process on privileges that a signer has to detent, and 268 

- the allocation of signature validation responsibilities, done by the business e-process. 269 

• From the legal and/or regulatory framework where the business process is conducted. These are business 270 
scoping parameters not inherent to the particularities of the business process but consequence of the legal 271 
and/or regulatory framework where it is conducted. Lack of consideration of these parameters when defining 272 
the strategy for implementing electronic signatures would likely lead to implementations that do not properly 273 
satisfy what is established by the applicable legal and/or regulatory framework with all the negative 274 
consequences that this would bring. These Business scoping parameters include: the quality level that the 275 
legal/regulatory framework impose to certain signatures of certain business processes, parameters derived 276 
from what the legal/regulatory framework establishes with regards to the scope and purposes of signatures, 277 
parameters related to the formalities of signing, and those that come from requirements on the longevity and 278 
resilience to change of signatures. 279 

• From the actor that actually generates the signature. These are business scoping parameters inherent to the 280 
actor, including his type (i.e. whether it is a natural person or a legal person), the type of the signing certificate 281 
owned by the signer owned by the signer, and the signer device. 282 

• Other. These are business scoping parameters coming from a variety of sources. Some of them might require 283 
the introduction of additional information within the signatures not already introduced. Other might require 284 
restricting the cryptographic suites. 285 

The three aforementioned phases collectively aim at describing the conditions under which electronic signatures will be 286 
used within a business or application domain and process, including the identification of the resulting electronic 287 
signatures flow that has to be considered in the context of:  288 

• a specific business application domain and/or process, with its own context and requirements;  289 

• its associated set of policies (e.g. corporate IT and security policies) including any existing signature policy to 290 
which the to be designed signature policy is subordinate;  291 

• its associated legal requirements, and  292 

• the associated risk assessment identifying risks for which electronic signatures can be a mitigation tool but also 293 
risks induced by the use of electronic signatures themselves in the business or application process. 294 

The fourth phase of the process aims, in essence, at deciding at the technical level the means to be used for fulfilling all 295 
the business context related requirements that come from the business scoping parameteres identified in the previous 296 
phase, and what standards within the Rationalized Framework are best suited for this. More specifically in this phasp 297 
implementers will find guiding material that will help them in deciding: 298 

• The formats, contents, forms, and levels of the electronic signatures.  299 

• The technical procedures for generating, upgrading and validating electronic signatures.  300 

• The protection profiles which their applications generating and/or validating electronic signatures will be 301 
compliant with. 302 

The standardised table of contents for signature policy documents provided in ETSI EN 319 172 [i.10] is recommended 303 
to be used as a way to document the various decisions taken while executing the business driven electronic signature 304 
implementation process for which guidance is provided in the present document. At the end of this iterative process, it 305 
would help to finalise and formalise the declaration of the practices and rules (to be) used when creating, preserving and 306 
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validating electronic signatures in the concerned specific context (e.g. business process) into such a standardised 307 
signature policy document, if required. 308 

Implementers may also use a set of available catalysing tools for assessing the conformance of their implementations to 309 
referenced standards (and consequently speeding up their production). This includes technical specifications for 310 
conformance testing and interoperability testing, and events for testing interoperability and conformance. This usage is 311 
shown in the figure 1 as a bidirectional dotted line connecting this phase with the round rectangle showing these tools. 312 
These tools are presented in clause 9. 313 

Finally, readers of the present document should also take into account that it is quite likely that the applications to be 314 
put in place need to pass an evaluation process in order to be compliant with the regulatory/legal framework in force for 315 
the business context. The figure 1 shows this fact as a bidirectional dotted line connecting the round rectangle showing 316 
the evaluation with the dotted square enclosing the process itself. Some hints on the evaluation process are given in 317 
clause 10. 318 

5 Analysing the Business Requirements 319 

An accurate and complete business analysis, covering the entirety of the electronic business processes conducted, is 320 
essential for implementing electronic signatures. Without such analysis is highly unlikely that the implemented solution 321 
effectively supports the electronic business as it would be expected by its business managers and sponsors. 322 

As mentioned before, it is not necessary to wait until the completion of the business analysis to start with the next tasks. 323 
This analysis, very likely, will be distributed among different iterations. However, it is required to have completed it at 324 
the end of all the iterations, in order to ensure that the whole set of requirements have actually been captured. It is 325 
recommended that in a business with a certain degree of complexity this analysis include the production of a business 326 
model, as a way of capturing all its relevant aspects. 327 

The present document does not provide any further recommendations neither on the techniques used for analysing the 328 
business nor on how to distribute their completion throughout the different process iterations, as these issues are not 329 
within its scope.  330 

The present document does not provide further recommendations neither on the techniques used for modelling the 331 
business nor on how to distribute its production throughout the different process iterations, as these issues are not within 332 
its scope. However, it signals the existence of tools for building these models that implementers may take into account, 333 
namely the Unified Modelling Language (UML) and some extensions specifically devoted to build up businesses 334 
models, or Business Process Management and Notation (BPMN).  335 

It is strongly recommended to conduct a risk assessment with regards to the usage of electronic signatures as part of a 336 
business electronic process scenario. It aims at identifying risks for which electronic signatures can be a mitigation tool 337 
but also risks induced by the use of electronic signatures themselves in the business or application process. 338 
Implementers should also identify the relevant outputs of such assessment to be considered as input to the next phase, 339 
i.e. the establishment of the Policy and Security Requirements for electronic signatures generation and validation 340 
applications, as well as for the business rules to be accomplished by the implementation of electronic signatures. 341 

It is out of the scope of the present document to provide any further recommendation on risk analysis methodologies. 342 

6 Managing the Policy and Security Requirements 343 

The second phase of the proposed guided implementation process is the management of the policy and security 344 
requirements that applies to the business electronic process and to the aimed integration of electronic signatures within. 345 
This management includes the following tasks: 346 

1) Identification of the relevant requirements imposed by different sources (among which the different policies in 347 
force within the business context). 348 

2) Specification of the objectives to be achieved by the controls to put in place for satisfying the identified 349 
requirements. 350 

3) Selection of the controls for achieving the aforementioned objectives 351 
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While identifying the relevant requirements, implementers should take into account all their possible sources. Below 352 
follows the list of these potential sources of requirements: 353 

1) Policies within the applicable regulatory or/and legal Framework. 354 

2) Policies concerned with the information security management of information technology risks (e.g. ISMS 355 
policies). 356 

3) Specific processes for generating, upgrading and validating electronic signatures. 357 

4) Development and coding of applications dealing with the generation, upgrade and / or validation of electronic 358 
signatures. 359 

A complete set of these requirements is required as a precondition for the implementation of a solution that effectively 360 
supports the electronic business modelled.  361 

The completion of this phase may be distributed among several iterations, and it may receive feedback from results and 362 
findings of ulterior phase.  363 

Implementers are strongly advised to perform this task as specified by the EN 319 101 [i.8] “Policy & Security 364 
Requirements for Signature Creation Applications and Signature Validation Applications” [i.8]. This European 365 
Standard provides general security and policy requirements that should be considered when implementing Signature 366 
Creation Applications (SCA) and Signature Validation Applications (SVA). 367 

7 Business scoping parameters for this Area 368 

The present clause provides details of the third phase of the proposed guided implementation process, which aims at 369 
properly addressing and analysing essential business scoping parameters in the light of the results of the two previous 370 
phases with regards to the specific business aspects and requirements of the business process where the electronic 371 
signatures have to be implemented. 372 

The business scoping parameters to be taken into account when implementing creation and validation of electronic 373 
signatures are grouped as follows and discussed in the next sub-clauses: 374 

• parameters mainly related with the specific application or business electronic process,  375 

•  parameters mainly related with the regulatory/legal framework where the business must be conducted,  376 

•  parameters mainly related with the different types of signing entities, as well as  377 

•  other aspects that do not fall within the above three listed categories but are important to be addressed when 378 
implementing electronic signatures. 379 

7.1 Business scoping parameters mainly related with the business 380 

process 381 

When attempting to implement electronic signatures in a business context, a number of business scoping parameters 382 
purely inherent to this context need to be taken into account, otherwise the risk of deploying a system that does not 383 
properly support the business in one way or the other is extremely high. These business scoping parameters will 384 
condition the whole system lifecycle from its inception to its deployment and maintenance. They, in consequence, will 385 
highly impact in the selection of the right standards that deal with the direct management of electronic signatures, 386 
namely with: their generation, their formats, their contents, their relative placement and relationship, their placement 387 
with respect to the signed data object(s), their resilience to time (longevity) or to cryptanalysis advances, and their 388 
validation. 389 

This clause enumerates and provides details of the business scoping parameters mainly related with the business process 390 
itself that have a direct impact in the selection of standards. 391 
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7.1.1 BSP (a): Workflow (sequencing and timing) of electronic signatures 392 

It is not unusual that business processes deal with workflows where different documents are generated and signed (by 393 
one or several signatories) in different time instants and in a specific order that may or may not be changed. These 394 
inherent parameters of the workflow also have an impact in the selection of the suitable standards, and in consequence, 395 
implementers should take them into account. Below follow the most relevant ones: 396 

• Whether the time when a signature was applied is relevant or not. For a deeper discussion see clause 7.1.1.2. 397 

• For the not unusual situations where there are data objects that have to be signed by more than one signatory, 398 
implementers should take into account the following aspects: 399 

- Whether the order in which the signatures are applied is relevant or not. For a deeper discussion see 400 
clause 7.1.1.2. 401 

- Whether all the signatures sign the same (the data object to be signed) or something different (the data 402 
object to be signed and one or more signatures previously applied to it, or even only one or more 403 
previously applied signatures). For a deeper discussion see clause 7.1.1.1.  404 

7.1.1.1 Multiple signatures 405 

It is not unusual in business contexts that one data object requires more than one signature for having the required 406 
effect. In certain occasions this is actually required by the Legal or Regulatory Framework. When facing these 407 
situations, implementers should differentiate between: 408 

• Parallel signatures. These are signatures applied exactly to the same data object(s). They are mutually 409 
independent. Implementers should, in the cases where this type of signatures is required, identify what parallel 410 
signatures are required by the business process and/or its regulatory or legal framework, and where they have 411 
to appear, for giving the signed data object(s) its full effect. 412 

• Serial signatures. These are signatures applied to different data object(s) and whose order of generation is 413 
relevant. Implementers should, in the cases where this type of signatures is required, identify what serial 414 
signatures are required and what data object(s) each one should apply to. Implementers should clearly identify 415 
the order in which the different signatures have to be computed and where these signatures have to appear 416 
(sequencing of signatures is discussed within clause 7.1.1.2). 417 

• Counter-signatures. These are a special type of serial signatures, used in business processes that establish that a 418 
certain signature does not have any effect unless it is signed in turn by another signature, usually generated by 419 
a certain entity entitled for conferring such an effect to the first one. When such type of signatures appear in 420 
the workflow, implementers should take into account: 421 

- The relative position of countersignature and countersigned signature. Most of signature formats allow 422 
embedding the countersignature within the countersigned signature. However, some formats also allow 423 
keeping them physically detached and still indicating that a certain signature is actually a 424 
countersignature of another signature. 425 

- The actual meaning of a signature’s countersignature, as this could impact the type of commitment 426 
endorsed by the counter-signatory (see clause 7.2.2). 427 

- Whether there is the requirement of validating the to-be-countersigned signature before generating the 428 
countersignature. 429 

- Whether the counter-signatory is required by the business process to countersign only the previously 430 
existing signature(s), or sign these ones and the signed data object(s), or even to add additional data 431 
object(s) and also sign it (them). 432 

Implementers should also take into account that complex business processes would likely require to manage 433 
combinations of the different signature types aforementioned. A clear differentiation of the signatures types in each 434 
combination is crucial for properly selecting the most suitable standards and mechanisms. 435 
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Implementers should also identify whether the business process is actually demanding bulk signing, i.e., generate a 436 
significantly high number of serial signatures, as this may have an impact on, among other things, requirements for 437 
using devices specially designed for these purposes (e.g. hardware security modules). 438 

7.1.1.2. Timing and sequencing 439 

Implementers should identify those constraints on the timing and sequence of signatures generation imposed by the 440 
business process and /or its regulatory or legal framework for giving to the documents and signatures its full effect.  441 

These constraints may, depending on the business process, be of very different nature: a mere specification of a 442 
deadline for the generation of each signature, a mere specification of the order in which documents and / or signatures 443 
have to be generated, detailed ranges of allowed time periods between the occurrence of the aforementioned events, 444 
specification of the order in which the signatures have to be validated, etc. 445 

Implementers should also take into account the actual scope of these constraints, as they could apply to individual 446 
signatures, individual documents, multiple signatures, or multiple documents, depending of the workflow defined for 447 
the business process.  448 

Special care should be paid when the business process and/or its regulatory or legal framework requires capability to 449 
prove that certain documents and/or signatures had been generated before a certain given time instant, as the satisfaction 450 
of this constraint would lead to use time-stamping or time-marking techniques, significantly impacting the system being 451 
built. Should this be the case, implementers should carefully considering the level of assurance of the timing evidences 452 
(see clause 7.2.3). 453 

Finally, implementers should also take into account any specific relationships that may appear between constraints in 454 
the sequencing of the generation of each signature and constraints established on potential roles/attributes to be held by 455 
its corresponding signer (see BSP (l) Identity (and roles/attributes) of the signer).  456 

7.1.2 BSP (b): Data Object(s) to be signed  457 

Implementers of electronic signatures in an application / business processes should clearly identify all the relevant 458 
aspects concerning to the data object(s) that have to be signed. These aspects include: 459 

• The nature and the format of the data to be signed (e.g. binary, structured data, xml, PDF document, editable 460 
documents such as Word or ODF, multimedia packages, images, etc.). The type of format for the data object to 461 
sign may also be influenced by business risks or legal provisions, for example, when a specific provision is 462 
imposed on the formalities of signing (e.g. what you see is what you sign, see BSP(i)). 463 

NOTE: At present, electronic signatures may be generated following XML, ASN.1 or PDF syntax. It is quite 464 
obvious to conclude that where the data to be signed are specified in one of the aforementioned syntaxes, 465 
a reasonable initial choice would be to select the electronic signature defined for that syntax, unless other 466 
business parameters clearly recommend to use another one.  467 

• In those cases where the data object involved in a signing process is structured, it is worth to identify whether 468 
the whole data object or only certain part(s) have to be signed, as this is strongly related to the features offered 469 
by the different electronic signature formats and would impact the final choice. 470 

7.1.3 BSP (c): Relationships of signatures with signed data object(s) and 471 

signature(s) 472 

As mentioned before, implementers of electronic signatures in an application / business processes should also pay 473 
attention to the relationships between each signature and its corresponding signed data object(s) and other signatures in 474 
the workflow. More specifically, they should consider: 475 

• The number of the data objects that one signature actually signs. While all the signature formats are able to 476 
deal with one data object without any additional manipulation, the generation of a signature covering more 477 
than one object requires the application of different techniques depending on the signature format ranging 478 
from manipulating the data objects to be signed, to just take advantage of native mechanisms within the 479 
signature format for dealing with this kind of situations.  480 

• In special cases like bulk signatures (i.e. situations where there is a high number of data objects collectively 481 
signed by one signature) implementers should pay attention to the benefits of using referencing mechanisms 482 
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(like using signed ds:Manifest within XAdES signatures) which, in case of failure in the checks performed on 483 
some of the signed data objects, still would allow to affirm that the signature on the rest of the signed data 484 
objects is OK. 485 

• The recommended (as per the application/business processes) relative position of the signed data object and its 486 
signature. Three different situations may appear: 487 

- The signature is part of the data object that it signs (enveloped signature henceforth) 488 

- The signature actually envelops the data object that it signs (enveloping signature henceforth) 489 

- Signature and signed data object are detached (detached signature henceforth) 490 

Also here the features offered by the different signature formats vary from one to the other, ranging from 491 
formats that by its own nature only cover one of the former situations, to formats that incorporate mechanisms 492 
for dealing with all of them.  493 

When one signature has to sign different data objects, the situation might become more complicated, as 494 
theoretically the application / business processes might require that the signature envelops some of the signed 495 
data object, and simultaneously be enveloped by another one and even be detached from others signed data 496 
objects. Although these so highly complex situations are not likely to be frequent, they should not be discarded 497 
by principle.  498 

7.1.4 BSP (d): Targeted community 499 

Implementers should clearly identify the community each document and its (their) signature(s) is (are) addressed to. 500 
Once this has been done, the implementers should identify any specific community rules in place. These rules could, for 501 
instance, state the conditions under which a certain signature may be relied upon, or include provisions relating to the 502 
intended effectiveness of signatures, where multiple signatures are required. These rules could greatly impact not only 503 
the formats of the signatures and their relationships with the signed documents, but also the specific standards and/or 504 
profiles to be used. 505 

7.1.5 BSP (e): Allocation of responsibility of signatures validation and 506 

upgrade 507 

When analysing the management of electronic signatures within business processes, implementers should pay attention 508 
to the allocation of the responsibility of validating such electronic signatures. Implementers should clearly distribute 509 
this responsibility among the following entities, according to the specificities of the business process: 510 

1) Party relying on the signature. Although this is a common allocation, implementers should not assume that this 511 
would always be most suitable one. In certain occasions it would merely be impractical or even too expensive. 512 
In consequence in certain scenarios it could be better to assign this responsibility to a subset of parties taking 513 
part of the transaction. 514 

2) Electronic Signature Validation Trusted Services. This alternative would release the different relying parties of 515 
all the complexities associated with the validation of electronic signatures and allocate them to specialized 516 
services conveniently supervised and/or accredited, ensuring the suitable level of trust in the validations 517 
performed.  518 

3) Business processes where countersignatures are generated, could impose that counter-signing parties are 519 
required to perform a validation of the signatures to be counter-signed before actually countersigning them, as 520 
part of the data flow.  521 

These three types of allocations are not necessarily exclusive, being it possible that some of them coexist within 522 
complex business processes. 523 

Upgrading electronic signatures is a co-lateral process to the validation of electronic signatures. This is the process by 524 
which certain material (e.g. time-stamps, validation data and even archival-related material) is incorporated to the 525 
electronic signatures for making them more resilient to change or for enlarging their longevity. Implementers should, in 526 
consequence, also identify requirements for upgrading electronic signatures as they are validated and progress in the 527 
business process data flow. 528 
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7.2 Business scoping parameters mainly influenced by 529 

legal/regulatory framework where the business process is 530 

conducted 531 

The following BSPs may not strictly be influenced by legal provisions only but may also be driven by business 532 
considerations inherent to the concerned business process and its expectations with regards to the type of evidences 533 
resulting from the implementation of electronic signatures. 534 

7.2.1 BSP (f): Legal level of the signatures 535 

For each signature identified in the concerned workflow, implementers should specify the signature legal level required 536 
in the context of the business process and the associated legal/regulatory requirements.  537 

This parameter has an impact on the level of assurance on the authentication (i.e. the certification of the identification) 538 
of the actor generating an electronic signature, on the class and policy requirements on the TSP providing such level of 539 
assurance, on the class of signature creation device used by such actors, on the use of a specific trust model for TSP 540 
issuing certificates (e.g. Trusted Lists, specific Trust Anchors in PKI hierarchy, use of CA certificate stores).  541 

NOTE:  The following levels are identified in accordance with Directive 1999/93/EC, CD 2009/767/EC and CD 542 
2011/130/EU: qualified electronic signatures (QES), advanced electronic signatures supported by a 543 
qualified certificate (AdESQC), and advanced electronic signatures (AdES). 544 

7.2.2 BSP (g): Commitment assumed by signer 545 

Implementers should identify and describe the expected purpose of each signature and hence the meaning and the 546 
precise nature of the responsibility assumed by signing, or in other words the type of commitment for each electronic 547 
signature in the considered business scenario and identified electronic signature(s) flow. The description of such 548 
electronic signature commitment types may be useful for avoiding potential ambiguity due to the fact that electronic 549 
signatures may not provide equivalent contextual information as in the paper world leading to uncertainty about the 550 
signer’s intention. 551 

In particular, there is a need to be able to distinguish between: 552 

• electronic signatures intended for data authentication purposes only,  553 

NOTE: The generation of electronic signature for which the expression of the intention to sign is limited to 554 
ensure the authentication of the data to which it is associated (signed data object(s)) will serve the same 555 
purpose towards natural person signers while being electronic signatures in essence: electronic signatures 556 
created as the equivalent of a handwritten signature but not to indicate a will or intention to be legally 557 
bound by the content of the data which is signed (this could be an intention to sign a draft, an 558 
acknowledgement of receipt, or to indicate authorship or responsibility for a document). 559 

• electronic seals generated by legal persons, 560 

• electronic signatures intended for entity authentication purposes only,  561 

• electronic signatures created with the intention to sign the associated data (signed data object(s)): 562 

• as a draft,  563 

• as an acknowledgement of receipt,  564 

• as an intermediate approval as part of a decision process,  565 

• to indicate authorship or responsibility for a document (signed data), 566 

• to indicate having reviewed a document (signed data), 567 

• to certify that a document is an authentic copy, 568 

• to indicate witnessing of someone else signature on the same document (signed data)  569 
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• having read, approving and being bound accordingly to the content of the data object that is signed 570 

• etc. 571 

and being, as a signatory, bound by the content of the data object that is signed. 572 

7.2.3 BSP (h): Level of assurance of timing evidences 573 

For each signature identified in the concerned workflow (see BSP(a)) implementers should describe and specify the 574 
requirement on the level of assurance on the required timing evidences. This component is closely related to the 575 
components BSP(a), (j) and (k).  576 

Implementers should distinguish between claimed assertions with regards to time information, and trusted time 577 
evidence, such as time-stamps provided by trust service providers issuing time-stamp tokens or trusted time-marks. 578 

When trusted time evidence are required, implementers should consider the requirements and level of assurance 579 
associated respectively to the time-stamp tokens and the providers, and on which type of information the time-stamp 580 
tokens are generated (e.g. time information only, signed data object(s), signature(s), signature(s) and validation data, 581 
etc.). 582 

7.2.4 BSP (i): Formalities of signing 583 

One of the most important characteristics of a signature is the manner of its creation.  Often referred to as the 584 
"ceremony of signing", it is the way the attention of the signer is drawn to the significance of the commitment she is 585 
undertaking by performing this act of signing.  586 

Implementers should identify requirements on any type of evidence of the will or intention to sign that would have an 587 
influence on the manner the electronic signature is created. Implementers should also specify how the act of signing is 588 
presented to the signer in order to draw signer’s attention to the significance of the commitment he is undertaking under 589 
the electronic signing process. 590 

Such requirements are likely to imply the signer interface to be designed in a way to guarantee, to the extent possible, a 591 
valid legal signature environment. Below follow some ideas: 592 

1) Provide users with a “What You See Is What You Sign” environment. 593 

2) Provide users with proper advice and information on the application’s signature process; 594 

3) Provide users with proper advice and information on the legal consequences. 595 

4) Design the user interface in a way to guarantee, to the extent possible, a valid legal signature environment, 596 
including: 597 

- Provision to the user of clear information about the application’s signature process and legal 598 
consequences; 599 

- Implementation allowing and demonstrating clear expression of a will to sign and the user’s intention to 600 
be bound by the signature; 601 

- Implementation allowing and demonstrating an informed consent;  602 

- Consistence between the use of the appropriate signature creation and verification data, signature 603 
creation device, the data to be signed and the expected scope and purpose of the signature (or the act of 604 
signing); 605 

This BSP may impact the selection of appropriate protection profiles and conformity assessment schemes against which 606 
the signature creation application will be designed and assessed. 607 

 608 



 

ETSI 

20 TR 119 100 V0.0.2 (2013-09)  

7.2.5 BSP (j): Longevity and resilience to change 609 

It is not unusual that certain business processes and/or their regulatory or legal framework require that signatures have a 610 
certain longevity, being it possible in certain occasions that the implied elapsed time since their generation until their 611 
potential re-validation is of a certain number of years. 612 

Time passing has two different effects on the electronic signatures: firstly the validation material used for generating 613 
and validating them (certificates) may expire or even not be available anymore; secondly, the cryptographic algorithms 614 
(also including digest algorithms) may become weak as cryptology techniques and computer capabilities improve. 615 

Longevity and resilience to change (understood as the resistance of electronic signatures to the uncovering of 616 
weaknesses of their algorithms) are in consequence strongly related to each other. 617 

Implementers should identify those signatures whose re-validation is required some time after their generation, as well 618 
as the time period during which their re-validation has to be made possible. These factors will help implementers in 619 
making right decisions when planning the means to be put in place for ensuring the required longevity of the signatures. 620 

7.2.6 BSP (k): Archival 621 

Archival is related with the longevity of the signatures. Regarding this issue, implementers should identify requirements 622 
on the archival of the signed data objects, their signatures and the material used for their validation, including 623 
requirements on whether archiving them together or not. 624 

Implementers should respect the prerequisites of electronic archiving from the early stages of the design of new 625 
developments as well as when integrating electronic signature solutions in current products. This aims to ensure proper 626 
implementation of electronic archiving where it is legally recognized and facilitate compliance with future regulations 627 
applicable on electronic archival. 628 

7.3 Business scoping parameters mainly related to the actors 629 

involved in generating the signature 630 

7.3.1 BSP (l): Identity (and roles/attributes) of the signer 631 

In most cases, a signature is worthless if it cannot be attributed to the purported signer. Implementers should identify 632 
and specify: 633 

1) who are the anticipated signers,  634 

2) the associated signer identification rules,  635 

3) if any, the rules applicable to the roles and/or attributes of the signers, as well as  636 

4) if any, the requirements on an associated proof of authority.  637 

They should, in consequence, identify and describe what are the necessary elements to ensure that a signature is that of 638 
a specified individual (whether a physical or legal person, a business or transactional functional entity, a machine, an 639 
application or server, etc.), i.e. what is the required identification element (identity attributes) for each type of signer. 640 
For instance where a contract names an individual as a party to be bound by its terms, what is required as signer 641 
identification elements; names, date of birth, unique identification number, etc. 642 

In some business scenarios, the role or attributes of a signer are at least as important as his identity. Under these 643 
circumstances, the term “signer role” does not refer to the “signing” role played by the signer in the electronic signature 644 
supported business process (e.g. primary signature, countersignature) but relates to roles such as “official representative 645 
of a legal person” or “sales director”, which may be claimed or certified, but which implies some attribute(s) associated 646 
with the signer. Implementers should describe the set of attributes, authorities and responsibilities which are associated 647 
with each signatory, his access rights, or authority to sign, to act on behalf of the organization he purports to represent, 648 
etc. 649 

Implementers should state the type of proof of authority to sign that is acceptable. This may include, among others: 650 

1) proof that an employee or representative is authorized to enter into transactions over a specified value,  651 
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2) proof that delegation to sign has been authorized. 652 

7.3.2 BSP (m): Level of assurance required for the authentication of the 653 

signer 654 

Implementers should identify what is the level of assurance required for the authentication for the signer in each 655 
signature to be generated within the business process, i.e. what are the expectations in terms of trust on the signatory 656 
identification (e.g. quality level of certificate). For instance, certificates may be required to be qualified certificates 657 
and/or issued by an accredited, supervised, certified, or audited certification authority, or be issued according to a 658 
specific Certificate Policy, etc. 659 

This, very likely, will not impact the specific contents of the signature itself but the signing application; nevertheless, a 660 
failure in reaching the level required by the legal/normative framework would lead to the potential rejection of the 661 
signatures in case of auditing or dispute. 662 

7.3.3 BSP (n): Signature Creation devices 663 

Implementers should also identify any existing requirement on the signature creation devices that will be used for 664 
generating the signatures within the business process, in order to ensure their fulfilment. Again, a failure to satisfy these 665 
requirements would lead to the potential rejection of the signatures in case of auditing or dispute. 666 

7.4 Other Business scoping parameters 667 

The present clause addresses business scoping parameters that are not mainly related either to the business process, the 668 
legal/regulatory framework, and the signatory 669 

7.4.1 BSP (o): Other information to be included within the signatures 670 

Implementers should indicate any other applicable signature attributes, such as : 671 

•  Geographic location where the signature was created: This may be an example of such a specific signature 672 
attribute as the location or jurisdiction in which the signature was made, might have legal consequences in the 673 
event of a dispute, in determining where the dispute should be heard/subject to the laws of which jurisdiction it 674 
should be.  675 

•  Claimed signing time: Another example of applicable signature attributes may be the signer's claim on the time 676 
at which he generated the signature. This is only to be considered as a claim and should not be considered as 677 
trusted unless the corresponding time is provided as a the result of a trusted time service provided by a Trusted 678 
Time-stamping Service Provider.  679 

•  Content time-stamp. 680 

•  Content related information (e.g. its type). 681 

• Signer’s role(s) and/or specific qualifications attributes. 682 

7.4.2 BSP (p): Cryptographic suites 683 

Implementers should describe and specify requirements on the robustness of cryptographic suites used to generate or 684 
upgrade each electronic signature in the concerned business process. Implementers should carefully read the TR 119 685 
300: “Business Driven Guidance for Cryptographic Suites” [i.22], the guidance document that specifically addresses 686 
area 4 (Cryptographic Suites) of the Rationalised Framework for Electronic Signature Standards, and where they will 687 
find guidance on how to select the cryptographic suites that properly fulfil the aforementioned requirements.   688 

 689 

 690 



 

ETSI 

22 TR 119 100 V0.0.2 (2013-09)  

7.4.3 BSP (q): Technological environment 691 

From the business process specification, implementers should also pay attention to the technological environment where 692 
the data objects to be signed and the signatures will be managed, as this may have an impact on a number of 693 
technological decisions to be made, among which the signature formats to be used.  694 

In particular it is suggested to identify whether it is required (or even could be required in a future) allowing that the 695 
generation and/or validation of certain signatures applied to certain document to be done, not only in classical 696 
environments, but also within mobile environments. In case this requirement exists, implementers should clearly 697 
identify which type(s) of document(s) and which signatures within them need to also be managed within mobile 698 
environments. This is extremely relevant, as the mobility aspect may require making use of specific services for 699 
supporting these tasks, and in consequence, to use specific sets of standards. 700 

8 Selecting the most appropriate standards and options 701 

technical mechanisms 702 

The European Rationalised Framework of Standards for Electronic Signatures includes standards defining three 703 
electronic signature formats:  704 

1) CAdES (defined in the EN 319 122 [i.2] multi-part document),  705 

2) XAdES (defined in the EN 319 132 [i.3] multi-part document),  706 

3) and PAdES (EN 319 142 [i.4]} multi-part document).  707 

It also includes one standard defining a container able to embed several data objects and detached electronic signatures 708 
that selectively sign some of them: the ASiC container (defined in the EN 319 162 [i.6] multi-part document). 709 

NOTE: Readers should take into account that when making references to specific parts of XAdES, PAdES, 710 
CAdES and ASiC specifications, the present document uses the clauses numbering of the EN 319 1X2 711 
under production (and not distributed for public commenting yet), which differs, in most of the cases, 712 
from the numbering implemented in the corresponding ETSI TSs. Nevertheless, whenever this occurs, the 713 
text within the present document makes it easy to identify what is the relevant part of the aforementioned 714 
specifications the text is referencing, and in consequence, it is not difficult to identify the referenced 715 
material even in the aforementioned ETSI TSs. 716 

8.1 Format of signatures: CAdES, XAdES or PAdES 717 

The suitable format of signature strongly depends on the business process itself. Under certain circumstances it clearly 718 
makes one option much better suited than the others. Under other circumstances, though, the advantages of a choice 719 
among other choices are not so clear and even arguable. 720 

This clause lists some considerations that implementers may use when they need to decide the format(s) of electronic 721 
signatures to be implemented in their business processes. 722 

However, it is worth to address first PAdES signatures as they represent a special case, as they actually are built on 723 
different formats. PAdES signatures conformant to PAdES specification part 2, build on CMS signatures. PAdES 724 
signatures conformant to PAdES parts 3 and 4 build on CAdES signatures. Finally, PAdES signatures conformant to 725 
PAdES specification part 5, build on XAdES signatures. PAdES part 5 defines two profiles groups: one for XAdES 726 
signatures on XML documents embedded within PDF containers, and another one for XAdES signatures on XFA 727 
forms. 728 

Henceforward the acronym PAdES will be used in sentences that apply to signatures conformant to any PAdES 729 
specification part. PAdES-NoXML acronym will be used in sentences that apply only to signatures conformant to 730 
PAdES parts 2, 3 and 4 indistinctly. PAdES-n, with n being 2, 3 or 4 will be used in sentences that apply only to 731 
signatures conformant to the indicated part of PAdES specifications. PAdES-5-XML will be used in sentences that 732 
apply only to the PAdES part 5 profiles for XAdES signatures on XML documents embedded in PDF containers. 733 
PAdES-5-XFA will be used in sentences that apply only to PAdES part 5 profiles for XAdES signatures on XFA forms. 734 
PAdES-5 will be used in sentences that apply to a PAdES signature conformant to any of the profiles specified in 735 
PAdES part 5. 736 
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8.1.1 Format of the document 737 

This is one of the first elements that implementers have to take into account. In principle, the closer the formats of 738 
signatures and documents are, the better.  739 

Under this perspective, for XML documents, XAdES signatures would be the natural option.  740 

Also in principle PAdES-NoXML signatures would be the natural option for embedding electronic signatures within 741 
PDF documents. PAdES-5-XFA would be the natural option for signing XFA forms, and PAdES-5-XML would be the 742 
natural option for signing XML documents that are embedded within a PDF container. 743 

CAdES is also in principle the natural option for signing data objects whose structure has been defined in ASN.1, and 744 
that have been encoded in DER or BER.  745 

For other binary formats, both XAdES and CAdES would initially work properly. Nevertheless, depending of the 746 
specific business process, one format could present advantages that would make that format more advisable. 747 
Implementers should, in consequence, analyse at least the aspects that are mentioned in subsequent clauses.  748 

Despite what it has been said before, there are a number of additional considerations that modulate the former assertions 749 
and even, under certain circumstances, could fully justify selecting a signature format not considered initially as “the 750 
natural option”.  751 

These considerations are discussed in subsequent clauses 8.1.2 and 8.1.3. 752 

8.1.2 Relative placement of signatures and signed data objects 753 

This clause provides information on how the different formats may manage different combinations with regards to the 754 
relative placement of signatures and signed data objects. 755 

In essence, one may distinguish 3 pure relative placements of signatures with regards to where the signed data objects 756 
may appear: enveloped, enveloping and detached signatures. It is not unusual that a certain business process actually 757 
requires some form of combination of these placements (for instance, the business process may require that one of the 758 
signatures of a signed data object is enveloped by the object, while it also requires that another signature is actually 759 
detached or even enveloping the signed data object). Under these circumstances, implementers should carefully analyse 760 
the features provided by each format and also consider the potential benefits that a packaging mechanism like the one 761 
provided by ASiC could bring to the solution. 762 

8.1.2.1 Enveloped signatures 763 

PAdES-NoXML signatures are, by their own document-centric nature, enveloped signatures, i.e., they are embedded 764 
within the PDF document they sign. Also PAdES-5 signatures may be embedded within the object they sign. 765 

CAdES signatures may be embedded within objects whose structure is defined in ASN.1 as long as this structure 766 
defines fields for embedding them.  However, neither CMS nor CAdES specifications specify what exactly they 767 
actually sign under these circumstances. This means that very likely the scope of the signatures has to be specified 768 
separately, when specifying the syntax and semantics of the signed data object itself. In terms of implementation, this 769 
means that an application claiming conformance against CAdES would require additional software for scoping what the 770 
CAdES signature is actually signing if it is embedded within an ASN.1-defined object. 771 

XAdES signatures may be embedded within XML documents. Unlike CAdES, XAdES inherits the XML Signature 772 
mechanisms for explicitly referencing any signed data object, and in consequence, a standardized way of retrieving such 773 
data objects (the ds:Reference element). This referencing mechanism allows to explicitly referring to (and actually 774 
sign) the whole XML document or only parts of it. The important consequence is that any XAdES application based on 775 
another one claiming conformance against XML Signature W3C Recommendation does not require any additional 776 
software for scoping what the signature is actually signing. 777 

8.1.2.2 Enveloping signatures 778 

PAdES-NoXML signatures are not allowed to envelop the data object they sign document they sign, by their own 779 
document-centric nature. However, PAdES-5-XML may envelope the data object they sign. 780 
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CAdES signatures, as they are built on CMS signatures, may envelop the signed data object, by encapsulating it within 781 
the encapContentInfo’s eContent field. CAdES applications built on applications claiming conformance to 782 
CMS do not require additional software for scoping what the signature is actually signing. 783 

XAdES signatures may also envelop the signed data object. When this is a binary object, it is previously base64 784 
encoded, which increases its size, and encapsulated within a ds:Object element. XAdES applications built on 785 
applications claiming conformance against the XML Signature W3C Recommendation do not require additional 786 
software for scoping what the signature is actually signing. 787 

8.1.2.3 Detached signatures 788 

PAdES-NoXML signatures are not allowed to exist detached from the PDF document they sign, by their own 789 
document-centric nature. However, PAdES-5 may be detached from the data objects they sign.  790 

CAdES signatures may be detached from the signed data object, by leaving the encapContentInfo’s eContent 791 
field empty. However, neither CMS nor CAdES incorporate mechanisms that make it explicit any hint on how to 792 
retrieve the detached signed data object. 793 

XAdES signatures also may be detached from the signed data object. Unlike CAdES, XAdES inherits the XML 794 
Signature mechanisms for explicitly referencing any signed data object, included the detached ones, and in 795 
consequence, a standardized way of retrieving such data objects. This has the important implication that any XAdES 796 
application built on an application claiming conformance to XML Signature W3C Recommendation is able to retrieve 797 
the detached signed data object in a standardized way. 798 

8.1.3 Number of signatures and signed data objects 799 

One of the elements to be also taken into account when specifying the signature format to be implemented is the 800 
cardinality of the relationship between signed data objects and its (their) signature(s). Different situations may appear, 801 
depending on the business case, which are explored in sub-clauses below. 802 

8.1.3.1 One document is signed by only one signature 803 

The three formats deal well with this situation.  804 

8.1.3.2 One document is signed by more than one signature 805 

When one document requires to be signed by more than one signature, implementers should take into account a number 806 
of considerations that are presented below.  807 

Any PAdES-NoXML signature signs any other PAdES-NoXML signature already present within the document when it 808 
is created: they are always serial signatures; no PAdES-NoXML parallel signatures are allowed. More than one PAdES-809 
5 signature may be used for signing the same data object. In addition to that, as they are XAdES signatures, any 810 
combination of parallel and serial signatures is allowed.  811 

As CAdES signatures build on CMS signatures, they also incorporate within its specification native means for 812 
managing parallel signatures on one data object. CMS and CAdES signatures may also incorporate countersignatures as 813 
an unsigned attribute, which allows a sequence of countersignatures on one of the parallel signatures. However, 814 
arbitrary combinations of parallel and serial signatures are not easily implementable, as CMS and CAdES lack 815 
mechanisms for explicitly referencing signed data objects, and in consequence, applications should be configured for 816 
properly managing each specific combination.  817 

XAdES signatures inherit from XML Signatures their native mechanisms for explicitly referencing and processing the 818 
data objects they sign (including other XML or XAdES signatures). Additionally XAdES incorporates an unsigned 819 
property that encapsulates a countersignature (be it a XML Signature or a XAdES signature). This makes any XAdES 820 
application built on an application fully compliant with XML Signature W3C Recommendation inherently able to 821 
manage any number of signatures signing one XML document (completely or partially), with any combination of serial 822 
and parallel signatures, and without any restriction on the relative placement of signatures and the signed data object. 823 
However, unlike CAdES, no standard mechanism is defined within XML Signatures W3C Recommendations or 824 
XAdES specifications for placing together a set of parallel XAdES signatures. This requires additional specifications. 825 
At present there are several examples on how this may be achieved; below follows some of them:  826 
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1) Embed several XAdES signatures within a XML document, each one being a parallel signature of the 827 
document itself or certain parts of the document.  828 

2) Define containers that specify elements where parallel XAdES signatures on the same data object are placed 829 
(like ASiC does, for instance). 830 

Several XAdES signatures may also sign one binary data object. However, in this case, XAdES signatures may only 831 
sign the complete data object.  832 

8.1.3.3 One signature is required to sign more than one data object 833 

PAdES-NoXML signatures only sign a PDF container by their own document-centric nature. Anything that is within 834 
the PDF container is signed, but nothing else. PAdES-5 signature, being XAdES signatures, may sign more than one 835 
data object within the XML content of the PDF container. Additionally, PAdES-5-XML may also sign data objects that 836 
are outside the PDF container. 837 

CAdES signatures are not able by their own, to sign more than one data object. This requires doing some previous work 838 
on the signed data objects or use CAdES within appropriate containers. Below follow some examples on how to achieve 839 
this: 840 

1) Sign a multi-part MIME object. 841 

2) Define an ASN.1 structure for the document to be signed allowing several occurrences of CAdES signature 842 
fields each one being a parallel signature of the document itself.  843 

3) Define containers that specify elements where CAdES signatures on the same data object are placed (like 844 
ASiC does, for instance). 845 

XAdES signatures incorporate native mechanisms for signing more than one data object. Additionally, the usage of 846 
signed ds:Manifest also allows that if the validation of the collective digital signature succeeds and some check of 847 
certain signed data objects fails, applications may still decide that the rest of the data objects are correctly signed and 848 
proceed with their processing. In other words, this mechanism allows that failures in some individual checks of the 849 
signed data objects do not invalidate the whole collective signature. 850 

8.2 A container for packaging together signed data objects and 851 

signatures on the objects? 852 

Certain business process could require facilitating the management of certain data objects and their detached signatures 853 
by packaging them together. Implementers should, under these circumstances, seriously consider the suitability of using 854 
ASiC containers.  855 

An ASiC container may, in its more complex form, include several data objects and several signatures, detached from 856 
the aforementioned data objects, selectively signing some of them. Objects of any format are allowed. Also CAdES or 857 
XAdES signatures are allowed and even co-existing within the same ASiC container. 858 

As it has been already mentioned, ASiC containers allow packaging together parallel XAdES signatures. As for 859 
CAdES, ASiC containers puts in place a mechanism that allows that one CAdES signature indirectly signs more than 860 
one detached data object. This means that ASiC containers provide mechanisms that allow overcoming limitations 861 
inherent to each format. 862 

8.3 Core specification or profile? 863 

So far only the so called “Baseline Profile” has been specified for XAdES, CAdES, PAdES electronic signature 864 
formats, and ASiC container. 865 

Baseline profiles are meant to minimize the number of options in the usage of AdES signatures and ASiC containers 866 
and maximize interoperability. As such, its usage is compulsory in the context of the EU Services Directive, but may 867 
also be used in other business and government use cases, if the provided functionality is sufficient for satisfying their 868 
requirements. These profiles do not envisage the incorporation of references to the validation material in XAdES, 869 
CAdES and ASiC containers. 870 
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Implementers should in consequence, firstly check whether the business context, and the regulatory/legal framework 871 
explicitly require the usage of the Baseline Profile. If this is not the case, implementers should check whether the 872 
requirements imposed by the business process, and the legal/regulatory framework (including electronic signatures life-873 
cycle management related issues) could be satisfied with the functionality provided by the Baseline Profiles. If so 874 
implementers should seriously consider the usage of such profiles. Otherwise, implementers should proceed to use the 875 
core specifications, deciding what specific contents should be incorporated to the signatures/containers as indicated in 876 
the present document. 877 

8.4 Selecting the proper level of the signature 878 

Where the legal/regulatory framework requires that electronic signatures have a certain legal level(s), implementers 879 
should put in place the corresponding technical mechanisms for ensuring that such a level(s) is (are) reached.  880 

Implementers should take into consideration that for ensuring a certain legal level(s) for the signature(s), they have to 881 
ensure that the following elements fulfil the requirements corresponding to such a level(s): 882 

1) The Signing Device, 883 

2) The Certificate Provision, 884 

3) The Independent Assurance on (2), 885 

4) The Signature Cryptographic Suite, 886 

5) The desired longevity of the signatures, 887 

6) The Signature Application, and  888 

7) The Independent Assurance on (6) 889 

8.5 Mapping formalities of signing to the electronic domain 890 

Implementers should ensure that the provided signing environment gives satisfaction to the right subset of ideas listed 891 
within clause 7.2.4 as applicable to the specific legal/regulatory framework and business process. 892 

8.6 Satisfying timing and sequencing requirements 893 

8.6.1 Satisfying sequencing requirements 894 

As mentioned before, certain business processes may impose constraints in the order to be followed for generating 895 
signatures on specific data objects.  896 

Although these constraints always apply to counter-signatures (it is obvious that a counter-signature will be generated 897 
after the counter-signed signature), they may also be imposed to parallel signatures. In this later case any specific 898 
requirement on their sequencing may lead to the addition of a generation time indication (see next clause) or even to the 899 
specification of their relative placement. 900 

 8.6.1.1 Including counter-signatures 901 

AdES forms allow to counter-sign a specific AdES signatures. In all the cases, the counter-signatures may also be AdES 902 
signatures. 903 

Implementers are referred to clause 6.2.7 of EN 319 132 [i.3] when implementing XAdES signatures. This format 904 
allows managing counter-signatures in two ways: 905 

1) Embedded within the counter-signed signature. Implementers are referred to clause 6.2.7.2 of EN 319 132 906 
[i.3]. It specifies xades:CounterSignature unsigned property, a container for a ds:Signature 907 
element which may be a regular XML signature or a XAdES signature counter-signing the embedding 908 
signature.  909 
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2) Not embedded within the counter-signed signature. This is achieved by setting the Type attribute of the 910 
counter-signature’s ds:Reference element referencing the counter-signed signature, to a pre-defined value. 911 
This allows to effectively detaching both signatures while making it explicit that one is a counter-signature or 912 
the other. Implementers are referred to clause 6.2.7.1 of EN 319 132 [i.3].  913 

Implementers are referred to clause 6.2.7 of EN 319 122 part 2, when implementing CAdES signatures, which specifies 914 
the counter-signature unsigned attribute, a container for a regular CMS or a CAdES signature counter-signing 915 
the embedding signature. 916 

When PAdES signatures are used, implementers should take into account the following considerations: 917 

1) Counter-signatures for PAdES-NoXML signatures are other PAdES-NoXML signatures added afterwards. 918 
They actually sign all the previously existing data within the PDF container, including signed data objects and 919 
any signature. Usage of the counter-signature attribute is not allowed. 920 

2) PAdES-5 signatures allow the usage of the xades:CounterSignature unsigned property (clauses 921 
4.2.6.1 and 5.2.5.1 of EN 319 142 [i.4] part 5). 922 

8.6.2 Satisfying timing requirements 923 

All the AdES electronic signatures provide containers including information of different nature about the time when the 924 
signature and/or the signed data objects have been generated. Implementers may: 925 

1) Include within an electronic signature time-stamp token(s) on the data objects to be signed, before the 926 
signature is actually generated, in case it is required to prove that certain data object(s) to be signed had been 927 
generated before a certain given time instant  928 

2) Include within an electronic signature an indication of the claimed signature generation time. This is 929 
understood as a claim made by the signer and as such is generally treated by the relying parties, i.e., it does not 930 
deserve, generally speaking, the same confidence as a trusted time indication like a time-stamp token 931 
generated by a Time-stamp service provider (unless the signer is an entity entitled for being trusted when 932 
claiming that time –a certain Registered Electronic Mail Management Domain could be an example). 933 

3) Include within an electronic signature a time-stamp token on the signature generated. This proves that the 934 
signature was generated before the time indicated within the time-stamp token. 935 

 Sub-clauses below provide additional details of these mechanisms. 936 

8.6.2.1 Time-stamping the data objects to be signed before signature generation 937 

All the AdES electronic signatures provides mechanisms for including time-stamp tokens on the data objects to be 938 
signed before the actual signature is generated. 939 

Implementers are referred to clauses 6.2.8.1 and 6.2.8.2 of EN 319 132 [i.3], when implementing XAdES signatures. 940 
The first clause specifies xades:AllDataObjectsTimeStamp signed property, a container for a time-stamp 941 
token that collectively time-stamps all the data objects referenced in the ds:SignedInfo element within the XAdES 942 
signature. Clause 6.2.8.2 specifies xades:IndividualDataObjectsTimeStamp, a container for a time-stamp 943 
token on some of the data objects referenced within the ds:SignedInfo element. 944 

Implementers are referred to clause 6.2.8 of EN 319 122 [i.2] part 2, when implementing CAdES signatures, which 945 
specifies the content-time-stamp signed attribute, a container for a time-stamp token on the signed data object. 946 

When PAdES signatures are used, implementers should take into account the following considerations: 947 

4) PAdES-4 specifies the DocumentTime-Stamp dictionary, a special type of PDF signature dictionary that 948 
contains a time-stamp on the PDF document. Implementers are referred to clause A.2 of EN 319 142 [i.4] part 949 
4. 950 

5) PAdES-5 signatures make use of the optional xades:AllDataObjectsTimeStamp (clauses 4.2.5.7 and 951 
5.2.4.7 of EN 319 142 [i.4] part 5) and xades:IndividualDataObjectsTimeStamp signed properties 952 
(clauses 4.2.5.8 and 5.2.4.8 of EN 319 142 [i.4] part 5). 953 
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8.6.2.2 Including claimed signing time 954 

All the AdES electronic signatures provide mechanisms for incorporating as signed information, an indication of the 955 
claimed signing time. Implementers should also have in mind that this time, is not, in general, a trusted time. 956 

Implementers are referred to clause 6.2.1 of EN 319 132 [i.3] part 2, when implementing XAdES signatures, which 957 
specifies the xades:SigningTime signed property.  958 

Implementers are referred to clause 6.2.1 of EN 319 122 [i.2] part 2, when implementing CAdES signatures, which 959 
specifies the signing-time signed attribute. 960 

When PAdES are used, implementers should take into account the following considerations: 961 

1) Within PAdES-3 and PAdES-4 signatures, the claimed signing time, if required, will be indicated by the value 962 
of M entry of the signature dictionary (clause 4.5.3 of EN 319 142 [i.4] part 3). 963 

2) Within PAdES-5-XML signatures, the claimed signing time, if required, will be indicated within 964 
xades:SigningTime signed property (clause 4.2.5.1 of EN 319 142 [i.4] part 5). 965 

3) Within PAdES-5-XFA signatures, the claimed signing time, if required, will be indicated by the content of the 966 
CreateDate element defined within the XMP ns.adobe.com/xap/1.0/ namespace (clause 5.2.4.1 of 967 
EN 319 142 [i.4] part 5). 968 

8.6.2.3 Including time-stamp token on the signature 969 

Implementers are referred to clause 6.3 of EN 319 132 [i.3] part 2, when implementing XAdES signatures, which 970 
specifies the xades:SignatureTimeStamp unsigned property.  971 

Implementers are referred to clause 6.3.1 of EN 319 122 [i.2] part 2, when implementing CAdES signatures, which 972 
specifies the signature-time-stamp unsigned attribute. 973 

When PAdES are used, implementers should take into account the following considerations: 974 

1) PAdES-2 signatures may incorporate a time-stamp token as specified in ISO 32000-1 clause 12.8.3.3.1 975 
(clauses 4.3 and 5.4 of EN 319 142 [i.4] part 2). 976 

2) PAdES-3 signatures make use of the optional signature-time-stamp unsigned attribute (clause 4.5.2 of 977 
EN 319 142 [i.4] part 3) 978 

3) PAdES-5 signatures make use of the optional xades:SignatureTimeStamp unsigned property (clauses 979 
4.2.5.9 and 5.2.4.9 of EN 319 142 [i.4] part 5). 980 

8.7 Including indication of commitments assumed by the signer 981 

All the AdES electronic signatures provide mechanisms for indicating the commitment made by the signer. 982 

Implementers are referred to clause 6.2.3 of EN 319 132 [i.3] part 2, when implementing XAdES signatures. The signed 983 
property xades:CommitmentTypeIndication uses URI values as the way for indicating the commitment made 984 
by the signer. The aforementioned clause lists a set of pre-defined URIs, each one corresponding to a specific 985 
commitment, whose semantics is precisely defined. Implementers should also take into account that as one XAdES 986 
signature may collectively sign different data objects, each commitment identifies the data object(s) it refers to. 987 

Implementers are referred to clause 6.2.3 of of EN 319 122 [i.2] part 2, when implementing CAdES signatures. The 988 
signed attribute commitment-type-indication uses OID values as the way for indicating the commitment made 989 
by the signer. The aforementioned clause lists a set of pre-defined OIDs, each one corresponding to a specific 990 
commitment, whose semantics is precisely defined. This list identifies the same commitments as the list of URIs in EN 991 
319 132 [i.3] part 2. 992 

If ASiC containers are used implementers should include commitment indications in each CAdES and XAdES signature 993 
where their presence is required, using the aforementioned elements. 994 

When PAdES signatures are used, implementers should take into account the following considerations: 995 
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1) Within PAdES-2, the commitments made by the signer, are identified by an array of strings, each one 996 
identifying one commitment, within the optional signed entry Reason, within the signature field seed 997 
dictionary. Implementers are referred to EN 319 142 [i.4] Part 2, clause 4.2 and ISO 3200-1 12.7.4.5 for 998 
further details. 999 

2) Within PAdES-3 and PAdES-4 signatures, the commitments made by the signer are signalled in two different 1000 
ways. Implementers are referred to EN 319 142 [i.4] Part 3, clause 4.5.8 for further details: 1001 

- The optional signed entry Reason within the signature field seed dictionary if these signatures do not 1002 
contain the optional signature-policy-identifier signed attribute. 1003 

- The optional signed attribute commitment-type-indication if these signatures contain the 1004 
optional signature-policy-identifier signed attribute. The reason for using this attribute in 1005 
this case is that the explicit signature policy document establishes specific constraints for each 1006 
commitment made by the signer, which makes imperative that, if a certain commitment is made by the 1007 
signer, this one is signalled using the aforementioned attribute. 1008 

3) Within PAdES-5-XML signatures, the commitments made by the signer is indicated using the 1009 
xades:CommitmentTypeIndication signed property (clause 4.2.5.6 of EN 319 142 [i.4] Part 5). 1010 

4) Within PAdES-5-XFA signatures, the commitments made by the signer are signalled in two different ways 1011 
(clause 5.2.4.6 of EN 319 142 [i.4] Part 5): 1012 

- The optional description child of ds:SignatureProperties element, if these signatures do 1013 
not contain the optional signature-policy-identifier signed attribute. The description 1014 
element is defined within the Dublin Core http://purl.org/dc/elements/1.1/ namespace. 1015 

- The optional  xades:CommitmentTypeIndication signed property if these signatures contain the 1016 
optional xades:SignaturePolicyIdentifier signed property.  1017 

8.8 Including indication of signer roles and/or attributes  1018 

All the AdES electronic signatures provide mechanisms for indicating the role played by the signer, which entitles her 1019 
with certain attributes. 1020 

This indication may be a mere claim stated by the signer, which the relying party may trust or not as his own discretion, 1021 
or may be a “certified” statement, i.e., a signed assertion (e.g. attribute certificate, signed SAML assertion) provided by 1022 
a third party that is trusted by both the signer and the relying parties.  1023 

Implementers should assess, for each data object to be signed and for each signature, whether the inclusion of an 1024 
indication of the signing role of the signer is required or not. Implementers should take into account the legal/regulatory 1025 
framework of the business process while doing this assessment. For those signatures requiring an indication of the role 1026 
played by the signer, implementers should assess whether a claimed indication would be enough or a certified 1027 
indication is required.  1028 

Implementers are referred to clause 6.2.6 of EN 319 132 [i.3] part 2, when implementing XAdES signatures. The 1029 
xades:SignerRole signed property may include a set of claimed and/or certified indications of roles. Certified 1030 
indications of roles may be attribute certificates or SAML assertions signed by third parties that are trusted for issuing 1031 
such tokens. 1032 

Implementers are referred to clause 6.2.6 of EN 319 122 [i.2] part 2, when implementing CAdES signatures. The 1033 
signer-attribute signed attribute may include a set of claimed and/or certified indications of roles. Certified 1034 
indications of roles may be attribute certificates or SAML assertions signed by third parties that are trusted for issuing 1035 
such tokens. 1036 

When PAdES signatures are used, implementers should take into account the following considerations: 1037 

1) It is recommended not to include attribute certificates within PAdES-2 signatures (clause 5.1 of EN 319 142 1038 
[i.4] part 2). 1039 

2) Within PAdES-3 and PAdES-4 signatures, the signer roles/attributes, if required, are indicated within the 1040 
signer-attribute signed attribute (clause 4.5.10 of EN 319 142 [i.4] part 3). 1041 
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3) Within PAdES-5 signatures, the signer roles, if required, are indicated within the xades:SignerRole 1042 
signed property. (clauses 4.2.5.4 and 5.2.4.4 of EN 319 142 [i.4] part 5) 1043 

8.9 Including additional signed information 1044 

Sub-clauses below provide guidance on how to include additional information that is also signed by the signer. Any 1045 
piece of signed information (including signer commitment and signer role) further qualifies the signed data object(s), 1046 
the signer or the electronic signature itself. 1047 

8.9.1 Including explicit indication of the signature policy 1048 

Implementers should include this signed information within a certain signature if such an explicit signature policy has 1049 
been identified as being the one that has to govern the generation and validation of that signature.  1050 

All the AdES electronic signatures provide mechanisms for incorporating explicit information of the signature policy 1051 
that actually governs their generation and validation. 1052 

Within XAdES and CAdES signatures, this information consists in a unique identifier of the signature policy and a 1053 
digest value computed on the whole or certain part of the unique binary representation of the signature policy document. 1054 
Optionally this information may include pointers to sites where such a binary representation may be reached.  1055 

Implementers are referred to clause 6.2.9 of EN 319 132 [i.3] part 2, when implementing XAdES signatures, which 1056 
specifies the xades:SignaturePolicyIdentifier signed property.  1057 

Implementers are referred to clause 6.2.9 of EN 319 122 part 2, when implementing CAdES signatures, which specifies 1058 
the signature-policy-identifier signed attribute. 1059 

When PAdES are used, implementers should take into account the following considerations: 1060 

1) Within PAdES-3 and PAdES-4 signatures, the signature policy identifier, if required, will appear within the 1061 
signature-policy-identifier signed attribute (clause 4.5.1 of EN 319 142 [i.4] part 3). 1062 

2) Within PAdES-5 signatures, the signature policy identifier, if required, will appear within the xades: 1063 
SignaturePolicyIdentifier signed property (clauses 4.2.5.2 and 5.2.4.2 of EN 319 142 [i.4] part 5). 1064 

8.9.2 Including indication of the of signed data object format 1065 

CAdES, XAdES and PAdES-XML electronic signatures provide mechanisms for incorporating an indication of the 1066 
format of the signed data object as signed information. 1067 

Implementers are referred to clause 6.2.4 of EN 319 132 [i.3] part 2, when implementing XAdES signatures, which 1068 
specifies the xades:DataObjectFormat signed property. This property may contain among other information, the 1069 
mime type and the encoding of each signed data object. 1070 

Implementers are referred to clause 6.2.4 of EN 319 122 [i.2] part 2, when implementing CAdES signatures. This clause 1071 
specifies two signed attributes, namely: content-hints, which is to be used for multi-layered CAdES signatures, 1072 
and mime-type, which may also be used in not multi-layered CAdES signatures. Both attributes allow to indicate the 1073 
mime type of the signed data object. Should a CAdES signature collectively sign a multipart mime structure, each of 1074 
these parts may individually indicate its own mime type. 1075 

When PAdES are used, implementers should take into account the following considerations: 1076 

1) Signed attributes content-hints and mime-type are not allowed within PAdES-3 and PAdES-4 1077 
signatures: what they sign is a PDF container (clause 4.5.7 of EN 319 142 [i.4] part 3). 1078 

2) However, xades:DataObjectFormat signed property is allowed within PAdES-XML signatures as they 1079 
may actually sign different types of objects (clauses 4.2.5.5 and 5.2.4.5 of EN 319 142 [i.4] part 5). 1080 
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8.9.3 Including indication of the of the signature production place 1081 

All the AdES electronic signatures provide mechanisms for incorporating an indication of the location where the 1082 
signature has been purportedly generated as signed information. 1083 

Implementers are referred to clause 6.2.5 of EN 319 132 [i.3] part 2, when implementing XAdES signatures, which 1084 
specifies the optional xades:SignatureProductionPlace signed property.  1085 

Implementers are referred to clause 6.2.5 of EN 319 122 [i.2] part 2, when implementing CAdES signatures, which 1086 
specifies the signer-location signed attribute. 1087 

When PAdES signatures are used, implementers should take into account the following considerations: 1088 

1) PAdES-3 and PAdES-4 signatures make use of the optional Location entry within the signature dictionary 1089 
(clause 4.5.9 of EN 319 142 [i.4] part 3). 1090 

2) PAdES-5 signatures make use of the optional xades:SignatureProductionPlace signed property 1091 
(clauses 4.2.5.3 and 5.2.4.3 of EN 319 142 [i.4] part 5). 1092 

8.10 Supporting signatures lifecycle 1093 

The clauses above have provided details on how the signer may embed within the signature signed attributes/properties 1094 
that further qualify the signature, the signer, or the signed data objects. 1095 

It is, however, not unusual that business processes require that additional data are added to the signatures after they have 1096 
been generated for supporting their lifecycles. Part of these data is validation data, i.e., data that has to be used for 1097 
validating the signature. Part of this data may also be data for increasing signatures’ longevity.  1098 

The signer may add part of this information; other may be added by the relying parties or even by third parties 1099 
specifically entitled for doing that. 1100 

Sub-clauses below provide details on the different types of data that may be added to an electronic signature throughout 1101 
its lifecycle. 1102 

8.10.1 Including references to validation data 1103 

Certain business processes might advice the signer to incorporate in the signature references of the validation data. 1104 
These references incorporate means for individually identifying the validation material and also its digest value 1105 
computed with a certain hash algorithm. This would facilitate these parties the identification and retrieval of such data 1106 
when validating the signature, without needing to include them within the signature. 1107 

XAdES and CAdES specify containers for references to validation data. PAdES signatures do not manage such type of 1108 
references. 1109 

8.10.1.1 Including references to certificates 1110 

Both CAdES and XAdES signatures define containers for references to CA certificates and to Attribute Authorities 1111 
certificates (the later ones are required when the signer signs attribute certificates or signed SAML assertions).  1112 

Each reference contains an identifier of the referenced certificate and a digest value computed on it using a specific 1113 
digest algorithm. Relying parties may use this value for checking that the certificate retrieved is actually the referenced 1114 
one. 1115 

Implementers are referred to clause A1.1 of EN 319 132 [i.3] part 2, when implementing XAdES signatures. This 1116 
clause specifies the optional xades:CompleteCertificateReferences unsigned property, the container for 1117 
references to CA’s certificates required for validating the signature. Implementers are referred to clause A1.3.1 of EN 1118 
319 132 [i.3] part 2 when the signature contains attribute certificates or signed SAML assertions. This clause specifies 1119 
the optional xades:AttributeCertificateRefs unsigned property, the container for references to Attribute 1120 
Authorities’ certificates. 1121 

Implementers are referred to clause A.1.1.1 of EN 319 122 [i.2] part 2, when implementing CAdES signatures. This 1122 
clause specifies the optional complete-certificate-references unsigned attribute, the container for 1123 
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references to CA’s certificates required for validating the signature. Implementers are referred to clause A.1.3 of EN 1124 
319 122 [i.2] part 2 when the signature contains attribute certificates or signed SAML assertions. This clause specifies 1125 
the optional attribute-certificate-references unsigned property, the container for references to Attribute 1126 
Authorities’ certificates. 1127 

8.10.1.2 Including references to certificate status data 1128 

CAdES and XAdES define containers for references to certificate status data. Both define references to OCSP responses 1129 
and CRLs. They also define a placeholder for references to other types of certificate status data. Each reference 1130 
incorporates an identifier of the object and its digest value. 1131 

Implementers are referred to clause A.1.2 of EN 319 132 [i.3] part 2, when implementing XAdES signatures. This 1132 
clause specifies the optional xades:CompleteRevocationReferences unsigned property, the container for 1133 
references to certificate status data corresponding to CA’s certificates required for validating the signature. Also, 1134 
implementers are referred to clause A1.3.2 of EN 319 132 [i.3] part 2 when the signature contains attribute certificates 1135 
or signed SAML assertions. This clause specifies the optional xades:AttributeRevocationRefs unsigned 1136 
property, a container able to contain references to the full set of certificate status data that have been used in the 1137 
validation of the attribute certificate(s) or signed SAM assertions present in the signature. 1138 

Implementers are referred to clause A1.2.1 of EN 319 122 [i.2] part 2, when implementing CAdES signatures. This 1139 
clause specifies the optional complete-revocation-references unsigned attribute, the container for 1140 
references to CA’s certificates required for validating the signature. Implementers are referred to clause A.1.4 of EN 1141 
319 122 [i.2] part 2 when the signature contains attribute certificates or signed SAML assertions. This clause specifies 1142 
the optional attribute-revocation-references unsigned property, the container for references to certificate 1143 
status corresponding to Attribute Authorities’ certificates and the attribute certificates. 1144 

8.10.2 Time-stamping references to validation data 1145 

Certain business processes may require relying parties to prove the time when they firstly validated a certain signature 1146 
and, simultaneously, due to the fact that a good part of the validation data required by a relevant number of signatures is 1147 
the same, also may require not including this validation material within the signatures. 1148 

Under these circumstances, implementers may opt for including references to validation data and time-stamp tokens on 1149 
them. Using this combination a relying party may prove that at the time instant present within the time-stamp token it 1150 
had gained access to the referenced material. 1151 

XAdES and CAdES define two types of containers for time-stamp tokens on references to validation data. 1152 

Implementers are referred to clause A.1.4 of EN 319 132 [i.3] part 2, when implementing XAdES signatures. This 1153 
clause specifies two unsigned properties. The first one is xades:SigAndRefsTimeStamp, a container for a time-1154 
stamp token computed on the ds:SignatureValue, any present xades:SignatureTimeStamp, and any 1155 
container of references to validation data.  The second one is xades:RefsOnlyTimeStamp, a container for a time-1156 
stamp token computed on any container of references to validation data only.  1157 

Implementers are referred to clause A.1.5 of EN 319 122 [i.2] part 2, when implementing CAdES signatures. This 1158 
clause specifies two unsigned properties. The first one is time-stamped-certs-crls-references, a 1159 
container for a time-stamp token computed on any container of references to validation data only. The second one is 1160 
CAdES-C-time-stamp, a container for a time-stamp token computed on the OCTETSTRING of the 1161 
SignatureValue field within SignerInfo, any present signature-time-stamp, and any container of 1162 
references to validation data. 1163 

Although there is no mandatory constraint on the scenarios where to use one or the other, a good practice is to use the 1164 
xades:SigAndRefsTimeStamp or CAdES-C-time-stamp when references to OCSP responses are used, while 1165 
xades:RefsOnlyTimeStamp or time-stamped-certs-crls-references  are better for references to 1166 
CRLs. 1167 

8.10.3 Ensuring longevity and resilience to change of the signatures 1168 

Certain business processes require large longevity and high change resilience to signatures. Under these circumstances, 1169 
implementers may opt by building archival forms of electronic signatures.  1170 
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At a minimum, archival forms are signatures including a time-stamp token on the signature, all the validation data 1171 
required for its validation and one or more archive time-stamp tokens (that time-stamp anything in the signature present 1172 
at the time of generating the archive time-stamp tokens). However, more complete forms may also incorporate 1173 
references on the validation data and time-stamp tokens on them. 1174 

Archival forms require at least two specific components: 1175 

1) Containers for validation data values. 1176 

2) Containers for archival time-stamp tokens. 1177 

Additionally, certain formats require containers for ancillary information. 1178 

All the AdES signatures may build up archival forms of signatures. Sub-clauses below provides guidance on the 1179 
mechanisms used within each format. 1180 

8.10.3.1 CAdES signatures 1181 

CAdES signatures have evolved with time since its first version was published as ETSI Technical Specification. This 1182 
has resulted in changes in the containers of validation data, the containers of the archive-time-stamp tokens, and the 1183 
containers of ancillary information.  1184 

8.10.3.1.1 Containers for validation data 1185 

CAdES signatures compliant with EN 319 122 [i.2] part 2 embed the certificates and certificate status values required 1186 
for validating the signature and any present attribute certificate or signed SAML assertion, within 1187 
SignedData.certificates and SignedData.crls fields.     1188 

Business processes might require implementations to be able to validate legacy CAdES signatures that use different 1189 
containers (currently superseded by EN 319 122 [i.2] part 2). In such cases, implementers should take into account that 1190 
these signatures could contain the following containers: 1191 

1) Unsigned attributes certificate-values and revocation-values (clauses A.1.1.2 and A.1.2.2 of 1192 
EN 319 122 [i.2] part 2 respectively). These were containers for validation data required for validating the 1193 
signature and any present attribute certificate or signed SAML assertion or any time-stamp token not 1194 
containing all needed information before the first archive time-stamp token (or long-term-validation 1195 
attribute) was added to the signature. 1196 

2) Fields extraCertificates and extraRevocation embedded within the long-term-1197 
validation unsigned attribute. These were containers for extra validation data after the first long-term-1198 
validation attribute was added (see clause A.2.3 of EN 319 122 [i.2] part 2).  1199 

8.10.3.1.2 Containers for archival time-stamp tokens 1200 

EN 319 122 [i.2] part 2 that new CAdES signatures embed the archive-time-stamp-v3 unsigned attribute as 1201 
container for the archive time-stamp token (see clause 6.5.2). 1202 

As before business processes might require implementations to be able to validate legacy CAdES signatures that use 1203 
different containers (currently superseded by EN 319 122 [i.2] part 2). In such cases, implementers should take into 1204 
account that these signatures could contain the following time-stamp tokens containers: 1205 

1) timeStamp field within the long-term-validation unsigned attribute. 1206 

2) Archive time-stamp unsigned attribute whose OID is: { iso(1) member-body(2) us(840) 1207 
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2)  48. 1208 

3) Archive time-stamp unsigned attribute whose OID is: object identifier { iso(1) member-1209 
body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2) 27. 1210 
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8.10.3.1.3 Containers for ancillary information 1211 

EN 319 122 [i.2] part 2 requires embedding the ats-hash-index unsigned attribute within archive-time-1212 
stamp-v3’s signature. That attribute contains sequences (SEQUENCE OF ASN.1 structures) of digest values of all 1213 
the certificates, certificate status data and unsigned attributes within the electronic signature that the archive time-stamp 1214 
has to cover.  1215 

It serves two purposes: first it unambiguously identifies what parts of the validation material and unsigned attributes 1216 
present in the signature are actually covered by the time-stamp token; secondly, it solves the problem associated to the 1217 
fact that the unsigned attributes and the SignedData.certificates and SignedData.crls fields are 1218 
contained within SET OF ASN.1 structures. These structures do not define an inner order among their components, 1219 
which has historically caused problems to interoperability. The soluition is achieved by concatenating the contents of 1220 
the aforementioned ats-hash-index to the archive time-stamp’s message imprint computation input, instead of 1221 
individually concatenating the different pieces of validation data and unsigned attributes.  1222 

Readers are referred to clause 6.5.1 of EN 319 122 [i.2] part 2 for further details. 1223 

8.10.3.2 XAdES signatures 1224 

XAdES signatures have also evolved with time since its first version was published as ETSI Technical Specification. 1225 
This has resulted in changes in the containers of validation data, the containers of the archive-time-stamp tokens, and 1226 
the containers of ancillary information. 1227 

8.10.3.2.1 Containers for validation data 1228 

EN 319 132 [i.3] part 2 identifies the following containers for certificates and certificate status data:     1229 

1) ds:KeyInfo element, and unsigned properties xades:CertificateValues, 1230 
xades:RevocationValues, AttrAuthoritiesCertValues, and 1231 
AttributeRevocationValues. These are containers for validation data required for validating the 1232 
signature and any present attribute certificate or signed SAML (see clause 6.4 of EN 319 132 [i.3] part 2). 1233 

2) Fields xadesv141:TimeStampValidationData. This is a container for validation data corresponding 1234 
to one or more time-stamp tokens present within the signature (see clause 6.6 of EN 319 132 [i.3] part 2).  1235 

8.10.3.2.2 Containers for archival time-stamp tokens 1236 

EN 319 132 [i.3] part 2 requires that new XAdES signatures embed the xadesv141:ArchiveTimeStamp 1237 
unsigned attribute as container for the archive time-stamp token. 1238 

Business processes might require implementations to be able to validate legacy XAdES signatures that use different 1239 
containers (currently superseded by EN 319 132 [i.3] part 2). In such cases, implementers should take into account that 1240 
these signatures could contain the following time-stamp tokens containers: 1241 

1) xades:ArchiveTimeStamp unsigned property (see clause A.2.1 in EN 319 132 [i.3] part 2). 1242 

8.10.3.3 PAdES signatures 1243 

9.10.3.3.1 Containers for validation data 1244 

EN 329 142 part 4 specifies two PDF dictionaries as containers for validation data: 1245 

1) Document Security Store (DSS) dictionary. This dictionary is designed as a single container for validation data 1246 
of some or all signatures in the document (see clause A.1 of EN 329 142 part 4). 1247 

2) Validation Related Information (VRI) dictionary. This dictionary acts as a container for validation data related 1248 
to one specific signature in the document (see clause A.1 of EN 329 142 part 4). 1249 
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8.10.3.3.2 Containers for archival time-stamp tokens 1250 

EN 329 142 part 4 clause A.2 specifies the Document Time-stamp dictionary as a special type of signature dictionary, 1251 
which contains a time-stamp token time-stamping the PDF document’s byte range indicated in its ByteRange entry. As 1252 
such, it may actually time-stamp the totality of the contents of the PDF document, including any present signature. 1253 

8.11 Managing detached signatures and signed data objects: ASiC 1254 

containers 1255 

EN 319 162 [i.6] specifies containers that hold one or more detached signatures (XAdES or CAdES) and the data 1256 
objects signed by these signatures. These containers allow to manage detached signatures and their signed data objects 1257 
in an standardized way.  1258 

Whenever the analysis done in previous phase shows that the business e-processes require to generate and manage 1259 
detached signatures, and advices that, in order to facilitate such a management, it is worth to embed both the signatures 1260 
and their signed objects within a container, implementers are referred to implement EN 319 162 [i.6]. 1261 

ASiC containers standardize mechanisms for referencing data objects signed by detached CAdES signatures. 1262 

If there is only one document that may be signed by several detached signatures, implementers should use the ASiC 1263 
Simple (ASiC-S) form. Implementers are referred to clause 5 of EN 319 162 [i.6] part 2.  1264 

If, on the contrary, there are more than one data objects signed by detached signatures, then implementers should 1265 
consider using the ASiC Extended (ASiCE) form. Implementers are referred to clause 6 of EN 319 162 [i.6] part 2.  1266 

If the embedded signatures are CAdES signatures, the ASiC container incorporates one additional XML file (known an 1267 
ASiCManifest file) per each CAdES signature embedded within the container. Each ASiCManifest file references 1268 
(using URIs) all the documents signed by the corresponding CAdES signature.  1269 

If the embedded signatures are XAdES signatures, ASiC relies on the native mechanisms of XML Signatures (i.e. the 1270 
usage of ds:Reference elements) for referencing all the documents signed by them. 1271 

8.12 Selecting proper Signature Creation Devices 1272 

It is out of the scope of the present document to provide guidance on devices for electronic signature creation.  1273 

Instead, implementers are strongly recommended to read ETSI TR 119 200: “Business Driven Guidance for Signature 1274 
Creation and Other Related Devices” [i.21]. This is another guidance document of the guidance documents series, 1275 
which specifically addresses area 2 (“Signature Creation and Other Related Devices”) of the Rationalised Framework 1276 
[i.1]. 1277 

Implementers will find in that document material that will guide them in the usage of the different types of documents 1278 
within that area (Policy & Security Requirements, Technical Specifications, and Conformity Assessment) for selecting 1279 
the signature creation device most suitable for the targeted business processes.  1280 

8.13 Selecting proper cryptographic suites 1281 

It is out of the scope of the present document to provide guidance on cryptographic suites.  1282 

Instead, implementers are strongly recommended to read ETSI TR 119 300: “Business Driven Guidance for 1283 
Cryptographic Suites” [i.22]. This is another guidance document of the guidance documents series, which specifically 1284 
addresses area 3 (“Cryptographic Suites”) of the Rationalised Framework [i.1]. 1285 

At the time of writing the present document, this area contains only two documents, namely: the aforementioned ETSI 1286 
TR 119 300, and ETSI TS 119 312: “Cryptographic Suites for Secure Electronic Signatures” [i.23]. 1287 

ETSI TS 119 312 [i.23] defines a number of different cryptographic suites for secure electronic signatures. 1288 
Implementers will find in ETSI TR 119 300 material that will guide in the selection of cryptographic suites for the 1289 
requirements identified within the targeted business processes.  1290 
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8.14 Signature generation, upgrade and validation applications 1291 

When dealing with the technicalities of implementing (or selecting) applications for generating, upgrading and/or 1292 
validating advanced electronic signatures, implementers should carefully read the following documents present within 1293 
area 1 of the Rationalised Framework [i.1]: 1294 

1) EN 419 111 [i.9]: “Protection Profiles for Signature Creation & Validation Applications” [i.9].  1295 

2) EN 319 102 [i.7]: “Procedures for Signature Creation and Validation” [i.7]. 1296 

Sub-clauses below provide details on both documents. 1297 

8.14.1 Selecting the suitable Protection Profile 1298 

EN 419 111 [i.9] is a multi-part document, which in its introduction defines the security requirements for Signature 1299 
Creation and Signature Validation Applications. Implementers will find there the details of the terminology used in the 1300 
rest of the document, as well as the functions and environment of the SCA/SVA. 1301 

Implementers of a Signature Creation Application should carefully read EN 419 111 [i.9] part 2: “Core Protection 1302 
Profile for a Signature Creation Application” and part 3, which defines extensions to core Protection Profiles for a 1303 
variety of situations. Part 2, as its name indicates, defines the core protection profile for a SCA, whose Target of 1304 
Evaluation is software running on an operating system and a Signature Creation Platform hardware. 1305 

Implementers of a Signature Validation Application should carefully read EN 419 111 [i.9] part 4: “Core Protection 1306 
Profile for a Signature Validation Application” and part 5, which defines extensions to core Protection Profiles for a 1307 
variety of situations. Part 4, as its name indicates, defines the core protection profile for a SVA, whose Target of 1308 
Evaluation is software running on an operating system and a Signature Validation Platform hardware 1309 

Implementers, after reading these documents should select the Protection Profile(s) that their tools should be compliant 1310 
with for properly fulfilling the requirements imposed by the targeted business processes.  1311 

8.14.2 Implementing the signature generation and upgrade processes 1312 

With regards to the process of generating and upgrading an electronic signature, ETSI EN 319 102 [i.7]: “Procedures 1313 
for signature creation and validation” [i.7] specifies procedures for creating and upgrading (Advanced) electronic 1314 
signatures in a format-agnostic way. It introduces general principles, objects and functions relevant when creating and 1315 
upgrading signatures. It also defines general forms of advanced electronic signatures that increase their longevity. It is 1316 
based on the use of public key cryptography to produce such signatures, which are supported by public key certificates. 1317 

Implementers will find within this document a functional model for a SCA that include the signature creation functions, 1318 
the information objects, and those interfaces that are relevant to its security. Implementers should ensure that their 1319 
implementations actually provide the functionality specified as mandatory within this document. However, the 1320 
distribution of such functionality may be done among a set of components that is different from the set identified within 1321 
ETSI EN 319 102 [i.7].  Below follows a summary of this functionality: 1322 

1) Functions that support the different types of interactions between the signer and the SCA. Implementers should 1323 
implement them in a way that allows building environments able to fulfil the requirements related with the 1324 
formalities of signing. 1325 

- Signer Interaction Component. Function that controls the signature creation process and that is used for 1326 
all the interactions between the signer and the SCA, except of the interaction for authentication. 1327 

- Signer Document Composer. Function that is used for creation, input or selection of the data object(s) to 1328 
be signed. Text editors are an example. 1329 

-  Signature Attributes Viewer. Function that allows the signer to view and select the attributes (properties) 1330 
that will be signed together with the data object(s). 1331 

- Signer’s Document Presentation Component. Function that presents the data object(s) to the signer, and 1332 
also allows the signer to select them.  1333 

- Data To Be Signed Formatter. Function that allows formatting of the data objects to be signed. 1334 
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- Signer’s Authentication Component. Function that allows the signer to input authentication data to the 1335 
SCA. This function should be implemented in a way that fully satisfies the requirements (in terms of 1336 
inputs required) imposed by the authentication mean(s) selected in the previous tasks of the process.  1337 

- Signed Data Object Composer. Function that associates the computed digital signature with the signed 1338 
data object(s), suitably formatted and outputs the result of signing in some standard format.  1339 

2) Data Hashing Component. This function is the responsible for producing the DTBS Representation (which 1340 
might be non- hashed, partially hashed or completely hashed as required by the SCDev). As the business 1341 
model may require different combination/sequencing of data object(s) to be signed and signed properties 1342 
(attributes) the implementers should ensure that this function is designed in a way that allows to properly treat 1343 
all these cases.  1344 

3) Functions that support the work that SCA and SCDev have to perform in close co-operation. Implementers 1345 
should take all these issues into account in the view of the different requirements imposed by the business 1346 
context. 1347 

- SCDev/SCA Communicator. This function manages all the interactions between the SCA and the SCDev 1348 
that are required for the generation of the signature, including the establishment of the physical 1349 
communication, the retrieval of the SCDev Token information, the retrieval of certificates, the selection 1350 
of the signature creation data, the actual performance of signer authentication, and the selection of the 1351 
SCDev functionality in the case that the SCDev functions are part of a larger application that has more 1352 
functions than just the signature creation function.  1353 

- SCDev/SCA Authenticator. A conditional function in charge of establishing a trusted path between 1354 
SCDev and SCA, for those situations where this trusted path can not be established by organizational 1355 
means.  1356 

- Work sharing between SCA and SCDev. This function controls the way in which the SCA and the 1357 
SCDev share the work of computing the sequence of octets that are eventually digitally signed. As 1358 
mentioned with the Data Hashing Component, implementers should ensure that this co-operation is 1359 
implemented in a way that ensures a proper treatment of all the different combinations/sequencing of 1360 
data object(s) and signed attributes (properties) identified in the business model. 1361 

4) Signature Logging Component. Function that records details of the signatures created. Implementers should 1362 
take into consideration any specific logging requirement within the business context when implementing such 1363 
function. 1364 

After the SCA functional model, ETSI EN 319 102 [i.7] provides details of data flow envisioned for the process of the 1365 
generation of an Electronic Signature on the data object(s) to be signed and a set of signed attributes (properties), 1366 
highlighting its relationship to the SCA functions aforementioned. 1367 

Finally, the part of ETSI EN 319 102 [i.7] devoted to the SCA provides details of the lifecycle of an electronic 1368 
signature, addressing the initial creation of the signature, the post-signature creation validation, and the different forms 1369 
to which an electronic signature may be upgraded by incorporation of unsigned attributes (properties) enveloping 1370 
validation data (certificate references and/or values, certificate status data references and/or values) and/or time-stamp 1371 
tokens proving the existence of certain components of the signatures, until their most complete form: the archival form 1372 
that increase their longevity. Implementers should specify the lifecycle of each of the electronic signatures that have to 1373 
be generated and managed within the targeted electronic business.  1374 

8.14.3 Implementing the signature validation process 1375 

With regards to the process of validating an electronic signature, ETSI EN 319 102 [i.7]: “Procedures for signature 1376 
creation and validation” [i.7] specifies procedures for establishing whether an (Advanced) electronic signature is 1377 
technically valid and is the capital reference for implementing a Signature Validation Application (SVA).  1378 

More specifically it defines an algorithm to validate electronic signatures, with special consideration on signature 1379 
validation of electronic signatures where certificates may have expired or been revoked or even the usage period of 1380 
algorithms have been exceeded. The algorithm takes advantage of security measures that have been applied by the 1381 
different entities that act on the signatures during their lifecycle (e.g. signer or previous verifiers that may have 1382 
upgraded the initial signatures) and ensures that such signatures still can be validated. Although the process is presented 1383 
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as an algorithm, implementers are not supposed nor recommended to implement it as described. However, any 1384 
implementation claiming conformance has to provide the same results as the algorithm would provide. 1385 

ETSI EN 319 102 [i.7] contextualizes the operation of a SVA as follows: 1386 

1) The SVA is called by the so-called Driving Application (DA), to which it has to return the results of the 1387 
validation process, in the form of a validation report. ETSI EN 319 102 [i.7] specify a minimum set of pieces 1388 
of information to be included within this report, including the status indication, which may be VALID, 1389 
INVALID and INDETERMINATE (meaning that at the moment the validation was performed, the available 1390 
information was insufficient to ascertain the signature to be VALID or INVALID, and that consequently, an 1391 
ulterior validation could, under certain circumstances, return a different status indication).  1392 

2) The algorithm takes as inputs the electronic signature to be validated and a set of constraints coming from 1393 
different sources whose fulfilment the SCA ascertains during the validation process. A constraint, according to 1394 
that document, is any abstract formulation of rules, ranges and computation results whose fulfilment is 1395 
assessed during the validation of the signature. These validation constraints may be defined in different ways: 1396 

- Using formal policy specifications. An example of such situations is signature policy files containing the 1397 
signature policy validation expressed in ASN.1 or XML syntaxes as specified in ETSI EN 319 172 1398 
[i.10]: “Signature Policies” [i.10]. 1399 

- Defined explicitly in system specific control data: e.g. in conventional configuration-files like property 1400 
or in-files or stored in a registry or database. 1401 

- Implicitly by the implementation itself. 1402 

Additionally, the DA may provide constraints to the SVA via parameters implied by the application or the 1403 
user. ETSI EN 319 102 [i.7] identifies input constraints on: X.509 certificate path validation, certification 1404 
chain, on certificates revocation, on time-stamp trust, on X.509 certificates meta-data, and on cryptographic 1405 
issues. 1406 

3) Finally, ETSI EN 319 102 [i.7] proposes the contents of the validation report (although without proposing any 1407 
specific format). This report contains: 1408 

- a result code, indicating the major result of the validation procedure (VALID, INVALID, 1409 
INDETERMINATE), 1410 

- a result sub-code, indicating the reasons for the major result, and 1411 

- a set of associated validation report data, specific for each sub-code. 1412 

The algorithm specified by ETSI EN 319 102 [i.7]: 1413 

1) Identifies basic building blocks in charge of: 1414 

- Identifying the signer’s certificate. 1415 

- Initializing the validation context, i.e. initializing the validation constraints and parameters to be used 1416 
during the validation process. 1417 

- Validating X.509 certificate. The process defined for this block builds on the Certification Path 1418 
Validation, as specified in IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and 1419 
Certificate Revocation List (CRL) Profile" [i.26]. 1420 

- Cryptographically verifying digital signature. 1421 

- Validating the acceptance of the signature, i.e. performing any additional required validation on the 1422 
attributes (properties) of the signature. 1423 

As stated before, the validation process is presented as an algorithm that suitably makes use of the 1424 
aforementioned building blocks. 1425 
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2) Defines an algorithm for performing the so-called Basic Validation, i.e. the process required for performing a 1426 
short-term signature validation, adequate for basic signatures (like the ones within CRLs, OCSP responses, 1427 
etc.) as well as AdES-BES and AdES-EPES forms. 1428 

3) Defines an algorithm for performing the Validation of time-stamp tokens, which builds on the aforementioned 1429 
Basic Validation algorithm by adding an additional step of data extraction, consisting in returning relevant data 1430 
items from the time-stamp token itself (like the generation time, the message imprint, etc), which may be used 1431 
in the process of validating more evolved forms of AdES signatures, where these time-stamp tokens are 1432 
present. 1433 

4) Defines an algorithm for performing the validation of signatures with trusted time indication, i.e. AdES-T 1434 
forms, which builds on the Basic Validation and the Validation of time-stamp tokens. 1435 

5) Defines an algorithm for performing the Validation of LTV forms, adequate for validating (X/C)AdES-C, 1436 
(X/C)AdES-X, (X/C)AdES-XL, (X/C)AdES-A and PAdES-LTV. The algorithm is built on the concept of 1437 
Proof Of Existence (POE) and a set of additional building blocks, listed below: 1438 

- Proof Of Existence (POE) of an object, is an evidence that proves that this object (a certificate, a CRL, 1439 
signature value, hash value, etc.) existed at a specific date/time, which may be a date/time in the past. Of 1440 
special interest for this algorithm are the POEs of objects at a time in the past. There are several ways of 1441 
generating such a type of POEs: time-stamping an object in certain time provides a POE of that object 1442 
time afterwards; but also electronic notaries, archival services or other services may provide this type of 1443 
POEs. 1444 

- Past Certificate Validation process. This is a process that validates a certificate at a date/time that may be 1445 
in the past. This may be needed in the verification of a long-lived signature, which may include expired 1446 
certificates for instance. 1447 

- POE extraction, a process that derives POEs from a given time-stamp token within the electronic 1448 
signature. 1449 

X.509 Certificate path validation constraints,Additional Chain Constraints, Additional Revocation Constraints, 1450 
Additional Time-Stamp Trust Constraints, Constraints on X.509 Certificate meta-data, and Cryptographic 1451 
Constraints 1452 

 1453 

9 Signature creation and validation catalysing toolkit  1454 

Implementers should also be aware of the existence of a holistic toolkit that they may use for assessing the conformance 1455 
of their implementations to referenced standards. This toolkit aims to further supporting and accelerating of the 1456 
deployment of interoperable electronic signatures across Europe.  1457 

Sub-clauses below provide an overview of the elements that integrate the package. 1458 

9.1 Technical Specifications 1459 

The first element of the aforementioned toolkit is a set of ETSI Technical Specifications for testing conformance and 1460 
interoperability of applications with regards to the implementation of standardised signature formats and of signature 1461 
policies as listed below: 1462 

1) ETSI TS 119 104: “General requirements on Testing Conformance and Interoperability of Signature Creation 1463 
and Validation” [i.12]. 1464 

2) ETSI TS 119 124: “CAdES Testing Conformance and Interoperability” [i.13]. 1465 

3) ETSI TS 119 134: “XAdES Testing Conformance and Interoperability” [i.14]. 1466 

4) ETSI TS 119 144: “PAdES Testing Conformance and Interoperability” [i.15]. 1467 

5) ETSI TS 119 154: “Testing Conformance and Interoperability of AdES in Mobile Environments” [i.16]. 1468 



 

ETSI 

40 TR 119 100 V0.0.2 (2013-09)  

6) ETSI TS 119 164: “ASiC Testing Conformance and Interoperability” [i.17]. 1469 

7) ETSI TS 119 174: “Testing Conformance and Interoperability of Signature Policies” [i.18]. 1470 

ETSI TSs 119 124, 119 134, 119 144 and 119 164 address each of the AdES signature formats and the ASiC package. 1471 
All of them have 4 parts. In all of them, implementers will find the following contents: 1472 

1) Parts 1 and 2 specify carefully defined test suites for testing interoperability. They include test cases aiming at 1473 
ascertaining that different implementations generating and validating AdES signatures and ASiC containers 1474 
are able to interoperate, i.e., that the signatures/containers validated by one implementation are properly 1475 
validated by the others. The test suites defined within these documents address those aspects that have 1476 
relevance for achieving interoperability. They also include different types of test cases:  1477 

- Positive cross-verification test cases. These test cases require to an implementation to generate a valid 1478 
AdES signature or ASiC container according to a detailed specification of its contents. Other 1479 
implementations aiming at testing interoperability with the first one should try to validate this 1480 
signature/container. A VALID result would mean that implementations successfully interoperate with 1481 
regarding to the aspects tested. 1482 

- Positive cross-verification, upgrade and arbitration test cases. These test cases require the participation of 1483 
at least 3 different implementations and would work as follows: implementation A generates a valid 1484 
AdES signature or ASiC container according to a detailed specification of its contents. Implementation 1485 
B, acting as relying party, would validate this signature and upgrade it to a more evolved form, also 1486 
according to the specifications of the test case. Finally, a third implementation C, acting as a purported 1487 
arbitrator, would validate the upgraded signature. These test cases serve for testing how implementations 1488 
behave in situations where signatures are upgraded and these upgraded signatures are in turn validated by 1489 
entities that are neither the signer, nor the one that firstly validated the signature and after upgraded it. 1490 

- Negative test cases. These test cases specify signatures for which the validation process cannot end with 1491 
the VALID result, according to EN 319 102 [i.7]. They aim at ascertaining that implementations actually 1492 
correctly deal with signatures or containers that cannot be considered as technically valid due to a 1493 
number of reasons, and in consequence, do not generate false positive results.  1494 

These test suites are built taking into account not only the specifications on the formats, but also on the 1495 
signature validation process specified within EN 319 102 [i.7]. This, among other things, require the presence 1496 
of different PKIs of different degree of complexity, ranging from a very simple one (where all the 1497 
certificates, certificate status data, and time-stamps appertain to the same hierarchy of CAs), to complex 1498 
combinations of PKIs that try to be close to real situations. 1499 

For all the formats, parts 1 specify test suites for testing interoperability on the core specifications, while 1500 
parts 2 of the document specify test suites for the corresponding baseline profiles. 1501 

2) Parts 3 and 4 define complete sets of test assertions that aim at ascertaining each and every of the requirements 1502 
specified by the core specification and the baseline profile respectively. In consequence, if an AdES electronic 1503 
signature or an ASiC container passes all the assertions specified within Part 3 it may be claimed that it is 1504 
compliant with the corresponding core specification, and similarly, if it passes all the assertions specified 1505 
within Part 4, it may be claimed that it is compliant with the corresponding baseline profile. 1506 

ETSI EN 119 174, in turn, also specifies test suites for testing interoperability and sets of tests assertions for testing 1507 
conformance with ETSI EN 319 172 [i.10]. 1508 

ETSI EN 319 103 [i.11] specifies general requirements for testing interoperability and conformance. 1509 

9.2 Conformance testing software tools 1510 

The second element of the catalysing toolkit is a set of software tools, freely available, that test conformance of AdES 1511 
signatures, and ASiC containers against their corresponding core and baseline profiles specifications. 1512 

Each software tools actually does perform the whole set of test assertions specified in the corresponding part of ETSI 1513 
ENs 319 124, 319 134, 319 144, and 319 164. The output of the tools do not only provide details on each assertion 1514 
tested and its corresponding result, but also on the different components of the signature/container, focussing specially 1515 
in certificates and time-stamp tokens. Additionally, they provide useful trace information on computations that 1516 
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experience has proved to be source of interoperability problems: they provide, for instance, the trace of the 1517 
contributions that have to be made for building the input to the computation of the message imprints for the different 1518 
time-stamp tokens types that appear within a signature. This has proved to be of great usefulness for implementers, as 1519 
helps them to identify within their applications the sources of specific problems when dealing with such computations, 1520 
and facilitates a unified reading and understanding of the corresponding specification. 1521 

These tools are freely available through the ETSI CTI Portal on Electronic Signatures (http://xades-portal.etsi.org).   1522 

9.3 Interoperability test events 1523 

The third element of the catalysing toolkit is the ETSI CTI Portal for Electronic Signatures. This is a portal that 1524 
provides full support to the conduction of remote interoperability test events on signature creation and validation. Using 1525 
the facilities provided by this portal, the participants in the event do not need to travel to a certain place and meet face to 1526 
face for a certain number of days, devoting all the working hours to actually perform interoperability tests. Instead, they 1527 
can organize their time in their own premises, working asynchronously, and meeting remotely at specific dates and 1528 
times while the event is alive (the experience proves that a duration of 3 weeks is suitable for this kind of events). The 1529 
portal contains all the information that the participants require for conducting their tests, namely: 1530 

1) The interoperability test suites. Participants find at the portal a complete and detailed specification of each test 1531 
case. 1532 

2) Repository of signatures generated by each participant, suitably structured.  1533 

3) Repository of validation reports coming from each participant, suitably structured. 1534 

4) Global interoperability matrix, automatically updated each time that a participant uploads a new validation 1535 
report at the portal.  1536 

5) Per participant interoperability matrixes, which reports to each participant the results obtained by the others 1537 
after they have tried to validate each of her signatures. 1538 

6) Documentation explaining how to conduct while participating in the events, i.e., the steps to be performed by 1539 
each participant, and how they have to interact with the portal for uploading signatures/containers/reports and 1540 
downloading other participants’ signatures/containers. 1541 

7) The conformance testing tools described above, allowing them to not only test interoperability with other 1542 
implementations but also test conformance of their own tools against the corresponding specification. 1543 

The experience proves that implementers find at this kind of events a place where: 1544 

1) To ascertain the conformance of their own tools against the reference specification. 1545 

2) To ascertain the degree of interoperability of their tools with other tools in the market. 1546 

3) To identify conformance and/or interoperability problems within their own tools. 1547 

4) To discuss with other relevant players in the field about specific issues within the standards. This includes: 1548 

- Identify bugs within the standards, discuss potential solutions and recommend one of them to the 1549 
standardization body in charge of the specification. 1550 

- Identify ambiguities within the standard that lead to different interpretations (and in consequence, to lack 1551 
of interoperability), build consensus on a unique interpretation, and raise recommendations for fixing 1552 
them to the standardization body in charge of the specification. 1553 

- Discuss with other participants about what would be suitable in a potential evolution of the standard (e.g. 1554 
addition of new functionality), and raise the corresponding request to the standardization body in charge 1555 
of the specification. 1556 

http://xades-portal.etsi.org/
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10 Evaluation processes 1557 

While implementing a signature creation, upgrade and/or validation application, implementers should be aware that 1558 
very likely the market is going to request that they pass an evaluation process that ensures that the application: 1559 

1) Generates signatures compliant with the selected formats, forms and levels. 1560 

2) Complies with the requirements defined within EN 319 102 [i.7] with regards to the procedures for generating, 1561 
upgrading, and/or validating electronic signatures. 1562 

3) Is compliant with the selected Protection Profiles 1563 

4) The application itself and the environment where it is used are compliant against the Policy Requirements 1564 
specified within EN 319 101 [i.8]. 1565 

Implementers are suggested to read EN 319 103: “Conformity Assessment for Signature Creation and Validation 1566 
Applications (& Procedures)” [i.11] for a deep understanding of the evaluation processes their applications may need to 1567 
face. 1568 

11 Corollary: the process within the context of the 1569 

Standardisation Framework. 1570 

As a corollary of this guide, this clause summarizes the existing relationships between each of the phases within the 1571 
proposed process for implementing electronic signatures in electronic business and the existing documents within the 1572 
area 1 (Signature Creation and Validation) of Standardisation Framework.  1573 

Figure 2 below graphically shows these relationships. 1574 

Figure 2: Relationship between process’ tasks and documents within the area 1 of the Rationalised 1575 
Framework. 1576 
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parts of the document. 
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