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Abstract 

  With the activation of the latest GDPR legislation, companies are restricted in the 

use of the user data which has been collected. This data was able to be process in 

many ways without the user’s permission, but now the user’s permission is needed, 

despite there still being aspects in which the data is not allowed to be used. 

  The project set out to create an environment which will aid companies overcome 

this problem by making the collected data impersonal and therefore, comply with the 

GDPR. This has been accomplished by creating The ANT, an Environment that uses 

policies to help sanitise large databases containing personal data. These policies are 

created by the companies, by defining a series of regular expressions, thereby 

providing them with the flexibility and freedom to sanitise this data according to 

their needs. 

  This process will help companies continue using the data, as well as helping social 

media platforms users maintain their safety from any data leaks. 
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Resum 

  Amb l'activació de l'última legislació anomenada GDPR, a les empreses s'ha 

restringit l'ús de les dades d’usuari que s'hagin recollit. Aquestes dades es podien 

processar de moltes maneres sense el permís de l'usuari, però ara es necessita el 

permís de l'usuari, tot i que encara hi ha aspectes en què no es permet la utilització 

de dades. 

  El projecte s'ha proposat per crear un entorn que ajudi a les empreses a superar 

aquest problema fent que les dades recollides siguin impersonals i, per tant, 

compleixin amb el GDPR. Això s'ha aconseguit mitjançant la creació de The ANT, un 

entorn que utilitza polítiques per ajudar a sanejar grans bases de dades que contenen 

dades personals. Aquestes polítiques són creades per les empreses, definint una sèrie 

d'expressions regulars, oferint així la flexibilitat i la llibertat per a sanejar aquestes 

dades segons les seves necessitats. 

  Aquest procés ajudarà a les empreses a continuar utilitzant les dades, així com a 

ajudar els usuaris de les plataformes de xarxes socials a mantenir la seguretat davant 

qualsevol filtració de dades. 
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Resumen 

  Con la activación de la última legislación llamada GDPR, las empresas han sido 

restringidas en el uso de los datos de usuario que se habían recopilado. Estos datos 

se podían procesar de muchas maneras sin el permiso del usuario, pero ahora se 

necesita el permiso del usuario, a pesar de que todavía hay aspectos en los que no se 

permite el uso de los datos. 

  El proyecto se propuso para crear un entorno que ayude a las empresas a superar 

este problema haciendo que los datos recopilados sean impersonales y, por lo tanto, 

cumplan con el GDPR. Esto se ha logrado mediante la creación de The ANT, un 

entorno que utiliza políticas para ayudar a sanear grandes bases de datos que 

contienen datos personales. Estas políticas son creadas por las compañías, al definir 

una serie de expresiones regulares, lo que les conlleva la flexibilidad y la libertad 

para sanear estos datos de acuerdo con sus necesidades. 

  Este proceso ayudará a las empresas a seguir usando los datos, así como a los 

usuarios de las plataformas de redes sociales a mantener su seguridad ante cualquier 

pérdida de datos. 
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1. Introduction 

  Whether it is via your online profile or through a friend’s image, these days 

everybody is on the internet, there is no escaping. This is, in many ways, good: for 

communication, keeping up to date or just having a look what’s out there. But it can 

also be negative: leaving personal details unprotected, letting people know too much 

or just in some cases letting people know where you have been. 

  The disadvantage is that people are left afraid of doing certain things on the web. 

They are, for various reasons, scared of using websites like Facebook, Twitter and 

Instagram. These reasons can be both in the front end as well as the back end of 

these social media pages. 

  In the front end (what the user can see) most of the parameters can be controlled by 

the user. For instance, what images are posted, who gets to see it, if they want it 

deleted or not, if they want the location visible or not, and many details that show or 

imply information. The back end it is a whole different story. 

  The back end is where people become more concerned because they have no 

control of their personal data [1]. Thankfully, this is protected by the new and 

revised European law called GDPR (General Data Protection Regulation).  

Firstly, the European commission defines personal data in the following way: 

“Personal data is any information relating to an individual, whether it 

relates to his or her private, professional or public life. It can be anything 

from a name, a photo, an email address, bank details, your posts on social 

networking websites, your medical information, or your computer's IP 

address.” [1] 

  Furthermore, they have implemented a series or laws and regulations to protect 

this data that has been collected. Now this protects the users but it does have 

secondary consequences to companies, their affiliate companies, research groups 

and in a more indirect way, the users themselves. 

  Because of this law, companies must inform the user what data they are collecting, 

what is to be done with it, provide the information necessary for the user to 

understand how it will be processed, as well as asking for their consent to do so. But 

this is done because companies have the data linked to a person and that person can 

be identified, whether this is by a single piece of data, e.g. his or her name, or by a 

combination of data like their place of birth, date of birth and height. 

  To avoid all of these possible problems, and to let companies sell this information to 

study groups in order to do research, while keeping the user happy that their 

information will be safe from anybody identification, one option is to be able to 
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provide these companies with information that cannot be associated with a specific 

person. In other words, anonymise and sanitise this information. What, however, do 

we mean by sanitisation? 

  Sanitisation is the process of deliberately, permanently and irreversibly removing 

or destroying data stored on a memory device to make it unrecoverable [2]. There 

are many techniques to sanitise data but here just two are going to be focused on: 

anonymization and pseudonymization. The reason is because the GDPR rules 

regulate that any personal data must either be anonymized or go through 

pseudonymization when stored [3]. 

  To perform these sanitisation techniques there are several methods that can be 

applied [4] where each one has its utilities and limitations. These techniques include 

scrambling (mixing or obfuscating letters), masking (replacing the data with random 

characters while part is still visible), replacement (substituting the value for 

something else whilst maintaining the meaning) and many others. 

  Researchers want data that is related to posts and their metadata to be specific. The 

metadata is filled with personal information that reveals not only the identity of the 

author, but also friends and other people who have commented, tagged or liked this 

post. To be able to provide this information to companies for their use, it needs to be 

sanitised in a manner that keeps all the information together but does not reveal 

their identity. All this can be done, in large volumes and very dynamically, using The 

ANT, as we developed it focusing on JSON databases. 

  To the best of our knowledge, The ANT is the first program that can sanitise JSON 

databases with ease and huge flexibility. This was a partial requirement for a 

European project called “Enhancing critical infrastructure protection with innovative 

security framework” [5] where they needed something similar. We developed the 

main basic algorithm to sanitise JSON files, which were received from CIPSEC, 

according to their own policies. Then we continued with the main algorithm for The 

ANT and finished developing this self-standing environment. The ANT works with 

the basic algorithm and can be used in many other circumstances, just like the case 

that we are interested in, metadata from social media posts, as it has its own policy 

editor for the user to create and adapt policies [6]. 
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2. State of the art 

  There are several ways of applying sanitisation techniques where each one has 

advantages and disadvantages. The most basic technique, how it all started, is doing 

it by hand. This is a very good technique if documents have to be sanitised for a 

particular case, but when the volume starts to increase, too much time and effort is 

required to sanitise in this way. This method can be improved by using Microsoft 

Word’s search and replace tool but this still has many limitations as well as having to 

sanitise every document one by one. 

  This was improved with the creation of a tool called ERASE [7]. This tool is a piece 

of software which can be used to sanitise documents in an automatic manner. It is a 

very advanced tool which allows one to dynamically sanitize a document so that 

different users get different views depending on their authorisations. It can also 

perform automatic sanitisation thanks to its algorithms. This works very well but it is 

specific to documents, whereas in our case, the project focuses on databases.  

  An option would be to transform all JSON documents into word documents and then 

use ERASE, but this is neither efficient nor can it guarantee a good sanitisation. This 

is due to the fact that these algorithms are based on the context of specific words and 

relies on having a document structure where there is text and paragraphs, not a tuple 

formed of a key with an associated value. 

  With the activation of the GDPR, and its regulation of personal data in storage [3], 

many companies have opted to encrypt all of their data and then sanitise the key, 

therefore rendering irrecoverable all the information which has been stored. This is 

called Cryptographic Erasure [8] and is very useful if one wants to delete large 

amounts of information and keep it safe, but it renders the information useless and 

therefore is not ideal for our situation. 

  There are other programs that are used to anonymize databases such as Oracle 

Advanced Security [9], IBM Security Guardium [10], Dynamic Data Masking [11] and 

many others. But all these have some things in common: they are based on 

encryption and masking of the information, and are for relational databases. These 

methodologies are secure and useful, but they do not have the objectives of this 

project in mind. Encrypted information is very secure but nobody, apart from the 

company, who has the key, can use it. On the other hand, masking information is also 

useful, but this is only one sanitisation technique that is used and does not provide 

flexibility with what gets masked. 

  Another way companies sanitise their databases is by keeping the minimum 

necessary information and separating it as much as possible. Here the problem that 

occurs is that it is separated according to their own needs and not the needs of 

external users who wish to use this information. Our tool overcomes these 
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limitations and keeps the information together, sanitising it using various techniques, 

and maintaining this information useful for further use. 

  As this project is dealing with metadata extracted from social media, one of the main 

uses of this information is statistical studies, and therefore there is a technique called 

microaggregation [12][13] that is very useful in circumstances like this. This is a 

perturbative data protection method that consists of masking all of the quasi-

identifiers, eliminating the identifiers and leaving the sensitive information visible. 

As this method is one of the most used for sanitising data to be analysed later, this 

project has been developed with it in mind. 

  To understand microaggregation, the difference between identifiers and quasi-

identifiers should be explained. Identifiers are any attribute within our metadata set 

that can lead to the recognition of the individual directly. These can be attributes 

such as a name or their social security number. On the other hand, quasi-identifiers 

do not identify the individual directly, but in combination with other quasi-

identifiers or with the context of publicly available information, they can narrow the 

identity down as far as being able to identify the individual. These can be attributes 

like an address, gender, birthday, height and many more. Last of all, there are the 

confidential attributes. These contain sensitive information about the individual. 

Examples of confidential attributes can be the individual’s salary, their vote in an 

election, religion, health condition, etc. 

  Microaggregation is applied to enforce k-anonymity, a privacy model that 

guarantees that each tuple of key-attribute values is identically shared by at least k 

records in a data set. To apply the method and get the values that are common in k 

tuples, the original data file must be subdivided into small clusters (each cluster 

should have between k and 2k elements), and then each original data is replaced by 

the average of the corresponding cluster. To minimize the distortion loss, these 

clusters are assembled by similarity of the quasi-identifiers. 

  An example of microaggregation is shown in Figure 1 [13]. In this example, we have 

a survey which contains standard questions. We can see that in the original dataset 

Figure 1: Example of Microaggregation extracted from [13] 
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we have an identifier (the person’s name), three quasi-identifiers (age, marital status 

and zip code) and finally two confidential attributes (annual salary and if the person 

has type-2 diabetes). In the sanitised dataset, we illustrate how a perturbed, and 

therefore more private version of the data set is obtained. This allows this sanitised 

dataset to be published or sent for analysing by research groups or other companies. 

  Although k-anonymity is a very popular privacy technique, it is not flawless. k-

anonymity overlooks the knowledge that a potential attacker may already have or 

obtain about the data set. This makes the data have less anonymity than originally 

thought. Additional criteria have been proposed to refine k-anonymity and prevent 

some of the attacks, for example p-sensitive or l-diversity, but these criteria are up to 

the user to use and implement. 
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3. Tool description 

  Our tool, called “The ANT” is a piece of software designed to solve the problem that 

companies have to deal with when they want to use their user information but don’t 

have user consent, as well as needing third parties to use the information. 

  The design of the ANT was inspired by other programing software which are out 

there, such as Anaconda (environment that is used to program in Python). The 

reason for this was because, as our program was being developed and grew, it 

became too bulky to have it all in a single screen. This is where we were inspired by 

Anaconda which, as a program, contained a lot of smaller programs inside, that each 

did a more specific job. 

  The advantages of having an 

environment where there are various 

programs are many. One of them is that 

it is more user-friendly. Because the 

manuals tend to be very extensive, a 

new user, in order to know how it 

works, quite often only reads the 

minimum. Therefore, the more intuitive 

and helpful the program, the better it is.   

  Another reason is to keep the code 

much cleaner and less entangled and by 

doing this we gain many advantages. 

One of these is that any person who 

looks at the code can see immediately 

what is happening and how it all 

interacts, therefore allowing corrections 

to be easily applied. This allows the second advantage to be even greater. The second 

and main advantage is that its scalability is huge. Having a nice, clean and structured 

code allows the program to be perfectly scalable and futureproof. As we know, the 

best programs nowadays generally started with a good idea and have many versions 

of improvements, and this is what we wanted to be able to achieve. 

  We developed three different programs inside our environment. These are: 

ANTeater, ANTpolicies and ANTanalyst (Figure 2). We will go into more detail in the 

next three chapters of this document and explain each part in detail, but now we are 

going to have an overview of how it all works together (Figure 3). 

  ANTeater is the core of the whole system, the one that actually does the sanitisation 

of the JSON files. This part accepts JSON files as an input and applies the policies 

which the user selects. These policies are designed and edited in ANTpolicies, where 

Figure 2: The ANT home page 
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the user can create different policy documents each with its own set of rules 

designed to their specification. 

  As this can get quite complicated, especially when there is more than one user using 

the system (simultaneously or not), things can get out of control. This is why we have 

ANTanalyst, which keeps control of all of these actions in a database in the cloud. As 

the user is using the program, in the background, his actions are logged and sent to 

the database together with his name and timestamp. Later these logs can be 

consulted and analysed in this third program of The ANT, for further improvement or 

just control.   

 

Figure 3: Use case of all the applications of The ANT and how they interact 
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4. Sanitization: ANTeater 

  The ANTeater, as we have mentioned, is the main program, the core of the whole 

environment. All other programs revolve around and feed into the ANTeater. This is 

where the heavy processing is done with the users JSON database. 

  To do this, The ANT accepts as an input a JSON database file which contains all the 

database information that the user wants to eventually sanitize (Figure 4). The ANT 

has been designed to be able to accept any structure of JSON files. This is because the 

JSON structure is very open and variable in order to adapt to various situations. Our 

program, therefore, has been written with the same open and variable structure. 

Normally, in a database, you have a key and that key is attributed a value (for 

example the key “Name” could have the value “UPC”), but in JSON databases there 

can be many different value types that have to be treated differently. In JSON a key 

can have a single value (string, number, date…), it can have a list of raw values (the 

key “indices” can have many numeric values in a row), it can be a Boolean key or we 

can even have the case where a key has another JSON as its value.  

  To achieve this, The ANT must do certain checks to see what type of values the keys 

have to be able to deal with, and most importantly, to not miss any key when we look 

through the JSON file. The ANT can achieve this thanks to the recursive structure of 

the main sanitization definition and parameter type checks that have been 

Figure 4: ANTeater with a loaded JSON file and loading a policy file 
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implemented to decide how to treat each instance in the JSON [Appendix 1]. By 

making it recursive it goes through each layer, each list and each JSON within a key, 

to verify all of the keys and values in the main JSON file.  

  As a second input, ANTeater needs to load a policy file (Figure 4). This policy file 

dynamically generates a series of drop down lists that are associated with each 

policy in the file. These selectable lists allow the user to be able to select which policy 

they want to apply for this sanitisation process. The choices the user gets within each 

policy are all the sub-policies that the user has previously created in ANTpolicies 

(explained in the next chapter) as well as the option of “NONE” in case the user does 

not want to apply that particular policy.  

  After all this, the user clicks on start and then the anonymization occurs on their 

database and is shown on the right-hand of the screen (Figure 5). If the user is not 

happy with the result, then all they have to do is readjust the policies selected and 

rerun the program by clicking start again. Once the user likes the result, they can 

export the result into another JSON file, thereby having the sanitised one and not 

compromising the original file. 

  Now that we know how the user operates the program, let’s take a look at how 

ANTeater works internally.   

Figure 5: ANTeater with a successfully sanitised JSON file on the right and the original on the left 
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  Internally, to do the sanitization process, a few things are needed. First of all we 

need the JSON file which the user wants to use. As we have previously said, the user 

himself uploads the JSON file. Then we need the policies uploaded as well because 

the policies have four arguments that are needed to be able to apply to the whole 

process. 

  First, the user chooses the “action” that they want. This action has three arguments 

attached to it, which are used to find and replace the data that needs sanitising. This 

only happens once the user clicks on the start button. 

  While the sanitisation is taking place, the tool goes through all of the dicts (a dict is 

any tuple that consists of a key word and its value or values), as well as the dicts that 

are inside dicts, and looks at the key word comparing it to the regular expression of 

the policy’s key parameter (found in the policy file as “Target”). If it does not match, 

it goes to the next dict, but if there is a match, it goes on to the next check, the value 

of the dict. Here it compares the regular expression of the policy’s value parameter 

(found in the policy file as “Regex”) to the value associated with the key word we 

have detected as a match. Here also, if there is no match, it goes on to the next dicts. 

But if there is a match, then it replaces the value found with the policy’s replacement 

argument (found in the policy file as “Repex”). When replaced, the system goes on to 

repeat the process with the next dict. 

  This process is repeated for each policy and sub policy that the user has chosen, 

using the dropdown selectors that are created depending on the policy file loaded. 

Finally, when all the policies have been applied, the system outputs a preview of the 

sanitised JSON in the output box (right-hand of the screen, figure 5) so that the user 

can see it before exporting it. 

  Now that we know how ANTeater works, both from a user point of view and 

internally, let’s take a look at how ANTpolicies is structured and the policy file itself 

in the next chapter. 
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5. Policies: ANTpolicies 

  In the second program within our environment, called ANTpolicies, the user can 

create, delete and modify policies that are in the policies document with relative ease. 

This program was created to aid the user in creating new policies and still maintain 

the structure of the policies file, as it has a particular structure to be able to interact 

with ANTeater. 

  First let’s discuss the policy file itself. This file has been designed to have a 

particular structure so that when ANTeater uses it, it can be utilised in a more 

efficient way. Also, the structure the file has, allows it to have much more order, so if 

the user wants to edit it by hand, they can do so. Finally, it has been done in a way so 

the user can have flexibility when using and designing the policies. 

  The structure that we have implemented has a policy and sub policy hierarchy. This 

means that the user can define a policy name. Let’s say we define one called “Name”, 

and then attach as many sub-policies as we want to this policy [Appendix 2]. For 

example, we could attach a sub policy called “Suppression” and make it eliminate the 

name, we could add a sub policy called “Pseudonymization” and make this one 

replace the name for “Person A”, or any other sub-policy that the user might want. 

  This allows the user to have much more flexibility when defining the policies and 

lets their have various options for one policy, so that they can choose the one they 

prefer in ANTeater. It also makes it possible to have different degrees of sanitizing a 

field without having to have lots of policies or many different files.  

  In this program, the user selects a JSON policy file as an input, the JSON file that we 

have previously described above. Once the user opens it, they can see that the first 

column is filled with all the policies the file has (Figure 6), thanks to the structure 

that the policy file has, as it just selects all the names of the policies. When the user 

Figure 6: ANTpolicies with a loaded policy file 
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selects one of them, the second column fills with all of the policies sub-policies names 

(Figure 7). Note that if the first columns selection is changed the second changes 

accordingly. Finally when the sub policy they want to edit is chosen, it fills all the 

fields with the value they have assigned. 

  By following these steps, the user is able to edit a policy just by changing the 

parameter they wish and saving the file. They can also copy a policy by changing the 

policy name or the sub policy name, then having two different policies that are the 

same. Then one can be edited without overwriting the original one.   

 

  If the user does not want to edit a policy but instead wants to create a new one, 

there is a special button that says “New” which clears all the fields, allowing it to be 

ready to be filled in by the user. This is easy if the user knows regular expressions, 

but if they do not it can be a bit complicated. For this reason there are help buttons 

that have predetermined expressions ready to be selected. We have to remark that if 

the user selects one of these, they can still be modified to be more specific to the 

user’s needs. 

  All these changes which the user makes and applies get saved directly to the 

document that they initially opened. We do have to say that we have adopted a rule 

that no policies or sub-policies within a policy can have the same name. So, as a 

precautionary measure, if the user is editing an existing policy or is about to 

overwrite one, they will be prompted that they are doing so. 

  Furthermore, just like in ANTeater, every time a policy is saved, edited or deleted in 

ANTpolicies, a log is generated and saved in the database. All these logs can be 

consulted in ANTanalyst as we are going to explain in the next chapter. 

  

Figure 7: ANTpolicies editing a policy 
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6. Data analysis: ANTanalyst 

  In this chapter the third and final program in our environment is described: 

ANTanalyst. In this part nothing is actively done with the anonymization or the 

policies. The objective is to analyse what has been going on within the other parts of 

the environment. 

  To start off, we need to know that there is a database in the cloud, Amazon Web 

Services to be specific, its structure and the tables it contains. The database is located 

in the cloud as it is necessary to have it in a place where it can be accessed by all the 

different users.  

  Our database has a total of five tables that are organized in a star formation: 

ANT_LOGS, ANT_ANON, ANT_POL, ANT_USERS and ANT_AUX_EMAIL [Appendix 3]. 

The main table is ANT_LOGS. This table contains the ID of the log, which acts as the 

key that is common to the log in all the tables, which user performed what action, 

when and if it was successful or it failed. This table also acts as a summary of the 

other tables so, if more information is needed, then all we need to do is go to the 

other tables and look for the ID in these tables where it’s details can be seen.  

  We can see in the structure of all the tables [Appendix 3], both the general logs and 

the detailed tables. There is a detailed table for each program that has specific fields 

so that we can keep a precise record of what is being done in our environment. This 

acts as a system control to allow the administrator or boss of a company to keep 

track of people and their activities within the environment. 

  In order to see this data via the program, enter ANTanalyst and, at the top, enter the 

program for which the data is 

required (e.g. Eater, Policies or 

Info). Then enter either a day in 

particular or “All” (to show all 

data up to the current date). 

When either of these options is  

selected, some process 

statistics of the other programs 

will be shown in the bottom 

half of the screen (Figure 8 and 

Figure 9). For example, the 

amount of times a certain policy 

has been used, the amount of 

anonymizations which have 

been done in a certain 

document, and many others.   
Figure 8: ANTanalyst analysing all of ANTeaters 

sanitisations 
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  This program has two main 

objectives in mind. The first is to 

keep a register of all the actions 

carried out in the case of problems 

or errors. This way the user can see 

when last it was working correctly, 

who made the change and a few 

other key parameters that could 

help retrieve the previously 

working version.  

  The second objective is to be able 

to generate statistics about the 

main tuples that are being sanitized. 

In this way the user is able to see 

what they have been doing and what they should continue doing. 

  

Figure 9: ANTanalyst analysing all of ANTpolicies data 
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7. Results 

  In this section we will show and compare some of the data that we have and 

comment on the differences. We will comment on four data examples that have been 

sanitised by The ANT to different levels. The first one will be clear data (no 

sanitisation applied), the second and third will have two different types of bad 

sanitisation applied to it, and finally the fourth dataset will have a good sanitisation 

applied and therefore be the objective database. 

  For our tests we will be using a JSON file containing the metadata from an Instagram 

post [Appendix 4]. This is because Instagram is one of the many social media pages 

that are very active these days and has many metadata fields that contain lots of 

delicate information. 

  If we just take a look at the dataset that we have, immediately we can see that there 

are many items that give us information about the user. The first one is that the 

username can be clearly seen in clear text. In our case the user has chosen a 

pseudonym as the name but most people just put their own and therefore revealing 

who they are. The next one which can be seen is the location name, as well as the 

latitude and longitude coordinates. This allows us to establish exactly where the 

person was, or claims to have been, when taking this photo. We say “claims” because 

this is a description that the user chose to add and can say anywhere he or she wants. 

  There are also other pieces of information we can see that are a vulnerability. We 

can clearly see the names and profile IDs of the people that have liked this post and 

many therefore deduce that they are friends. This, at first, only seems to be 

vulnerable for the people that have liked the post, but it is also a deterministic factor 

of the actual owner of the post, as we can have a quick search for common friends 

between them and identify the original person. 

  Another possibility is that we can get the post’s URL and download the image and 

extract information from there. In our case, Instagram does delete the photo 

metadata but there are other sites that do not. Also, one can extract other 

information from the image that isn’t metadata, but by using image processing and 

location IDs. 

  Finally, one last section that one can get information from is from the caption, 

hashtags and tags that the photo has. Here we can see clear names of people that 

have commented on the photo or that have been tagged in it. These, depending on 

how they are written, are easier or harder to detect. Maybe one looks for all names 

and then one might mistake it for a location name, maybe they are written in 

lowercase, etc. 
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  Our second example has, at least, had some sanitisation applied, but in this case not 

enough. In this example we can see that the user has taken the time and effort to 

sanitise most of the content that we have mentioned before, but there is one critical 

area of information that was not passed through any sanitisation process [Appendix 

5]. 

  This area of information is the caption text of the post. Most of the time this is an 

irrelevant part of the data that does not reveal much information, at least not enough 

to know the person in question. But in this case it does. We can see that the person 

was at that place on Monday, we can see what place the person was at and in the 

worst case, we know the names of two of the person’s friends that where with them. 

That is enough information to find who the author of this post is. 

  Our next example is a person trying to avoid the previous scenario but doing it 

incorrectly. Here we can see that all the information has been sanitised but our user 

has gone too far [Appendix 6]. It is true that we can no longer find out who the 

person in question is but we can also no longer use this post for any study as there is 

no usable information at all. 

  This is also a bad use of the environment as we have rendered this data useless for 

any other processing, study or investigation. In other words, the objective of this 

project has been defeated. 

  Finally we have our last example that is a perfect sanitisation [Appendix 7]. In this 

case we have used the following set of policies: 

Policy Name Target Regular expression Replacement 
value 

Coordinates ^location_l (^-?\d{1,2}.\d{0,1})\d{0,3} \1 

Location name ^location.i* ([A-Za-z0-9]+)([ -_\.A-Za-z0-9]+)* Location 

Taged Names caption_text (([^@]*)(@\w{2})(\w*)([^@]*)) \2\3\5 

User Name ^.*name ([A-Za-z0-9]+[ -_\.]*)+([A-Za-z0-9]*) Anonym 

ID .*id$ \d{6}(\d_){1,20}  

Creation time .*created_time (\d{5})(\d{4,6}) \1 

Post link link https://www.instagram.com.+ 
https://www.instagr

am.com/... 

Table 1: Policies used to correctly sanitise the Instagram post 

  With these rules, we have managed to hide the identity of the author and any 

friends of the post, but we can still use this information for other things and to sell on 

to other companies. We have done this by using Instagram’s method of tagging 
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names of people and places, the @ sign, and removed all of them. This way we do not 

have full names. We have also sanitised all the parameters that refer to usernames, 

user IDs and full names. Another element which has been modified is the “creation 

time” which makes it slightly vaguer, but still keeping an adjusted time period to be 

able to work with. This enables one to have a time stamp but not as precise as before. 

With the coordinates, we have manipulated the data as we did for the creation time, 

we have removed three decimal places to give a geographical area instead of a 

specific place (removing the name as well and the location ID). Last but not least, we 

have trimmed the URL of the post so people cannot go straight to the post, but we left 

the main part there so that they know it is an Instagram post. 

  By doing all this, the identity of the user or any of the other people related to this 

post is no longer known, but we can still use the information in many other areas 

such as advertisements, studies, research and more. 
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8. Conclusions 

  The main objectives of this project have been achieved in the development of The 

ANT. This is due to its design giving great flexibility, great support and a fast 

sanitization method able to sanitize and anonymize data obtained from social 

networks in an easy and efficient way. 

  There are ways in which documents can be sanitized which make them impersonal 

and therefore not reveal who the person is. The solution that has been presented 

cannot be applied to every document and situation, but it is a good starting point. 

What this means is that there is more than one solution to anonymize a JSON file 

depending on what one wants to do with it and the fields it contains. If people want 

to use it in studies, then depending on the study they want to undertake, they can 

have stricter suppression on some of the fields but can be more permissive on others 

and still maintain the anonymity of the person corresponding to the JSON file. 

  By sanitizing the documents in different ways, something which can be done in just 

two clicks using ANTeater, different outcomes of the same file can be created. This 

accomplishes more benefits for the user and for other companies that are wanting to 

do research, or send more specific publicity to a user without the need of knowing 

who they are. 

  The way this program has been structured makes it very scalable and there are 

many features that could be added to really improve it. This been said, as it stands 

now, it is already usable and a very good helping hand to any user who wants to to 

sanitize any size of documents. 

  Some of the best features include the fact that the policies are done by using regular 

expressions, and the format that these policy files have. This provides numerous 

benefits compared to coding the policies or just doing it by hand. To start with, the 

benefits of the regular expressions policies is the fact that there is a good structure to 

the file, that makes it possible to join different sub-policies under one name. This 

makes it harder for the user to apply two policies on the same dict in the JSON file. 

This also allows the user to have more and better structured policies and therefore 

easier to use in ANTeater. It is also easier to create different sub-policies to try and 

see which fits their needs better, or even keep them all to use in the future for 

different documents. 

  Another advantage is the flexibility the user gets when defining a policy. The fact 

that one doesn’t need to exactly know the structure of the file or even the value of the 

key to be able to sanitise it, makes everything much easier and faster. If this was 

done by pure coding, the end result would not be as appealing, as easy to code, nor 

easy to use for the user as this solution. 

  The problem we set out to resolve was not easy to resolve. The ANT has aided the 

problem and made it much easier to undertake, but we have seen that man power is 
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still needed behind all the software. The man power needed is to create the policies 

that apply to each specific situation or social media page. This been said, once they 

are in place, both the generic policies and the specific policies, all sanitising will be 

very automatic. 
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9. Future development 

  There are many ideas for the future of this project, since it is, in many ways, a very 

scalable project.  

  The main and most ambitious future plan is to add machine learning to the 

sanitization process. If a machine is trained to see the difference between good 

sanitisation and bad sanitisation, the bulk of the work can be done automatically. 

This way the human element is less and the time the user spends on the program is 

less, but the end result could be better. 

  This could be applied either by making the machine recognise the fields to sanitize 

and do it directly, showing the user before exporting it, or making the machine 

suggest what fields to sanitize and even suggest to what degree. The machine could 

continually learn using the data from ANTanalyst to gradually improve and be more 

precise, but subject to a maximum learn time of a few months to not over fit the 

machine. 

  Another idea would be to further develop ANTanalyst. At present we have a 

preliminary draft, but this program has huge potential and could help the user in 

numerous ways. It could be divided into two parts: the analytic side and the log side. 

In the analytic side, statistics of everything that happens in the environment would 

be extracted in more depth and more specific to each user or even each company. On 

the logs side, there could be more information about each log and displayed in a 

better way with a backup system in mind. 

  Also the actual sanitization could be improved. This aspect could be improved by 

giving the system memory. That could enable the user to have more flexibility while 

sanitizing his documents. For example, if there is a document where three people 

interacted, the first person’s name could be substituted with “Person A”, the second 

with “Person B” and the third with “Person C”. At the moment this can be achieved by 

leaving out part or the whole person’s first or last name. The problem with this is 

that part of the information is being revealed and maybe two partially revealed 

names could coincide and be interpreted as the same one. 

  As well as this, having memory in the system would make it able to utilize the 

context key in the policy file. This parameter would allow the user to set a context 

which acts as an extra rule when doing the checks for a particular key. For example, 

this could be used to sanitise an identifier depending on what social media page the 

metadata comes from. 

  The last point that would be good to keep working on is the GUI. The work so far is 

extremely good, but there are two main points to improve. The main one is the user 

error control. Here, The ANT should be able to control what the user does and 

control that the user makes no mistakes or does anything that is not permitted. For 

example, the user should not be able to execute an anonymization without a policy 



 

 29 

file uploaded, to search for logs without specifying a date and many other points like 

these. 

  The second point would be to improve the dynamic elements of the different 

programs. There are some aspects that weren’t developed to be dynamic as other 

aspects had more priority, despite being aware of the user-friendliness this 

improvement would bring. For example, in ANTeater, if a document with more than 

seven policies is loaded, the program should expand the frame size to fit them all, or 

when anonymization is executed, for ANTeater could show, in the second column, the 

changes in a different colour so that they are more visible. All these changes and a 

few others like these would make the whole environment much easier to use. 
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Appendix 1 

This is the main algorithm to perform the sanitisation in The ANT: 

 

Figure 10: Main algorithm in the sanitisation process 
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Appendix 2 

Structure of the policy file 

 

Figure 11: Structure of the policy file 
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Appendix 3 

DDBB tables (column name, data_type, nullable) 

ANT_LOGS 

ID NUMBER No 

USER_NAME VARCHAR2(20 BYTE) Yes 

DESCRIPTION VARCHAR2(30 BYTE) No 

STATUS VARCHAR2(20 BYTE) Yes 

TIME_EXEC TIMESTAMP(6) Yes 

   ANT_ANON 

ID NUMBER No 

USER_NAME VARCHAR2(20 BYTE) Yes 

INPUT_FILE VARCHAR2(50 BYTE) Yes 

INPUT_POLICIE VARCHAR2(50 BYTE) Yes 

STATUS VARCHAR2(20 BYTE) Yes 

NUM_ANON NUMBER Yes 

TIME_EXEC TIMESTAMP(6) Yes 

   ANT_POL 

ID NUMBER No 

USER_NAME VARCHAR2(20 BYTE) Yes 

FILE_POLICY VARCHAR2(50 BYTE) Yes 

POLICY_CHANGED VARCHAR2(50 BYTE) Yes 

SUB_POLICY_CHANGED VARCHAR2(50 BYTE) Yes 

STATUS VARCHAR2(20 BYTE) Yes 

TIME_EXEC TIMESTAMP(6) Yes 

   ANT_POL 

FIRST_NAME VARCHAR2(30 BYTE) Yes 

LAST_NAME VARCHAR2(30 BYTE) Yes 

USER_NAME VARCHAR2(20 BYTE) No 

PASSWORD_U VARCHAR2(20 BYTE) Yes 

BDAY DATE Yes 

ROL VARCHAR2(20 BYTE) Yes 

EMAIL VARCHAR2(50 BYTE) Yes 

RECEIVE_EMAIL VARCHAR2(1 BYTE) Yes 

   

ANT_AUX_EMAIL 

EMAIL VARCHAR2(50 BYTE) Yes 
 

Table 2: Database tables and types 
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Appendix 4 

  Metadata from an Instagram post which we are using as the example (number 1) post in 

this document: 

[{ 
    "tags": [], 
    "type": "video", 
    "filter": "Normal", 
    "created_time": "1437451011", 
    "link": "https://www.instagram.com/p/5YkdYON6ri/", 
    "users_in_photo": [], 
    "user_has_liked": false, 
    "id": "1033736463029086946_6918561", 
    "location_latitude": 40.7211, 
    "location_name": "The Stanton Social", 
    "location_longitude": -73.9881, 
    "location_id": 521840, 
    "comments_count": 1, 
    "comments_data": [ 
 { 
  "created_time": "1437485330", 
  "text": "ðŸ†’ðŸ†’", 
  "from": { 
    "username": "happyangela1996", 
    "profile_picture": "https://scontent.cdninstagram.com/hphotos-xtf1/t51.2885-
19/s150x150/11809877_1610345762586625_971497216_a.jpg", 
    "id": "317874643", 
    "full_name": "Angela" 
  }, 
  "id": "1034024360399579693" 
 } 
    ], 
    "likes_count": 23, 
    "likes_data": [ 
 { 
  "username": "rah_ye_west", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpt1/t51.2885-
19/s150x150/11356728_399706080237711_122516134_a.jpg", 
  "id": "203922050", 
  "full_name": "God-forgives-Rah-dont" 
 }, 
 { 
  "username": "stantonsocial", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpa1/t51.2885-
19/11909141_973859936002984_1158259226_a.jpg", 
  "id": "383397250", 
  "full_name": "The Stanton Social" 
 }, 
 { 
  "username": "wink_at_t", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpt1/t51.2885-
19/s150x150/11848894_439719956212339_649007437_a.jpg", 
  "id": "408262918", 
  "full_name": "P.willy" 
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 }, 
 { 
  "username": "instaking180", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xaf1/t51.2885-
19/11024313_785403464877474_1197802265_a.jpg", 
  "id": "350449653", 
  "full_name": "instaking180" 
 } 
    ], 
    "caption_created_time": "1437451011", 
    "caption_text": "On Mondays all we do is this ! Celebrating my last night at @stantonsocial with babes 
@thesamchin @davedelzio ðŸ’•", 
    "caption_id": "1033736478447348549", 
    "caption_from_username": "keykeyboomboom", 
    "caption_from_profile_picture": "https://scontent.cdninstagram.com/hphotos-frc/t51.2885-
19/10727688_733974793350853_728285904_a.jpg", 
    "caption_from_id": "6918561", 
    "caption_from_full_name": "Nakia Monet", 
    "user_username": "keykeyboomboom", 
    "user_profile_picture": "https://scontent.cdninstagram.com/hphotos-frc/t51.2885-
19/10727688_733974793350853_728285904_a.jpg", 
    "user_id": "6918561", 
    "user_full_name": "Nakia Monet", 
    "_row": "1033736463029086946_6918561" 
}] 
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Appendix 5 

  In this example we can see that the user has taken the time and effort to sanitise most 

of the content that we have mentioned before, but the user has not checked the caption 

text. 

[{ "tags": [], 
 "type": "video", 
 "filter": "Normal", 
 "created_time": "14374", 
 "link": "https://www.instagram.com/...", 
 "users_in_photo": [], 
 "user_has_liked": false, 
 "id": "1", 
 "location_latitude": "Location", 
 "location_name": "Anonym", 
 "location_longitude": "-73.9", 
 "location_id": "Location", 
 "comments_count": 1, 
 "comments_data": [ 
 { 
  "created_time": "14374", 
  "text": 
"\u00c3\u00b0\u00c5\u00b8\u00e2\u20ac\u00a0\u00e2\u20ac\u2122\u00c3\u00b0\u00c5\u00b8\u00e
2\u20ac\u00a0\u00e2\u20ac\u2122", 
  "from": { 
   "username": "Anonym", 
   "profile_picture": "https://scontent.cdninstagram.com/hphotos-xtf1/t51.2885-
19/s150x150/11809877_1610345762586625_971497216_a.jpg", 
   "id": "", 
   "full_name": "Anonym" 
  }, 
  "id": "" 
 } 
 ], 
 "likes_count": 23, 
 "likes_data": [ 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpt1/t51.2885-
19/s150x150/11356728_399706080237711_122516134_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 }, 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpa1/t51.2885-
19/11909141_973859936002984_1158259226_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 }, 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpt1/t51.2885-
19/s150x150/11848894_439719956212339_649007437_a.jpg", 
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  "id": "", 
  "full_name": "Anonym" 
 }, 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xaf1/t51.2885-
19/11024313_785403464877474_1197802265_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 } 
 ], 
 "caption_created_time": "14374", 
 "caption_text": "On Mondays all we do is this! Celebrating my last night at @stantonsocial with 

babes @thesamchin @davedelzio 
\u00c3\u00b0\u00c5\u00b8\u00e2\u20ac\u2122\u00e2\u20ac\u00a2", 

 "caption_id": "", 
 "caption_from_username": "Anonym", 
 "caption_from_profile_picture": "https://scontent.cdninstagram.com/hphotos-frc/t51.2885-
19/10727688_733974793350853_728285904_a.jpg", 
 "caption_from_id": "", 
 "caption_from_full_name": "Anonym", 
 "user_username": "Anonym", 
 "user_profile_picture": "https://scontent.cdninstagram.com/hphotos-frc/t51.2885-
19/10727688_733974793350853_728285904_a.jpg", 
 "user_id": "", 
 "user_full_name": "Anonym", 
 "_row": "1033736463029086946_6918561"  
}] 
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Appendix 6 

  In this example we can see that all the information has been sanitised but our user has 

gone too far. It is true that we can no longer find who the person in question is but we 

also can’t use this post for any study any more as there is no usable information at all. 

[{ 
 "tags": [], 
 "type": "", 
 "filter": "Normal", 
 "created_time": "", 
 "link": "https://www.instagram.com/...", 
 "users_in_photo": [], 
 "user_has_liked": false, 
 "id": "", 
 "location_latitude": "4X", 
 "location_name": "Anonym", 
 "location_longitude": "-7X", 
 "location_id": "Location", 
 "comments_count": , 
 "comments_data": [ 
 { 
  "created_time": "", 
  "text": 
"\u00c3\u00b0\u00c5\u00b8\u00e2\u20ac\u00a0\u00e2\u20ac\u2122\u00c3\u00b0\u00c5\u00b8\u00e
2\u20ac\u00a0\u00e2\u20ac\u2122", 
  "from": { 
   "username": "Anonym", 
   "profile_picture": "https://scontent.cdninstagram.com/hphotos-xtf1/t51.2885-
19/s150x150/11809877_1610345762586625_971497216_a.jpg", 
   "id": "", 
   "full_name": "Anonym" 
  }, 
  "id": "" 
 } 
 ], 
 "likes_count": "Likes_Number", 
 "likes_data": [ 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpt1/t51.2885-
19/s150x150/11356728_399706080237711_122516134_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 }, 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpa1/t51.2885-
19/11909141_973859936002984_1158259226_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 }, 
 { 
  "username": "Anonym", 
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  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpt1/t51.2885-
19/s150x150/11848894_439719956212339_649007437_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 }, 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xaf1/t51.2885-
19/11024313_785403464877474_1197802265_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 } 
 ], 
 "caption_created_time": "", 
 "caption_text": "Text", 
 "caption_id": "", 
 "caption_from_username": "Anonym", 
 "caption_from_profile_picture": "https://scontent.cdninstagram.com/hphotos-frc/t51.2885-
19/10727688_733974793350853_728285904_a.jpg", 
 "caption_from_id": "", 
 "caption_from_full_name": "Anonym", 
 "user_username": "Anonym", 
 "user_profile_picture": "https://scontent.cdninstagram.com/hphotos-frc/t51.2885-
19/10727688_733974793350853_728285904_a.jpg", 
 "user_id": "", 
 "user_full_name": "Anonym", 
 "_row": "1033736463029086946_6918561" 
}] 
  



 

 41 

Appendix 7 

  In this example we have managed to hide the identity of the author and any friends of 

the post but we can still use this information for studying, analysis and to sell on to other 

companies. 

[{ "tags": [], 
 "type": "video", 
 "filter": "Normal", 
 "created_time": "14374", 
 "link": "https://www.instagram.com/...", 
 "users_in_photo": [], 
 "user_has_liked": false, 
 "id": "1", 
 "location_latitude": "40.7", 
 "location_name": "Anonym", 
 "location_longitude": "-73.9", 
 "location_id": "Location", 
 "comments_count": 1, 
 "comments_data": [ 
 { 
  "created_time": "14374", 
  "text": 
"\u00c3\u00b0\u00c5\u00b8\u00e2\u20ac\u00a0\u00e2\u20ac\u2122\u00c3\u00b0\u00c5\u00b8\u00e
2\u20ac\u00a0\u00e2\u20ac\u2122", 
  "from": { 
   "username": "Anonym", 
   "profile_picture": "https://scontent.cdninstagram.com/hphotos-xtf1/t51.2885-
19/s150x150/11809877_1610345762586625_971497216_a.jpg", 
   "id": "", 
   "full_name": "Anonym" 
  }, 
  "id": "" 
 } 
 ], 
 "likes_count": 23, 
 "likes_data": [ 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpt1/t51.2885-
19/s150x150/11356728_399706080237711_122516134_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 }, 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpa1/t51.2885-
19/11909141_973859936002984_1158259226_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 }, 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xpt1/t51.2885-
19/s150x150/11848894_439719956212339_649007437_a.jpg", 
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  "id": "", 
  "full_name": "Anonym" 
 }, 
 { 
  "username": "Anonym", 
  "profile_picture": "https://scontent.cdninstagram.com/hphotos-xaf1/t51.2885-
19/11024313_785403464877474_1197802265_a.jpg", 
  "id": "", 
  "full_name": "Anonym" 
 } 
 ], 
 "caption_created_time": "14374", 
 "caption_text": "On Mondays all we do is this ! Celebrating my last night at @st with babes @th 
@da \u00c3\u00b0\u00c5\u00b8\u00e2\u20ac\u2122\u00e2\u20ac\u00a2", 
 "caption_id": "", 
 "caption_from_username": "Anonym", 
 "caption_from_profile_picture": "https://scontent.cdninstagram.com/hphotos-frc/t51.2885-
19/10727688_733974793350853_728285904_a.jpg", 
 "caption_from_id": "", 
 "caption_from_full_name": "Anonym", 
 "user_username": "Anonym", 
 "user_profile_picture": "https://scontent.cdninstagram.com/hphotos-frc/t51.2885-
19/10727688_733974793350853_728285904_a.jpg", 
 "user_id": "", 
 "user_full_name": "Anonym", 
 "_row": "1033736463029086946_6918561"  
}] 

 

 


