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Abstract

OpenHuaca is a cloud platform based on LXC container and KVM machines. Also, it in-
cludes advanced functionalities as dnsmasq, domains, NAT, SSH connections through certifi-
cates, bases, provisioning, user management, automation and integrations with Terrafrom or An-
sible. In adittion, it has a web platform where you can share personalisable Bases and HuacaFiles
with environments predefined.

Openhuaca differs from its competitors because the user will be able to install it on any Debian
Linux system in a matter of seconds and thanks to the HuacaHub platform, the Bases and Hua-
caFiles can be distributed to build advanced environments of complex network configurations
and multiple machines with independency in a matter of minutes. All of that in a simple way
with few steps. At the same time, the platform has the ability to create unique configurations and
from these generate custom HuacaFiles that can be shared at the HuacaHub.

Finally, it also has a KVM system to generate all the machines which do not have a kernel
compatible with the host, as it could be the case of Windows systems or ARM architectures. As
well as it has integrations with suppliers and IaaC to optimize the automation of the environment
and have been added with Ansible and Terraform.
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1. Introduction

OpenHuaca is a private cloud platform that integrates the possibility of creating both containers
and virtual machines. Moreover, it offers the option to create complex network environments,
called domains, with name and access control in an automated way. Also, the platform contains
multiple integrations with Ansible, to supply all our machines created, and with Terraform, to
offer a IaaC software (Infrastructure as a Code).

Another possibility offered by OpenHuaca is to create user own bases from machines that the
user has created locally and share them in its HuacaHub portal, where the user will be able to
find all kind of bases and HuacaFiles, which are compatible with Terraform.
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OpenHuaca is an open source project that seeks to optimize the creation times of virtual envi-
ronments so that a researcher or worker can set up small test environments quickly and be able
to focus on his work.

Below will be described the basic concepts to help on the well understanding of the platform:

First, it is important to know the meaning of having a private cloud. Due to it implies that the user
will need to have his own server with enough benefits enough to assemble all the environment
planned. The user is also responsible for the maintenance of the mentioned server, so that he will
have to take into account the resources of the machine to ensure the scalability and availability
of the environment.

One of the main advantages for private cloud is that the user will have complete control over
the platform. So, the user will be able to configure the hardware precisely, choose the operating
system and ultimately, adapt the environment to his own design.

Secondly, both containers and virtual machines will be described. As it can be seen in the fol-
lowing image, the containers are machines that share the Host kernel, and therefore, are much
faster and lighter. On the other hand, virtual machines have their own integrated kernel, so any
operating system or architecture can work on them, although it is not the host one.

Figure 1: Containers VS Virtual Machines

Once the differences between containers and virtual machines are explained, it is much simple
to understand that the most optimal way to set up environments is through containers in case the
desired system is compatible with our host. But, if only containers are implemented it will be
lost the possibility of creating a percentage of machines that have a different kernel.

In conclusion, the most optimal way is to implement containers whenever possible and KVM in
the rest of cases.

Once the host operating system is assembled, the user will have to design the communication
structure between the virtual machines and the host. The platformis designed to work through
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domains, these are Virtual Bridges that connect our machines directly to the host. Also, Open-
Huaca contains an own dnsmasq to automate the DNS management of the machines and to be
able to name them from the style machine1.domain1. The following image shows how to create
both containers and virtual machines and group them in different domains according to the need
of the environment too.

Figure 2: Domain structure

The domains can also be used to generate a Certification Authority (CA) to direct connections to
virtual machines, from the host to a machine or between various KVM. Even between different
domains, thanks to dnsmasq, which will be explained later.

In addition, in order to optimize the time management of the tool, integration with Ansible has
been implemented for tasks of provisioning, where the user will be able to assemble and con-
figure environments from machines with a simple file. Also, remeber that the platform includes
the possibility of executing commands on a machine from the host, such as generating consoles
using namespaces.

Lastly, OpenHuaca integrates an Infrastructure as a Code tool, IaaC, Terraform. This one offers
the user the possibility of generating his own environment, domains, machines, network config-
urations, nat, etc .. all from a single file. Thanks to this tool, the platform includes its proper
HuacaFiles, which will be detailed later, but in conclusion they are files with all the environment
configuration, network, machines and their contents. So that the user will be able to download a
file from the HuacaHub portal, execute it in his environment and in an agile and automated way
get a complex system of machines.
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2. State of the Art

In this section it will be discussed the current state of the market, establish the main competitors
that OpenHuaca have, the advantages and disadvantages of each analyzed platform and finally
conclude if a new one is needed.

2.1. Description

This section will be divided into three parts, some tools are going chosen that cover the same
market as OpenHuaca. That is, it will be selected Private Cloud platforms, which offer IaaS or
PaaS, both virtual machines and containers. Then, the advantages and disadvantages of each
of them will be analyzed and checked. Next, it will be performed a comparison to finally take
conclusions where there may be gaps that do not cover any of the current tools.

The platforms selected [1] are LXD, Docker, ProxMox, OpenStack, VMware and Citrix.

2.1.1. LXD

LXD [2] is a private LXC container cloud platform created by Canonical. Offers a new design
and improved user experience. This platform is built with a daemon that generates a REST API
on a local socket to control the whole platform. It is designed taking security and scalability
in mind. Also, it contains namespace isolation, resource control, basic storage and network
management. It has an integration with OpenStack to ensure the availability of containers too.

Main advantages of LXD are:

• Containers of entire operative systems.

• API management.

• Network and storage management

• High availability integration

The main difference that has LXD from OpenHuaca is that provides a robust environment man-
aged via API REST. Despite the fact that does not had the possibility to create machines with
different kernel from the host. That means, you cannot create different Linux architectures or
operative systems.

2.1.2. Docker

Docker [3] is an open source software that automates the deployment of applications. Despite
not being a private cloud platform, it allows the virtualization of processes through containers.
Also it allows the management of operating systems, the isolation of namespaces, a resource
control, an advanced storage and network system and it has integration with lots of products that
add functionalities such as web interfaces, APIs or provisioning systems like ansible or puppet.

Main advantages of Docker are:
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• Container of process.

• API management.

• Network and storage management

• Web interface

• Multiple integrations

• One of the biggest communities

The main difference from our tool is that Docker is a hard and robust software, thousands of
people work to improve Docker, for that reason, it has a wide range of plugins and integrations.
Moreover, Docker has been designed to deploy aplications and execute containers with only a
process. It has the option to virtualize an entire operative system but it is not its core function.

2.1.3. ProxMox

ProxMox is a private cloud platform that allows the virtualization of containers and KVM ma-
chines. It has advanced storage and network management. In addition, it has a web interface
and an API to improve the management. It is also prepared to work in a Cluster, ensuring high
availability. It has the possibility to do a live machine migration. Despite not having integrations,
it has an api that makes it possible the tool can be managed by others, such as, for example, with
provisioning softwares such as Ansible.

Main advantages of ProxMox are:

• Containers for entire operative systems.

• KVM for other Kernels.

• API management.

• Network and storage management

• Web interface

• High availability

• Live VM migration

All of those features provide the possibility to generate your own environments. It is a very
robust tool, with a very polished software, an API and a web interface. In spite of all of that, it
does not have integrations with the main provisioning or deployment tools. Another difference
with respect to our platform are the bases, the management of domains or the management of
users and their SSH keys.
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2.1.4. OpenStack

OpenStack [4] is a complex platform that allows you to manage all the hardware resources
through a few components via web interface. It is prepared to support any type of technology,
LXC, KVM, VMware, Citrix or Hyper-V. It has advanced computer managers, storage, network,
among others. It is a very robust tool with integrations with a wide range of tools.

Main advantages of OpenStack are:

• Operating System Containers.

• KVM for other Kernels.

• API management.

• Network and storage management

• Web interface

• Multiple integrations

• High availability

• Complex system

The main differentiating element of OpenStack with respect to OpenHuaca is its complexity. To
assemble a simple lxc container you need to have an entire infrastructure, with clusters, network
and storage configurations, you have to install LXC, its dependencies and finally you can create
it While the objective of our platform is based on the fact that you can do quick tests, that in a
matter of seconds you have a small environment working.

2.1.5. VMware

Although VMware [5] is not open source, it has a free license of its ESXi. It has virtualization
of machines. It contains a web interface to manage resources. It allows to configure virtual
networks. You can also access to NFS disks over network. The free version does not have high
availability neither API.

Main advantages of VMware are:

• Virtualización of all kind of machines.

• Network management

• Local storage and NFS

• Web interface

Significant improvements are implemented using the payment tool, but this free version presents
important limitations. In spite of this, it is a very good environment to create your machines for
testing or production. Despite that, it does not provide provisioning tools or integrations that can
slow tasks which OpenHuaca will try to speed up.
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LXD Docker ProxMox OpenStack VMware Citrix
OS Container X X X X X X
Process Container X
KVM X X X X
Advanced Storage X X X X X X
Advanced Networks X X X X X
Webapp interface X X X X
API X X X X
Live VM migration X
Integrations X X
High availability X X X

Table 1: Comparative table

2.1.6. Citrix

Last tool to analyze, Citrix, developed by IBM, is a SaaS platform that allow machine virtualiza-
tion. For that reason, your own environment can be set up to deploy applications. Allows lots of
network and storage managements. It also privides integrations for high availability.

Main advantages of Citrix are:

• Virtualization of all kind of machines.

• Network management

• Local storage or NFS

• Web interface

2.2. Comparative

Once all the tools that we are going to compare have been defined, all the characteristics and
features of each tool will be compared in the following table. All the advantages and disadvan-
tages will be shown and it will check if there is any market niche that is not being covered by the
proposed tools.

As it can be seen, VMware and Citrix are designed more for business environments, where
important infrastructures are needed and, therefore, with the free licences you can do some tests
so, end up buying licenses with a whole series of features and profesional support. On the other
hand, we have OpenStack, a very complex system that needs many resources and knowledge to
set up the first and basic environment. It is a very powerful tool, but in our case we are looking
for simplicity. Therefore, the mentioned platforms will be discarded.

LXD is a very useful tool for fast tests because it has containers. The problem is that many
functionalities are missing, which allows you to build some dynamic scenarios, such as network
configurations or the creation of machines with different kernels. The next option it would be
to think about Docker, that we have considered it in spite of not being a cloud platform. But
through its wide amount of plugins, completely free, we can get very sophisticated scenarios
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with a few simple steps. Docker seems to be the solution we were looking for, the only drawback
we detect is that Docker focuses on a single process containers, not entire operating systems.
Although you can mount integral operating system environments, docker is not designed for it,
therefore, we will leave this tool to deploy applications in processes and we will move to the last
option, ProxMox, which provides Virtualization of machines through KVM, LXC containers,
storage network management, API, web interface. It seems that it follows the same objectives and
approaches that we want to propose in our platform. But it has a big difference, it is distributed as
an image, so you need specific hardware to make it work, which slows down and makes testing
difficult.

3. Proposal

In this section it is explained in depth what OpenHuaca is, what benefits it brings and how to
use it to work optimally. Initially, it will be described how to install the platform and how it
is distributed. Secondly, an step by step description of all the functionalities, from principal
ones, how to mount network environments, machines, configure accesses, etc... to more specific
functionalities, such as NAT, management of resources or bases. Next, it will be explained the
supply and infrastructures as code integrations. And finally, the web portal called HuacaHub ,
where the platform can distribute both the source code of the tool, the packages debian, all kinds
of bases and the Huacafiles with all the information to set up environments through terraform
will be described.

In order to manage the bases, the platform includes a small unique tool called the rebase, which
will allow the user to update the bases of all his containers, so that he will be able to minimize
the space of each container and all new ones will be perfectly updated. However, this will be
extended below to it proper understanding.

3.1. Installation

To install OpenHuaca it is recommended to use an Ubuntu Server 18.04 LTS, despite being
compatible with any Debian distribution. The .deb package can be found in the web portal. This
will install all the packages needed, it will configure the services of the system and it will indicate
where we have the configuration variables of the system.

For future advances, the installation of OpenHuaca in Custers is planned, with technologies such
as etcd or integrations with OpenStack, but in this paper it is just considered the Standalone
installation.

3.2. Machines

OpenHuaca uses two virtualization technologies, LXC for OS and KVM containers for virtual
machines. As explained before, the Containers are much faster, but they have the limitation
that they must be compatible with the host kernel. Therefore, we will priorize the creation of
containers as long as the kernel is compatible. Otherwise, we will install a KVM, heavier, slower
but functional.
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It should be noted that despite having explained how the user will achieve consensus between
technologies LXC and KVM, for the administrator of the platform there will be no difference
between some machines and others, if it is true that in the machine display the platform will
have the differentiation of machines, but all the commands that will be introduced are exactly
the same, all the technology differentiation management is applied autmotically. The user should
only indicate what he wants to do and the system adapts to both technologies in a dynamic way.

Figure 3: Command technology self-management

3.2.1. Resources

Like any IaaS platform, OpenHuaca includes the possibility to manage the resources of each
machine, according to the speed of the processor, its memory or its storage capacity. The user
will be able to also add or remove devices from the host, such as usb, memory cards or discs.

3.3. Network

One of the advantages of OpenHuaca is the high capacity of network configuration that can
implement. The platform includes the possibility of creating domains that can separate machines
in different network ranges to add versatility to environments. These domains are virtual bridges
that are created on the host and interconnected through iptables. In addition, an own dnsmasq
management is generated for each domain, in order to automate the DHCP and DNS management
of each rank. In the following image it is exampled an environment with different domains.

As it is shown, they all share a range of class B IPs and each domain is assigned a complete
class C. Although, this is only an example, but through the configuration files, different config-
urations can be generated. The dnsmasq has also been configured to respond to machines by
machine1.domain1.

Finally, it should be noted that the machines do not differentiate between their technology it is
the software that self-manages.

3.3.1. Certificates

At this point, the user will be able to connect from the host to any machine using the subcommand
called console, where a tty of the machine desired is got if it has configured an ssh service in the
virutal machine, the user will be able to access from any domain to any machine just knowing a
username and his password. Something costly if the user wants to have a medium environment,
with multiple machines and users.

9



Figure 4: Domain structure

ID STATUS CA USER DUE DATE
1 Active alpha huaca 52
2 Revoked alpha user1 2
3 Invalid beta user2 0

Table 2: Certification list

For this reason, OpenHuaca has the ability to create and manage Certification Authorities, CA,
to generate certificates, which will be stored on the host. These can be distributed among the
machines or clients, so that it can facilitate the connection between machines.

OpenHuaca proposal is to add a CA for each domain, although you could create multiple too. In
this way, access to domains can be limited, see the following photo:

From these certification authorities, multiple certificates can be generated according to the do-
main and the user specifically. In the list below, it can be observed that the platform includes
the option to generate different certificates, with different expiration dates. Furthermore, it is
possible to manually disable or revoke a certificate, this allows the user to have total control of
access to his machines, without having to remember or set up passwords or third parties.

3.3.2. NAT

OpenHuaca not only has network options to improve access to the machines or their organization.
It also has a natting service, which works through internal iptables of the host. In case a service
is installed in one of the virutal machines, there is the possibility that the user wants to access
from the internet or from another machine outside the host. Therefore, with OpenHuaca NAT
manager, the desired port can be redirected to the created container service. In this way, see the
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Figure 5: Domain structure with CAs

following image, the services created from the host will be available, Allowing the user accessing
from other equipment or making the necessary configurations in his network to be able to access
from the internet.

Figure 6: NAT

3.4. Bases

Initially, LXC and KVM had their own templates to create machines. But, they were not cus-
tomizable, so, OpenHuaca platform is based on bases, which will be created from one of the
machines, and will keep all the configuration and installed software decided previously on the
machine configuration. Thanks to that, the user will be able to create a base with the whole
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environment of the machine and from this getting replicas. Automatically the system is able to
erase problematic configurations, such as IPs or MACs and re-generate them in each creation of
a new virtual machine. As it is shown in the following image, the platform let to create machines
with personalized users, or with some service ready to work.

Figure 7: Bases

3.4.1. Rebase

A problem detected when creating bases, is that after a while, the machines have been updated
and new software has been installed causing a descordination between machines.

In order to understand that better, this section will be focused in the following example: a lab-
oratory of a network subject in the university has initially created 10 machines from the same
template. The students have been working on them for 6 months, and finally, all the machines
are left updated and a large percentage of the class has installed a specific software, for exam-
ple nmap, software to analyze ports and network configurations. At this point, if for the next
semester, the user administrator wants to install nmap in all the machines by default he will have
to install it individually in all the machines, so the software will be replicated in all of them.
Also, if he wants to create some more machines, the user administrator of the university will
have to update it with the new software nmap so that it contains the same as the rest machines.

For this reason, the platform includes a tool called the rebase that allows the user to identify all
the differences, both at the software level and at the configurations, between the virtual machines
and their base. This analysis is carried out automatically and generates a file with all the tasks
that must be done in the base to match all the machines. The procedure when executing is as
follows: first, it will make a copy of the base, then the necessary tasks will be managed to create
the machines with the same configuration they had initially. Once everything in the new prepared
environment is ready, the platform will request to stop the old machines and turn on the new ones.
Finally, when the configurations of the new machines are replicated the old enviroment could be
delated.

One of the main advantages is that the software is not replicated in all the machines, but is
installed in the base itself, therefore, it reduces the difference between machines. The process
that has been followed is detailed graphically in the following image.
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Figure 8: Rebase structure

3.5. Provisioning

OpenHuaca natively brings diverse provisioning tools, it can execute commands remotely from
the host and also it has the ability to manage users of the machines or generate consoles to be able
to make the necessary checks. Also, of course, of the meditating SSH connection certificates.

In addition to provisioning tools, monitoring tools have been prepared, both resources and pro-
cesses of each machine. Everything from the host, without the need to connect to any machine.

As the platform already had basic monitoring tools and the proposal was to minimize the impact
of OpenHuaca on their machines, the final decision was not to install any agent in them, therefore,
the integration with Ansible has been prepared, which combined with our connection SSH and
its certificates, generates a perfect blend for the automation of all types of processes.

Later, it is explained what HuacaHub is, but for the moment, a simple description is that playbook
templates have been created and distributed through the platform portal, so that the users will
have both official templates tested and contributions from the community.

3.6. Infrastructure as a Code

OpenHuaca also has a IaaC service, Infrastructure as a Code, through integration with Terraform.
In this way, the user will be able to create a HuacaFile, with all the configurations of a test
environment, teacher, etc.. and simply executing it in the platform software generating everything
of the desired environment. Likewise, with the Ansible playbooks, the HuacaFiles will also be
distributed in our HuacaHub.
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3.7. HuacaHub

Finally, HuacaHub is a web platform that intends to create a community, a dynamic and interac-
tive area where the platform bases, playbooks and HuacaFiles will be distributed. Also, the users
will be able to upload their environments, to share them and other users can evaluate the rest.
There are also forums and user guides to facilitate the learning curve of our tool.

4. Evaluation

Once our proposal is made, it will be compared the obtained results and the proposed function-
alities with the main competitors of our tool, previously described in the state of the art.

As it has been observed, OpenHuaca has operating system containers with LXC and virtual KVM
machines. It has a complex system of network management, with domains, nat and accesses
through SSH credentials. It also has customizable bases and rebase functionality. All available
to share it through our HuabaHub portal. Finally, it has extra features such as integration with
Terraform or Ansible, user management or resources. Finally, as we have said throughout our
proposal, the objective of our platform is to optimize the testing times of environments for small
deployments.

The first thing will be to update the comparative table with the OpenHuaca features.

In this section, some deployments will be made with the described platforms and the installation
times will be recorded. Then, OpenHuaca will perform the same test to ensure the capabilities
of it.

5. Conclusions

As a summary, a study of the current private cloud tools has been made and we have detected
that there is no clear tool to solve the proposed needs. Those proposed needs are looking for
a simple, configurable and useful tool that allows us to set up small test environments or even
deploy applications without having to waste an important part of the project time assembling and
configuring more than improving the project or investigating new ways.

Therefore, upon discovering that there is not a perfect platform, the decision about writing this
proposal was taken. It is decided to distribute it as an installable to optimize its installation time
and the versatility that can work on any computer with a linux debian distribution. We also add
containers to optimize the time of installation and execution of environments whenever possible,
despite this, we also enable the virtualization of machines through KVM to ensure that we can
setup any environment. Access management has also been added through SSH credentials, pro-
visioning with Ansible integration and deployment of environments with Terraform integration.
Everything, as we have said, with the clear idea of reducing the time you spend assembling an
environment and minimizing its learning curve of the platform.

This has been our initial proposal for OpenHuaca, but some improvements in its functionalities
are necesary to obtain a robust tool. The main tools that would consolidate OpenHuaca as a
platform to match its major competitors would be the creation of an API for its management,
enabling auto-installable extensions from the HuacaHub Portal, so as to allow integrations with
other provisioning services, IaaC, or even we can implement improvements in the management
of our environments, adding an optional graphic interface in a webapp.
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