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ABSTRACT 
Over the last two decades the importance of data net-

working for human beings and systems has increased be-
yond any expectation in size, complexity and impact on 
society. Today, the technology is offering the ubiquitous 
and constant possibility to be connected to the Internet at a 
wide range of speeds. The traditional management solutions 
have up to now followed an evolutionary path, however, the 
scale of the Internet and emerging novel architectures such 
as peer-to-peer, ad-hoc networks, as well as virtualization 
capable network infrastructures require focused and possi-
bly revolutionary changes in management approaches. This 
article elaborates on challenges posed by the virtualiza-
tions’ renaissance as experienced in planning, developing 
and operating the FEDERICA infrastructure. The European 
Community co-funded project FEDERICA, like other 
worldwide initiatives, including FIND/GENI in the United 
States, NWGN in Japan, and FIRE program in Europe, is 
supporting the development of the future Internet. FEDE-
RICA extends the virtualization capabilities of the current 
hardware and software to provide a flexible infrastructure to 
host disrupting testing by networking researchers. 

INTRODUCTION 
The number of hosts connected to Internet world-wide is 

growing exponentially. The Internet population is near to 
1.5 billion and a wide variety of services is available along 
with a vast amount of available information. However, it is 
clear now that the original Internet architecture needs to be 
improved at least in the areas of security, management, 
monitoring and mobility. The evolution of the Internet hap-
pened faster than it was possible to develop the basic archi-
tectural concepts to a comprehensive design. The manage-
ment concepts have just been developed to keep with the 
pace of the evolution. The two main paths to solve the man-
agement challenges of the future Internet could be evolu-
tionary (incremental) or revolutionary (clean slate). Either 
would be successful in the end, the bottom line is that we 
have to think about the manageability of the future Internet 
well in advance. It is also fundamental to plan for a migra-
tion path which has to maintain Internet operational at all 
stages. 

Research activities on novel network architectures and 
protocols are anticipated all around the world to address a 
wide range of innovations. Pioneering clean slate initiatives 
such as Future Internet Design (FIND), Global Environ-
ment for Network Innovations (GENI), and Stanford Uni-
versity’s “Clean Slate Design for the Internet” in the U.S. 
clearly indicate a number of possible areas for innovations 
that will be of significant importance for the Internet of the 
future. These areas include: addressing and identification, 
cross-layer design, network virtualization, routing and traf-
fic engineering, dynamic switching of optical circuits, de-
coupling of control and data, service discovery and compo-
sition, as well as management. The European Commission 
launched the Future Internet Research and Experimentation 
(FIRE) initiative in its 7th Framework Programme (FP7). A 
key element of the research is that the new proposals for 
Internet architectures, protocols and services should not be 
defined by paperwork, but they should undergo early ex-
perimentation and testing in large-scale environments [1]. 
To provide efficient support for such innovative research 
activities the FP7 project titled Federated E-infrastructure 
Dedicated to European Researchers Innovating in Comput-
ing network Architectures (FEDERICA) [2] becomes the 
enabling platform for all stake-holders involved in “Net-
work of the Future” initiatives to develop highly innovative 
ideas, both evolutionary and clean slate, tested in a produc-
tion-like, Pan-European e-Infrastructure used for proof of 
concepts. 

To fulfill its goals, the management capabilities of the 
FEDERICA infrastructure are being developed to include 
virtualization and actually control and monitor more than 
one network at the same time. The infrastructure itself will 
also provide a useful tool to support research in network 
management. The success of the project does not rely only 
on the deployment of the infrastructure itself, but also on 
the results of the user projects dealing with revolutionary 
research. 

The article is organized as follows; after a brief overview 
on the infrastructure projects supporting future Internet re-
search we give a sort summary on the major network man-
agement strategies. Then, we introduce the European pro-
ject FEDERICA as a tangible use case for a virtualization 
capable network infrastructure deployment. We discuss its 
design objectives, architecture and basic processes includ-
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ing challenges in virtualized network management. We de-
scribe the FEDERICA vision of future Internet, and finally 
we conclude our article mentioning some future work. 

INFRASTRUCTURE SUPPORT FOR FUTURE 
INTERNET RESEARCH 

It has been globally realized that the novel concepts of 
future Internet must be experimented and tested in large-
scale environments, even in the early phase of the research. 
That is why such ambitious research initiatives as National 
Science Foundation programme GENI in the US, FIRE 
projects in the EU, New Generation Network (NWGN) 
forum in Japan, Future Internet Forum (FIF) in South Korea 
or China Next Generation Internet (CNGI) project are sup-
ported by infrastructure development activities. 

To design and implement large-scale experimental facili-
ties supporting revolutionary research on future Internet the 
introduction of network resource virtualization techniques 
is required. The virtualization in computer science is a ma-
ture and widely used technique. PlanetLab [3], a global 
research network that supports the development of plane-
tary-scale network services, was the first community test-
bed started in 2002 using virtualization as main principle in 
this context. The network slice has been defined as the col-
lection of virtual machines running in a number of com-
puter nodes of PlanetLab connected through the global 
Internet. All participating members are allowed to use and 
manage slices independently for their experiments. Site 
administrators can manage slices only by adding or remov-
ing virtual machines. 

Although PlanetLab is a popular tool for networked ser-
vices research, it may not be used for research on lower 
layer network protocols and architectures. The GENI con-
cept [4] addresses these shortcomings of PlanetLab and 
extends the aforementioned virtualization principle to the 
whole diameter of the infrastructure with the notions of 
substrate, slicing and federation. GENI allows the creation 
of experiments that create a version of the network that 
could have its own management protocols and could be 
incompatible with the Internet. 

FEDERICA follows an architecture similar to GENI, us-
ing substrate, slicing and federation principles. Currently, 
finding the proper management concept for virtualization 
capable networks and its services is a real challenge. The 
bottom line is that the proposed solution should be simple 
and easy-to-use by the clients (i.e., re-searchers) without 
wasting time on managing things and concentrate only to 
the research objective. 

STRATEGIES IN NETWORK MANAGEMENT 
Network and service management in future networks be-

come an important topic involving a whole set of evolu-
tionary and novel approaches. 

Evolutionary Approaches 

The functional requirements of the traditional network 
management are summarized by the well-known term 
FCAPS (Fault, Configuration, Accounting, Performance 
and Security) management. During the last few years the 
importance of configuration management as well as net-
work monitoring and measurement (i.e., fault and perform-
ance management) has been increased. Currently, the ac-
counting and authorization (i.e., security management) is 
also becoming more and more important in a virtual envi-
ronment. 

The classical management frameworks such as the OSI 
Network Management Framework, the Telecommunication 
Management Network (TMN), or the Internet Network 
Management Framework, followed the traditional agent-
manager centralized paradigm. With the increasing size, 
management complexity and service requirement of the 
emerging virtual network infrastructures, such a manage-
ment paradigm is no longer adequate, and should be re-
placed with distributed management concepts. That is 
clearly illustrated by the evolution of the Simple Network 
Management Protocol (SNMP) for IP networks. As an early 
effort in 1992, SNMPv2 introduced the concept of interme-
diary manager towards distributing management functions. 
Although SNMPv3 with embedded security features is 
widely deployed for monitoring network devices, it has 
some shortcomings in configuration management and man-
aging complex systems [5] including virtualization capable 
network devices, servers and PCs.  

Modern routers and switches are highly programmable 
devices and can accommodate management functions di-
rectly on the device. This design trend leads to new man-
agement approaches based on Extensible Markup Language 
(XML) and Web services, as well as some vendor-specific 
solutions. We do not call these trends revolutionary because 
they have been around for several years now and did not 
really change the network administrators’ way of thinking. 
Since XML can be efficiently used as a textual encoding 
mechanism for application protocols, object and interface 
specifications, the XML-based management technologies 
seemed to be obvious choice for next evolutionary step. In 
parallel with some proprietary developments like Juniper’s 
JUNOScript [6] the benefits of the combined XML and 
Web based approaches became clear. Such low cost infra-
structure with proven scalability and security features was 
developed by Distributed Management Task Force (DMTF) 
called Web-based Enterprise Management (WBEM). The 
ideas behind JUNOScript and WBEM formed the basis of 
the IETF’s standardization effort towards the Network Con-
figuration (NetConf) protocol [5].  

Like SNMP, the WBEM and NetConf also follow the 
agent-manager paradigm, albeit with important differences 
regarding the capabilities of the management protocol and 
the associated information model. NetConf is qualitatively 
different to all the other approaches, given that it follows a 
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document-based concept [5] as opposed to individual man-
aged object access approach. 

Novel Approaches 

Several novel ideas are emerging. Candidates for different 
network management approaches have been proposed based 
on highly distributed and sophisticated intelligence. Those 
kinds of management approaches require revolutionary 
thinking ‘out-of-the-box’ and may drop the complete set of 
existing solutions. These approaches must be supported by 
the large-scale experimental network facilities, like FEDE-
RICA virtual infrastructure, for adequate proof of concepts. 

The policy-based network management concept started in 
early 1990s [7]. The most significant benefit of policy-
based network management is that it promotes the automa-
tion of establishing management level objectives over vari-
ous types of network devices. Network administrator would 
interact with the network by providing high-level abstract 
policies. Such policies are device independent and human-
friendly that is needed in a heterogeneous environment of 
virtual resources. 

The concept of Management by Delegation (MbD) [7] 
was introduced in parallel with the policy-based approach 
pushing more management tasks to the agent side dynami-
cally. Code mobility can be considered as the capability of 
a management procedure to distribute and relocate its com-
ponents at run-time. With code mobility, management tasks 
no longer have to be performed by the managers. They 
simply generate management objectives and outline task 
procedures, the execution of tasks are delegated to the 
agents. 

The concept of intelligent agents and active networks is 
extending the initial idea [7]. An intelligent agent is an in-
dependent entity capable of performing complex actions 
and resolving management problems on its own. Unlike 
code mobility, an intelligent agent does not need to be 
given task instructions to function, rather just the high-level 
objectives. However, the entire network management sys-
tem is autonomous the problem of managing the intelligent 
agents also becomes increasingly important. Active net-
works, combined with code mobility, could present an ef-
fective enabling technology for distributing management 
tasks to virtual network resource level. These kinds of net-
work management approaches are the subject of the current 
research efforts all over the world and also supported by 
FEDERICA. 

USE CASE: THE FP7 PROJECT FEDERICA 
We mentioned earlier the importance of the infrastructure 

projects and early prototyping. We describe in the follow-
ing the European project FEDERICA. The project partners 
include a wide range of stake-holders on network research, 
National Research and Education Networks (NRENs), 

DANTE, TERENA, academic and industrial research 
groups and vendors. 

Motivation and Design Objectives 

FEDERICA is a two-and-a-half-year European Commis-
sion funded project to implement a versatile experimental 
network infrastructure for trialing new networking tech-
nologies [2]. It exploits the leading edge optical networking 
environment in campus LANs, NRENs and GÉANT. The 
FEDERICA virtual infrastructure will be able to support 
experimental network research in data, control and man-
agement planes as well as all protocol layers, over an exist-
ing pan-European substrate, but in isolation from the ser-
vice environment. 

FEDERICA is not directly about the future Internet but 
provides a key infrastructure for such research activities 
accomplished by hosting virtualized facilities in the sub-
strate nodes. Among the main FEDERICA design princi-
ples we point out the stress on experiments reproducibility. 
We have to provide a controlled environment that is flexi-
ble, reliable and allows reproducible running conditions 
with the advent of simple and easy-to-use management so-
lutions. Hence, the management of FEDERICA does not 
directly imply how the future Internet will be managed, but 
gives a good opportunity to understand it. FEDERICA in-
frastructure is not about performance, but rather about test-
ing new ideas and principles. 

FEDERICA Architecture and Procedures 

The FEDERICA infrastructure is being built on the top of 
the GÉANT2 backbone interconnecting several NRENs 
around Europe (Fig. 1). The topology is composed of 13 
physical sites, 4 core and 9 non-core nodes, connected by 
point-to-point links. The FEDERICA node facilities in-
clude: 
• Programmable high-end routers/switches (Juniper MX 

series) enabling logical router/switch instances only at 
the core nodes; 

• Multi-protocol switches (Juniper EX series) extending 
virtual links to non-core nodes; 

• PC-based virtualization capable nodes (V-nodes) run-
ning virtualization software, implementing e.g., open 
source software routers and emulating end-user nodes. 

The FEDERICA infrastructure is engineered so as to en-
able reproducible experimentation of user scenarios when 
requested. This is accomplished by leveraging virtualization 
with appropriate hardware and software capabilities of the 
infrastructure, for instance: provisioning virtualized com-
puting resources; binding separate physical network inter-
faces to virtual slices; assigning separate logical instances 
of switching/routing equipment; and partitioning physical 
communication links. Users are assigned virtual networks, 
via a centralized decision making procedure. They subse-
quently access their slice resources via a dedicated proxy 
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that safeguards user slices and the FEDERICA substrate 
from unauthorized and/or unscheduled demands, also acting 
as an access authentication engine. 
The main feature of FEDERICA is that the users will be 
able to fully configure and manage the resources of their 
own slices, without affecting the physical infrastructure 
operation. The basic slice provisioning procedure per-
formed by the FEDERICA Network Operation Center 
(NOC) is illustrated in Fig. 2. Note that initially, almost of 
the actions performed by the NOC follow a manual proce-
dure. However, the project envisages a dynamic system and 
a tool-bench able to create slices automatically upon the 
users’ request. 

CHALLENGES IN VIRTUALIZED NETWORK MAN-
AGEMENT 

Within the scope of FEDERICA, it is very important to 
define a management strategy capable to deal with virtual-
ized resources. Currently there are some research projects, 
in which some partners are involved, such as UCLPv2 [8] 
and MANTICORE [9], dealing with management ap-
proaches that could fit within the FEDERICA scope with 
some constraints. But, it is important to consider two novel 
design requirements around FEDERICA: the isolation and 
the federation. Isolation means that, resources from one 
slice allocated to a specific user must act independently 
from resources allocated to other user when both are shar-
ing the same physical infrastructure. Meanwhile, federation 
means that the FEDERICA’s resources in a slice can coop-
erate with outside resources. 

Those requirements need to take into account the virtual-
ization paradigm within a Service Oriented Architecture 
model. As an example virtualization can be considered in 
the context of the Infrastructure as a Service (IaaS) [10]. 
IaaS is a technique which represents a physical device or 
substrate as a software entity. 

The challenge behind network virtualization is with pro-
viding infrastructures as a service, which brings some ad-
vantages in respect to legacy management system architec-
tures. A particularly important challenge is the capability to 
federate different infrastructures. 

In terms of scalability, the infrastructure can follow the 
business or projects needs, since resources can scale effi-
ciently, and when the needs or the project is over, network 
resources can be brought back to the provider.  

The IaaS concept is the basis, for instance, of the MAN-
TICORE project, where its virtual router configuration ca-
pabilities are going to be implemented within the FEDE-
RICA tool-bench to be delivered by the end of the project. 

FEDERICA’S VISION ON THE FUTURE INTERNET 

Trends and Requirements 

The future Internet will develop according to two basic 
requirements: interconnect a constantly growing number of 
elements and offer ubiquitous, permanent connectivity to 
the majority of its users. The possibility for any user to 
connect to any other user is also considered fundamental to 
allow access to all kind of information, also in sensors and 
objects. These requirements mandate a robust authorization 
and authentication infrastructure which must be available at 
all layers of the Internet. 

The Internet will continue to be implemented as a set of 
inter-connected autonomous domains due to scaling re-
quirements, each with different technologies and capabili-
ties, without a centralized management or control. Mobility, 
reachability and security requirements will impose a strong 
inter-domain communication of various types of informa-
tion. Monitoring capabilities should then extend to mobile 
users, traversing administrative boundaries and to multiple 
parallel virtual networks on the same physical infrastruc-
ture. Such advances require ad-hoc support in the hardware 
and the development of new standards for virtual resource 
representations. In particular the need is for a more rich 
information system which tracks the relationships between 
the entities in each domain. 

Life after FEDERICA 

FEDERICA may act as a bridge between the current 
Internet and the new one, acting also as a platform to test 
migration paths. Federating similar infrastructures is of 
paramount importance. FEDERICA is already engaged in 
defining a service interface to federate resources with other 
initiatives, e.g. the European project PanLabII and the US 
GENI. The virtualization architecture proposed by FEDE-
RICA allows developing the revolutionary schemes on the 
top of the current Internet architecture isolating the new 
disruptive protocols and services from the current protocol 
suite. 

FEDERICA is planned to run until June 2010. Its results 
and research will be used in the European NREN environ-
ment and by the pan-European GÉANT backbone. 

CONCLUSION 
The Future Internet will need novel control and manage-

ment capabilities. All related research approaches must be 
validated on large-scale experimental facilities without af-
fecting production environments. The FEDERICA project 
uses simple evolutionary solutions to create an almost clean 
slate infrastructure for revolutionary research on existing 
NRENs infrastructures, including disruptive reproducible 
testing. 
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Fig 1 The FEDERICA Infrastructure 
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Fig 2 Basic slice provisioning procedure 


