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Abstract 

This project is going to modify a communication between monitoring software and a 
microcontroller. Currently this communication is carried out physically with a cable. Our 
goal is to remove this cable and implement a wireless communication. We are going to 
work with existing technologies and protocols, creating a hardware and software platform 
that interacts with each other as long as this replacement is transparent to both nodes. 

 

Once the system is implemented, we are going to communicate the program and the 
microcontroller using the new platform to see that the information flow is robust and free 
of errors. 

 

We will conclude with a real communication and we are going to give possible solutions 
to the disadvantages of wireless communications in front of cable communications, 
proposing a line of future research, which could be done to improve our system. 
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Zusammenfassung 

In diesem Projekt soll die Datenkommunikation zwischen einer Monitoring-Software und 

einem Mikrocontroller geändert werden. Momentan wird diese Kommunikation 

physikalisch mit einem Kabel hergestellt. Unser Ziel ist es, dieses Kabel durch die 

“wireless”-Kommunikation  zu ersetzen. Wir werden mit bestehenden Technologien und 

Protokollen arbeiten, hierfür werden wir eine Software- und Hardware-Plattform erstellen. 

Diese Plattformen werden mit sich selbst interagieren damit der Ersatz des Kabels 

transparent für beide Knoten ist.   

 

Sobald das System verwirklicht ist, werden wir die Kommunikation zwischen dem 

Program und dem Mikrocontroller mittels der neuen Plattform herstellen, um festzustellen 

dass der Informationsfluss robust ist und keine Fehler aufweist. 

 

Zum Abschluss des Projekts soll eine reelle Datenkommunikation stattfinden und 

mögliche Lösungen gefunden werden um die Nachteile der kabellosen Kommunikation 

gegenüber der physikalischen Kommunikation aufzuzeigen. Die Ausarbeitung eines 

neuen Kommunikationssytems soll in der Zukunft weiter erforscht werden.     
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Resum 

En aquest projecte es modificarà una comunicació entre un software de monitorització i 

un microcontrolador. En aquests moments, aquesta comunicació està configurada 

físicament per cable. El nostre objectiu és retirar aquest cable i implementar una 

comunicació “wireless”. Treballarem amb tecnologies i protocols ja existents, creant una 

plataforma de hardware i software que interactuïn entre sí per tal que aquest canvi sigui 

transparent pels dos nodes. 

 

Un cop realitzat el sistema, farem que el programa i el microcontrolador es comuniquin 

fent servir la nova plataforma per veure que el flux d’informació és robust i no presenta 

errors. 

 

Conclourem veient una comunicació real i donarem possibles solucions als 

desavantatges que presenten les comunicacions sense fils davant les comunicacions 

amb cable, proposant una línia d’investigació futura que es podrà dur a terme per a 

millorar el nostre sistema. 
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Resumen 

En este proyecto se modificará una comunicación entre un software de monitorización y 

un microcontrolador. Actualmente esta comunicación se lleva a cabo físicamente con un 

cable. Nuestro objetivo es retirar este cable e implementar una comunicación “wireless”. 

Trabajaremos con tecnologías y protocolos ya existentes, creando una plataforma de 

hardware y software que interactúe entre sí con tal de que este reemplazamiento sea 

transparente para ambos nodos.  

 

Una vez realizado el sistema, vamos a hacer que el programa y el microcontrolador se 

comuniquen usando la nueva plataforma para ver que el flujo de información es robusto 

y no presenta errores. 

 

Concluiremos viendo una comunicación real y trataremos de dar posibles soluciones a 

las desventajas que presentan las comunicaciones sin cable frente a las comunicaciones 

por cable, proponiendo una línea de  investigación futura que se podrá realizar para 

mejorar nuestro sistema. 
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1. Introduction 

The fast development of the electronics in recent years has led to an increment of 

controlled systems in all fields of daily life. Transport, communications, commerce, 

agriculture, etc. are being automated and monitored thanks to the rapid advance of data 

acquisition and processing. 

 

This would not be possible without the improvement experienced by microelectronics and 

specially the microcontrollers. We have nowadays transducers of all types, multiplexers, 

amplifiers with high gain and little addition of noise, D/A and A/D converters at high rate 

and microcontrollers with all kinds of features: D/A and A/D converters, PWM, UART, SPI, 

USB, internal and external interrupt sources, timers, counters and a long list of I/O that 

make them a very powerful tool. 

 

With all these elements we are able to control and monitor systems called “in real time”, 

which means that the data is being processed at the same time as it is being captured. 

Real-time systems are widely used for all types of applications. An example of a real-time 

system could be a house. A microcontroller would control the parameters we want, for 

example the temperature of the rooms, whether the doors are open or closed, whether 

the oven is being used, whether the refrigerator is open and an endless list of possible 

monitorable parameters. All this monitoring would be controlled from a computer or a 

mobile phone, and we could interact with the variables for example regulating the 

temperature of the rooms. 

 

The Hochschule Aalen (Aalen University) is involved in a real-time project, which consists 

in a motor with a rotatory system. This whole system is controlled by a microcontroller 

(STM32) and a program developed in the Hochschule Aalen called Monitor, which is 

responsible for monitoring the data of the microcontroller that controls the main motor. 

Making a comparison with the previous example, the parameters we want to control 

would be the voltage or the current; the control platform would be the Monitor, and we 

could interact with these parameters.  

 

Thanks to the Monitor, we assign variables to the measures we want to monitor and the 

STM32 sends us its state in real time. If we did not have the Monitor, the only way to 

acquire data in real time would be analysing different parts of the circuit with an 

oscilloscope, which would be very uncomfortable and not very accurate. 

 

This project focuses the part of communicating among the Monitor and the 

microcontroller. This communication is already done through the serial port. 
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In the following picture we see framed red what we are going to modify, and a basic 

scheme of the above. 

 

 

Figure 1: Basic scheme and main project focus 

 

1.1. Objectives 

The main objective of this project is to improve the connection with the microcontroller. As 

has already been said, the communication between the Monitor and the microcontroller is 

made with a cable by serial port. We are going to delete it and we will replace it with a Wi-

Fi communication, so the communication will become “wireless”. 

 

This is necessary since sometimes, it can be difficult to physically connect to a device, 

either because of its position, lack of power outlet or any complications that may arise. 

This is why wireless connections are having a very important role in the communications 

world. 

 

A good point of wireless communication is that it is possible to have more than one 

device controlled from the same point of connection, without the need of having a 

computer, cable and equipment for each device. A possible communication scheme, 

where various microcontrollers are controlled from a central computer, could be as 

follows: 

 

 

Figure 2: Possible communication scheme 
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The second objective of this project is having the possibility to communicate with an 

Android device. Android systems are widely used nowadays and have many powerful 

advantages. The main ones are that an Android developer can create an application for a 

mobile or tablet (like an Android version for the Monitor), with which we will be able to 

control our system. Another important feature from the point of view of the system that 

presents Android devices is multitasking. With a mobile phone you are able to control a 

system while having other applications running. 

 

1.2. Requirements and specifications 

- Secure communication: we must avoid unwanted users to connect to our system. We 

will have to use networks with password. 

 

- Reliable communication with error correction: the sender cannot send a second 

message without first having received the response from the first. When the data 

transmission is not correct, we will have to send the information again in order not to lose 

the communication 

 

- Wi-Fi networks: as we are working with Wi-Fi networks, we obviously need to have 

some available or the possibility to create a Hotspot. 

 

- Integration to the main microcontroller: we are going to replace a physical cable for a 

Wi-Fi connection. This implies that the connection must be accepted by the 

microcontroller, i.e. the connection must be transparent for both the Monitor and the 

microcontroller. 

 

- Possibility to control the system from a mobile, for example to an Android device: as it 

has been commented in the objectives, the use of android is currently very widespread, 

so the system must be prepared to support an android version of the Monitor. 

 

- Possibility to integrate more than data transmission (e.g. pictures or sounds): although 

we will deal with variable data to process them, it would be interesting that in addition to 

sending the status of these, we could send an image from time to time of how the system 

is. 

 

- Free software: the project policy dictates that all software that we use must be of free 

license. 
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1.3. Initial work plan 

1.3.1. Initial breakdown structure 

 

Figure 3: Breakdown structure 

 

1.3.2. Initial work packages 

Project: Platform to control and monitor a microcontroller 

remotely. 

WP ref: 1 

Major constituent: Technology study and software 

decision 

Sheet 1 of 1 

Short description: 

 

Choice the technology that will be used and the software 

that is going to help with the communication.  

 

Planned start date: 

8/03/2017 

Planned end date: 

10/04/2017 

Start event: technology 

choice 

End event: software to be 

used 

Table 1: Work package 1 

 

 

 

 

 

Viability of 
technology and 

software decision 

•Technology 
choice 

•Software 
decision 

Device 
programming 

•Program the device 

•Implement the new 
device in the main 

system 

Communication 
protocols  

•Create a faster 
connection 

•Design a more 
realiable 

communication 
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Project: Platform to control and monitor a microcontroller 

remotely. 

WP ref: 2 

Major constituent: Device programming Sheet 1 of 1 

Short description: 

 

Prepare and program the device that has been decided in 

the work package 1 in order to communicate it with the 

computer 

Planned start date: 

11/04/2017 

Planned end date: 

15/05/2017 

Start event: program the 

device acquired 

End event: device 

implemented in the main 

system. 

Table 2: Work package 2 

 

Project: Platform to control and monitor a microcontroller 

remotely. 

WP ref: 3 

Major constituent: Protocols Sheet 1 of 1 

Short description: 

 

This part consists in modifying the communication 

protocols in order to get a better connection between the 

transmitter and the receiver. 

Planned start date: 

09/05/2017 

Planned end date: 

17/06/2017 

Start event: create a faster 

connection 

End event: reliable 

communication 

Table 3: Work package 3 

1.3.3. Milestones 

Meeting Date 

Project Proposal and Work Plan approval  15/03/2017 

Critical Review (midterm) 15/05/2017 

Final Review 19/06/2017 

Table 4: Milestones 
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1.3.4. Initial time plan 

1.3.4.1. Gantt diagram 

 

 

Figure 4: Gantt diagram 

 

1.3.4.2. Pert diagram 

 

 

Figure 5: Pert diagram 
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2. State of the art 

2.1. Microcontroller 

A microcontroller is a small computer on a single integrated circuit. It generally contains 

one CPU as well as memory and programmable input/output peripherals. It also includes 

programmable memory in form of flash memory or ROM, as well as a small amount of 

RAM. Microcontrollers are mainly designed for embedded applications. This means that it 

is a computer system designed to perform specific functions; unlike a computer, which is 

designed to cover a wide range of functions. 

 

Microcontrollers are being used for all types of industries and in a large amount of 

functions and devices, such as agriculture, automotive, aeronautics, communications, 

medicine, etc. The reduced size and cost makes them a very used tool. 

 

The advantages of microcontrollers are as follows: 

- Flexibility, programmable nature. 

- Fast speed of execution compared to general purpose microprocessors. 

- Inexpensive: cheap to manufacture. They are normally produced in large 

quantities, which lower its price. 

- Facility to interface additional RAM, ROM and I/O ports. 

- Once microcontrollers are programmed, typically they cannot be reprogrammed (if 

the program is saved in the ROM). 

- Development time: due to the complexity of the circuit board, the development 

time and cost of a microcontroller is increased; however, it is a great advance, 

since otherwise we would have to program the logical circuit with hardware. 

 

Some disadvantages are: 

- Complex architecture: they have more complex architecture than microprocessors. 

This means that understanding their functionality can be quite difficult. 

- Cannot interface high power devices directly. 

 

 

Figure 6: Basics of a microcontroller 
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2.2. UART (Universal Asynchronous Receiver/Transmitter) 

A Universal Asynchronous Receiver/Transmitter (UART) is a hardware component that 
can transmit and receive binary data serially. This means that the data is sent 
sequentially. The UART Transmitter transmits bytes of data over a wire one bit at a time. 
A UART Receiver receives these bytes at the end of the wire. This receiver reconstitutes 
the received bits into bytes again. A UART communication can be unidirectional or 
bidirectional. The most used is the second one, which needs two wires, one for 
transmitting data (TX) and one for receiving it (RX). For a bidirectional communication, 
the TX wire of one UART gets connected to the RX wire of the other as shown in the 
following figure: 

 

 

Figure 7: Bidirectional UART communication 

 

The way they communicate is the following: the transmitter (TX) first sends a start bit, 
instructing the receiver (RX) that a byte is coming. The RX then listens to the channel for 
the bit stream and reconstitutes the byte. For this process to work, both TX and RX must 
agree on a bit rate and more parameters at which to communicate. This bitrate 
configurability makes it universal. In the following figure we see a typical UART packet: 

 

 

Figure 8: Typical UART packet 

 

When the TX is ready to transmit a byte, it must first transmit a start bit (‘0’). This 
indicates the RX that a byte is incoming, the next bit will be the first bit of the full byte. Bits 
are transmitted starting with the least significant digit finishing with the most significant. 
After the last (8th) bit, a stop bit (‘1’) is transmitted.  
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The following figure shows how the byte is sent: 

 

 

Figure 9: UART data sending 

 

2.3. Wi-Fi 

Wi-Fi is a technology for connecting electronic devices 

wirelessly. Wi-Fi enabled devices, such a computer, a smart 

TV, smartphones, music players, etc. are able to connect to 

each other through what is called an “access point”, normally 

a router.  

 

One of the problems transmitting data wirelessly is the 

saturation of the radio-electric spectrum, due to the large 

massification of users and therefore devices. Actually, the Wi-Fi standard is designed to 

connect devices to reduced distances. Any use of greater range at about 55 meters is 

exposed to an excessive risk of interference. The following image shows a typical 

Wireless Router: 

 

 

Figure 11: Typical Wi-Fi router 

 

On the one hand, connecting devices and transmitting information without the need of 
physical cables is very useful and comfortable. We can connect to the Internet or we can 
connect to devices which because of their position are difficult to access them. Once a 
network is configured, anyone with a device is able to connect without expense in 
infrastructure. 

 

On the other hand, this freedom leads to a problem of security at the level of 
communication. A very high percentage of networks are set up without regard of security, 

Figure 10: Wi-Fi logo 
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thus making their networks open or without protecting the information which is traveling 
through them. Moreover, there are some programs capable of capturing packets, having 
the possibility to capture personal data such as passwords. There are several security 
measures such as encryption algorithms such as WEP or WPA2 keys, but they are never 
completely secure. Another disadvantage of a Wi-Fi system is a slower speed compared 
to a wired connection, due to the interference and loss of signal that the environment can 
carry. The power of the Wi-Fi connection will be affected by the physical agents that are 
around us, such as trees, walls, weather conditions, etc. 

 

2.4. OSI Model (Open System Interconnection) 

To better understand following points, it is necessary to briefly explain what the OSI 

model is. The OSI model is a conceptual model that standardizes the communication 

functions without regard to their internal structure. The goal of the OSI model is the 

interoperability of diverse systems with standard protocols. The OSI model has 7 defined 

layers. The basic idea of this model is that a layer serves the layer above it and it is 

served by the layer below it. To better understand how this model works, we can 

resemble it with two people communicating via mail. First, the writer must write the letter, 

insert it into an envelope while the receiver must first open the envelope and then read 

the mail. The following image shows the whole process of sending and receiving 

information with the 7 layers of the OSI Model. 

 

 

Figure 12: OSI model, sending and receiving data 

 

When the information goes down through the layers, a header is added to it. This is 

called “encapsulation” because it is like wrapping an object in a capsule. Each header 

can be understood only by the corresponding layer at the receiving side. Other layers 

only see that layer’s header as a part of data. At the receiving side, corresponding header 

is stripped off in the same layer it was attached. This process is called “decapsulation”.  
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The following image shows an “encapsulation-decapsulation” process; where the real 

data to send is the blue square, and it gets encapsulated each layer: 

 

 

Figure 13: Encapsulation-decapsulation process 

 

So once the Wi-Fi network is implemented (OSI Layer 1 and 2), we have then a local 

network that can interconnect a small number of hosts, which are managed by a router. 

The following image illustrates Wi-Fi network already implemented, where the three 

devices are connected to the Access Point: 

 

 

Figure 14: Implemented Wi-Fi network 

 

2.5. TCP/IP 

2.5.1. IP (Internet Protocol) 

Once the Wi-Fi network is implemented, we can then run any Level 3 internetworking 

protocol (OSI Layer 3), which will be IP. This protocol allows those small numbers of 

hosts to talk not only to each other but also to hosts anywhere else on the Internet. Its 

main function is the bidirectional communication that transfers packets or datagrams 

across different physical networks. This protocol does not provide any mechanism to 

determine whether or not a packet reaches its destination. For example, an IP packet 

could get damaged, arrive in another order with respect to other packages, arrive 

duplicated or simply not arrive. The following image illustrates the header of an IP packet 

or datagram, which is composed of several fields. 
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The IP headers contain the addresses of the source and destination machines, which will 

be used by the routers to decide the network stretch where the packets will be forwarded: 

 

 

Figure 15: IP packet header 

  

One of the most complex aspects of IP are routing and addressing. On the one hand, 

addressing refers to the way an IP address is assigned and how subnets of computers 

are divided. An IP address is a number that logically identifies an interface of a device. 

This number should not be confused with the MAC address which is a physical number 

that is assigned to the network card or device (comes from the manufacturer), while the 

IP address can be changed. Every user uses an IP address when connecting from his 

home to the Internet. 

 

Machines manipulate information in a numerical way, and are highly efficient in locating 

IP addresses. However, humans should use another notation easier to remember and 

use. This is where the DNS comes to convert domain names into IP addresses. What is 

easier to remember: 141.18.64.237 or google.com? 

 

On the other hand, routing consists of finding a path that connects one network with 

another. In a large network or in a set of interconnected networks, the way forward to 

reach the final destination may involve transit through many intermediate nodes. The 

ideal in a network is to get the optimal routing: to have minimum paths. 
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The following image shows possible ways of an IP packet. 

 

 

Figure 16: Routing IP packets 

 

2.5.2. TCP (Transmission Control Protocol) 

TCP is one of the fundamental protocols on the Internet. It is the intermediate layer 

between network protocol (in our case IP, Layer 3) and the application (Layer 5). This 

protocol ensures that the data the client sends is received by the server without errors 

and in the same order as they were sent. It is a connection-oriented protocol, since the 

client and the server must announce and accept the connection before beginning to 

transmit data. 

To give a general overview of the TCP/IP scheme this image will help: 

 

  

 

Figure 17: TCP/IP general overview 
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2.6. Internet sockets 

Whenever we have a TCP/IP connection, it is necessary to use sockets. Internet sockets 

are the mechanism for delivering packets or datagrams of data from the network card to 

the appropriate process. They are internal endpoints for sending and receiving data at a 

single node in a computer network. A socket is defined by a local and a remote IP 

address, a transport protocol (in our case TCP) and a local and a remote port numbers. 

 

In order for two programs to communicate with each other, certain requirements must be 

met. The first one is that one program has to be able to locate the other. The second is 

that both programs are able to interchange any sequence of octets. These two 

requirements make necessary that the two resources use the concept of socket.  

 

By the second requirement mentioned, we need to create a client-server scheme. 

Sockets allow the implementation of a client-server architecture, which is needed to 

initiate the communication. The “client” must be the one that initializes it. The second 

program waits for the first to initiate the communication, for this reason it is called the 

“server”. 

 

This image shows us how two applications communicate through sockets. As we said, It 

two IP addresses (192.191.28.15 and 146.85.5.20) and two ports (1500 and 80) are 

needed: 

 

 

Figure 18: Communication through sockets 

 

2.7. ARP (Address Resolution Protocol) 

The ARP is a communicating protocol of the link layer (OSI Layer 2) responsible for 

finding the hardware address corresponding to a given IP address. To achieve this, a 

packet is sent to the broadcast address (a logical address at which all devices connected 

to a network are enabled to receive packets) of the network. This packet contains the IP 

address for which it is being asked, and THAT machine replies with the corresponding 

address. Each machine maintains a cache of translated addresses to reduce delay. 
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To exemplify, to locate machine number 121 among 255 machines, a message would be 

sent to the broadcast address (so every machine would receive that message). No one 

will respond except the machine 121, which will be identified. The following image shows 

the way used by H1 (Host 1) to identify H2 through an ARP request: 

 

 

Figure 19: ARP request 

 

Figure 20: ARP reply 
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3. Methodology and project development:  

3.1. Existing solution: communication over the serial port 

At this time the Monitor and the STM32 communicate through the serial port. To better 
understand the communication let’s see this little scheme: 

 

 

Figure 21: Existing communication 

 

The Monitor sends the data over a configurable COM port. The information travels 
through the USB cable until arriving at a device that is in charge to convert the USB port 
in transmission/reception UART. The information ends up arriving at the microcontroller 
STM32, which responds with the corresponding data. This response travels in the 
opposite direction, which means that we have a bidirectional communication. 

 

The following illustration shows the connection from the USB Cable to the STM32: 

 

  

Figure 22: USB connection to the STM32 

 

3.2. New solution: wireless communication 

The studied solution consists, as mentioned, to delete the physical link between the 

computer and the STM32. We are going to need a wireless link.  

 

USB and UART Cables 
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3.2.1. Technology comparison and decision 

To delete this cable, we first have to think about what technology we will use in its 

replacement. The use of a wireless communication implies that we can use Bluetooth, 

Wi-Fi, WiMAX, etc. 

 

In our case, the distance between devices will not be very high, so the two most useful 

possibilities are Bluetooth and Wi-Fi. It is obvious that the two technologies are useful to 

send and receive data, but they do have great differences. In any case we will have to 

attend to the limitations of bandwidth and range to decide between one of these two 

technologies. To make a comparison between them, let’s see the following table: 

 

                                          Bluetooth Wi-Fi 

Frequency 2.4 GHz 2.4, 3.6, 5 GHz 

Implementation cost Low High 

BW (Bandwidth) 800 Kbps 11 Mbps 

Specifications authority Bluetooth SIG IEEE, WECA 

Security Low security Medium security 

Year of development 1994 1991 

Primary Devices Mobile phones, mouse, 

keyboards, office and industrial 

automation devices and activity 

trackers 

Laptops, desktop computers, 

servers, TV, Latest mobiles 

Hardware requirement Bluetooth adaptor on all the 

devices connecting with each 

other 

Wireless adaptors on all the 

devices of the network, 

a wireless router and/or wireless 

access points 

Range 5-30 meters Around 32 meters indoors and 95 

meters outdoors 

Power Consumption Low High 

Ease of Use Fairly simple to use. Can be used 

to connect up to seven devices at 

a time. It is easy to switch 

between devices or find and 

connect to any device. 

It is more complex and requires 

configuration of hardware and 

software. 

Latency 200ms 150ms 

Bit-rate 2.1Mbps 600 Mbps 

Table 5: Technology comparison 

 

The most important difference between the two technologies is the bandwidth and the bit 

rate. The Bluetooth standard maximum data rate is at best 3Mbps, while Wi-Fi maxes 

anywhere from 54 to 1300+Mbps. This means that Wi-Fi wins the race for data transfer; 

this is why it is used for almost everything. 

 

Moreover, Wi-Fi has some advantages against Bluetooth, for example, the possibility of 

establishing a “network of devices”, which is not possible through Bluetooth. This means 
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that if we use Bluetooth we can only have paired devices in pairs, whereas in a Wi-Fi 

network (although we need to use a router), we can have a whole network of computers 

connected simultaneously. This is an interesting advantage for our project, since if we 

want to monitor more than one device at a time, we can do it from a central machine 

thanks to this “network of devices”, while in Bluetooth we could have more problems. 

 

With respect to the cost of implementation, the increase of the Wi-Fi technology all over 

the world has lead to reduced market prices; making our project not expensive to be 

implemented. Today there are very cost efficient Wi-Fi network deployments. In the case 

of our project, if there is a possibility that there is no Wi-Fi network to connect both the 

Monitor and the microcontroller, we could use a mobile phone to create a “Hotspot” that 

would work as a router. 

 

Comparing the range of the two technologies, we see that working in indoor the 

difference is not that big. Despite this, the Bluetooth is thought to work in shorter ranges. 

In contrast, the Wi-Fi has the possibility of reaching a longer distance, which will be useful 

for us if we want to move the point where the main controller is. 

 

It should be noted that an important disadvantage that we find in Wi-Fi technology is the 

energy consumption, which is quite higher than Bluetooth. In our case, the power 

consumption is not a very serious problem. By using the Monitor, which runs on a 

computer, and a microcontroller which is properly fed, we may take this issue less into 

account. 

 

An issue to take into account for our project is the security. As we have already 

mentioned, we do not want unknown users to enter our system and make malicious use 

of the microcontroller, being able to trigger important accidents, like overheating.  

 

On the one hand, Bluetooth offers several security features. In almost every case, users 

can establish “trusted devices”, which are able to exchange data without asking for 

permission. When any other device tries to establish a connection to the device, the user 

has to decide to allow it. A user can also simply switch his Bluetooth mode to “non-

discoverable” and avoid connecting with any other Bluetooth device.  

 

On the other hand, Wi-Fi has two common types of encryption, which are WEP and 

WPA2. WEP is a notoriously weak security method. This key can be cracked in a few 

minutes with a basic laptop and some software tools. Since 2004 the current standard is 

WPA2, which uses an encryption device that encrypts the network with a 256-bit key. To 

get an idea of the security level of a 256-bit key, while a 2-bit key has 22 possibilities 

(“00”, “01”, “10” and “11”); a 256-bit key has 2256 possibilities, which is equivalent to 

1,158x1077 combinations. The most powerful computer nowadays operates at 10.51 

Petaflops (10,51x1015 operations per second), which means that with a brute force attack 

it would take 3,31x1056 years to crack the key, while the age of the universe is 
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approximately 13,7x109 years. This means that we would have more than solved the 

security problem. 

 

In view of all of the above, we can make the decision that the technology that best suits 

us is Wi-Fi. 

 

3.2.2. Hardware study 

Once we have decided that we are going to use Wi-Fi, we have to think about how we 

are going to implement it. 

 

For one part of the communication, the Monitor will use the Wi-Fi of the computer where it 

is running. In case that we want to control the microcontroller with an Android version of 

the Monitor, we would do the same. It is going to be thought how we implement that the 

Monitor sends data by Wi-Fi instead of by the serial port. 

 

On the other part of the communication, the STM32 will have to connect to the Wi-Fi 

network as well. We have got a problem here, since the STM32 has no way to connect to 

a Wi-Fi network.  Therefore, we will have to use another microcontroller that has a 

wireless antenna to send and receive data wirelessly and also can send data through the 

serial port (UART) in order to communicate with the STM32. Our communication scheme 

would be as follows: 

 

 

Figure 23: Our communication scheme idea 

 

We could design a PCB carrying a MCU, Wi-Fi and UART transceivers. However, this 

process costs time and money. Buying components separately and not in large quantities 
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(in the order of the hundred) causes the price to soar. As we see in the following table, 

there are many microcontrollers for the technologies mentioned above. 

 

  Technology Bit rate Reliability Accessibility Price 

CC3200 802.11 b/g/n 

 

600 Mbps ✔ ✔ 11€ 

ESP8266 802.11 b/g/n 

 

600 Mbps  ✔ 2€ 

RTL8710 802.11 b/g/n 

 

600 Mbps X X 3€ 

BM70 Bluetooth® 

Smart 4.2 

2.1Mbps ✔ X 4€ 

CC2540 Bluetooth® 

Smart 4.2 

2.1Mbps ✔ X 2€ 

Table 6: Hardware study 

 

Having discarded the use of Bluetooth, there would be three microcontrollers available for 

our use. All use the same Wi-Fi standard (802.11) and have the same bit rate, but there 

are more factors to take into account. 

The first and most important is that it can be integrated with our STM32. Remember that 

our communication system must be transparent for both the STM32 and the Monitor. We 

have also to keep in mind that the device must be reliable. Reliability describes the ability 

to function at a specified moment or interval time of time, so it is theoretically defined as 

the probability of success. We do not want our system to suddenly stop working, 

triggering a loss of the monitoring and control. 

Finally, the price is another factor to contemplate in every project. It is important that the 

product is not very expensive, but we must balance the characteristics that interest us. It 

makes no sense to pay little for a device which will stop working or pay a lot for a device 

that its functions can be done by another more economical element.  

 

Investigating the market, we have seen that there are boards that integrate all these (and 

many more) components. Of course its price is higher, but we save a lot of time of design 

and manufacture. In view of everything mentioned above, we decided to buy the CC3200 

board from Texas Instruments, which has the elements that interest us (and more) to be 

able to get the communication over Wi-Fi. 

The CC3200 is the industry's first single-chip Microcontroller (MCU) with built-in Wi-Fi 

connectivity for the LaunchPad™ ecosystem. It is mainly created for the Internet of 

Things. It is a wireless microcontroller that integrates a high-performance ARM® 



  

 34 

Cortex®-M4 MCU allowing us to develop an entire application with a single integrated 

circuit. Its main features are the following: 

 

 CC3200, SimpleLink Wi-Fi, internet-on-a-chip™ solution with integrated MCU 

 40-pin LaunchPad standard that leverages the BoosterPack ecosystem 

 FTDI based JTAG emulation with serial port for Flash programming 

 Two buttons and three LEDs for user interaction 

 Backchannel universal asynchronous receiver/transmitter (UART) through USB to 

PC 

 On-board accelerometer and temperature sensor 

 Micro USB connector for power and debug connections 

 

As we can see, it has more integrated features than we actually need. This could work 

well for our project, since for example we could use the LEDs to inform the user visually 

the state of the communication. Here is an image of how the CC3200 looks like: 

 

 

Figure 24: CC3200 board 
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So now that we have a solution, we can define how our communication will be with the 

following image: 

 

 

Figure 25: Communication proposal 

 

As we can see, we have introduced two new elements into the system in order to achieve 
the new wireless communication. These are the router, which will be in charge of 
receiving the requests of the Monitor and route them to the CC3200, which will take care 
of receiving that information and send it through the serial port to the STM32. Once the 
request has arrived at the STM32, the process will begin in reverse. The response will go 
over the serial port until reaching the CC3200, which will send the information to the 
Monitor again through the router. 
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The following illustration shows the connection between the CC3200 and the STM32. As 
it can be seen, the USB cable only feeds the boards. At the top, the wireless link scheme 
is still observed: 

 

 

  

 

Figure 26: Connection between CC3200 and STM32 

 

3.2.3. Software for programming 

Now that we have a basic scheme of how the communication will be, we will focus on the 

software for programming used. We must remember that as we said in the first part of the 

project, the whole software must be free licensing. To be able to configure the CC3200 

board for our project we need a program that allows us to interact with it. We also want to 

see how the Monitor is written and how it works, in order to adapt the new communication, 

previously done through the serial port, to a wireless communication. To do it, we will use 

two very famous editors, which are Microsoft Visual Studio and Code Composer Studio. 

 

3.2.3.1. Microsoft Visual Studio 

Microsoft Visual Studio is an integrated development environment from Microsoft. It is 

used to develop programs for Microsoft Windows, as well as web sites, apps, services 

and mobile apps. It includes a code editor as well as code refactoring and an integrated 

debugger. It supports up to 36 different programming languages, where C, C++, VB.NET, 

C# or Python are included.  

 

Only as power 

supply 
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The programming language that interests us the most is the Microsoft Visual Basic. The 

Monitor is written in this language, so we will have to use Microsoft Visual Studio to see 

how it is done and how it works. 

 

Here is how the editor of Microsoft Visual Studio editor looks like: 

 

 

Figure 27: Microsoft Visual Studio editor 

 

3.2.3.2. Code Composer Studio 

Code Composer Studio is an integrated development environment to develop 

applications for Texas instruments embedded processors. It is primarily designed as for 

embedded project design and low-level based debugging. 

 

We will need CCS to program the CC3200 board. Normally, most microcontrollers are 

designed to be programmed in the programming language C. So this software is going to 

come in very well, since it supports this language and is primarily designed for Texas 

Instruments embedded systems.  
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Here is how CCS editor looks like: 

 

 

Figure 28: Code Composer Studio editor 

 

3.2.4. Utility software 

In order for our system to be transparent, we will have to use utility software to convert 

data flows between different nodes of the connection. When changing the communication 

protocol, it is obviously not the same for a program to send data through the serial port 

that serving that data to another program to encapsulate it in datagrams and send them 

to the router.  

First we will see a short introduction about them and later will be explained how and why 

we have used them. 

 

3.2.4.1. Virtual Serial Port Emulator 

Serial port emulator is developed by Eltima. It allows creating a large number of virtual 

COM ports and gives you the possibility to emulate serial port. It provides flexible port 

creation, management, removal and allows testing the software. The applications can 

exchange data on virtual ports through a virtual null-modem cable. The data sent from 

one port to another will be received momentarily. 

 

Many modern computers do not come with a physical COM port. However, sometimes 

you need to use a COM port connection, as we are going to need. The software operates 

the same as real ones and any application can work with them as if they were physical 

ports on your computer. 
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This scheme shows how the connection of two applications connected through a virtual 

COM port would be: 

 

 

Figure 29: Virtual COM port connection 

 

3.2.4.2. Iperf 

Iperf is a tool used for testing computer networks. The normal operation is to create TCP 

data streams and measure the performance of the network. However, we are not going to 

use this software to measure our network. Typical Iperf output contains a time-stamped 

report of the amount of data transferred and the throughput measured. 

  

One of the characteristics that interest us is that it does not need a graphical interface to 

be able to work; we can control it by console through commands. 

 

This program interests us to create a client-server structure, as in the state of the art 

mentioned, so the CC3200 and the Monitor are able to communicate. The CC3200 is 

actually ready to do both client and server as it is an integrated chip prepared for Wi-Fi 

transmission. However, the Monitor is not ready for packet communication. This means 

that we have to enable client-server architecture on the computer where the Monitor is 

running. Iperf is a program that will serve this project as a TCP server. This is how Iperf 

output looks like when listening to a TCP connection through the port 5001: 

 

 

Figure 30: Iperf listening on TCP port 5001 
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3.2.4.3. Packet Sender 

Packet Sender is an open source utility to allow sending and receiving TCP and UDP 

packets. The mainline branch officially supports Windows, Mac, and Desktop. Its main 

features are: 

 Controlling network-based devices in ways beyond their original apps 

 Test automation (using its command line tool and/or hotkeys) 

 Testing network APIs (using the built-in TCP and UDP clients) 

 Malware analysis (using the built-in UDP and TCP servers) 

 Troubleshooting secure connections (using the SSL client). 

 Testing network connectivity/firewalls (by having 2 Packet Senders talk to each 

other) 

 Tech support (by sending customers a portable Packet Sender with pre-defined 

settings and packets) 

However, we are going to use this program as TCP client. This means that this program 

will have to collect the data coming from the Monitor, encapsulate it in datagrams and 

send them to the CC3200, which will be working as server. 

 

This program, just like Iperf, is portable and therefore can be controlled by console. Also 

it is very interesting to us, since it only sends packages and it does not have requirement 

of their destination, we would have the objective of the communication with android 

solved. 
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This is how sending a packet with the information as hexadecimal “41404145468796” to 

the IP address 141.18.64.234 through the port 5001 looks like: 

 

 

Figure 31: Sending "41404145468796" to 141.18.64.234 through port 5001 

 

The data is sent as hexadecimal as the Monitor works with this base. 

 

3.2.4.4. Tshark 

TShark is a network protocol analyser. It lets you capture packet data from a live network, 
or read packets from a previously saved capture file.  

 

Without any options set, TShark will work much like tcpdump. Tcpdump is a common 
packet analyser that runs under the command line. It allows the user to display TCP/IP 
and other packets being transmitted or received over a network to which the computer is 
attached. 

 

This program, which is also portable, will serve to capture the data sent by the CC3200 to 
the router, and we will have to redirect them to the Monitor so that the flow of 
communication is complete. 
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This is how a TShark analysis over a Wi-Fi network looks like: 

 

 

Figure 32: TShark network analysis 

 

However, a large number of packages circulate in a network, and we are not interested in 
many of them. For this reason we are going to have to filter these packets in order to 
send to the Monitor only the information that the CC3200 sends. 

 

**In the image above we can see some of the ARP requests that we have explained in 
the state of art: 

 

 

Figure 33: Example of an ARP request 

 

3.2.5. Programming the CC3200 board 

3.2.5.1. CC3200 working as client 

The CC3200, as explained in above sections, can work both as client and server. When 

working as client (which means that is going to send packets), needs to have a TCP 

server to send the packets to. It is impossible to send TCP packets to a device which is 

not listening to these requests. 
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To achieve this, we are going to use the Iperf program on the computer, which will be 

listening to port 5001. This port is configurable; however, we will leave it fixed to optimize 

the connection. In case the computer where the Monitor is running is already using the 

port 5001, we could change it to any free port between 1 and 65536. 

 

The CC3200 board automatically and randomly generates a source port. For practical 

purposes this port does not matter, since the TCP server on the computer (Iperf) is 

listening to the port 5001 and it is only and only that port where the requests will arrive. It 

does not matter that the request arrives from port 70 or 52436. As we have already said, 

TCP sockets are only an abstract concept by which two programs can exchange any data 

flow. 

 

This means that if a user in our network knows that the computer has TCP server 

listening to the port 5001, he could use it maliciously. For that to happen, the user would 

first have to enter our network. As we already said, a WPA2 security configuration is 

almost impossible to crack, and once inside, he would have to know that the computer 

(with its IP address) has a TCP server listening on that port ready to receive requests. 

 

Now that the communication is going to start, let’s see the four step process of sending 

the TCP packets: 

 

1. Open the socket 

2. Connect to the server 

3. Send the packets 

4. Close the socket 

 

The following image is a simple scheme of how the communication is going to flow: 

 

Figure 34: Sending TCP packets 
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To see how it is working, we can see how the TCP server running on the computer 

receives the packets that the CC3200 is sending. To do this, we are going to set Iperf as 

TCP server opening a command prompt as administrator and executing the following 

command where Iperf is installed: 

 

 

Figure 35: Running Iperf 

 

Once the TCP server is running, we can see how we receive the client requests: 

 

 

Figure 36: Receiving client requests 

 

3.2.5.2. CC3200 working as server 

When the CC3200 is working as server (which means that is going to receive packets), 

needs to have a TCP client to receive the packets from.  

 

To achieve this, we are going to use the Packet Sender program on the computer, which 

will send packets to the CC3200 through port 5001. As already said, this port is 

configurable; however, we will leave it fixed to optimize the connection. Packet Sender 

generates also automatically and randomly a source port. As we said before, for practical 

purposes this port does not matter. 

 

Computer IP 
Listening port 

CC3200 IP Source port 

(randomly 

generated by 

the CC3200 

Run as server 

TCP Server (Computer) 
TCP Client (CC3200) 

Port 
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To receive TCP packets from a TCP client: 

 

1. Open the socket 

2. Create a TCP server 

3. Listen for connection 

4. Accept a connection 

5. Receive packets 

6. Close the socket 

 

 

Figure 37: Receiving TCP packets 
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When the CC3200 listens to the port 5001, we can send to it through this port. To do so, 

we are going to use Packet Sender opening a command prompt as administrator and 

executing the following command where Packet Sender is installed. 

 

 

Figure 38: Sending data with Packet Sender 

 

The line with the yellow frame means that a packet has been sent from the local IP and 

port 141.18.64.231:53001 to the destination IP and port 141.18.64.234:5001 with the data 

“41 40 41 45 46 87 96” as hexadecimal. 

 

We had the following wireless link at the beginning: 

 

 

Figure 39: Initial wireless link 

 

 

 

 

Destination IP (CC3200) 
Destination port 

Data to send 
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With all the explained above, a more detailed diagram of the wireless link would be: 

 

 

 

              

Figure 40: Detailed wireless link diagram 

 

We have seen how we can send packets with Packet Sender to the CC3200 and how the 

CC3200 can send packets. However, we still do not know how to make the Monitor send 

the requests to the Packet Sender and how to manage the packets we receive from the 

CC3200. 

 

3.2.6. Linking the Monitor to the Packet Sender 

We already know that the Monitor sends data through a serial port. Somehow we need 

the Packet Sender to be reading a serial port or have someone that passes the data. For 

this purpose, we are going to use Virtual Serial Port Emulator. We will develop a small 

application with Microsoft Visual Studio that collects data from a virtual port and convert 

them into commands so they can be sent with Packet Sender. Then we will create a 

virtual link between the Monitor and this small application. 

 

 

 

 

Packet Sender Iperf 

CC3200 

receives 

packets 

CC3200 

sends 

packets 

CC3200 as server 

Computer as client Computer as server 

CC3200 as client 
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To better understand it, let’s look at the following image: 

 

 

 

 

Figure 41: Link from the Monitor to the Packet Sender 

 

To create this port, the first thing we will do is open the Virtual Serial Port Emulator 

program. Once opened, we will create a new connection as follows: 

 

 

Figure 42: Creating a new virtual port 

 

Once created, the Virtual Serial Port Emulator will inform us that the link is ready. In this 

way, the Monitor will be connected to a serial port and our small application will be 

listening to the other end. 

 

This application will be constantly listening to this port pending to the requests of the 

Monitor.  When it reads a request, it will create a thread on the computer where are 

Virtual Port 

Computer 

with Monitor 

running 

Monitor Visual Basic application 
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running both the Monitor and this application that will execute the command needed to 

format the data as Packet Sender needs. 

 

3.2.7. UART communication between CC3200 and STM32 

Once the packet has successfully arrived through Wi-Fi at the CC3200, it will have to be 

sent via UART to the STM32. At this time, the Wi-Fi communication cycle is stopped. The 

CC3200 and the computer are not communicating. Remember that the Monitor does not 

send the second request until it has received the response from the first. 

 

For the CC3200 to respond the Monitor to the first request, needs to talk to the STM32. 

This communication is done via UART. 

 

These Monitor requests always have a similar structure: they are all written in 

hexadecimal; the first bit of the request is always the character “start of transmission” 

(SOT), which is represented by 0x06 (in hexadecimal). Then comes the request itself; the 

data. To indicate that the request has ended, it is always an “end of transmission” (EOT), 

which is represented by 0x04. To understand better a typical byte data transmission: 

 

 

 

Figure 43: typical data transmission 

 

The communication will start and the CC3200 will send the message bit by bit (i.e. 

character by character). The STM32 will be reading the message and will not respond 

until it reads that the byte is an “end of transmission”. Once this happens, roles will be 

exchanged: the STM32 will start sending the response with a “start of transmission” and 

the CC3200 will listen until it reads an “end of transmission”. 

 

When reading the end of transmission, the response will be complete and the CC3200 

will be able to send it by Wi-Fi. 

 

For this communication to work, there are some parameters that the two devices must 

agree before beginning the communication. These are the baud rate, the bit stop and the 

parity.  
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The baud rate stands for the number of symbol or waveform changes per time unit. Parity 

describes the evenness or oddness of a number. The parity bit is a way for the receiving 

UART to tell if any data has changed during transmission. 

 

In our communication, the configuration is the following: 

 Baud rate = 115200 

 Parity = None 

 Data bits = 8 

 Stop bits = 1 

 

With these settings, we have the link between the CC3200 and the STM32. Overall, we 

have solved the link between the Monitor and the STM32. The STM32 returns a response 

that the CC3200 will be responsible for sending over Wi-Fi; however, we need a way for 

the Monitor to read this response. 

 

3.2.8. Capturing data with TShark and sending it to the Monitor 

Now that we have the STM32 response, we have to send it over Wi-Fi. We have already 

seen that it is possible to send the package and that the TCP server receives it. However, 

the Monitor should read this information. To do this, we will use TShark. This program will 

work capturing the network data. As we have seen in the software explanation, there are 

a lot of packages which do not interest us. 

 

Once we have the output of TShark, we will redirect it to the Monitor with a small 

application that we will develop with Microsoft Visual Basic. As previously stated, the only 

way to communicate with the Monitor is through the serial port, so we will have to use the 

virtual port that we have created.  

 

The output of TShark is going to be injected directly to the virtual port by the application 

we are going to develop; where the Monitor is waiting for the response of the request it 

has made to continue with the communication.  
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To summarize this information, let’s see the following image: 

 

 

Figure 44: Capturing data with TShark and flushing the output to the Monitor 

 

To do so, we are going to use the program opening a command prompt as administrator 

and executing the following command where it is installed: 

 

 

Figure 45: Executing TShark without filters 

TShark listening 

! 
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First of all, we see this output message: “the NPF driver is not running. You may have 

trouble capturing or listing interfaces”. This happens because TShark uses the Windows 

Packet capture driver called NPF when it starts to capture live data. Once this driver is 

loaded, every local user can capture from the driver until it is stopped. However, to run 

this driver we need administrator privileges. The only things that we have to do are 

running a command prompt with admin privileges and write the following command: 

 

 

Figure 46: Starting NPF driver 

 

Now that we have everything ready, we will need to apply a filter to TShark to display only 

the packets that interest us. This program has plenty of filters available. However, the 

ones that interest us are filters per IP address and per packet type.  

We want to filter the packages that are sent only by the computer and the CC3200 and 

the type of the packages must be TCP.  
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To do so, we are going to execute TShark as we have said before but with extra 

arguments: 

 

 

Figure 47: Starting TShark with filters 

 

As we can see in the image, we forced the data capture to TCP packets that are sent 

between the CC3200 and the computer. We also take only the data. As we have already 

seen, in a TCP/IP packet, there are many fields that identify the packet. However, we are 

not interested in those fields, we only want the data. We also flush the output so our 

application can pick it up and inject it to the serial port for the Monitor to read it. To test 

TShark, we have sent some packets, as it appears in the following image of our TCP 

server (Iperf). 

 

 

Figure 48: TCP server listening example 
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Now we can also receive packages of the CC3200 and read them with the Monitor. This 

means that the communication cycle is complete. However, we can try to automate some 

parts of the process.  

 

When we talk about IP addresses, it is known that they are variable. With a computer it is 

easy to get a static IP address (which does not change), but we cannot set the CC3200 

to have a static IP to avoid getting problems.  If we do not automate this process, every 

time the program is executed, we will have to manually write the IPs of each device. 

 

3.2.9. Automation of obtaining IP addresses 

For the Monitor to know the IP address of the CC3200 we will use the ARP protocol. To 

start, let’s configure a static IP in the computer. To do this, we go to the network 

configuration of the computer and we go to the properties of our network adapter: 

 

 

Figure 49: Network adapters 

 

Then we go to the properties of the TCP/IP protocol: 

 

 

Figure 50: Wi-Fi properties 
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Finally, we set the configuration for our network as follows: 

 

 

Figure 51: Setting a static IP address 

 

We must write an IP address and the data of our network. If we do not know, we can 

know it opening a command prompt and writing the following command: “ipconfig/all”. 

 

 

Figure 52: Obtaining our network details 
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Now we have one end of the communication with a fixed IP address, that is, the CC3200 

will send packets to the static IP address that we have configured. However, the 

computer does not know who the CC3200 is in the network. 

 

Now is when the ARP gets inside the game. Normally this process is done by sending a 

ping to the broadcast address, where everyone receives it. However, Microsoft Windows 

does not support it, so we send a ping with a very small amount of data and only once, so 

there is no problem.  

 

We are going to send a ping from the computer to all the devices in the network so that 

they respond identifying themselves. This will cause the ARP cache of our computer to 

be updated and have the information of all IP addresses and their corresponding MAC.  

 

Once we have the information of all the devices, we will filter by the MAC address, which 

is constant and given by the manufacturer of the board CC3200. 

 

We know that the MAC address of the CC3200 board is “20-91-48-83-81-0d”. This is how 

the ARP cache looks like when we have not done the ping process: 

 

 

Figure 53: ARP cache before ping process 

 

As we see, the only direction our computer knows is the IP address of the router. Now we 

are going ping every device in the network; from 141.18.64.0 to 141.18.64.254. 

 

 

Figure 54: Ping process 
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We have pinged 255 directions in 8.54 seconds and we have filtered by the given MAC 

address, so we have obtained the IP address corresponding to this MAC. We can check 

how the ARP cache of our computer looks like after the ping process, where we will see 

that now the CC3200 appears along with all the devices in the network: 

 

 

Figure 55: ARP cache after ping process 

 

Now the CC3200 and the computer know where to send the data, so it is no more 

relevant changing IP addresses. 

  

CC3200 
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3.2.10. Scheme of the final cycle communication 

Here we see a scheme of the final cycle communication: 

 

 

Figure 56: Final cycle communication scheme 

 

 

 

Data flush 

Wireless link 

Physical link 



  

 59 

4. Results 

Now that we are able to send and receive data, we will see the result that has on the 

Monitor. To do this, let’s starting running the program. This is its main screen: 

 

 

Figure 57: Main screen of the Monitor 

 

As we see, it has a configuration menu and a data display. Now it is not connected, so no 

useful data appears. Now we must connect it as if it were to send data through the serial 

port. But that serial port will be the one we will have configured with virtual serial port 

emulator: 

 

 

Figure 58: Virtual port emulation 
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The program we have done (which is responsible for listening to the requests of the 

Monitor and sending them to Packet Sender) is configured to listen for the serial port 

COM1. Therefore, we must connect the Monitor to the COM2 port. The data will flow 

through the virtual serial port and we will read them with our program, which is going to 

send the requests with Packet Sender: 

 

 

Figure 59: Configuring Monitor to listen to the COM2 port 

 

Once configured, we can turn on the CC3200, which will be configured to Wi-Fi and will 

wait for the first request of the Monitor, as we have programmed it. 

 

 

Figure 60: CC3200 operating 

 

Now we will turn on the two programs we have done with Virtual Basic Studio. Remember 

that one will be responsible for collecting the data to the end of the serial port COM1 (with 
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the request of the Monitor) and pass this data to the Packet Sender, which will send it 

through Wi-Fi. The other will turn on TShark and redirect its output (with the response of 

the request) to the serial port COM1, which will reach the COM2 thanks to the virtual port 

that we have created. The Monitor will receive this data immediately. 

 

Nevertheless, we also have automated the process of obtaining IP addresses with the 

ARP protocol, so when we start both programs we will see the following information, 

where the computer searches the CC3200 through its MAC address and translates it to 

IP address to know where to send the data. 

 

 

Figure 61: Obtaining IP addresses 

 

Then, we connect the Monitor to the COM2 port as we have configured it, by pressing the 
connect button: 

 

 

Figure 62: Connecting the Monitor 
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Once we press this button, the communication begins. To see this flow of information, we 
can see both the Iperf screen and the TShark screen, where we have modified and 
changed the font colour to see more clearly the communication flow: 

This is how TShark looks like: 

 

 

Figure 63: TShark: communication between the Monitor and the STM32 
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And this is how Iperf looks like: 

 

 

Figure 64: IPerf: communication between the Monitor and the STM32 
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As we see, as the communication flows, the Monitor is loading data, such as sliders and 
state variables: 

 

 

Figure 65: Monitor loading data 

 

In the previous image we see that the channel variables have not yet been loaded 
(Kanäle anzeigen und Kanäle zuordnen). In the following image, after a time after the 
communication, we see how they are loaded: 

 

 

Figure 66: Data loaded 
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To test them, we can configure the Monitor to show us, for example, the current (Strom in 
German).  

 

 

Figure 67: Plotting a parameter 

 

We can interact with the Monitor in many ways. We can ask you to draw more than one 
graphic or to turn on the LED of the STM32. As we see, it is possible to control a 
microcontroller remotely.  We can see that the flow of communication is constant, solid 
and reliable. It is going to be thought in the future development a way to improve the 
speed of this system. 
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5. Budget 

REQUIRED TOOLS LIST 

Component Price 

2m cable 1,55€ 

100g solder wire 6,12€ 

CC3200 board 29,5€ 

STM32 board 8,4€ 

  

TOTAL 45,57€ 

Table 7: Required tools list 

 

DESIGN AND PROTOTYPING COSTS 

Position Total weeks Hours per week Hours Price per hour Total 

Junior 

engineer 

16 35 560 20€ 11200€ 

Table 8: Design costs 
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6. Conclusions and future development:  

To conclude, we can say that it is possible to control a microcontroller remotely. We have 

seen that by assembling a platform where various programs play; and with knowledge of 

telecommunications and programming, we can replace an existing cable communication 

with a wireless connection. However, as we have seen in this project, we can see the 

great difference between the two communications. 

 

A communication by electrical impulses, that is, by cable, will always be faster than a 

wireless communication. With a UART transmission speeds of up to 1Gbps can be 

achieved, whereas with Wi-Fi we would not get to this transmission of real data.  

 

It should be noted that this is not pure Wi-Fi communication. This system will always be 

slower than a Wi-Fi configuration between two points, since they are playing many 

programs that link data to each other. This means that during the communication, as 

seen in the final schema of the communication, the data is redirected from serial ports to 

applications; the packages are encapsulated and de-capsulated to be transmitted by 

UART, etc.  

 

This makes the bottleneck of slow communication is not the Wi-Fi protocol, but the fact of 

converting the data so that the applications are understood and that the communication is 

reliable, that is, that information is not lost between the different parts of the 

communication. 

 

It is a trade-off, where many factors intervene. What is better, a very fast and unreliable 

communication or a communication without errors, but slow? 

 

In our project, of course we have as a main requirement a reliable communication. A 

microcontroller can be connected to a high voltage motor, an electrical network or to an 

infinity of things. This means that if the communication is wrong, it could end up triggering 

a disaster, such as overheating an electrical network or a fire in a house due to erroneous 

measurements of our parameters. 

 

Nevertheless, there is a way to improve communication. Right now, as we know, the 

Monitor sends the first request and waits for the response. Next, sends the second and 

so on. A possible solution would be for the Monitor to send more than one request to the 

CC3200. The CC3200 would break them (thanks to the communication protocol used by 

the Monitor of "Start of Transmission" and "End of transmission"). 

 

The CC3200 would send them one by one to the STM32. As we know, a microcontroller 

resembles a state machine, that is, it answers the questions of the Monitor as it is 

programmed. This means that we cannot send you 15 requests at once because the 

STM32 will not know how to manage them. The CC3200 would store these responses in 
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an output buffer, which would be sent to the Monitor again. To do this, it would be 

necessary for the Monitor to be able to prepare this set of requests and to receive and 

interpret them. 

 

In fact, in this project we have programmed the CC3200 so that it can 

perform this function. That is, if you receive 15 requests, break them according to 

SOT and EOT and send them one by one to the STM32, which would respond. Once this 

cycle has been repeated 15 times, the CC3200 will send the 15 responses to the Monitor. 

To better understand this idea, we can see the following image: 

 

 

Figure 68: Future development scheme 
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In order to achieve this, we would need a project that would be dedicated to changing the 

communication protocol of the Monitor, so that the communication will be carried out as 

explained. However, this would have some other inconvenience, since for example the 

user experience would be affected. The user would see as the graphs would not be 

loaded point by point, but more than one point for every data refresh. 
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8. Appendices: 

8.1. Microsoft Visual Studio code: 

Imports System 
Imports System.IO 
Imports System.Diagnostics 
Imports System.Text 
Imports System.Text.RegularExpressions 
Imports System.Windows 
Imports System.Net 
Imports System.IO.Ports 
Imports System.Net.NetworkInformation 
Imports System.Threading 
 
 
Module tfg 
 
    Public CCIP As String 
 
    Public Function getComputerIP() 
 
        'GET COMPUTER IP 
        Dim hostName, hostIP As String 
        hostName = System.Net.Dns.GetHostName() 
        hostIP = System.Net.Dns.GetHostByName(hostName).AddressList(0).ToString() 
        Return hostIP 
 
    End Function 
 
 
    Public Function pingAndArp() 
 
        Static start_time As DateTime 
        Static stop_time As DateTime 
        Dim elapsed_time As TimeSpan 
 
        'DELETES ARP CACHE 
        Dim objShell = CreateObject("Shell.Application") 
        objShell.ShellExecute("cmd.exe", "/c netsh interface ip delete arpcache", 
"", "runas", 0) 
 
        'GET COMPUTER IP 
        Dim hostIP = getComputerIP() 
        Dim IPBytesArray() As String 
 
        'GET 3 FIRST IP BYTES (XXX.XXX.XXX.) 
        IPBytesArray = Split(hostIP, ".", 4) 
        Dim IPBytes = IPBytesArray(0) & "." & IPBytesArray(1) & "." & 
IPBytesArray(2) & "." 
 
        'CREATE A LIST OF ALL IPS WITH NETMASK 255.255.255.0 
        Dim myPing As Ping = Nothing 
        Dim myPingList As New List(Of String) 
        Dim ip 
        Dim i As Integer = 0 
        For i = 0 To 254 
            ip = String.Format(IPBytes & "{0}", i.ToString) 
            myPingList.Add(ip) 
        Next 
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        'PING EVERY IP (FROM XXX.XXX.XXX.0 TO XXX.XXX.XXX.254) TO REFRESH ARP TABLE 
        'NO NEED TO PING .255 (BROADCAST) 
        Console.WriteLine("Pinging all directions to refresh the ARP table. Please 
Wait...") 
        Console.WriteLine("Pinging from " & IPBytes & "0 to " & IPBytes & "254") 
        start_time = Now 
        For Each ItemToPing As String In myPingList 
            myPing = New Ping 
            myPing.SendAsync(ItemToPing, 1) 
            Thread.Sleep(30) 
        Next 
        stop_time = Now 
        elapsed_time = stop_time.Subtract(start_time) 
        Console.WriteLine("Pinged " & i & " directions in " & 
elapsed_time.TotalSeconds.ToString("0.00000") & "s") 
 
        'CREATES THE ARP TABLE AND REDIRECT OUTPUT TO A TEMPORARY FILE 
        objShell = CreateObject("Shell.Application") 
        objShell.ShellExecute("cmd.exe", "/c arp -a > C:\arpdata.txt", "", "runas", 
0) 
 
        'WAITS 200MS FOR THE I/O TO FINISH 
        Thread.Sleep(200) 
 
    End Function 
 
    Public Function getCC3200IP() 
 
        'STATIC MAC ADDRESS OF CC3200  
        Dim CC3200MACAddress = "20-91-48-83-81-0d" 
        Console.WriteLine("CC3200 MAC ADDRESS: " & CC3200MACAddress) 
 
        'CALLS FUNCTION 
        pingAndArp() 
 
        'READ THE ARP DATA 
        Dim filename = "C:\arpdata.txt" 
        Dim fso = CreateObject("Scripting.FileSystemObject") 
        Dim f = fso.OpenTextFile(filename) 
        Dim arpString As String 
 
        'FIND THE IP OF THE GIVEN MAC ADDRESS 
        Do Until InStrRev(arpString, CC3200MACAddress) 
            Try 
                arpString = f.ReadLine() 
            Catch ex As Exception 
                Console.WriteLine("CC3200 NOT CONNECTED") 
            End Try 
        Loop 
 
        'CLOSE THE READER SO WE CAN DELETE TEMPORARY FILE LATER 
        f.close() 
 
        'TAKE ONLY THE IP ADDRESS, IGNORE OTHER PARAMETERS SUCH AS STATIC/DINAMIC 
        Dim CC3200IP = "" 
        Dim hyphenIndex 
        hyphenIndex = InStrRev(arpString, CC3200MACAddress) 
        If hyphenIndex > 0 Then 
            CC3200IP = Left(arpString, hyphenIndex - 10) '10 TO OBTAIN ONLY THE IP 
        End If 
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        CCIP = CC3200IP 
    End Function 
 
    Sub Main() 
 
        Dim tshark, iperf, consola As New Process() 
        Dim ComputerIP As String 
        Dim data(5000) As String 
        Dim com1 As IO.Ports.SerialPort = My.Computer.Ports.OpenSerialPort("COM1", 
115200, Parity.None, 8, 1) 
        Dim l = 0 
 
        'GET COMPUTER IP AND CC3200 IP 
        Console.WriteLine("Obtaining computer IP and CC3200 IP...", 
ConsoleColor.Blue) 
        ComputerIP = getComputerIP() 
        getCC3200IP() 
        Dim CC3200IP = CCIP 
        Console.WriteLine("Computer IP: " & ComputerIP) 
        Console.WriteLine("CC3200 IP: " & CC3200IP) 
 
        'START NPF DRIVER FOR TSHARK 
        Dim objShell = CreateObject("Shell.Application") 
        objShell.ShellExecute("cmd.exe", "/c sc start npf", "", "runas", 0) '/c 
runs command and terminates 
 
        'HANDLER DATA RECEIVED 
        AddHandler com1.DataReceived, AddressOf DataReceivedHandler 
 
        'TSHARK STARTINFO 
        With tshark.StartInfo 
            .UseShellExecute = False 
            .RedirectStandardOutput = True 
            .RedirectStandardError = False 
            .FileName = "C:\Programes\Wireshark\tshark.exe" 
            .Arguments = "-T fields -e data -l -q -V host " & ComputerIP & " and 
host " & CC3200IP 
            .Verb = "runas" 
            .WindowStyle = ProcessWindowStyle.Normal 
            .CreateNoWindow = False 
        End With 
        'IPERF STARTINFO 
        With iperf.StartInfo 
            .FileName = "C:\Programes\iperf-2.0.9-win64\iperf.exe" 
            .Arguments = "-s -p 5001" 
            .Verb = "runas" 
            .WindowStyle = ProcessWindowStyle.Minimized 
            .CreateNoWindow = False 
        End With 
 
        'START IPERF AND TSHARK PROCESSES 
        iperf.Start() 
        If (iperf.HasExited = False) Then 
            tshark.Start() 
        End If 
 
        'DELETE TEMPORARY FILE 
        objShell = CreateObject("Shell.Application") 
        objShell.ShellExecute("cmd.exe", "/C del C:\arpdata.txt", "", "runas", 0) 
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        'READ OUTPUT FROM TSHARK 
        Dim sLine, sLineNo0 As String 
        While (tshark.HasExited = False) 
            sLine = tshark.StandardOutput.ReadLine() 
 
            'WAIT FOR A VALID MESSAGE (WHICH CONTAINS SOT AND EOT) 
            If (Not String.IsNullOrEmpty(sLine) And InStr(sLine, "06") > 0 And 
InStr(sLine, "04") > 0 And InStr(sLine, "0400") > 0) Then 
 
                'DELETE LAST 0 (SO WE GET THE RAW DATA) 
                Dim hyphenIndex 
                hyphenIndex = InStrRev(sLine, "04") 
                If hyphenIndex > 0 Then 
                    sLineNo0 = Left(sLine, hyphenIndex + 1) 
                End If 
 
                'CONVERT RX HEX STRING TO UPPER 
                sLineNo0 = sLineNo0.ToUpper 
 
                'DATA CONVERSION (INTEGER AND HEX) 
                Dim MyValue(Len(sLineNo0) / 2) As Integer 
                Dim i = 0, k = 0 
                For i = 0 To sLineNo0.Length - 1 Step 2 
                    k = i / 2 
                    MyValue(k) = "&H" & sLineNo0(i) & sLineNo0(i + 1) 
                Next 
 
                'DATA CONVERSION (TO STRING) 
                Dim bytearray(Len(sLineNo0) / 2) As Byte 
                For i = 0 To sLineNo0.Length / 2 - 1 
                    bytearray(i) = Convert.ToByte(MyValue(i)) 
                Next 
 
                'WRITE THE MESSAGE THROUGH COM PORT 
                com1.Write(bytearray, 0, Len(sLineNo0) / 2) 
                Console.ForegroundColor = ConsoleColor.Yellow 
                Console.WriteLine("MONITOR SENDS: " & sLineNo0) 
 
            End If 
        End While 
 
    End Sub 
 
    Public Sub DataReceivedHandler(sender As Object, e As 
SerialDataReceivedEventArgs) 
        Dim sp As SerialPort = CType(sender, SerialPort) 
        Dim packetSender As New Process() 
        Dim CC3200IP = CCIP 
 
        'READ FROM THE COM PORT 
        Dim indata = "" 
        Dim indataHex = "" 
        Dim dataarray(400) As Byte 
        Dim datainteger(400) As Integer 
        sp.Read(dataarray, 0, 400) 
        Dim i = 0 
 
        'DATA CONVERSION (TO INTEGER) 
        For i = 0 To dataarray.Length - 1 
            datainteger(i) = CInt(dataarray(i)) 
        Next 
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        'DATA CONVERSION (TO HEX) 
        For i = 0 To datainteger.Length - 1 
            If datainteger(i) < 16 Then 
                indata &= "0" 
                indata &= Hex(datainteger(i)) 
            Else 
                indata &= Hex(datainteger(i)) 
            End If 
        Next 
 
        'DELETE LAST 0, SO GET THE RAW DATA 
        Dim indataNo0 As String = "" 
        Dim hyphenIndex 
        hyphenIndex = InStrRev(indata, "04") 
        If hyphenIndex > 0 Then 
            indataNo0 = Left(indata, hyphenIndex + 1) 
        End If 
 
        'SEPARATES THE STRING EVERY 2 CHARACTERS SO WE GET HEX STRING (12 34 56 78 
90 AB CD EF ...) 
        For i = 0 To Len(indataNo0) - 1 Step 2 
            indataHex &= indataNo0.Substring(i, 2) 
            If i < (Len(indataNo0) - 1) Then indataHex &= " " 
        Next 
 
        'PACKETSENDER START INFO 
        With packetSender.StartInfo 
            .FileName = "C:\Programes\PacketSender\packetsender.exe" 
            .Arguments = CC3200IP & " 5001 " & Chr(34) & indataHex & Chr(34) 
            .Verb = "runas" 
            .CreateNoWindow = True 
        End With 
 
        'WAIT FOR A VALID MESSAGE (WHICH CONTAINS SOT AND EOT) 
        If (Not String.IsNullOrEmpty(indataHex) And InStr(indataHex, "06") > 0 And 
InStr(indataHex, "04") > 0) Then 
            'SEND THE MESSAGE WITH PACKETSENDER VIA WIFI 
            packetSender.Start() 
            Console.ForegroundColor = ConsoleColor.Magenta 
            Console.WriteLine("STM SENDS: " & indataHex) 
        End If 
 
    End Sub 
 

End Module 
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8.2. Code Composer Studio code: 

// Standard includes 

#include <stdlib.h> 

#include <string.h> 

 

 

// simplelink includes  

#include "simplelink.h" 

#include "wlan.h" 

 

#define UartPutChar(c)       MAP_UARTCharPut(UARTA0_BASE,c) 

#define UartGetChar1()       MAP_UARTCharGet(UARTA1_BASE) 

#define UartPutChar1(c)      MAP_UARTCharPut(UARTA1_BASE,c) 

#define UartPutCharNonBlocking1(c)  

MAP_UARTCharPutNonBlocking(UARTA1_BASE,c) 

 

 

// driverlib includes  

#include "hw_ints.h" 

#include "hw_types.h" 

#include "hw_memmap.h" 

#include "hw_common_reg.h" 

#include "rom.h" 

#include "rom_map.h" 

#include "interrupt.h" 

#include "prcm.h" 

#include "uart.h" 

#include "utils.h" 

#include "timer.h" 

#include "hw_timer.h" 

 

// common interface includes  

#include "udma_if.h" 

#include "common.h" 

#ifndef NOTERM 

#include "uart_if.h" 

#endif 

 

#include "pinmux.h" 

 

#define APPLICATION_NAME        "TCP Socket" 

#define APPLICATION_VERSION     "1.1.1" 

 

#define IP_ADDR             0x8d1240e7 /*141.18.64.237*/ 

#define PORT_NUM            5001 

#define BUF_SIZE            154 

#define BUF_SIZE_BIG        1054 

#define TCP_PACKET_COUNT    1 

#define EOT                 0x00000004 

#define SOT                 0x00000006 

 

// Application specific status/error codes 

typedef enum{ 

    // Choosing -0x7D0 to avoid overlap w/ host-driver's error codes 

    SOCKET_CREATE_ERROR = -0x7D0, 

    BIND_ERROR = SOCKET_CREATE_ERROR - 1, 

    LISTEN_ERROR = BIND_ERROR -1, 

    SOCKET_OPT_ERROR = LISTEN_ERROR -1, 

    CONNECT_ERROR = SOCKET_OPT_ERROR -1, 
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    ACCEPT_ERROR = CONNECT_ERROR - 1, 

    SEND_ERROR = ACCEPT_ERROR -1, 

    RECV_ERROR = SEND_ERROR -1, 

    SOCKET_CLOSE_ERROR = RECV_ERROR -1, 

    DEVICE_NOT_IN_STATION_MODE = SOCKET_CLOSE_ERROR - 1, 

    STATUS_CODE_MAX = -0xBB8 

}e_AppStatusCodes; 

 

 

//**********************************************************************

****** 

//                      LOCAL FUNCTION PROTOTYPES 

//**********************************************************************

****** 

int BsdTcpClient(unsigned short usPort); 

int BsdTcpServer(unsigned short usPort); 

int ProvaSend(unsigned short usPort); 

int testWifiUart(unsigned short usPort); 

int sendUartviaWifi(unsigned short usPort); 

int RxNetworkSettings(unsigned short usPort); 

void initializeTimer1(); 

void sendPacket(); 

void sendIfBuffFull(); 

void initUARTTx(); 

void initUARTRx(); 

void listenUART(); 

void writeUART(); 

static long WlanConnect(); 

static long HotSpotConnect(); 

static void DisplayBanner(); 

static void BoardInit(); 

static void InitializeAppVariables(); 

 

int sprintf(char *_string, const char *_format, ...); 

int printf(const char *_format, ...); 

 

 

//**********************************************************************

******* 

//                 GLOBAL VARIABLES -- Start 

//**********************************************************************

******* 

volatile unsigned long  g_ulStatus = 0;//SimpleLink Status 

unsigned long  g_ulGatewayIP = 0; //Network Gateway IP address 

unsigned char  g_ucConnectionSSID[SSID_LEN_MAX+1]; //Connection SSID 

unsigned char  g_HotspotSSID[SSID_LEN_MAX+1]; //Connection SSID 

unsigned char  g_ucConnectionBSSID[BSSID_LEN_MAX]; //Connection BSSID 

unsigned long  g_ulDestinationIp = IP_ADDR; 

unsigned int   g_uiPortNum = PORT_NUM; 

volatile unsigned long  g_ulPacketCount = TCP_PACKET_COUNT; 

unsigned char  g_ucConnectionStatus = 0; 

unsigned char  g_ucSimplelinkstarted = 0; 

unsigned long  g_ulIpAddr = 0; 

char BufRxWifi[BUF_SIZE]; 

char BufComputerIP[100]; 

char BufTxWifi[BUF_SIZE]; 

char BufTxUart[BUF_SIZE]; 

char BufRxUart[BUF_SIZE_BIG]; 

char BufRxSettings[8]; 

char BufProvaFran[BUF_SIZE]; 
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int uartInd; 

 

#if defined(ccs) || defined (gcc) 

extern void (* const g_pfnVectors[])(void); 

#endif 

#if defined(ewarm) 

extern uVectorEntry __vector_table; 

#endif 

//**********************************************************************

******* 

//                 GLOBAL VARIABLES -- End 

//**********************************************************************

******* 

 

int ProvaSend(unsigned short usPort) 

{ 

    int             iCounter; 

    short           sTestBufLen; 

    SlSockAddrIn_t  sAddr; 

    int             iAddrSize; 

    int             iSockID; 

    int             iStatus; 

    long            lLoopCount = 0; 

    int x; 

 

 

    // clearing the buffer 

    for (iCounter=0 ; iCounter<BUF_SIZE ; iCounter++) 

    { 

        BufProvaFran[iCounter] = '\0'; 

    } 

 

    Report("Write the message you want to send: \n\r"); 

    x = GetCmd(BufProvaFran, sizeof(BufProvaFran)); 

 

 

 

 

    sTestBufLen  = BUF_SIZE; 

 

    //filling the TCP server socket address 

    sAddr.sin_family = SL_AF_INET; 

    sAddr.sin_port = sl_Htons((unsigned short)usPort); 

    sAddr.sin_addr.s_addr = sl_Htonl((unsigned int)g_ulDestinationIp); 

 

    iAddrSize = sizeof(SlSockAddrIn_t); 

 

    // creating a TCP socket 

    iSockID = sl_Socket(SL_AF_INET,SL_SOCK_STREAM, 0); 

    if( iSockID < 0 ) 

    { 

        ASSERT_ON_ERROR(SOCKET_CREATE_ERROR); 

    } 

 

    // connecting to TCP server 

    iStatus = sl_Connect(iSockID, ( SlSockAddr_t *)&sAddr, iAddrSize); 

    if( iStatus < 0 ) 

    { 

        // error 

        sl_Close(iSockID); 
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        ASSERT_ON_ERROR(CONNECT_ERROR); 

    } 

 

    // sending multiple packets to the TCP server 

    while (lLoopCount < g_ulPacketCount) 

    { 

 

        //sleep 50000 us (0.1 seconds) 

        //sleep 10000 us (0.02 seconds) 

        UtilsDelay((100000*80)/3); 

        //filling up the buffer 

 

        iStatus = sl_Send(iSockID, BufProvaFran, sTestBufLen, 0 ); 

        //clearing buffer 

        for (iCounter=0 ; iCounter<BUF_SIZE ; iCounter++) 

        { 

            BufProvaFran[iCounter] = '\0'; 

        } 

 

        if( iStatus < 0 ) 

        { 

            // error 

            sl_Close(iSockID); 

            ASSERT_ON_ERROR(SEND_ERROR); 

        } 

        lLoopCount++; 

    } 

 

    Report("\n\rSent %u packets successfully\n\r",g_ulPacketCount); 

 

    iStatus = sl_Close(iSockID); 

    //closing the socket after sending 1000 packets 

    ASSERT_ON_ERROR(iStatus); 

 

    return SUCCESS; 

 

} 

 

int sendUartviaWifi(unsigned short usPort) 

{ 

 

    short           sTestBufLen; 

    SlSockAddrIn_t  sAddr; 

    int             iAddrSize; 

    int             iSockID; 

    int             iStatus; 

    long            lLoopCount = 0; 

    int             w; 

 

 

    sTestBufLen  = BUF_SIZE; 

 

    //filling the TCP server socket address 

    sAddr.sin_family = SL_AF_INET; 

    sAddr.sin_port = sl_Htons((unsigned short)usPort); 

    sAddr.sin_addr.s_addr = sl_Htonl((unsigned int)g_ulDestinationIp); 

 

    iAddrSize = sizeof(SlSockAddrIn_t); 

 

    // creating a TCP socket 
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    iSockID = sl_Socket(SL_AF_INET,SL_SOCK_STREAM, 0); 

    if( iSockID < 0 ) 

    { 

        ASSERT_ON_ERROR(SOCKET_CREATE_ERROR); 

    } 

 

    // connecting to TCP server 

    iStatus = sl_Connect(iSockID, ( SlSockAddr_t *)&sAddr, iAddrSize); 

    if( iStatus < 0 ) 

    { 

        // error 

        sl_Close(iSockID); 

        ASSERT_ON_ERROR(CONNECT_ERROR); 

    } 

    // sending multiple packets to the TCP server 

    while (lLoopCount < g_ulPacketCount) 

    { 

 

        iStatus = sl_Send(iSockID, BufTxWifi, BUF_SIZE, 0 ); 

 

        if( iStatus < 0 ) 

        { 

            // error 

            sl_Close(iSockID); 

            ASSERT_ON_ERROR(SEND_ERROR); 

        } 

        lLoopCount++; 

    } 

 

    for (w=0; w<BUF_SIZE; w++) //un cop enviat, netejo el buffer 

    { 

        BufTxWifi[w] = NULL; 

    } 

 

    iStatus = sl_Close(iSockID); 

    //closing the socket after sending 1000 packets 

    ASSERT_ON_ERROR(iStatus); 

 

    return SUCCESS; 

 

} 

 

 

int testWifiUart(unsigned short usPort) 

{ 

    SlSockAddrIn_t  sAddr; 

    SlSockAddrIn_t  sLocalAddr; 

    int             p; 

    int             siAddrSize; 

    int             siSockID; 

    int             siStatus; 

    int             siNewSockID; 

    long            lLoopCount = 0; 

    long            lNonBlocking = 1; 

    int             iTestBufLen; 

 

 

    for (p=0 ; p<BUF_SIZE ; p++) 

    { 

        BufRxWifi[p] = NULL; //netegem el buffer 
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    } 

 

 

    iTestBufLen  = BUF_SIZE; 

 

    //filling the TCP server socket address 

    sLocalAddr.sin_family = SL_AF_INET; 

    sLocalAddr.sin_port = sl_Htons((unsigned short)usPort); 

    sLocalAddr.sin_addr.s_addr = 0; 

 

 

    // creating a TCP socket 

 

    siSockID = sl_Socket(SL_AF_INET,SL_SOCK_STREAM, 0); 

    if( siSockID < 0 ) 

    { 

        // error 

        ASSERT_ON_ERROR(SOCKET_CREATE_ERROR); 

    } 

 

    siAddrSize = sizeof(SlSockAddrIn_t); 

 

    // binding the TCP socket to the TCP server address 

    siStatus = sl_Bind(siSockID, (SlSockAddr_t *)&sLocalAddr, 

siAddrSize); 

    if( siStatus < 0 ) 

    { 

        // error 

        sl_Close(siSockID); 

        ASSERT_ON_ERROR(BIND_ERROR); 

    } 

 

    // putting the socket for listening to the incoming TCP connection 

    siStatus = sl_Listen(siSockID, 0); 

    if( siStatus < 0 ) 

    { 

        sl_Close(siSockID); 

        ASSERT_ON_ERROR(LISTEN_ERROR); 

    } 

 

    // setting socket option to make the socket as non blocking 

    siStatus = sl_SetSockOpt(siSockID, SL_SOL_SOCKET, SL_SO_NONBLOCKING, 

                            &lNonBlocking, sizeof(lNonBlocking)); 

    if( siStatus < 0 ) 

    { 

        sl_Close(siSockID); 

        ASSERT_ON_ERROR(SOCKET_OPT_ERROR); 

    } 

    siNewSockID = SL_EAGAIN; 

 

    // waiting for an incoming TCP connection 

    while( siNewSockID < 0 ) 

    { 

        // accepts a connection form a TCP client, if there is any 

        // otherwise returns SL_EAGAIN 

 

        siNewSockID = sl_Accept(siSockID, (SlSockAddr_t*)&sAddr, 

(SlSocklen_t*) &siAddrSize); 

        if( siNewSockID == SL_EAGAIN ) 

        { 
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           MAP_UtilsDelay(70000); 

        } 

        else if( siNewSockID < 0 ) 

        { 

            // error 

            sl_Close(siNewSockID); 

            sl_Close(siSockID); 

            ASSERT_ON_ERROR(ACCEPT_ERROR); 

        } 

    } 

 

 

    // waits for 1000 packets from the connected TCP client 

    while (lLoopCount < g_ulPacketCount) 

    { 

        siStatus = sl_Recv(siNewSockID, BufRxWifi, iTestBufLen, 0); 

 

        if( siStatus <= 0 ) 

        { 

          // error 

          sl_Close(siNewSockID); 

          sl_Close(siSockID); 

          ASSERT_ON_ERROR(RECV_ERROR); 

        } 

        lLoopCount++; 

    } 

 

    for (p=0 ; p<BUF_SIZE ; p++) 

    { 

        BufTxUart[p] = BufRxWifi[p]; //copiem les dades a un buffer 

auxiliar 

    } 

 

    // close the connected socket after receiving from connected TCP 

client 

    siStatus = sl_Close(siNewSockID); 

    ASSERT_ON_ERROR(siStatus); 

    // close the listening socket 

    siStatus = sl_Close(siSockID); 

    ASSERT_ON_ERROR(siStatus); 

 

    return SUCCESS; 

 

} 

 

void initUARTRx() 

{ 

 

MAP_UARTFlowControlSet(UARTA1_BASE, UART_FLOWCONTROL_NONE); 

MAP_UARTFIFODisable(UARTA1_BASE); 

MAP_UARTIntRegister(UARTA1_BASE, listenUART); 

IntPrioritySet(INT_UARTA1, INT_PRIORITY_LVL_2); 

MAP_UARTIntEnable(UARTA1_BASE, UART_INT_RX | UART_INT_RT); 

 

} 

 

void listenUART() 

{ 

    long intStatus = UARTIntStatus(UARTA1_BASE, true);// Read Masked 

interrupt flags 
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    UARTIntClear(UARTA1_BASE, intStatus);// Clear the masked interrupt 

flags 

    if((intStatus & UART_INT_RX) && MAP_UARTCharsAvail(UARTA1_BASE)) 

    { 

        if (uartInd > BUF_SIZE_BIG - 1) 

        { 

            uartInd = 0; 

        } 

        BufRxUart[uartInd] = UARTCharGetNonBlocking(UARTA1_BASE); 

        uartInd++; 

    } 

} 

 

//**********************************************************************

****** 

//                            MAIN FUNCTION 

//**********************************************************************

****** 

void main() 

{ 

    long lRetVal = -1; 

 

    // 

    // Board Initialization 

    // 

    BoardInit(); 

 

    // 

    // Initialize the uDMA 

    // 

    UDMAInit(); 

 

    // 

    // Configure the pinmux settings for the peripherals exercised 

    // 

    PinMuxConfig(); 

 

    // 

    // Configuring UART 

    // 

    InitTerm(); 

    initUARTRx(); 

 

    // 

    // Display banner 

    // 

    DisplayBanner(APPLICATION_NAME); 

    InitializeAppVariables(); 

 

    // 

    // Following function configure the device to default state by 

cleaning 

    // the persistent settings stored in NVMEM (viz. connection profiles 

& 

    // policies, power policy etc) 

    // 

    // Applications may choose to skip this step if the developer is 

sure 

    // that the device is in its default state at start of applicaton 

    // 
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    // Note that all profiles and persistent settings that were done on 

the 

    // device will be lost 

    // 

 

    lRetVal = ConfigureSimpleLinkToDefaultState(); 

 

    if(lRetVal < 0) 

    { 

      if (DEVICE_NOT_IN_STATION_MODE == lRetVal) 

         UART_PRINT("Failed to configure the device in its default state 

\n\r"); 

 

      LOOP_FOREVER(); 

    } 

 

    UART_PRINT("Device is configured in default state \n\r"); 

 

    // 

    // Asumption is that the device is configured in station mode 

already 

    // and it is in its default state 

    // 

    lRetVal = sl_Start(0, 0, 0); 

    if (lRetVal < 0) 

    { 

        UART_PRINT("Failed to start the device \n\r"); 

        LOOP_FOREVER(); 

    } 

 

    UART_PRINT("Device started as STATION \n\r"); 

 

 

    lRetVal = WlanConnect(); 

    if(lRetVal < 0) 

    { 

        UART_PRINT("Connection to AP failed \n\r"); 

        LOOP_FOREVER(); 

    } 

 

    UART_PRINT("Destination IP: %d.%d.%d.%d\n\r", 

           SL_IPV4_BYTE(g_ulDestinationIp,3), 

           SL_IPV4_BYTE(g_ulDestinationIp,2), 

           SL_IPV4_BYTE(g_ulDestinationIp,1), 

           SL_IPV4_BYTE(g_ulDestinationIp,0)); 

 

#ifdef USER_INPUT_ENABLE 

 

    while(1) 

    { 

 

        int nMessagesTxUart = 0; 

        int iCounter = 0; 

        uartInd=0; 

        int i = 0; 

        int l = 0; 

        int d = 0; 

        int v = 0; 

        int auxeot; 

        int auxlasteot; 
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        for (iCounter=0 ; iCounter<BUF_SIZE_BIG ; iCounter++) 

        { 

            BufRxUart[iCounter] = NULL; 

        } 

 

        lRetVal = testWifiUart(g_uiPortNum); //rx from wifi 

        for (iCounter=0 ; iCounter<BUF_SIZE ; iCounter++) 

        { 

            if(BufTxUart[iCounter] == EOT) //If EOT (End Of Transmision) 

            { 

                nMessagesTxUart ++; 

            } 

        } 

        for (iCounter=0 ; iCounter<BUF_SIZE; iCounter++) 

        { 

            if(i < nMessagesTxUart) 

            { 

                UartPutChar1(BufTxUart[iCounter]); 

                if(BufTxUart[iCounter] == EOT) //If EOT (End Of 

Transmision) 

                { 

                    i++; 

                    while(l < i) 

                    { 

                        l=0; 

                        for (d=0; d < BUF_SIZE_BIG; d++) 

                        { 

                            if(BufRxUart[d] == EOT) 

                            { 

                                l++; 

                            } 

                        } 

                    } 

                } 

             } 

            else 

            { 

                iCounter = BUF_SIZE+1; // dont send the 0s 

            } 

        } 

        i = 0; 

        int reference=0; 

        int oldeot; 

        for (iCounter=0 ; iCounter<BUF_SIZE_BIG; iCounter++) 

        { 

            if (iCounter > BUF_SIZE_BIG - 1) 

            { 

                iCounter = 0; 

            } 

            if (BufRxUart[iCounter] == EOT) //found eot rx 

            { 

                i++; 

                oldeot = auxlasteot; 

 

                auxlasteot = iCounter; //trobo el eot 

                if ((iCounter - reference) < BUF_SIZE) 

                { 

                    if (i == nMessagesTxUart) //weve got all answers, 

space available, send all 
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                    { 

                        for (v = reference; v <= iCounter; v++) 

                        { 

                            BufTxWifi[v - reference] = BufRxUart[v]; 

//copy until the last eot with memory available 

                        } 

                        lRetVal = sendUartviaWifi (g_uiPortNum); //send 

via wifi 

                    } 

                } 

                else 

                { 

                    auxeot = oldeot; 

                    for (v = reference; v <= auxeot; v++) 

                    { 

                        BufTxWifi[v - reference] = BufRxUart[v]; //copy 

until the last eot with memory available 

                    } 

                    lRetVal = sendUartviaWifi (g_uiPortNum); //send via 

wifi 

                    reference = auxeot + 1; 

                    if (i == nMessagesTxUart) 

                    { 

                        for (v = reference; v <= iCounter; v++) 

                        { 

                            BufTxWifi[v - reference] = BufRxUart[v]; 

//copy until the last eot with memory available 

                        } 

                        lRetVal = sendUartviaWifi (g_uiPortNum); //send 

via wifi 

                    } 

                } 

 

            } 

        } 

    } 

#else 

#endif 

 

    UART_PRINT("Exiting Application ...\n\r"); 

 

    // 

    // power of the Network processor 

    // 

    lRetVal = sl_Stop(SL_STOP_TIMEOUT); 

 

    while (1) 

    { 

        _SlNonOsMainLoopTask(); 

    } 

 

} 

 

//**********************************************************************

******* 

//                              END 

//**********************************************************************

******* 


