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RESUM

El continu creixement del parc automobilístic a nivell mundial ha obert noves oportunitats de negoci i 
noves necessitats de seguretat viària. La mobilitat constant dels individus i la necessitat d'estar sempre 
connectats fa de l'estudi de les possibilitats de connectivitat i transmissió d'informació entre vehicles un 
dels principals objectius de les empreses. Els costos socials que acompanyen aquest avanç – augment 
dels accidents, saturació de les ciutats, etc. – Posen de manifest la necessitat d'augmentar la seguretat 
dels automòbils mitjançant la transmissió d'informació sobre l'estat del trànsit i carreteres fent també 
interessant  l'estudi  de  les  VANETs  (xarxes  ad  hoc  vehiculars)  per  part  de  les  autoritats  I 
l'Administració.

L'anonimat és un assumpte clau en aquest tipus de xarxes, garantir que l'identitat del remitent d'un 
missatge serà protegida és un repte important i pot ser una característica imprescindible per algunes 
aplicacions de les VANETs.

Amb  aquest  propòsit  presentem  Crowd,  un  protocol  d'anonimat  que  proveeix  un  mecanisme  de 
navegació Internet anònima. El concepte principal d'aquest protocol és ocultar les comunicacions dels 
usuaris utilitzant un encaminament aleatori, de manera que un missatge pugui dur en trànsit de manera 
aleatòria dins d'un grup d'usuaris. Resultant que un node corrupte o oient fortiu que observi un missatge 
enviat per un usuari mai pot estar segur si aquest usuari és el remitent original o, simplement, part de 
l'encaminament d'un missatge enviat per un altre usuari.

L'objectiu principal d'aquest PFM és dissenyar i implementar un protocol d'encaminament basat en 
Crowd i dissenyat per funcionar en xarxes vehiculars, i després evaluar el seu rendiment en termes de 
qualitat de servei i anonimat. Evaluem tals resultats implementant escenaris realistes en el simulador de 
xarxes NCTUns.
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RESUMEN

El continuo crecimiento del parque automovilístico a nivel mundial ha abierto nuevas oportunidades de 
negocio así como nuevas necesidades de seguridad vial. La movilidad constante de los individuos y la 
necesidad  de  estar  siempre  conectados  hace  del  estudio  de  las  posibilidades  de  conectividad  y 
transmisión  de  información entre  vehículos  uno de  los  principales  objetivos  de  los  fabricantes  de 
coches. Los costes sociales que acompañan a este avance –aumento de los accidentes, congestión de las 
ciudades,  contaminación,  etc.–  ponen de  manifiesto  la  necesidad de  aumentar  la  seguridad de  los 
automóviles mediante la transmisión de información sobre el estado del tráfico y carreteras haciendo 
también interesante el estudio de las VANETs (redes ad hoc vehiculares) por parte de las autoridades y 
la Administración. 

La anonimidad es un asunto clave en este tipo de redes, garantizar que la identidad del remitente de un 
mensaje será protegida es un reto importante y puede ser una característica imprescindible para algunas 
aplicaciones de las VANETs.

Con este propósito presentamos Crowd, un protocolo de anonimidad que provee un mecanismo de 
navegación Internet anónima. El concepto principal de este protocolo es ocultar las comunicaciones de 
los usuarios usando un encaminamiento aleatorio, de forma que un mensaje puede llevar en tránsito de 
manera aleatoria dentro de un grupo de usuarios. Resultando que un nodo corrupto u oyente furtivo que 
observa un mensaje enviado por un usuario nunca puede estar seguro si este usuario es el remitente 
original o, simplemente, parte del encaminamiento de un mensaje enviado por otro usuario.

El objetivo principal de este PFM es diseñar e implementar un protocolo de encaminamiento basado en 
Crowd y diseñado para funcionar en redes vehiculares, y después evaluar su desempeño en términos de 
calidad de servicio y anonimidad. Evaluamos tales performancias implementando escenarios realistas 
en el simulador de redes NCTUns.
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ABSTRACT

The continued growth of the vehicular fleet has opened new business opportunities and new needs of 
road safety. The constant mobility of individuals and the necessity of staying connected makes studying 
the possibilities of connectivity and transmission of information between vehicles one of the main 
objectives of the cars manufacturers. The social costs that accompany this development –increase in 
accidents,  congestion  of  cities,  etc.–  increases  the  needing  of  improving  car  safety  by  providing 
information on road traffic conditions and also making interesting the study of VANETs (vehicular ad 
hoc networks) by the authorities and the administration. 

Anonymity is a key concern in this kind of network, guaranty that the identity of a message sender is 
protected is an important challenge and might be a mandatory feature for some VANET applications.

For  this  purpose,  we  introduce  Crowd,  an  anonymity  protocol  that  provides  a  mechanism  for 
anonymous Web browsing. The main idea behind Crowd anonymity protocol is to hide each user's 
communications by routing them randomly within a group of similar users. Consequently by using the 
Crowd protocol neither the receiver nor a corrupt group member or local eavesdropper that observes a 
message being sent by a particular user can never be sure whether the user is the actual sender, or is  
simply routing another user's message.

The main objective of this PFM is to design and implement an anonymity solution based on the Crowd 
anonymity protocol  to  work in  a  VANET environment,  and later  on to  evaluate  QoS and Privacy 
metrics under this condition.
Such  evaluation  is  done  by  implementing  realistic  vehicular  network  scenarios  with  the  network 
simulator NCTUns and perform different simulations for making a performance evaluation, analyzing 
packet lost, end-to-end delay and the throughput as a function of the Crowd protocol parameters.
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Introduction and Objectives

1. Introduction and Objectives

1.1 Introduction

The continued growth of the vehicular fleet has opened new business opportunities and new needs of 
road safety. The constant mobility of individuals and the necessity of staying connected makes studying 
the possibilities of connectivity and transmission of information between vehicles one of the main 
objectives of the cars manufacturers. The social costs that accompany this development –increase in 
accidents,  congestion  of  cities,  etc.–  increases  the  needing  of  improving  car  safety  by  providing 
information on road traffic conditions and also making interesting the study of VANETs (vehicular ad 
hoc networks) by the authorities and the administration. 

This report begins by introducing characteristics, applications and challenges related to VANETs and 
by  summarizing the current status of research on VANETs, especially in the field of simulation. Due to 
the high cost of implementing the necessary transmission systems to study these vehicular networks, 
the search for situations as real as possible to obtain reliable results from simulations makes it a basic 
tool for the study of such networks communication. 

In section 3, we introduce the anonymity concept and we focus on Crowd, an anonymity protocol that  
provides a mechanism for anonymous Web browsing. The main idea behind Crowd anonymity protocol 
is  to  hide each user's  communications  by routing them randomly within a  group of similar  users.  
Consequently by using the Crowd protocol a corrupt group member or local eavesdropper that observes 
a message being sent by a particular user can never be sure whether the user is the actual sender, or is 
simply routing another user's message.

The main objective of this PFM is to design and implement an anonymity solution based on the Crowd 
anonymity protocol to work in a VANET environment, the section 4 is devoted to the design of this  
new protocol and introduces its mains attributes.

We  finally  implement  realistic  vehicular  network  scenarios  with  the  network  simulator  NCTUns 
(section 5) and perform different simulations for making a performance evaluation, analyzing Quality 
of Service and anonymity metrics as a function of the Crowd protocol parameters. The results of these 
simulations are analyzed in section 6.
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1.2 Objectives

In this project, the main objective is to design and implement an anonymity-aware routing protocol 
based on the Crowd anonymity to work in a VANET environment.  To achieve this objective, several 
steps and intermediate objectives have been necessary and can be classified as follows: 

• Study the Crowd anonymity protocol and AODV routing protocol.

• Study the state of the art of VANETs and privacy in VANETs.

• Design an anonymity-aware routing protocol based on Crowd to be implemented in a VANET 
scenario.

• Modify NCTUns code in order to implement our anonymity-aware routing protocol on it (work 
done in collaboration with a PhD student, Carolina Tripp Barba [ref: http://sertel.upc.edu/users/ 
ctripp]).

• Define  a  scenario  and  specify  proper  configuration  settings  (speeds,  network  nodes,  size, 
number  of  vehicles,  number  of  lines,  measurements,  transmission  range,  ...)   to  evaluate 
performances.

• Implement the scenarios in NCTUns 6.0.

• Performance evaluation in terms of QoS and anonymity, analysis of results, conclusions. 
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VANET

2. VANET

2.1 Introduction

Traditional traffic management systems are based on centralized infrastructures where cameras and 
sensors implemented along the road collect information on density and traffic state and transmit this 
data to a central unit to process it and make appropriate decisions. This type of system is very costly in 
terms  of  deployment  and is  characterized  by a  long reaction  time for  processing and information 
transfer in a context where information transmission delay is vital and is extremely important this type 
of  system.  However,  with  the  rapid  development  of  wireless  communication  technologies  a  new 
decentralized architecture based on vehicle-to-vehicle communications (V2V) has created a very real 
interest  these  last  few  years  for  car  manufacturers,  the  R&D  community  and  telecommunication 
operators. Thus, a new concept was born: a vehicular ad hoc network (VANET), which is no more than 
a specific application of traditional mobile ad hoc networks (MANET). 

Vehicular Ad hoc NETworks (VANETs) have recently emerged as a platform to support intelligent 
inter-vehicle  communication to improve traffic safety.  The road-constrained characteristics of these 
networks and the high mobility of the vehicles, their unbounded power source, and the emergence of 
roadside wireless infrastructures make VANETs a challenging and promising research topic. 

Figure 1 - Vehicular Networks 
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 VANET’s aim to provide our cars and roads with capabilities to make road more secure and to make 
our time on the road more enjoyable, enabling communications among nearby vehicles (car to car 
communication) as well as between vehicles and nearby fixed equipment (car to infrastructure 
communication). The following variety of applications is a typical example of an intelligent 
transportation system (ITS): 

• Safety, in which a warning message will be broadcasted from a vehicle to its neighborhood 
notifying about some event such as car collision or road surface conditions in order to decrease 
traffic accidents rate and enhance traffic flow control. It refers to applications or systems that 
increase the protection of the people in the vehicle as well as the vehicle itself .

• Resource  efficiency,  referring to  increase traffic  fluency with  data  such as  enhanced route 
guidance  or  parking spot  locator's  services.  Better  efficiency results  in  less  congestion  and 
lower fuel consumption, helping to minimize environmental and economic impact. 

• Infotainment and Advanced Driver Assistance Services (ADAS), combining information and 
entertainment and offering multimedia and Internet connectivity facilities for passengers. 

Figure 2 - Application domains [1] 
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2.2 VANET Properties 

As previously mentioned, a VANET represents a specific aspect of MANETs. Nevertheless, research 
works studied and carried out in the field of MANETs cannot be applied directly in the context of 
vehicular  networks  because  of  the  characteristics  of  VANET making  the  application  of  MANET 
protocols and architectures inappropriate. In the following, the main properties and constraints related 
to the environment of vehicular ad hoc networks are presented below. 

• Processing, energy and communications capacity 

Contrary to the context of mobile ad hoc networks where energy constraint represents one of 
the  main  challenges,  vehicles  in  a  VANET have  no  limit  in  terms  of  energy,  have  large 
processing capability and allow supporting several communications interfaces. 

• Environment and mobility model

Environments  considered  in  ad  hoc  networks  are  often  limited  to  open  spaces  or  indoors. 
Vehicle movements are connected to road infrastructures, on highways, or within a metropolitan 
area. The constraints imposed by this type of environments, such as radio obstacles because of 
buildings, and multipath and fading effects, considerably affect the mobility model and radio 
transmission quality. 

• Type of information and diffusion 

Since  one  of  the  key  VANETs  applications  is  prevention  and  road  safety,  the  types  of 
communications  will  focus  on  message  broadcast  from  a  source  to  several  receivers. 
Nevertheless,  the  vehicles  concerned  by  such  diffusion  depend  on  their  location  and  their 
degree  of  implication  in  the  event.  In  such  situations,  communications  are  mainly 
unidirectional. 

• Network topology and connectivity 

Contrary to ad hoc networks, VANETs are characterized by very high mobility because of car 
speed. Thus, an element can quickly join or leave the network in a very short time, which makes 
topology changes frequently. Solutions must then consider this constraint where connectivity is 
one of the key parameter. In addition, properties inherent to VANETs, especially in terms of 
size, raise scaling problems and a complete revision of existing solutions is required. 

• Security 

Data sensitivity transmitted over a VANET demonstrates a high need for security. In fact, the 
importance of security in this context is vital because of the critical consequences resulting from 
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a violation or attack. In addition, with a highly dynamic environment characterized by almost 
instant arrivals and departures of cars, the deployment of a security solution must cope with 
specific configurations and constraints. 
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2.3 VANETs Applications 

A Vehicular  Ad hoc Network allows an important  variety  of  applications  aimed at  administration, 
companies, drivers and people in the vehicle. These services will help and support topics as important 
as security driving, safety-related, traffic and fleet control as well as entertainment applications. 

2.3.1 Safety-related Applications 

Safety-related applications are the most important kind of applications for VANETs due to its main 
objective:  decrease  of  injuries  and deaths  due  to  vehicle  accidents.  In  this  context,  the  European 
Commission is making an important effort to investigate, develop and implement these services in 
order to come into effect as soon as possible. 

• Cooperative collision avoidance 
This service is about helping driving by detecting possible obstacles in the road. One such 
application would be emergency notifications. In case of an accident or sudden hard breaking, a 
notification is sent to the following cars. This information could also be propagated by cars 
driving in the opposite direction and, thereby, conveyed to the vehicles that might run into the 
accident. 
For  a  correct  display  of  this  service,  it  would  be  necessary  a  little  installation  in  users’  
equipment  which  sends  information  about  his/her  position,  trajectory  or  speed  to  the 
neighbours. Also, another system in the vehicle permanently listens to rely information from the 
rest of vehicles and infrastructure. 

• Cooperative driver assistance system 
This service exploits the exchange of sensor data or other status information among cars. The 
basic idea is to broaden the range of perception of the driver beyond his/her field of vision and 
further to assist the driver with autonomous assistance applications. By transmitting this data to 
cars following on the same road, drivers get information about hazards, obstacles or traffic flow 
ahead, resulting in more efficient and safe driving. Sensors could detect a danger and warn 
drivers with a brief description or even the driver could detect it and, through a vocal interface, 
describe the danger of the situation to the rest of users. 
Information could be sent to every user in the network to inform, for example, that a traffic jam 
has started in a certain point of the road where we are driving. On the other side, it could be 
necessary  a  geocast  message  if,  for  example,  we detect  an  oil  puddle  in  one  exit  road;  is  
necessary to send the information only for those vehicles that will take that exit. 

• eCall
eCall [2] is a project of the European Commission intended to bring rapid assistance to drivers 
involved in a collision anywhere in the European Union. In case of crash, an eCall-equipped 
vehicle automatically calls the nearest emergency center. Even if no passenger is able to speak, 
e.g. due to injuries, a “Minimum Set of Data” is sent, which includes the exact location of the 
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crash site. Shortly after the accident, emergency services therefore know that there has been an 
accident, and where exactly. eCall cuts emergency services' response time. It goes down to 50% 
in the countryside and 60% in built-up areas. Annually, the quicker response will save around 
2.500 lives in the European Union. The severity of injuries could be considerably reduced in 
15% of cases. Drivers could also make an eCall by pushing a button in the vehicle. Witness of 
an accident can report it and automatically give the precise location. 

2.3.2 Comfort Applications 

The general aim of these applications is to improve passenger comfort and traffic efficiency. That could 
include  nearest  POI  (Points  Of  Interest)  localization,  current  traffic  or  weather  information  and 
interactive communication. All kinds of applications, which may run on top of TCP/IP stack might be 
applied here (online games or instant messaging). Another application is the reception of data from 
commercial  vehicles  and  roadside  infrastructure  about  their  businesses  (’wireless  advertising’), 
information  about  gas  stations  or  enterprises  which  can  set  up  stationary  gateways  to  transmit 
marketing data to potential customers passing by, online help in case of breakdown, etc. 
Furthermore, these services could be integrated with electronic payments, toll paying systems, etc. An 
important feature of comfort or commercial applications is that they should not interfere with safety 
applications.  In  this  context  traffic  prioritizing  and  use  of  separate  physical  channels  is  a  viable 
solution.

• Optimum route calculation with real-time traffic data
This service could be used from the vehicle or from another point with an Internet connexion. 
The fact that, in the long term, all vehicles will be equipped with this system will make data-  
taking and data-publishing easier. This data, conveniently analyzed, will inform about the state 
of the road, prevent traffic jams, etc. 

2.3.3 Applications for Administration 

• Vehicle identification 
This service will provide a safe and fast way of information provision from vehicles without the 
need of stopping them. It will be necessary an appropriate legislation to allow that each vehicle 
stores the necessary information in an electronic format and its automatic transmission if it is 
required by an authorized device. 
Vehicle identification service will help police in different ways: it would be possible to check if 
a vehicle and his/her driver have the necessary documentation or, if an infraction is detected, its  
report would be automatically processed, etc. 
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2.4 Challenges in VANETs 

When  deploying  of  a  vehicular  network  system,  several  issues  have  to  be  addressed.  VANET 
characteristics −rapid topology changes, frequent fragmentation, variable and highly dynamic scale and 
network  density,  etc.−  are  opening  some  brand  new lines  of  investigation  and  challenges  for  the 
research community. In the following section we briefly mention some issues related to VANETs that 
need to be addressed. 

2.4.1 Routing 

In  vehicular  networks,  mobility  is  constant.  This  fact  causes  extremely  fast  changes  in  network 
topology and  involves  the  need to  reconfigure  the  routing  tables  of  each  node.  Frequent  network 
partitioning in VANETs requires a different approach, e.g. the 'carry and forward' idea  [3], where, if 
there is no a direct route, a packet is carried by a node until it could be forwarded to a node being closer 
to the destination, or the Delay Tolerant Networking. 

Delay Tolerant  Networking (DTN) is  an approach to  computer  network architecture that  wants  to 
address the technical questions in heterogeneous networks, such as mobile networks, that could lack 
continuous  network  connectivity.  The  Delay  Tolerant  Network Research  Group (DTNRG)  [4] has 
defined an architecture based on a store and forward paradigm to interconnect networks, even without 
end-to end connectivity.  Each DTN node may store packets  and,  when appropriate,  forward  them 
towards the destination through intermediate nodes. 

2.4.2 Security 

Security is an issue that needs to be carefully addressed and assessed in the design of a vehicular 
communication system. In a wired network, user has to access to physical wire if s/he wants to access 
the  network's  information.  However,  wireless  communications  are  weak  from  this  point  of  view, 
because they use air as the transmission medium. This problem gets worse in vehicular networks due to 
the non-existence of infrastructure that provides security services centralization like user authentication 
or packet  ciphering.  The issue to  be addressed includes  trust  −  vehicles must  be able  to  trust  the 
messages they receive−, resiliency and efficiency −e.g. real-time message authentication−. 

Privacy is also considered a major issue. Anonymity must be preserved making impossible tracking a 
vehicle for non-trusted parties. Not taking into account privacy could result in a multiple lawsuits after 
the network is deployed. 

2.4.3 Quality of Service (QoS) 

Quality  of  Service  in  wired  networks  is  provided  by  different  types  of  resources  reservation 
mechanisms. However, executing these mechanisms is very complex due to the special features of 
VANET, such as high mobility nodes and large-scale node population. Nowadays, there exist some 
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proposals, nevertheless,  the majority of them are theoretical,  simulated or implemented with fewer 
nodes. 
Tarng et al.  [5] proposed a method based on the stability from the radio propagation: signal strength 
and path loss; Sun et al.  [6] proposed a grid based protocol. The digital map is pre-set with a grid. A 
routing path is selected based on the traffic features, such as the intersection, the number of vehicles, 
and roads, in a grid. Recently, Yan et al. [7]  proposed a routing selection and maintenance based on the 
mobility of vehicles. The main ideas are to select and maintain one routing path and one backup routing 
paths based on the mobility of vehicles (relative speed and direction). They reduce delay and response 
time in QoS terms because the retransmission caused by routing breakage is reduced and they improve 
the throughput in QoS terms. 

2.4.4 Power Management 

Power  management  in  VANET  is  not  concerned  about  energy  efficiency,  but  rather  about  the 
transmission power – when too high, the on-going transmission could disrupt another transmission at a 
distant  node due to  interferences –.  Thus the denser  the network is,  the lesser transmission power 
should be used. Several algorithms could be employed here, e.g. in [8] the power is adjusted to keep the 
number  of  neighbours  within  the  maximum  and  minimum  threshold.  On  the  other  hand,  [9] 
concentrates on improving the 1-hop broadcast coverage by transmission power adjustments. 
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2.5 Research projects initiatives  in VANETs 

Nowadays, several projects are currently being developed in the field of vehicular  networks. This 
section introduces some interesting research projects initiatives. 

In  Europe, several projects are held, joining partners from the industry, governmental agencies and 
academia.  Within the Framework Program 6 of the European Union, four integrated projects  were 
started in areas that touch the field of VANET: COOPERS, CVIS, SAFESPOT and PReVENT: 

• The project  Co-operative Systems for Intelligent Road Safety (COOPERS, 2006–10)  [10] 
focuses on innovative telematics applications for cooperative traffic management. 
From  a  communication  perspective,  it  therefore  primarily  addresses  vehicle-to-  roadside 
communications and makes use of CALM (Communication Architecture for   Land Mobile 
environment) standards like the CALM infrared communication interface. CALM is the ISO 
TC 204 (ITS) Working Group 16 (Communication) on ‘Continuous Air interface for Long and 
Medium distance’. CALM aims to support continuous communications for vehicles by making 
use of various media and communication interfaces. 

• The project  Co-operative Vehicle-Infrastructure Systems (CVIS, 2006–10)  [11] is a major 
European research and development project financed by the European Commission aiming to 
design, develop and test the technologies needed to allow cars to communicate with each other 
and  with  the  nearby  roadside  infrastructure.  Based  on  such  real-time  road  and  traffic 
information and although there are no ultimate results because of the project is still in progress, 
many novel applications have been produced as well as four new services: COMM, allowing 
car-2-X communications, POMA, providing positioning system, COMO, providing monitoring 
services and FOAM, linking vehicles to infrastructure. The consequence will be increased road 
safety and efficiency, and reduced environmental impact. The CVIS main challenges are: 
◦ To enable a wide range of potential  cooperative services to  run on an open application 

framework in the vehicle and roadside equipment. 
◦ To create a unified technical solution allowing all vehicles and infrastructure elements to 

communicate with each other. 
◦ To define and validate an open architecture and system concept for a number of cooperative 

system applications, and develop common core components to support cooperation models 
in  real-life  applications  and  services  for  drivers,  operators,  industry  and  other  key 
stakeholders. 

• The project  SAFESPOT (2006–10)  [12] aims to design cooperative systems for road safety 
based on vehicle-to-vehicle and vehicle-to-infrastructure communication. 

• The  project PReVENT (2006–08) [13] addressed  to  development  of  preventive  safety 
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applications  and  technologies.  Within  the  PReVENT  Integrated  Project,  the  subproject 
Willwarn,  which we have mentioned before,  focused on the topic of vehicle-to-vehicle  and 
vehicle-to-infrastructure communication. 

• The NOW (Network on Wheels) project [14] is a German project from the Federal education 
and research government, founded by automobile manufacturers, telecommunications operators 
and academia. NOW is the successor of FleetNet Project and supports and strongly cooperates 
with  the  Car2Car  consortium.  One  of  NOW’s  main  objectives  is  the  implementation  of 
communication protocols and data security algorithms in vehicular network. Considering the 
wireless 802.11 technologies and location-based routing in a V2V or vehicle to infrastructure 
communication context, the goal is to implement a system of reference and to contribute to the 
standardization of such a solution in Europe in collaboration with the Car2Car consortium. 

• GST (Global System of Telematics) [15] is an EU-funded Integrated Project that is creating an 
open and standardized end-to-end architecture for automotive telematics services. Participants 
were  major  car  manufacturer  and  major  Telecommunication  players,  altogether  around  60 
companies. The purpose of GST is to create an environment in which innovative telematics 
services can be developed and delivered cost-effectively and hence to increase the range of 
economic telematics services available to manufacturers and consumers. GST has introduced a 
seven service-oriented sub-projects that seek to contribute to achieving the main targets: rescue, 
safety, payment, safety channel or extended floating car data. 

• The  Car2Car Communication  Consortium  [16] is  a  non-profit  organization  initiated  by 
European six vehicle manufacturers (General Motors, Ford Motor, Honda, Toyota, BMW and 
Mercedes-Benz) in 2004, pushing for further increase of road traffic safety. Its mission it to 
create  an  open  European  industry  standard  for  Car2Car  communication  systems  based  on 
wireless LAN components and guarantee European-wide vehicle interoperability. That includes 
proposing  of  realistic  deployment  strategies  and  business  models  to  speed-up  the  market 
penetration. The Car2Car consortium has established its objective of improving road safety and 
efficiently  managing traffic  using inter-vehicular  systems. The Car2Car consortium together 
with  IEEE have developed IEEE 802.11p standard,  which  defines  enhancements  to  802.11 
required  to  support  Intelligent  Transportations  Systems  (ITS)  applications.  Car2Car  main 
missions were as follows: 
◦ The creation of an open European standard for V2V communications based on wireless 

LAN components. 
◦ Developing V2V system prototype demonstrator for road safety applications.
◦ Promoting tree allocations of a free exclusive band for Car2Car applications in Europe. 
◦ Developing deployment strategies and economic models for market penetration. 

• The FleetNet (Internet on the road) project [17] is a German project introduced by a consortium 
of  six  manufactures  (DaimlerChrysler  AG,  FHI  FOKUS,  NEC Europe  Ltd.,  Robert  Bosch 
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GmbH,  Siemens  AG,  and  Temic  Speech  Dialog  Systems  GmbH)  and  the  universities  of 
Braunschweig,  Hamburg-Harburg  and  Hannover.  FleetNet’s  objective  was  to  develop  a 
communications platform for vehicle networks, to implement a demonstrator, and to standardize 
the proposed solutions in order to ensure better security and comfort for driver and passengers. 
The FleetNet architecture is based on a routing mechanism based on a system of location and 
navigation,  and also considers vehicle  to  infrastructure communications  in  order to  provide 
Internet access service. 
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3. Crowds and Anonymity

3.1 Introduction

First of all, we should give a precise definition of anonymity. In this project we adopt the definition  
given by Pfitzmann and Köhntopp in [18]. Anonymity is the state of being not identifiable within a set  
of subjects, the anonymity set. A sender is identifiable when we get information that can be linked to 
him, e.g., the IP address corresponding to the car the sender is using. 
We only consider sender anonymity. This means that for a particular message the attacker wants to find 
out which subject in the anonymity set is the originator of the message. The anonymity set in this case 
is defined as the set of honest users who might send a message. The minimum size of the anonymity set 
is 2, as if there is only one user in the anonymity set it is not possible to protect his identity.
Our definition for the degree of anonymity is based on probabilities: after observing the system, an 
attacker will assign to each user a probability of being the sender. 

3.2 Crowds

Crowds is a scheme that provides users with a mechanism for anonymous Web browsing. Crowds was 
originally designed by Michael K. Reiter and Aviel D. Rubin and was first  presented in the paper 
“Crowds:  Anonymity  For  Web  Transactions”[19]. The  main  idea  behind  the  Crowds  anonymity 
protocol is to hide user's identities by routing their packets randomly within a group of similar users.

By using the Crowds protocol a corrupt group member or local eavesdropper that observes a message 
being sent by a particular user can never be sure whether the user is the actual sender, or if that user is 
simply routing another user's message. Crowds works by making each node seem equally likely to be 
the initiator of the message. A crowd can be thought of as a collection of users. A user is represented in 
a crowd by a process on his computer called a jondo (pronounced “John Doe” and meant to convey the 
image of a faceless participant). Each node joins the network by starting this jondo that will allow it to 
forward and receive requests from other users. When the jondo is started all nodes in the network are 
informed of the new node's entrance, and will begin to select it as a possible forwarder. The user selects 
this  jondo as its web proxy by specifying its host name and port number in her web browser as the 
proxy for all services. Thus, any request coming from the browser is sent directly to the jondo.

To send a message a node randomly chooses another node (with uniform probability) from all nodes in 
the network and forwards the message to that node. Upon receiving the message the current node flips  
a biased coin (with probability pf > 1/2 ) and if it lands heads the current node forwards it to another 
random node; otherwise the current node forwards the packet to the final destination. So, each request 
travels from the user’s browser, through some number of jondos, and finally to the end web server.
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Figure 3 - Crowd path examples

A possible set of such paths is shown in Fig. 3. In this figure, the paths are 1 → 5 → server; 2 → 6 → 2 
→ server; 3 → 1 → 6 → server; 4 → 4 → server; 5 → 4 → 6 → server; and 6 → 3 → server.  
Subsequent  requests  initiated  at  the  same  jondo follow the  same path  (except  perhaps  going to  a 
different end server), and server's replies traverse the same path as the requests, following the reverse  
way. 
Each node that forwards a packet to another node records what was the predecessor node identification. 
In this way, a virtual tunnel is built, which is used for the communication between the sender and the 
receiver.  As  each  node  only  stores  information  about  its  predecessor,  it  is  impossible  for  an 
intermediate node to be aware of the whole path nor the sender identity.

3.3 Anonymity measurement model

3.3.1 Degree of anonymity

Information  theory  has  proven to  be  a  useful  tool  to  measure  the  amount  of  information  (for  an 
introduction,  see  Cover  and  Thomas  [20] and [32]).  In this  project,  the  used  model  is  based  on 
Shannon’s definition of entropy [21], that allows to quantify the degree of anonymity of an electronic 
system. This degree will be dependent on the power of the attacker. 
In a system with  N users, the maximum degree of anonymity is achieved when an attacker sees all 
subjects in the anonymity set as equally probable of being the originator of a message. 

The measurement model compares the information obtained by the attacker after observing the system 
against  the  optimal  situation,  in  which  all  honest  users  seem to  be  equally  probable  as  being  the 
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originator of the message, that is, in a system with  N users, the situation where the attacker sees all 
users as being the originator with probability 1/N . 

After observing the system for a while, an attacker may assign some probabilities to each sender as  
being the originator of a message, based on the information the system is leaking, by means of traffic  
analysis, timing attacks, message length attacks or more sophisticated attacks. 

For  a  given distribution  of  probabilities,  the  concept  of  entropy in  information  theory  provides  a 
measure of the information contained in that distribution [20]. 
We use entropy as a tool to calculate  the degree of anonymity achieved by the users of a system 
towards  a  particular  attacker.  The  entropy  of  the  system after  the  attack  is  compared  against  the 
maximum entropy (for the same number of users). This way we get an idea of how much information 
the attacker has gained, or, in other words, we compare how distinguishable the sender is within the set 
of possible senders after the attack. 

Let X be the discrete random variable with probability mass function pi = Pr(X = i), where i represents 
each possible value that X may take. In this case, each i corresponds to an element of the anonymity set 
(a sender). We denote by H(X) the entropy of the system after the attack has taken place. For each 
sender belonging to the senders set  of size  N ,  the attacker assigns a probability  pi .  H(X) can be 
calculated as: 

H ( X )=−∑
i=1

N

pi log2( pi)

Let HM be the maximum entropy of the system we want to measure, for the actual size of the anonymity 
set: 

H M=log2(N )

where N is the number of honest senders (size of the anonymity set). 

The information the attacker has learned with the attack can be expressed as HM − H(X). We divide by 
HM to normalize the value. We then define the degree of anonymity provided by the system as: 

d=1−
H M−H (X )

H M

=
H ( X )

H M

For the particular case of one user we assume d to be zero. 
This degree of anonymity provided by the system quantifies the amount of information the system is 
leaking. If in a particular system a user or a small group of users are shown as originators with a high 
probability with respect to the others, this system is not providing a high degree of anonymity.
It follows immediately that 0 ≤ d ≤ 1: 

– d = 0 when a user appears as being the originator of a message with probability 1. 
– d = 1 when all users appear as being the originator with the same probability (pi = 1/N ). 

28



Crowds and Anonymity

3.3.2 Degree of anonymity provided by Crowds 

It is interesting to calculate the degree of anonymity provided by Crowds with respect to collaborating 
crowd members, that is, a set of corrupted jondos that collaborate in order to disclose the identity of the 
jondo that originated the request. The assumptions made on the attacker are that:

– The attacker controls some of the entities that are part of the system. 
– The corrupted jondos can listen to communication. Although they have the ability to add or 

delete messages, they will not gain extra information about the identity of the originator by 
doing so. 

– The attacker controls a limited set of jondos, and he cannot perform any traffic analysis on the 
rest of the system. 

Degree of anonymity

Figure 4 shows an example of a crowds system. In this example the jondos 1 and 2 are controlled by 
the attacker, i.e., they are collaborating crowd members. A non-collaborating jondo creates a path that 
includes at least one corrupted jondo (In the case that the path does not go through a collaborating 
jondo  the  attacker  cannot  get  any  information).  The  attacker  wants  to  know  which  of  the  non-
collaborating jondos is the real originator of the message. 

Figure 4 - Example of a Crowds system with 7 jondos 

Generally,  let  N be  the  number  of  members  of  the  crowd,  C the  number  of  collaborators,  pf the 
probability of forwarding and pi the probability assigned by the attacker to the jondo i of having sent 
the message. The jondos under the control of the attacker can be excluded from the anonymity set. The 
maximum entropy HM , taking into account that the size of the anonymity set is N − C, is equal to: 
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H M=log2(N−C )

From [19] we know that, under this attack model, the probability assigned to the predecessor of the first 
collaborating jondo in the path (let this jondo be number C+1 ) equals: 

pC+1=
N− p f ( N−C−1)

N
=1− p f

N−C−1
N

The probabilities assigned to the collaborating jondos remain zero, and assuming that the attacker does 
not have any extra information about the rest of non- collaborators, the probabilities assigned to those 
members are: 

p i=
1− pC +1

N−C−1
=

p f

N
,  C + 2 ≤ i ≤ N

Therefore, the entropy of the system after the attack will be: 

H ( X )=
N −p f (N−C−1)

N
log2[

N
N− p f (N −C−1)

]+p f
N −C−1

N
log2[

N
p f

]
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3.3.3 Graphical representation

The degree of anonymity provided by this system is a function of N,  C and pf . In order to show the 
variation of d with respect to these three parameters , we chose pf = 0.5 and pf = 0.75, and N = 5 (Fig. 
5a), N = 20 (Fig. 5b) and N = 100 (Fig. 5c).

Figure 5 - Degree of anonymity
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The degree d is represented in each figure as a function of the number of collaborating jondos C. The 
minimum value of C is 1 (if C = 0 there is no attacker), and the maximum value of C is N − 1 (if C = N 
there is no user to attack). For the case C = N − 1 we obtain d = 0 because the collaborating jondos 
know that the real sender is the remaining non-collaborating jondo.

We can deduce from the figures that d decreases with the number of collaborating jondos and increases 
with pf . The variation of d is very similar for systems with different number of users. Regarding the 
tolerated number of collaborating jondos to obtain d ≥ 0.8, we observe that for pf = 0.5 the system does 
not tolerate any corrupted jondo; for pf = 0.75 the system tolerates: for N = 5 users, C ≤ 1, for N = 20 
users, C ≤ 4, and for N = 100 users, C ≤ 11. 
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4. Crowds in VANET

This chapter describes the design of our anonymity-aware routing protocol based on Crowd.

4.1 Introduction

The main idea of our project is to implement an anonymity solution based on the Crowd anonymity 
protocol  in  a  VANET environment,  and  later  on  to  evaluate  QoS  and  Privacy  metrics  under  this 
condition.
A VANET environment might be either unihop or multihop. To start with, we are considering a simple 
scenario in which all nodes can see and reach each other in 1 hop (unihop) as shown in Fig. 6 A future 
study case will be to implement CROWD in a multihop network (see Fig.  7), in which two or more 
wireless hops may be needed to convey information from a source to a destination. 

Figure 6 - Unihop scenario
Figure 7 - Multihop scenario

In the simple unihop study case, in which a single Access Point (AP) provides Internet access to all the 
cars, we will deal with two different scenarios:
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• One-way scenario, in which a source car needs to find the destination AP in order to send a 
one-way message, e.g. a traffic accident or infraction, without expecting a reply from the AP.

• Two-way  scenario,  when  the  communication  between  the  source  car  and  the  AP is  bi-
directional. A typical example would be a source car that wants to get information from the 
Internet, e.g. to obtain information about traffic condition in a road. In this case, a reverse path 
has to be defined to be able to route the reply messages. This feedback mechanism is detailed in 
section 1.6.

4.2 Packet Format

Each packet contains 7 fields, as shown in Figure  8. The Destination field will remain unchanged 
during the process, Current Node and Next hop fields will be updated by the CROWD mechanism at 
each  forwarding node,  as  explained below. The  Time Stamp field is  updated by each vehicle  that 
processes the packet, and used to verify that the timeout is not reached yet. We assume that all nodes 
within the network share a common clock reference. This field will be used to limit the lifetime of the 
packets, as it is explained in section 4.6.
The Flow ID field is used to uniquely identify a flow. This data is used by the feedback mechanism, 
when the Feedback Flag is set to 1.

32 bits 32 bits 32 bits 32 bits 32 bits 1 bit 0- 12000 bits

Current Node Next Hop Destination Time stamp Flow ID Feedback Flag Data

Figure 8 - Packet format

4.3 Routing Mechanism for unihop scenario

We consider a simple unihop scenario, which is depicted in Fig.  6. A source node wants to send a 
packet  to  an  Access  Point  (AP).  In  order  to  preserve  its  anonymity,  a  CROWD-based  scheme is 
implemented.  Thus,  each request  travels  from the source node,  through some number of nodes  to 
finally reach the Access Point. We assume that there are N nodes in the network and one AP.
Each node handling a packet gives a probability p to the shortest path to the final destination node (i.e. 
the AP), whereas the probability to choose another path is then 1-p. Consequently, each of the N-1 other 

neighbour will have a probability of 1−p
N−1

of being selected as the next forwarding node.

AODV [22] is used to determine the shortest path, selected with probability p, to the Access Point (the 
final destination). AODV stands for Ad hoc On-Demand Distance Vector, and is  a commonly used 
routing protocol for MANETs. AODV is a reactive routing protocol, meaning that it establishes a route 
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to a destination only on demand. Basically, when a node wants to establish a route to a destination, the 
AODV protocol broadcasts a Route Request (RREQ) to all its neighbours and once the RREQ reaches 
the destination (or a node who knows a route to the destination) and a route to the destination is found, 
the latest will send back a Route Reply (RREP) message, in order for the source to know how to reach 
the final destination. The source node might receive several RREP, but it will choose the one with the 
minimum number of hops, i.e. the shortest path to the final destination.

Once the node has applied probabilities (p and 1-p) to its neighbour paths, it randomly chooses one of 
the paths, writes the identification (ID) of the selected node in the nexthop_id field, and forwards the 
packet.

Figure  9 illustrates how a packet is forwarded through two nodes. The node “src” wants to send a 
message to the Access Point (1). It first searches for the shortest direct path to the AP (2) using AODV, 

and gives a probability p to this path. Each one of the other neighbours get a probability of 1−p
N−1

to 

be selected as the next forwarding node (3). From all of them the node “src” selects randomly the path 
to the node “a”, and forwards the packet to it. Once this node has received the packet (4), it starts  

looking again for the best path to the AP and gives it a probability p (5), and 1−p
N−1

 to each one of 

the other paths (6). The node “a” selects the next hop and finally forwards the packet to the node “b”. 
This node will apply the same process, and so on until the packet reaches the final destination (AP).

Figure 9 - Crowd routing mechanism
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4.4 Pseudocode

The following pseudocode describes a thread of code that is executed by each node that receives a 
packet.

/* Variables got from the received packet */ 
1. source_id 
2. nexthop_id 
3. destination_id 
4. timestamp 
5. flow_id

/* Other variables */
6. node_id /* current node ID */ 
7. neighbors[] * IDs of the neighbors nodes */

8. if (destination != node_id){ /* check that the current node is not the final destination */ 
9. if(timestamp < timeout){ /* check that the timeout is not reached */ 
10. source_id <- node_id /* replace source_id by the ID of the current node*/
11. findbestroute(node_id, destination_id) /* Find the best route to the final destination using AODV */
12. findnexthop(bestroute, neighbors[]) /* Find the next hop */
13. nexthop_id ← nexthop /* Update the next hop value */

14. savefeedback() /* Save routing parameters for the feedback */ 
15. submitrequest() /* Send the message */ 

 
16. } else { /* In case the timeout is reached */ 
17. findbestroute(destination_id, neighbors[]) /* Find the best route to the final destination */ 
18. submitrequest(node_id, bestroute, destination_id, timestamp, flow_id) /* Send the message */ 
19. }  

 
20. } else 
21. do nothing /* The current node is the final destination */ 
 
22.  subroutine timeout(Area size, Number of vehicle, Average speed) /* Calculate the dynamic timeout */ 
23. return timeout
 
24.  subroutine savefeedback(flow_id, source_id, nexthop_id)    /* Save routing parameters for the feedback */ 
  
25.  subroutine findbestroute(node_id, destination_id) /* Find the best route to the final destination using AODV 
26. return bestroute */ 

 
27.  subroutine findnexthop(bestroute, neighbors[]) /* Define the next hop according to bestroute and all neighbors */
28. return nexthop

29.  subroutine submitrequest(source_id, nexthop_id, destination_id, timestamp, flow_id) /* Send the packet to the next hop with 
the updated parameters */

When a packet is received in the current forwarding node, this node gets several variables from the 
incoming packet fields (lines 1 to 5). Additionally, the current node also knows its own ID and the ones 
of its neighbors (lines 6 and 7).
The node first checks if it is the final destination of the packet or not (line 8). If that is the case, no 
further action is needed. If not, the next step is to check that the timeout is not reached (line 9). If that is 
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the case the node will look for the best route to the final destination and submits the request straight 
away (lines 17 and 18). Otherwise, the node updates the source_id variable by its own ID (line 10), and 
then searches for the shortest direct path to the AP using AODV (line 11). Once this shortest direct path 
is known the node also randomly chooses one of the other neighbouring nodes as the next hop (line 
12). After that, the current node selects the next hop between both probabilities: either the AP (p) or 
another forwarding node (1-p), and the node accordingly updates the  nexthop_id variable (line 13). 
Updated source_id,  nexthop_id and  flow_id variables are saved in the feedback table (line 14). The 
packet is finally sent to the next hop (line 15), that will run a similar process, and so on until reaching 
the final destination.

4.5 Timeout

In order to limit the packet delay that can be induced by potential loops, a timeout needs to be defined. 
Once this timeout is reached, the node that is currently managing the packet will send the message 
directly to the final destination. To be relevant, this timeout has to be dynamic, its value will depend of 
the number of vehicles, their average speed, and the area size. 

An important parameter to define is the car density, that is to say the number of car present in an area, 
that can be computed as follows:

δ c=
N

L2
 [cars/km2]            (1)

Where N is the number of cars in the scenario, and L correspond to the length of the area size (see Fig. 
10).       

After calculating and analyzing some timeout values, we propose to use the following expression:

t out=
L

δc . vc

.10−4
[seconds]       (2)

where  δc  is the car density,  L the area size,  N the number of cars, and  vc the average speed of the 
vehicles.

For instance, a scenario with realistic parameters might be:  A=1000m2 (a square with a 1000m side), 
N= 50 cars, and vc= 100km/h = 27m/s. Applying these parameters in expressions (1) and (2) we obtain 
the following results, which seem appropriate according to the scenario characteristics.

δ c=
N

L2
=

50

10002
=0.00005cars /m2

=0.05cars /km2        (3)

and 

t out=
L

δc . vc

.10−4
=

1000
0.00005 x 27

.10−4
=74,74 seconds        (4)
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Figure 10 - Area size

4.6 Feedback

Some services may require a feedback message (e.g. an acknowledgement or a reply to a request). To 
do so, each node will maintain a table containing the following information for each packet transmitted: 
a flow identifier, the ID of the previous node from where that packet was received, and the ID of the 
Next hop. The use of such table  allows intermediate nodes to  forward the feedback to the source 
without  having to  know the identity  of  the original  source,  which remains  hidden.  An example is  
illustrated in Fig. 5, assuming that a message from node 43 to the Access Point has followed the path 
43 → 57 → 12 → 8 → Access Point. The flow_id of this specific flow is 52435.

Figure 11 - Feedback mechanism
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12

43

29

22

Feedback table for node 57

flowid Source Next hop

52435 57 8

... ... ...

Feedback table for node 12

Feedback table for node 8

flowid Source Next hop

52435 43 12

... ... ...

flowid Source Next hop

52435 12 AP

... ... ...
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As it  can be seen in the message format (Fig.  8), the feedback flag is used to distinguish user data 
messages from feedback messages.
Due to the high mobility within a VANET environment, we cannot assure that the path used from the 
source to the final destination will remain available when this latest will send its feedback.
Anyway, in our first simple scenario in which all nodes are neighbours, we will not have to deal with 
this issue. The problem will arise when working with the multihop scenario with mobile nodes.
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5. NCTUns Network Simulator

This chapter describes the NCTUns simulator that has been the network simulator used to study the 
performance of our anonymity-aware routing protocol. 

Figure 12 - NCTUns 6.0

5.1 Introduction

NCTUns stands for National Chiao Tung University Network Simulator [23],  a network simulator and 
emulator.  It  is  an  open-source  software  running  on  Linux,  Fedora  11,  with  an  integrated  GUI 
environment. 

NCTUns provide several advantages in front of other network simulators: 

• Realistic network traffic can be generated by realistic life applications to generate more realistic 
simulation results. 

• The performance of any real-life application can be easily evaluated on NCTUns under various 
simulated network conditions. 
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• Any network application program developed for NCTUns device can be directly run up on a 
real-life Linux device without any modification. 

• In its  6.0 release,  the simulator  provides  a  complete  implementation of  the emergent  IEEE 
802.11(p) and 1069 standards for wireless vehicular networks. 

• It  also  exists  a  commercial  version  of  NCTUns,  named  EstiNet  Network  Simulator  and 
Emulator,  defined  as  “a  software  tool  for  network  planning,  testing,  education,  protocol 
development,  and  applications  performance  prediction.  It  is  both  a  network  simulator  and 
emulator with worldwide customers and global impact.” [24].

In this project, we used the NCTUns 6.0 version in a virtual machine running Fedora 11. 

This chapter about NCTUns is based on the official NCTUns documentation [25] and other PFC and 
PFM reports [26] [27] [28] done by other UPC students.

5.2 NCTUns 6.0 characteristics
 

As  said,  NCTUns  is  a  high-fidelity  and  extensible  network  simulator  and  emulator  capable  of 
simulating various protocols used in both wired and wireless IP networks. 
NCTUns uses a novel kernel re-entering simulation methodology invented by Prof. S.Y. Wang [25]. As 
a result, it provides several unique advantages that cannot be easily achieved by traditional network 
simulators. 
Traditionally, simulators are limited by their reduced resources. Simulators used to present simplified 
versions of the results  compared to real devices,  and protocols were simulated with few details  to 
reduce complexity and cost of their development.
In addition, applications must be written to use the internal Application Programming Interface (API) 
of the simulator. Otherwise it  has to be re-compiled for the simulator,  creating a big and complex 
program. To overcome these two limitations, NCTUns propose a new simulation method to re-enter 
into and to modify the UNIX kernel. Using this method, a real implementation of the protocol stack is  
created,  and the  simulator  can  provide  more  realistic  results.  This  means  that  protocols  from the 
simulated network are really executed by the UNIX kernel (and not by the simulator) and that NCTUns 
will work as an emulator too.
As  a  free  software  open-source  code  new  applications  can  be  created,  as  done  in  this  project.  
Furthermore,  objects  simulated  by  NCTUns  are  not  contained  in  a  unique  program,  but  they  are 
distributed  in  multiple  and  independent  components  that  run  concurrently  in  a  UNIX  machine, 
improving the written code efficiency.
Finally, NCTUns allow attenuation and bandwidth measurements in any type of network, and can also 
simulate several types of under-development networks, such as optical networks.
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5.2.1  Architecture of the simulator

NCTUns 6.0 uses a distributed architecture, that could be seen as a block of 6 components, shown in 
Fig. 13. Here we  analyze and define only the parts on which we worked on in a more direct form: 

Figure 13 - The architecture of NCTUns 

The main functions of these components are:

• Graphical  User  Interface  (GUI): NCTUns  provides  a  front-end  GUI  program  called 
“NCTUnsclient” in its package, which provides useful facilities for users to efficiently create 
simulation and emulation cases. According to users’ common needs, it groups the operations of 
generating  a  simulation/emulation  case  into  four  modes:  “Draw  Topology”  mode,  “Edit 
Property” mode, “Run Simulation” mode and “Play Back” mode. A description of each mode is 
done in the section 5.4.1 .

• Dispatcher: NCTUns provides flexible simulation architecture, by which the GUI program and 
the simulation engine program can be run on different machines. In NCTUns, the GUI program 
need not find a simulation server to run the simulation engine program for a simulation. Instead, 
it  sends  the  Dispatcher  program  an  inquiry  message  to  know  which  simulation  server  is 
currently available. The Dispatcher program is responsible for monitoring the statuses of the 
simulation servers that it manages and selecting an available simulation server (if one exists) to 
serve the simulation request issued from the GUI program.
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• Coordinator: The Coordinator program has the following four tasks: processing the commands 
sent from Dispatcher, creating a simulation engine process to perform a simulation, reporting 
the status of the created simulation engine process to the Dispatcher program and collecting the 
simulation results produced by its created simulation engine process and sending them to the 
GUI program. Before starting any simulation on a simulation server, a coordinator program 
should be run up.

• Simulation Engine: The simulation engine program is composed of a set of various protocol 
modules and an event scheduler. The former is responsible for simulating protocol behaviors 
while the latter is responsible for scheduling events in a non-decreasing order based on their 
timestamps.  In  addition,  during  simulation  the  simulation  engine  process  will  periodically 
report the current simulation time to the GUI program.

• Application Program: Application programs are responsible for generating network traffic in a 
simulated  network.  Most  real-life  application  program  can  be  directly  run  up  on  a  node 
simulated by NCTUns to generate realistic network traffic.

• Kernel  Patches: NCTUns  uses  the  real-life  Linux  network  protocol  stack  to  “simulate” 
transport-layer  and  network-layer  protocols,  such  as  TCP,  UDP,  IP,  and  ICMP.  Minor 
modifications  to  Linux  kernel  timers  are  required  so  that  the  timers  used  by the  in-kernel 
protocol stack of each simulated node can advance their times based on the simulated clock 
(controlled by NCTUns) rather than the real-world clock.

5.2.2 Support for Various Important Networks 

NCTUns simulates Ethernet-based IP networks with fixed nodes and point- to-point links. It simulates 
IEEE 802.11 (a)(b) wireless LAN networks, including both the ad-hoc and infrastructure modes. It 
simulates GPRS cellular networks. It simulates optical networks, including traditional circuit switching 
optical network and more advanced optical burst switching (OBS) networks. 

NCTUns can simulate:
• IEEE 802.11(b) wireless mesh networks
• IEEE  802.11(e)  QoS  networks,  tactical  and  active  mobile  ad  hoc  networks,  and  wireless 

networks with directional and steerable antennas.
• 802.16(d) WiMAX networks, including the PMP and mesh modes.
• 802.16(e) mobile WiMAX PMP networks.
• 802.16(j) transparent mode and non-transparent mode relay WiMAX networks.
• DVB-RCS satellite networks for a GEO satellite located 36,000 Km above the earth.
• 802.11(p)/1609 vehicular networks, which is an amendment to the 802.11-2007 standard for 

highly mobile environment. Over this platform, one can easily develop and evaluate advanced 
V2V (vehicle-to-vehicle) and V2I (vehicle-to-infrastructure) applications in the ITS (Intelligent 
Transportation Systems) research field. 
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It simulates multi-interface mobile nodes equipped with multiple heterogeneous wireless interfaces. 
This type of mobile nodes will become common and play an important role in the real life, because 
they can choose the most cost-effective network to connect to the Internet at  any time and at  any 
location. 

5.2.3 Support for Various Networking Devices 

NCTUns simulates common networking devices such as Ethernet hubs, switches, routers, hosts, IEEE 
802.11(b) wireless access points and interfaces, IEEE 802.11(a) wireless access points and interfaces, 
etc. 

• For optical networks, it  simulates optical circuit  switches and optical burst  switches, WDM 
optical fibers, and WDM protection rings.

• For  DiffServ  QoS  networks,  it  simulates  DiffServ  boundary  and  interior  routers  for  QoS 
provision.

• For  GPRS  networks,  it  simulates  GPRS  phones,  GPRS  base  stations,  SGSN,  and  GGSN 
devices.

• For 802.16(d) WiMAX networks, it simulates the PMP-mode base stations (BS) and Subscriber 
Stations (SS) and the mesh-mode base stations and Subscriber Stations (SS).

• For 802.16(e) WiMAX networks, it simulates the PMP-mode base stations (BS) and Subscriber 
Stations (SS).

• For 802.16(j) transparent mode and non- transparent mode WiMAX networks, it simulates the 
base stations (BS), relay stations (RS), and mobile stations (MS).

• For DVB-RCS network, it simulates the GEO satellite, Network Control Center (NCC), Return 
Channel Satellite Terminal (RCST), feeder, service provider, traffic gateway.

• For wireless vehicular networks, it simulates ITS cars each equipped with an 802.11(b) ad hoc-
mode  wireless  interface,  ITS  cars  each  equipped  with  an  802.11(b)  infra-structure  mode 
wireless  interface,  ITS cars  each  equipped  with  a  GPRS wireless  interface,  ITS cars  each 
equipped  with  a  DVB-RCST wireless  interface,  ITS  cars  each  equipped  with  a  802.16(e) 
interface, ITS On-Board Unit (OBU) each equipped with a 802.11(p) interface, and ITS cars 
each equipped with all of these six different wireless interfaces. 

• For mobile nodes each equipped with multiple heterogeneous wireless interfaces, it simulates a 
traditional mobile node that moves on a pre- specified path (e.g., random waypoints), and an 
ITS car that automatically move (auto-pilot) on a constructed road. 

NCTUns provides more realistic wireless physical modules that consider the used modulation scheme, 
the  used  encoding/decoding schemes,  the  received power  level,  the  noise  power  level,  the  fading 
effects, and the derived BER (Bit Error Rate) for 802.11(a), 802.11(b), 802.11(p), GPRS, 802.16(d) 
fixed  WiMAX,  802.16(e)  mobile  WiMAX,  802.16(j)  relay  WiMAX,  and  DVB-RCST  satellite 
networks. 

These advanced physical-layer modules can generate more realistic results but at the cost of more CPU 
time required to finish a simulation. Depending on the trade off of simulation speed vs. result accuracy, 
a user can choose whether to use the basic simple physical-layer modules or the advanced physical-
layer modules. 
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NCTUns supports omni-directional and steerable antennas with realistic antenna gain patterns. The 
antenna gain data are stored in a table file and the content of the file can be changed (even time-
varying) easily if he (she) would like to use his/her own antenna gain patterns. 

5.2.4 Support for Various Network Protocols 

NCTUns simulates various protocols such as IEEE 802.3 CSMA/CD MAC, IEEE 802.11 (a)(b)(e)(p) 
CSMA/CA MAC, the learning bridge protocol used by switches, the spanning tree protocol used by 
switches, IP, Mobile IP, RIP, OSPF, UDP, TCP, HTTP, FTP, Telnet, etc. It simulates the DiffServ QoS 
protocol suite, the optical light-path setup protocol, the RTP/RTCP/SDP protocol suite. It simulates the 
IEEE 802.16(d)(e)(j) WiMAX PMP protocol suites and the 802.16(d) mesh mode protocol suite. It 
simulates the DVB-RCST protocol suite. 

5.3 Installation of NCTUns 6.0

In this project, NCTUns 6.0 is run on a virtual machine, using VMWare on a PC running Ubuntu 11.10. 
The steps followed to install the virtual machine in this project are explained in this section.

5.3.1 System requirements

To install and use NCTUns 6.0 some hardware and software requirements have to be satisfied. These 
minimal requirements are shown in Table 1.

Operating system Hardware Software

Fedora 7.0 1,6 GHz processor
256 Mb RAM
300 Mb on hard disk

gcc compiler
administrator log-in

Table 1 - Hardware and software requirements in NCTUns

In this project, the computer used had the following characteristics:

- Processor: Intel® Core™ 2 Duo CPU T 7500 @2.20Ghz 
- RAM memory: 4,0 GB
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When running the virtual machine for first time, the amount of RAM memory used by the emulator can 
be defined. In this case 2 GB were chosen. Performances and delay when running simulation were 
acceptable.

5.3.2 Downloading VMWare Player

The first step is to download the virtual machine VMware player, free desktop application that allows 
running multiple operation systems at the same time on a PC. VMware Player can be downloaded for 
free in the VMware website [29].
To  install  VMware,  the  “getting  started  guide”  (chapter  4)  provided  by  VMware  provides  all 
information needed. This guide can be found in the website of Vmware  [29]. Once this software is 
installed, it can be executed as a normal application. 

5.3.3 Running the virtual machine

Entel NCTUns users are using a virtual machine based on Fedora 11. Open the .vmx file corresponding 
to the virtual machine from the VMWare player. From the GRUB menu, select the first entry “NCTuns 
s 2.6.28.9” as shown in Figure 14.

Figure 14 - GRUB Bootloader

Then log in to the nctuns sessions using the following credentials: 
• Username: nctuns
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• Password: nctuns

Figure 15 - Fedora nctuns login screen
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5.4 Utilization of NCTUns 6.0

5.4.1 Execution of the simulator

The simulator comprises two components apart from the  client, the  coordinator and the  dispatcher. 
These components have to be executed as root. Only once the dispatcher and coordinator are launched, 
the nctunsclient can be started. 
So, in a console, as root, we have to execute the following commands: 

$ dispatcher & 
$ coordinator & 
$ nctunsclient & 

The NCTUns is now ready to be used. To give readers a quick idea about what the GUI environment 
looks like, basic steps of of NCTUns usage are shown below. 

5.4.1.1 Starting Screen 

Each time user launches the GUI program, the following starting screen will show up (Fig.16). 

Figure 16 - NCTUns 6.0 starting screen 
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5.4.1.2 Draw Topology mode

The  topology  editor  provides  a  convenient  and  intuitive  way  to  graphically  construct  a  network 
topology. A constructed network can be a fixed wired network or a mobile wireless network. For ITS 
applications,  a  road network  can  also  be  constructed.  Thanks  to  the  user-friendly  design,  all  GUI 
operations can be performed easily and intuitively.  

In this mode we can first draw the streets of our scenario. To do so we select the icon “ITS road 
segment” (Fig. 17.) and we will be able to draw the road to our liking on the blank area. It is important  
to note that the road should be closed, or the vehicles will not move. Crossroads can be drawn selecting 
the icon "ITS Crossroad" (Fig. 18)

Figure 17 - ITS Road Segment 
Figure 18 - ITS Crossroad 

Once we have drawn the streets we can begin to add vehicles, called RSUs (RoadSide Units) and 
OBUs (On Board Units). In this project, the RSUs are of the type “802.11(b) mobile node (ad hoc 
mode)” (Fig. 19) and the OBUs are of the type “802.11(b) ad-hoc mode interface” (Fig. 20). 

Figure 19 - 802.11(b) mobile node (ad hoc mode)
Figure 20 - 802.11(b) ad-hoc mode interface 
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The following figure 21 shows a possible scenario design.

Figure 21 - The topology editor of NCTUns 
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5.4.1.3 Edit Property mode

A network device (node) may have many attributes. Setting and modifying the attributes of a network 
node can be easily done. Just double-clicking the icon of a network node (RSU or OBU). An attribute 
dialog box pertaining to this node will pop up (Fig. 22). A user can then set device parameters for each 
node.

Figure 22 - The node editor of NCTUns 6.0 

In the “Application” tab we can configure the programs that will generate the traffic and the mobility 
model of the OBUs. NCTUns features different built-in applications, which use can be consulted by 
clicking in the “App. Usage” button. It is also possible to develop an application and communicate it 
with NCTUns.
In the simulations of this project the network traffic is generated by the stg command, which generates 
a constant bit-rate flux, the receiver uses the rtg applications. For instances: 

stg –u 1000 100 1.0.1.4 

Generates a constant bit-rate flux of 1000 bytes to the address 1.0.1.4 during 100 seconds. 

For the receiver we have to use the following command: 

rtg u 
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5.4.1.4  Node Editor 

In the same window we can modify the protocol stack of the network interface by clicking on the 
“Node editor” button. 
The node editor provides a convenient environment in which a user can flexibly configure the protocol 
modules used inside a network node. By using this tool, a user can easily add, delete, or replace a 
module with his own module. A user can also conveniently set the parameter values used by a specific 
protocol module. Each box in the node editor represents a protocol module. 
Regarding how to add a new protocol module to the node editor (i.e., to let it know that a user has 
added a new protocol module to the simulation engine),  readers should refer to the “The Protocol  
Developer Manual for the NCTUns 6.0 Network Simulator and Emulator.” [30]

Figure 23 - The node editor of NCTUns 6.0 

If we want to copy this protocol stack to all the nodes of the simulation we have to accept and to push  
the C.P.A.N.S.T. Button.

Figure 24 - C.P.A.N.S.T. button 
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Physical layer properties such as propagation model, transmission power, frequency, etc. can be set up 
using the physical layer editor as chown in Figure 25 and 26.

Figure 25 -  Opening the physical layer editor

Figure 26 -  Opening the physical layer editor
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5.4.1.5 Run simulation mode

Figure 27 -  Run Simulation Mode 

Once in this  mode, the topology is saved and several files are generated. The simulation could be 
started by selecting the “Simulation” > “Run” option. 

5.4.1.6 Playback simulation node

By using the packet animation player (Fig. 28), a packet transfer trace logged during a simulation can 
be replayed at a specified speed. This capability is very useful because it helps a researcher visually see 
and debug the  behavior  of  a  network protocol.  It  is  very  useful for  educational  purposes  because 
students can see how a protocol behaves. 

Figure 28 - The playback simulation node of NCTUns 6.0 
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6. Simulations

6.1 Simulation steps 

Any simulation generated through the GUI has to complete the following four steps: 

• Draw the topology (D): in this step the user defines and draws the network topology; it is the 
only stage that permits to add elements, and for this reason, if the user has to change any part of 
the topology, he has to come back to this first step. 

• Edit properties  (E):  The user  can define the protocol  layers  of  each element,  its  position, 
routes, type of traffic, IP addresses, etc.

• Run the simulation (R): In this step all events will be generated and the nodes will move at the 
speed setted before in the *.xtpl file. This file is automatically saved in the same directory of the 
*.tpl file. 

• Play the simulation (P): Playing back the datas gained from the simulation, this function will 
show graphically the system operation, through graphics or the network packet animation (see 
figure 28). 

After each simulation, NCTUns saves the results on a *.ptr file. 

In this  file are saved all the communications that take place during the simulation between all  the 
nodes. This became readable after being converted to the *.txt format, using the following command: 

printPtr CROWD_N20_v50_p70.ptr > CROWD_N20_v50_p70.txt 

The printPtr utility program can convert a binary packet transfer log file (.ptr) into a readable text file.  
This enables the user to observe each packet transmission that are showed in this format: 

[...] 

802.11 BTX 75002100 3390 DATA <0 0> <6 0 0> 187504 202 0 NONE 3 

802.11 BRX 75002103 3390 DATA <0 0> <6 3 0> 187504 202 0 NONE 3 

802.11 BTX 75010093 3390 DATA <0 0> <3 0 0> 187504 202 0 NONE 3 

field:    1    2    3      4     5     6      7      8   9 10  11 12

[...] 
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All fields from the trace format are described in Table 2: 

Table 2 - *.ptr files format description 

All useful information from the trace file are then treated and filtered using AWK scripts, described in 
section 6.2 .

The AWK utility [31] is a data extraction and reporting tool that uses a data-driven scripting language 
consisting of a set of actions to be taken against textual data. It allow us massive treatment and filtering 
of data that allow us to accurately analyze the results and perform statistics.
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Field 1 <protocol> 802.3
802.11
OPHY
GPRS

Field 2 <event type> TX (transmit)
RX (receive)
RTX (re-transmit)
BTX (broadcast transmit)
BRX (broadcast receive)
DROP (drop)

Field 3 <time> at which the event is started
Field 4 <duration> of the event
Field 5 <packet type> DATA (802.3/802.11 Data packet)

RTS (802.11 RequestToSend packet
CTS (802.11 ClearToSend packet
ACK (802.11 Acknowledgement
packet)
BCON (802.11 Beacon packet)
[...]

Field 6 <source/destination> node IDs based on the IP address
Field 7 <tx/rx> node IDs based on the MAC address
Field 8 <packet's ID>
Field 9 <packet's length> In bytes
Field 10 <count of successive re-tx>
Field 11 <drop reason> COLL (collision)

CAP (capture)
DUPX (duplicate)
BER (bit error)
RXERR (receiving a packet transmitting another one)

Field 12 <frequency channel>
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6.2 Filtering results

As stated above, we use the AWK utility to filter the results. An awk filter can be invoked with the 
following command:

awk –f filter.awk CROWD_N20_v50_p70.txt

Where filter.awk is our filter file and CROWD_N20_v50_p70.txt the trace file generated by NCTUns.

Once executed the results are saved in a file results.txt that allows an easy reading of the results, as the  
following example:

--------- NEW FILTERING Traffic from node 21 to 20 --------------
Packets transmitted: 15000
Packets received: 12254
RTX: 4000
Losses: 2746
Losses in en %:  18.306 %
Throughput:  246340 bps
Average End-to-end Delay: 0.00323 sec

 

The algorithm “filter.awk” selects  only the lines  were occur  a  real  transmission (signalization and 
broadcast packets are not analyzed), from the source node to the Access Point, with a packet size of  
1070 bytes (1000 data-bytes + 70 head-bytes).

The following code corresponds to the filter.awk file, one of the filter used to filter the traces.

 BEGIN{ 
salida1="results.txt" #output-file 
salida2="graf_hops.txt" #output-file for the hopcount

   
# Initialization of the variables

tics_per_second=1e7 # For our simulation, 1tic = 100ns  
simulation_time=200  # Length of the simulation in seconds 
size=1000 # Size of 1 packet in bytes 
received=0 # Count of the received packets that respect the restrictions 
transmitted=0 # Count of the transmitted packets that respect the restrictions 
delay=0 # Delay counter
drops=0 # Drop counter  
inicioTx=0 #Sum of the starting times of the #the tx-packets 
inicioRx=0 #Sum of the starting times of the #the rx-packets 
total=0 
duracion=0 
rtx=0 # Retransmitted counter
hopcount=0 # Used for counting hops 
throughput=0 

} 
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{ 
# Mapping of the trace parameters 

protocol=$1 # Protocol - 802.11 
event_type=$2 # Event type - BRX 
start_time=$3 # Packet Timestamp 
duration=$4 # Duration 
pck_type=$5 # Packet type - DATA 
yo=$8 # Current node - <XX 
intermediate=$9 # Intermediate node - XX 
destination=$10 # Destination - XX> 
pck_id=$11 # Packet ID - XXXX  
pck_len=$12 # Packet length - 1070 

# Transmisión del nodo 21 al 20 
if (event_type == "TX" && pck_type == "DATA" && yo == "<21"  && pck_len == "1070") 

{ 
transmitted++  #Tx packet counter 
inicioTX[pck_id]=start_time 
}  

if (event_type == "RX" && pck_type == "DATA" && destination == "20>"  && pck_len == "1070") 
{

received++  #Rx packet counter 
inicioRX[pck_id]=start_time 

} 

if (event_type == "RTX" && pck_type == "DATA" && (destination == "20>" || yo == "<21")  && pck_len 
== "1070") 

{  
rtx++ 

} 

if (event_type == "RX" && pck_type == "DATA" && pck_len == "1070") 
{  

count[pck_id]++ 
}  

} 
END{ 

# Loss 
if (transmitted>0){ 

loss=(transmitted-received)/transmitted 
} else { 

loss=0 
} 

# Delay: Check every row of the matrix and compute the delay between the start of the transmission and when the 
packet is received 

for (pck_id in inicioRX){ 
if (pck_id in inicioTX){ 
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inicio = inicioTX[pck_id] 
fin = inicioRX[pck_id] 
duracion = fin - inicio 
total=total + duracion 
tx=tx+1 

} 
} 
if(tx>0){ 

delay=(total/tx)/tics_per_second 
} else{ 

delay=0 
} 

# Drops 
drops=(transmitted+rtx-received)/(transmitted+rtx) 

# Throughput [bps]  
throughput=(8*size*received)/(simulation_time) 

# Hopcount 
for(i in count){ 
printf ("\n%d, %d", i, count[i]) >> salida2 
} 

# Formatting the output 
printf("--------- NEW FILTERING Traffic from node 21 to 20 --------------") >> salida1 
printf("\nPackets transmitted: ") >> salida1 
printf("%i;", transmitted) >> salida1 
printf("\nPackets received:: ") >> salida1 
printf("%i;", received) >> salida1 
printf("\nRTX: ") >> salida1 
printf("%i;", rtx) >> salida1 
printf("\nLosses: ") >> salida1 
printf("%i", transmitted-received) >> salida1 
printf("\nLosses in en %: ") >> salida1 
printf("%fS", ((transmitted-received)/transmitted)*100) >> salida1 
printf("\nThrou: ") >> salida1 
printf("%i", (8000*received)/200) >> salida1 
printf("\nAverage End-to-end Delay: ") >> salida1 
printf("%i", delay) >> salida1 

close(salida1) 
close(salida2) 
}
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6.3 Scenario 1: Unihop

6.3.1 Scenario Description

The considered scenario consists of a VANET deployed over a city center, which is based on the simple 
unihop scenario described in section 4.1. One base station is covering the whole area, and all vehicles 
are direct neighboors.

We evaluate QoS and privacy metrics under several conditions, varying the probability of forwarding 
of the protocol pf, the average car speed and the car density (amount of cars in the scenario).

6.3.2 Simulation settings

The following table resumes the main simulations parameters:

Speed of the nodes 5, 30, 80 km/h 

Area size 500m x 500m

Number of static node (AP) 1

Number of road lanes 4 (2 in each direction) 

Number of mobile nodes (cars) 10, 20,30

Routing protocol Crowd-for-VANET

Probability of forwarding pf 0 to 1, (0 to 100%)

Packet size 1000 Bytes

Length of simulation 200 sec

MAC Protocol IEEE 802.11b 

Table 3 - Scenario 1: Simulation settings
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6.3.3 Scenario topology

The following figure 29 illustrates the scenario with 20 cars and one Access Point, the red arrows are 
from the NCTUns direct connectivity representation.

Figure 29 - Scenario topology with 20 cars

The VANET consists  of  mobile  nodes  running the CarAgent  mobility  model  that  allows nodes  to 
follow roads, be aware of other vehicles and of traffic signals and traffic lights. Each corners of the  
road have traffic lights, and cars stop or keep moving according to the traffic light stater.
A source vehicle send one UDP packet of 1000 Bytes per second, during 200 seconds to a fixed sink 
node, acting as an Access Point.

To analyze the performance of the protocol, more than 350 simulations of data transmissions between 
the nodes have been run, with different car density, car speed and forwarding probabability.
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6.3.4 Variables Analyzed

Several  routing  and  QoS  variables  have  been  analyzed.  This  section  briefly  describe  the  way  of 
calculating each of them.

6.3.4.1 Packet loss

Packet losses are calculated by resting the amount of packet received by the Access Point from the total 
amount of packet sent by the source node.

Packets losts=∑ Packets transmited−∑ Packets received

Packet loss ratio=
Packets losts∗100

∑ Packets transmitted

6.3.4.2 End-to-end delay

The end-to-end delay is calculated identifying the pairs of TX and RX thanks to the packet_id, and then 
calculating the delay of each individual transmission and getting the average. 

Delay=timestamp whenthe packet was received−timestamp whenthe packet was sent

Average endtoend delay=
∑ delays

amount of transmission

6.3.4.3 Throughput

The throughput is calculated dividing the total amount of data received by the time of simulation.

Throughput=
received packets∗packet size

simulationtime
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6.3.4.4 Number of hop 

The number of hop is calculating by counting the number of existing message for a specific packet ID. 
Thanks to awk filtering (see section 6.2 ) we can get the average number of hop followed by a packet, 
but also the repartition by number of hops.
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6.4 Simulation results

The following figures illustrates the evolution of quality of service metrics, for different pf values, car 
density and car speed.

6.4.1 Packet losses 

Figure 30 - Lost ratio according to the average speed for N=10 cars

In the figure 30 we can notice that for low pf values, there is no lost in packet transmission, as packets 
are mainly delivered directly to the Access Point or performing only few hops. Moreover, as it can be 
seen in figure 33, with no losses the throughput is consequently maximum. The lost ratio increases as 
the probability of forwarding increases. Losses are 100% when pf  =1 because the routing protocol is 
always forwarding the packet to other nodes and will never choose the Access Point as the following 
node.

From the figure  30 we can also notice that the average speed of the cars does not affect much the 
packet lost ratio, this is detailed in the section 6.4.5 .
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6.4.2 End-to-end delay

Figure 31 - Maximum number of hops according to the average speed

From the figure 31 we can see that the delay is very low (above 20ms) until  pf  = 0.4, then the delay 
increases as the probabilities of forwarding pf increases. For pf =1, the delay is not defined as no packets 
reach the final destination (as it can be seen in figure 30).

These values have to be considered as a general tendency, indeed, each packet is performing a different 
amount of hops, therefore, even if the average delay is around 3.5 seconds when pf =0.8, some packets 
might be delivered much more faster in case they perform only few hops.

Moreover we can see in the figure 31 that the density of neighboor cars does not affect much the end-
to-end delay, this is explained in detail in the section 6.4.5 .
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6.4.3 Throughput

Figure 32 - Throughput average according to the average speed, for N=10 cars

From  the  Figure  32 we  can  notice  that  the  throughput  average  decreases  as  the  probability  of 
forwarding increases. Until pf >= 0.5, the throughput is maximum as the protocol is mainly using direct 
delivery to the access point. The maximum throughput value is 8000bps, which means that there is no 
lost (see Figure  30) and that the source send 1 packet of 1000 Bytes (8000 bits) each second. The 
throughput decrease globally proportionally to the increase of the lost ratio illustrated on Figure  30. 
The throughput is half of its maximum value when the probability of forwarding is about 0.8, which 
corresponds to the moment where the lost ratio value is about 50% the on figure 30. When pf=1, the 
throughput is null, as no packets reach the final destination.
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6.4.4 Number of hop

Figure 33 - Maximum number of hops according to the average speed

The figure  33 illustrates the maximum number of hops that can follow a packet. It is interesting to 
notice that this value increases with the probability of forwarding, nevertheless it only represents the 
maximum value, most of the packets will do much less hops. Except for extreme values of pf  : when 
pf=0 all packets will do 0 hops, which means that they are all directly transmitted to the Access Point. 
When  pf=1 the algorithm will never forward packets to the AP and each packets is forwarded until  
infinite, which correspond to the 64 hops value, the maximum value before the packet is considered 
lost by the simulator.
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6.4.5 Conclusions Scenario Unihop

From theses results we can deduce that the car speed is not affecting quality of service metrics on this 
simple scenario in which all cars are neighboors. The car speed affect the mobility of the cars, that will  
lead to an increase of routing signaling messages such as route requests, route replies, etc... that may 
affect QoS performances if the cars neighboors are continuously changing . But in this scenario, each 
node have all the cars in its routing table, therefore the impact of the speed is negligible. Consequently 
the protocol is able to perform in the same manner, with car speed from 5 to 80km/h.

The car density neither have a relevant influence on QoS performances. This is because an important 
amount of cars present in the scenario only gives more potential nodes available to forward the packet, 
but it does not affect the way of forwarding the packet, which only depends on the pf value.

That is to say that an high number of cars means that the path followed by a packet will have more 
diversity (each path is more likely to be different from other paths) but the amount of hops will not be 
affected by the car density. Consequently the protocol is able to perform in the same manner, with 10,  
20 or 30 neighboors cars.

It  would have been interesting to simulate a  scenario with only 5 neighbour nodes because a  low 
neighboor car density is a realistic assumption in a VANET, but it have not be possible to implement a 
working scenario in order to perform such simulation. Nevertheless, we can assume that the results 
would have been very similar to the ones obtain with higher car density.

The  probability  of  forwarding  pf is  the  key  value  to  tune  quality  of  service  performances  of  the 
protocol. Basically, a low pf value will provides better QoS performances, but a weak anonymity, while 
an high pf will gives limited performance and a strong degree of anonymity.

From the section 3.3.2  and the demonstration in [32] we also know that the degree of anonymity d: 
decreases as the number of collaborating jondos increases, and increases with pf. 

The selected pf  value should be higher than 0.5 to provide some anonymity, and ideally higher than 0.7 
in order to guaranty a sufficient degree of anonymity.

Regarding the tolerated number of collaborating jondos to obtain d ≥ 0.8, which corresponds to an high 
degree of anonymity, we observed that for pf = 0.75 the system tolerates: for N = 5 users, C ≤ 1, for N = 
20 users, C ≤ 4, and for N = 100 users, C ≤ 11, where C corresponds to the amount of corrupted jondos. 
We should keep in mind that by using the Crowds protocol in a VANET, we can consider that it is not 
realistic to have more than 10% of the neighboors cars being corrupted and acting together. 

According to the simulation results, defining pf=0.75 in this scenario would give a throughput around 
4500 bps,  35% of  losses,  and 1.5 sec end-to-end delay.  These  performances  might  be acceptable, 
depending on the application.
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7. Conclusions and Future Work

7.1 Conclusions 

The main objective of this PFM was to  design and implement an anonymity solution based on the 
Crowd anonymity protocol to work in a VANET environment.

We  have  first  briefly  presented  Crowd,  an  anonymity  protocol  that  provides  a  mechanism  for 
anonymous Web browsing (Section 3), as well as explaining how to theoretically calculate the degree 
of anonymity provided by Crowds, based on Shannon’s definition of entropy. Then we have introduce 
the  design  of  our  new  protocol  and  introduces  its  mains  attributes  (Section4).  We  finally  have 
implemented realistic vehicular network scenarios with the network simulator NCTUns (section 5) and 
perform different simulations for making a performance evaluation, analyzing QoS metrics. The results 
of these simulations have been analyzed in section 6.

Simulations  performed using the NCTUns simulator  have confirmed that  an implementation of  an 
anonymity-aware protocol based on Crowds could work in a VANET. Due to the limited duration of 
this project it has only be possible to successfully implement and test the unihop scenario. 

In an unihop scenario, simulations have confirmed that the car density and the speed of cars does not 
affects  performances,  and  that  the  key  parameter  for  tuning  performances  of  our  protocol  is  the 
forwarding  probability.  Basically,  a  low  forwarding  probability  value  will  provides  better  QoS 
performances,  but  a  weak  anonymity,  while  an  high  forwarding  probababilityf will  gives  limited 
performance and a strong degree of anonymity.  Consequently,  the fowarding probability should be 
defined according to the degree of anonymity needed as well as the expected QoS performances.

Performing simulations in a multihop scenario might highlight new constraints, and allows to mesure 
especially the impact of the car neighboor density and the car speed.
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7.2 Future work

During  the  development  of  this  project  some  ideas  surged  to  understand  better  and  improve  the 
obtained results. Some of these ideas have been used, but due to the limited duration of this project it  
has not been possible to incorporate all of them. 

Some of these ideas may constitute future research lines: 

• Continue to modify the protocol implementation in NCTUns in order to work in a multi hop 
scenario, as described in section 4. 

• Implement the feedback mechanism described in section 4.6 .

• Design and implement cryptographic features  to protect sensible fields such as the flow_id field 
(see section 4.2 )

• Repeat  the  simulations  using  other  scenario  characteristics  (highway  model  instead  of 
Manhattan,  other  mobility  model,  different  packet  size,  etc.)  to  measure  how  much  the 
performance evolves.

• Focus on the tuning of the routing protocol  and on adjusting the parameters of the AODV 
protocol to improve the performance.

• The tests have been performed using a constant bitrate source, it would be interesting to test the 
system with an external application, in order to use more realistic traffic. This would suppose 
developing and integrating this application in the simulator. 
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