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Abstract The 40-year old McEliece public-key crypto-system is revisited with the help of recently developed
resources: an improved Peterson–Gorenstein–Zierler decoder for alternant error-correcting codes; PyECC, a purely
Python CAS; a package of PyECC functional utilities for the computations involved in defining, coding and
decoding error-correcting codes; and a Web page with free-access to companion materials. The last two tales trace
the evolution of the McEliece systems and provide an account about their current security levels.
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Foreword

One of the motivations for this work was the development of a purely Python CAS environment to cover the
computational needs of a book such as [62]. That prompted its extension to meet other related purposes, such as,
among others, the computational tasks of the forthcoming [61] and [60].

Much encouragement came from the implementation of efficient decoders, as for instance the improved version
[23] of the old Peterson-Gorenstein-Zierler decoder [27,40,41], and from other enthralling computations, like those
in [33]. Further developments led to the CAS system PyECC (see [48]). The revisiting of the McEliece public-key
crypto-system [30], which is based on a class of binary classical Goppa codes, was a further interesting test for
these tools.

In celebration of the 50th aniversary of [4] and the 40th of [30].
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One friendly feature of our system is the availability of the source code as Python files or as Jupyter notebooks.
1 In the case of this paper, see [49]. As the reader will see, most source code is not provided in listings, but rather
by free links to the companion materials. The Python files by themselves, with the included comments, amount to
an advantageous replacement of the listings, even if the user does not know Python, but of course the full potential
of such materials can only be realized by running them and, even better, by experimenting with them.

The paper is based on the material presented at the session “Computer Algebra in Coding Theory and Cryptogra-
phy” (CACTC) of the 24th Conference on Applications of Computar Algebra (ACA 2018, Santiago de Compostela,
June 18–22). Its main purpose is to present an overview of those developments that are more closely related to
the McEliece public-key crypto-systems (McECS) and their symbolic implementation. It is structured as follows:
Sect. 1, a detailed description of the mathematical ingredients concurring in a McECS; Sect. 2, a brief report on the
structure and functionality of PyECC; Sect. 3, a quick survey of Goppa codes, seen as a special class of alternant
codes, with emphasis on their decoding (see [23,62]) and their bearing on the effective construction and implemen-
tation of a McECS; Sect. 4, an outline of the historical evolution and current significance of McECS; Sect. 5, an
account of the security levels of McECS and comments on the so-called post-quantum scenario (see [12,34]). The
last section collects some conclusions, future outlook, and acknowledgments.

1 Ingredients of a McEliece System

In this section we describe the (mathematical) ingredients that concur in a McEliece criptosystem with a view to
chart what will be needed to work with it from a symbolic computation perspective.
General ingredients

• F = Fq , a finite field of cardinal q (base field). The most important case will be F = Z2, but we cannot avoid
higher cardinals because high degree extensions of the base field are required.

• k a positive integer. The vectors of Fk are called information vectors, or messages.
• n > k an integer. The vectors of Fn are called transmission vectors. If x ∈ Fn , we let |x| denote the number of

non-zero components of x and we say that it is the weight of x.

These ingredients are public and we assume that any user of the protocol can generate information and transmission
vectors and has facilities to send transmission vectors to any other user.
Key generation
A receiving user needs the following data, where F(r, s) denotes the space of matrices of shape r × s with entries
in F and F(r) = F(r, r):

• G ∈ F(k, n) such that rank(G) = k;
• S ∈ F(k) invertible chosen at random;2

• P ∈ F(n) permutation matrix chosen at random;
• t , a positive integer; and
• g : X → Fk , X ⊆ Fn , such that for any u ∈ Fk and all e ∈ Fn with |e| ≤ t ,

x = uG + e ∈ X and g(x) = u. (1.1)

The map g is called a t-error-correcting G-decoder, or simply decoder, and the vectors of X are said to be g-
decodable.

These data are used to define a private key and a public key, as follows:

• Private key: {G, S, P}
• Public key: {G ′, t}, where G ′ = SGP .

1 http://jupyter.org/.
2 All random choices that appear in this paper are drawn according to the uniform distribution.

http://jupyter.org/
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Remark Although each user may prefer to work with a private decoder, a complete system should provide a default
decoder that can be readily used by anyone (see Sect. 3.2 for information on what are the best decoders available).
Moreover, it is reasonable to assume that all users can be emitters and receivers. The constraints on the system
imposed by security demands will be analyzed in Sect. 5.

Encryption protocol
The protocol that a user has to follow to encrypt and send a message u to the user whose public key is {G ′, t}

consists of two steps:

• Random generation of a transmission vector e of weight t ;
• Sending the vector x = uG ′ + e = uSGP + e to that user.

Decrypting protocol
Consists of four steps that only use private data of the receiver and the vector x sent by the emitter:

• Set y = xP−1, so that y = (uS)G + eP−1.
• Set x′ = g( y). Since P is a permutation matrix,

|eP−1| = |e| = t,

and hence x′ is well defined, as g corrects t errors. The result is x′ = (uS)G, which says that x′ is the linear
combination of the rows of G with coefficients u′ = uS.

• SinceG has rank k, u′ is uniquely determined by x′ and can be obtained by solving the system of linear equations
x′ = u′G, where u′ is the unknown vector.

• Let u = u′S−1, which agrees with the message sent by the emitter.

The computacional aspects of these ingredients are considered in next section: 2.1 (Modular arithmetic), 2.2
(Univariate polynomials), 2.3 (Construction of finite rings and fields), 2.4 (Vectors and matrices), and 2.5 (Utilities
for MECS).

2 The PYECC CAS

In the remaining of this section, we illustrate how PyECC works with a few general considerations and examples
(cf. Fig. 1).

2.1 Modular Arithmetic

The function ZZ() creates the ring Z of integers, and Zn(n) creates the ring Zn = Z/(n) (integers modulo n).
In particular we get, when n is prime, the prime finite fields. If A and B are (already constructed) rings, and there
exists a “canonical” homomorphism from A to B, the image of a ∈ A in B by that homomorphism is denoted
a » B. For example, if m is an integer and B = Zn , the expression m » B is the class of m modulo n, that is, the
image of m under the canonical homomorphism Z → Zn . � Modular arithmetic.3

2.2 Univariate Polynomials

To create the polynomial ring P with indeterminate X over an (already constructed) ring A, we have the function

[P,X] = polynomial_ring(A),

3 These kind of entities provide links that work with the pdf version. To find their destinations when reading the paper version, go
directly to the page https://mat-web.upc.edu/people/sebastia.xambo/Papers/PyACA.html.

https://mat-web.upc.edu/people/sebastia.xambo/Papers/PyACA.html
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Fig. 1 Schematic
architecture of PyECC, a
hierarchy of Python classes
driven by several function
definition files. The function
files are grouped in two
components: Low level
arithmetic utilities (in red)
and high level interfaces (in
blue). The classes lie in
between and are depicted in
orange. The arrows
correspond to dependencies.
For details about this
architecture, as well as on
its installation and usage,
see [48]

which returns the polynomial ring A[X ] and binds it to P .
On the other hand, the function

p = get_irreducible_polynomial(P,t)

returns a monic irreducible polynomial p ∈ P of degree t . Since this function iterates the random selection of a
monic polynomial p ∈ P of degree t while p is not irreducible, it is important to know the probability that a choice
of p is irreducible. The result is that this probability is∼ 1/t , as a consequence ofGauss formula giving the number
Iq(t) of monic irreducible polynomials of degree t over Fq :

Iq(t) = 1

t

∑

d|t
μ(t/d)qd = qt

t
+ · · · ,

where μ is the Möbius function. In fact, the probability in question is Iq(t)/qt = 1
t + · · · , as qt is the number of

monic irreducible polynomial of degree t .

Jupyter Notebooks

We illustrate this resource with the computation of Iq(t) (see Fig. 2). With the command from PyECC import
*, the PyECC package is loaded. In the definition of the function irr(q,m), divisors and mu_moebius are
PyECC functions that yield the sorted list of divisors of m and the value μ(m//d) of the Möbius function for the
integer quotient of m by d, which in Python is expressed as m//d (remark that the value of the expression m/d is a
decimal number, even when d divides m). � Computation of Iq(m).

From the definition of M (notation from the listing), we see that show(M) yields the values of irr(q,m) for
1 ≤ m ≤ 7 and q ≤ 9.
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Fig. 2 Image of the first cell of a Jupyter notebook displaying the code for the PyECC function irr(q,m) that computes the number of
monic irreducible polynomials of degree m over Fq

2.3 Construction of Finite Rings and Fields

If A is a ring, and C = [1, a1, . . . , ar ] is a list of elements of A with first element 1, PyECC creates the ring

B = A[X ]/( f = Xr + a1X
r−1 + · · · + ar−1X + ar ),

and assigns the value X mod f to x , with the expression

[B,x] = extension(A,C,’x’,’B’).

As said above, the ring of univariate polynomials P = A[X ] can be created with the expression

[P,X] = polynomial_ring(A,’X’)

Now if f = Xr + a1Xr−1 + · · · + ar−1X + ar ∈ P , the expression

[B,x] = extension(A,f,’x’,’B’).

has the same value as the previous expression [B,x] = extension(A,C,’x’,’B’). If A is a field, then B
is a field if and only if f is irreducible in A[X ]. � Construction of rings and fields.

2.4 Vectors and Matrices

Let A be a ring and n a positive integer. The expression v=vector(A,n) creates the zero vector of length n with
entries from A, and assigns it to v. If a ∈ A and 0 ≤ j < n, the expression v[j] = a sets the value of the j-th
component of v equal to a. A vector can be created from a list a of elements of Awith the expression vector(a).

Similarly, to create a matrix M of type k × n with coefficients from the ring A, the basic expression is

M = matrix(A,k,n)

Initially, M is identically zero, but an element a ∈ A can be assigned to the (i, j) entry with the expression
M[i, j] = a. More conveniently, if a1, . . . , ak are lists of elements of A of the same length n, the expression
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matrix (a1, . . . , ak) creates the k × n matrix whose i-th row is ai . We have seen an instance of this at work
in Fig. 2, where the lists of lists M is used to get matrix(M) which on printing it yields a more informative
arrangement than just show(M).

� Vectors and matrices.

2.5 Construction of P and S

The description of the ingredients of a McEliece system given in Sect. 1 shows that for their implementation we
require utilities that range from a rather elementary character, such as the construction of the matrices P and S
needed to setup a public key, till others that are more involved, like the contruction of a matrix G with the properties
sought after and the implementation of efficient encryption and decryption procedures. The latter depends on the
theory of Goppa codes and will be explained in next section, 3, while in this section we focus on the construction
of the matrices P and S.

For the construction of P we have the function rd_permutation_matrix(n), which creates a random
permutation matrix of order n. � Random permutation matrices.

The function rd_GL(k,F), k a positive integer and F a finite field, yields a random invertible k × k matrix
with entries in F . The beauty of this function is that it guarantees that the random choice is done according to the
the uniform distribution. For k = 1, it amounts to choosing a non-zero element of F at random, which is the task
of the function rd_nonzero(F). No mystery in this, as the choice is done by choosing an integer j at random
in the range 0..(q − 1), q = |F |, and returning element(j,F).

The core of rd_GL(k,F) involves the function rd_extend(A), which creates, given an invertible matrix
A ∈ F(k), an invertible matrix B ∈ F(k + 1) which is distributed uniformly if A has the same property. Thus we
get a random invertible matrix of order k by iterating k − 1 times the expression A = rd_extend(A) launched
with a random A of order 1.

The definition of rd_extend(A) is as an iterative procedure inspired in the recursive algorithm of D. Randall
published in [44]. First, select a non-zero vector v of length k + 1 with entries in F and let r be the index of its first
non-zero component. The expression rd_insert(A,r) creates a matrix in F(k, k + 1) by inserting a random
column of elements of F between the columns of indexes r −1 and r of A, and then an invertible matrix in F(k+1)
by adding a first row of 0’s except for a 1 in the position of index r , and finally this matrix is multiplied on the right
by the matrix obtained from the identity matrix Ik+1 by replacing its r -th row by the vector v.

Instead of providing here a more detailed account, which you can find at [48] (Function summary/rd_GL), let
us illustrate here the construction in the case of invertible matrices in F(2). Initially we have a random non-zero
element a ∈ F and v can have one of the following two forms: v = [b, y] or v = [0, b] (b, y ∈ F , b 	= 0). In the
first case, the procedure just outlined boils down to (setting x ∈ F) to the expression
(
1 0
x a

)(
b y
0 1

)
=

(
b y
xb xy + a

)
.

In the second case, the expression is (again setting x ∈ F)
(
0 1
a x

)(
1 0
0 b

)
=

(
0 b
a xb

)
.

The first form yields all the invertible matrices in F(2) whose first row has a non-zero element in the first position.
The number of matrices obtained in this way is m0 = q2(q − 1)2. The second expression yields all the invertible
matrices in F(2) whose first row begins with 0. The number of such matrices is m1 = q(q − 1)2. Since m0 +m1 =
(q2 − 1)(q2 − q), which is the cardinal of the linear group GL(2, F), we see that the procedure yields the elements
of this group uniformly when x is picked uniformly at random in F and a, b are chosen uniformly at random in F×
(the group of non-zero elements of F). � rd_GL(k,F).

If it is plain, by all that has been said so far, that it would be easy to create a rank k matrix of type k × n with
coefficients in F , but this would hardly advance our purposes, as G has to satisfy property (1.1). To insure this, we
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need to resort to classical Goppa codes. What is in any case immediate is that the public key matrix G ′ is given,
assuming that we already have G, as the value of the expression S*G*P.

3 Goppa Codes as a Class of Alternant Codes

A (linear) code of type [n, k]q over the finite field F = Fq is an F-vector subspace C of dimension k of Fn
q . We

say that n and k are the length and the dimension of C , respectively, and we write C ∼ [n, k]q . The rate of C is the
quotient k/n. Instead of [n, k]2, we simply write [n, k] and we say that C is a binary code.

A matrix G of size k × n is a generating matrix of C if its rows form a basis of C . In the other direction, given
a matrix G of size k × n with entries in F , we write 〈G〉 to denote the F-vector subspace of Fn spanned by the
rows of G. Is is a code of type [k′, n]q , where k′ is the rank of G. In the case that G is a generating matrix of C , it
is clear that 〈G〉 = C .

If G is a generating matrix of the code C ∼ [n, k]q , the linear map

f = fG : Fk → Fn, u �→ uG,

is one-to-one and its image is C . We say that f is an encoder for C . The encoding of an information vector u ∈ Fk

is the code vector x = f (u).

Example (The binary Hamming code [7,4]): x = uG, where

G =

⎛

⎜⎜⎝

1 0 0 0 1 1 1
0 1 0 0 1 1 0
0 0 1 0 1 0 1
0 0 0 1 0 1 1

⎞

⎟⎟⎠ .

Linear codes can also be produced by what we may call dual construction, which works as follows. Let H be a
matrix of size r × n with entries in Fq such that rank(H) = r . Then

CH = {x ∈ F
n : xHT = 0} = ker HT

is a linear code of type [n, n − r ]q . The matrix H is said to be a control matrix of CH . Note that we can form a
generating matrix of CH by choosing a basis of ker HT .

Example The matrix

H =
⎛

⎝
1 1 1 0 1 0 0
1 1 0 1 0 1 0
1 0 1 1 0 0 1

⎞

⎠

is a control matrix of the binary Hamming code [7, 4]. Indeed, if we let R denote the submatrix formed by the three
last columns of G, then G = I4|R, H = RT |I3, and

GHT = (I4|R)

(
R

I3

)
= R + R = 0.

Therefore, C = 〈G〉 ⊆ ker HT , an inclusion that in fact is an equality, because both spaces in the inclusion relation
have dimension 4. For two matrices A and B with the same number of rows, splice(A,B) returns the splicing
operation A|B. Similarly, if A and B have the same number of columns, stack(A,B) yields the stacking

( A
B

)
of

A over B.
� The Hamming code [7, 4, 3].

Remark A generating matrix of the formG = Ik |R is said to be systematicwith respect to the components 1, . . . , k.
Note that x = uG = u|uR, which shows that we can recover u by extracting the first k components de x. In this
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case, an argument similar to the one explained in the previous example allow us to conclude that H = (−RT )|In−k ,
which is RT |In−k in the binary case, is a control matrix of 〈G〉.
The dual construction admits a generalization that will be needed for defining (classical) Goppa codes and which
can be described as follows. Let K = Fq and F = Fqm , where m is a positive integer. Let H be an r × n matrix
with entries in F with rank(H) = r . Then we can define a code C ′

H ⊆ Kn by the formula

C ′
H = CH ∩ Kn = {x ∈ Kn : xHT = 0}.

Unlike the previous case, there is no closed formula for k′ = dimC ′
H , and in general we only have the bounds

n− r ≥ k′ ≥ n− rm. Indeed, we can obtain a control matrix H ′ of C ′
H by replacing each entry in H by the column

vector formed with the m components of that entry with respect to a basis of F over K , which clearly satisfies
C ′
H = CH ′ . Since the type of H ′ is rm × n, we have

dimC ′
H = dimCH ′ = n − rank(H ′) ≥ n − rm.

The inequality k′ ≤ n − r follows from the observation that vectors of Kn that are linearly independent over K
remain linearly independent over F .

It is to be noted, nevertheless, that k′ = n−rank(H ′), whichmeans that we can compute k′ in any given particular
case. The Example 3.1 provides information, and an illustration, on how to solve this problem from a computational
point of view.

A decoder of C is a surjective map g : Fn → C �E , where E is a set of “error messages”, that satisfies g(x) = x
for any x ∈ C .

The set g−1(C) ⊆ Kn is the set of decodable vectors, while Kn − g−1(C) = g−1E is the set of error vectors.
A decoder is complete if g−1(C) = Kn (in this case E = ∅).

We say that the decoder g has correcting capacity t if g( y) = x for any vector y ∈ Kn such that | y − x| ≤ t .
If we set B(x, t) = { y ∈ F

n : | y − x| ≤ t} (this set is called the Hamming ball of center x and radius t), then
we have ∪x∈C B(x, t) ⊆ D and g(B(x, t)) = {x}.

� Example: Conding and decoding the Hamming code [7, 4, 3].

3.1 Computing a Control Matrix

The function blow(H,F) computes H ′, so that k′ = n − rank(H ′). To get a control matrix over F with linearly
independent rows we can use the function prune(H ′), which supresses the rows that are in the span of the
preceding ones, so that at the end we get a control matrix H ′′ over F with linearly independent rows. In particular,
k′ = n − r ′′, where r ′′ = rank(H ′′) is the number of rows of H ′′. � Example of blow and prune.

3.2 Decoders

PyECC has implementations of three fast decoders: PGZ, PGZm, and BMS. They decode alternant codes and
in particular the classical Goppa codes. The first two are based on the Peterson-Gorenstein-Zierler algorithm
[27,38,62], following [23], and BMS is an implementation of the so-called Berlekamp-Massey-Sugiyama algorithm
(cf. [62]). The simplest is PGZm, as it is largely based on linear algebra over a finite field. The fastest, asymptotically,
is the legendary BMS, based on the extended Euclidean algorithm for univariate polynomials over finite fields to
solve the ‘key equation’ (which allows finding the error positions) and on a ‘Forney’s formula’ (that delivers the
error-values). The function PGZ is an hybrid of PGZm and BMS, as it uses, after determining the ‘error-locator’
as in PGZm, a Forney’s procedure to find the errors (instead of relying on solving a linear system of equations).
For most codes used in practice, however, all three qualify as efficient decoders. �Example of a Goppa code and
its decoding.
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3.3 A Toy Example

Our system does not yet have the speed that is required to process a McEliece system with the parameters that are
needed to guarantee a high security level (cf. Sect. 5). But the speed can be increased by using features that Python
supports, an issue that we touch briefly in Sect. 6 on pointing out possible future developments. Meanwhile, the fol-
lowing simple example ismeant to see in detail theworking of aMcEliece systemwith the tools considered up to here.

� A toy illustration of the McEliece system, step by step.

4 Evolution of the McEliece Systems

The context in which McEliece proposed his system was created by the works of Diffie and Hellman [20], in which
they introduced the notion of public key cryptographic system; of Merkle and Hellman [31], which proposed the
system based on the difficulty of the knapsack problem;4 and particularly of Rivest, Shamir and Adleman, [46],
whose celebrated RSA system relies on the difficulty of factoring large integers (see Sect. 1).

TheMcEliece systemwas the first public key system based on the theory of algebraic codes introduced by Goppa
in 1970, [26], and that we here call classical Goppa codes (within the class of general Goppa codes, they correspond
to the codes of genus 0).5 Let us also mention that the parameters chosen by McEliece to illustrate various aspects
of his system were [n, k] = [1024, 524] and t = 50, which guaranteed a security of more than 60 bits, considerable
40 years ago, but not, as we will see in the next section, in today’s circumstances.

A modification of the McEliece system was proposed by Niederreiter in 1986, [35]. The private key of this
system is the triple {H, S, P} of binary matrices of shapes n × (n − k), (n − k) × (n − k), and n × n, respectively.
These matrices have have to satisfy the following conditions: H is a control matrix of a binary classical Goppa
code � ∼ [n, k] (thus y ∈ � if and only if yHT = 0) that can correct t errors; S is a non-singular matrix chosen
uniformly at random; and P is a permutation matrix, also chosen uniformly at random. The corresponding public
key is the pair {H ′, t}, where H ′ = PHS. Themessages u are binary vectors of length n andweight t . The encrypted
message is x = uH ′ = uPHS. The receiver recovers u as follows: (1) Get s = xS−1 = uPH ; (2) Knowing H ,
can produce u′ = uP = D(s, x) with a suitable decoder D (Patterson’s algorithm, [38], which can be considered
as a variant or the standar decoders BMS or PGZ); and (3) Since also knows P , can find u = u′P−1, which is the
sent message. The parameters chosen for the initial illustration were [n, k] = [1024, 644], t = 38. For the efficient
generation of messages of length n and weight t , see [50].

In the study of the McEliece and Niederreiter systems presented in Sendrier’s 2002 habilitation memoir, [51],
we read: “After more than 20years of efforts [and cites over a dozen works], no cryptanalysis has has been able to
break these systems”. As we will see, this judgment continues to be valid today.

The problem of modifying the McEliece and Niederreiter systems in order that they are able to work with sub-
stantially smaller public keys, is considered by Gaborit in [24]. Serve as an illustration of the result, the following
facts: for lengths 2047 and 4095, public keys of 12 Kb and 20 Kb, respectively, are sufficient. For more details of
how matters stood one decade ago, see [22]. According to the autors, “code based cryptography is an interesting
alternative to number theoretic cryptography”, as “many basic cryptographic functions […] can be realized using
code thoretic concepts”.

Let us also mention [12], which in particular proposes new parameters for theMcEliece and Niederreiter systems
that achieve good security levels against all known attacks and with considerably smaller key lengths. The authors
also state that “Quantum computers do not seem to give any significant improvements in attacking code-based sys-
tems, beyond the generic improvements possible with Grover’s algorithm, and so the McEliece encryption scheme
is one of the interesting candidates for post-quantum cryptography” (for the Grover algorithm, and refereces to it,
see [47], Sect. 5).

4 Note that this system was broken in 1982 by A. Shamir, see [53].
5 McEliece does not quote Goppa’s article and instead refers to pages 179–180 and 193–194 of [29].
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Although the notion of post-quantum cryptography was introduced, as we have already said, in 2003, in our
reckoning the most visible start occurs when to the publication of the magnificent conventional cryptography
manual [28] followed, 1year later, the volume [10]. In this volume, the first overview of this new perspective on
cryptography, the outstanding introductory chapter by D. J. Bernstein [7] outlines, in particular, an account of the
four paradigms that are considered as more promising. In addition to the code-based cryptography (studied in the
chapter byOverbeck and Sendrier, [37]), we find systems based onmultivariate polynomials, on lattices (see [57] for
a recent article on this question), an on hash functions. In the Bernstein’s paper cited above we find, just before the
presentation of the four paradigms, the leitmotiv of post-quantum cryptography: “there is no justification for the leap
from“quantumcomputers destroyRSAandDSAandECDSA” to “quantumcomputers destroy cryptography.”There
are many important classes of cryptographic systems beyond RSA and DSA and ECDSA”. In fact, in the chapter
by Overbeck and Sendrier quoted above, we read: “Three decades later, some parameter adjustment[s] have been
required, but no attack is known to represent a serious threat on the [McEliece] system, even on a quantumcomputer”.

These views have been repeated, and even reinforced, in recent years. We mention a sample of works that go
deeper in several directions: [13,15] (this article proposes new parameters to achieve a good level of security against
all known attacks), [3,32,34] (doctoral thesis) [39] (another doctoral thesis, in which the generalized Srivastava
codes are revitalized, and with effective implementations), [19,45,58].

Throughout this post-quantum decade, a pioneer to take into account is D. J. Bernstein, who has already been
cited and of whom we recommend his website [6]. It is also worth visiting the page that he publishes with T. Lange,
[43], and follow the PQC 2018 conference, focused on achieving a standardization of post-quantum cryptographic
protocols and about which you can find information in [42].

5 Security Analysis and the Post-quatum Scenario

McEliece himself considered the issue of the security that his system could offer [30]. In a general approach, we
assume that a eavesdropper, let’s say E , has seized the encrypted vector x sent by a user and knows the public key
of the recipient, namely G ′ = SGP and t . What possibilities does E have of obtaining the initial message u?

Trying to decode x = uG ′ + e using the known generating matrix G ′ can hardly be considered promising, if k
is large, because the problem of decoding linear codes [n, k] is NP-complete (cf. [5]).

The other attack that McEliece considered to his system is more surprising. Suppose the eavesdropper selects
k coordinates from x at random. If E is lucky, none of these coordinates will be in error and hence will be able
to determine u by solving the system of linear equations x̄ = uḠ ′, where x̄ is the vector formed with the selected
entries of x and Ḡ ′ is the submatrix of G ′ formed with the columns whose indexes correspond to those of x̄ .
Otherwise, at least one of the selected entries will be erroneous and the linear system will have no solution. This
attack is more serious than what may appear to be in a first glance. Indeed, to decide whether the linear equations
x̄ = uḠ ′ have a solution, and to find a solution if it exists, amounts to a number of operations of the order k3, while
the probability of choosing k error-free entries is
(n−t

k

)
/
(n
k

) = (1 − t
n )(1 − t

n−1 ) . . . (1 − t
n−(k−1) ) < (1 − t/n)k,

so that the expected number of operations that E will have to carry out is higher than k3/(1 − t/n)k . With the
original parameters of McEliece, this amounts to an effort of not less than 264 operations, a fact that is usually
expressed by saying that the system achieves a level of 64 security bits (relative to the attack in question).

Figure 3 summarizes the security level of the McEliece system at present. We have added to the original graphic
the gray lines to facilitate the comparison with the security level of the original system. We see that taking into
account all known attacks it still provides 63 security bits, and that with a slightly higher rate (0.625 instead of
524/1024 = 0.512) we get, for the same length, 64 security bits, in remarkable agreement with the initial analysis.
Sendrier also remarks that the McEliece and Niederreiter systems are significantly easier to implement, for a com-
parable security level, than most of the other systems, but that they require a relatively longer keys. The discovery
of a digital signature scheme based on McEliece by the same author is also mentioned [18].
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Fig. 3 Security level in bits
of the McEliece system as a
function of of the
transmission rate of the
code, k/n, and by the code
lengths n = 2l

(l = 10, . . . , 13). The value
is quoted as the log2 of the
work factor (number of
computational units) of the
strongest known attack.
Graphic adapted from
Figure 6.2 in [51]

The references that follow reveal that Sendrier’s results on the degree of security remain essentially valid, often
with variations in the codes used: [1,2,11,21,25,32,52,56].

The article [2] consigns the initial recommendations of the PQCrypto project, already mentioned, in terms of
confidence in the security of the systems, rather than in their efficiency. For example, for McEliece systems based
on classical binary Goppa codes, the parameters proposed to achieve 128 bits of security are n = 6960, k = 5413
and t = 119. The 128-bit security is less than the 172 bits given by the McEliece count that we discussed earlier,
which is explained by the fact that the estimates take into account all the currently known attacks. For more details
about the McEliece system proposed by Bernstein et al., and also about the Niederreiter variant, see [36].

We finish the section with some references on advances in quantum computing that can help to understand why
this resource, even with all the power imaginable in the future, may not be as powerful as it has been estimated
in past times and that it will probably never be enough to break some of the systems that, like McEliece, have the
potential to be really post-quantum: [8,9,14,17].

It should be mentioned, however, that the pioneering work of Shor [54] contributed to promote the field of quan-
tum cryptography, whose purpose is to use the quantum properties of systems to design cryptographic systems. For
an elementary description of these systems, see [16], and the bibliography therein. For a general overview, which
includes the relationship with post-quantum cryptography, see [36,59] and the already quoted [8,10,11].

6 Conclusions and Next Steps

We believe that having access to the source code of a computer algebra system like PyECC, and to its use as
illustrated in this paper, may be appealing to people that like to advance in the understanding of the conceptual
structures by means of carefully experimenting with them by means of computational environments that properly
reflect those structures. This may be enough for students, teachers, and researchers whose main concern is not
computation by itself, but rather as a means to better come to grips with theoretical materials. In fact, the code
may be helpful at different levels of involvement: as listings that indicate how the theoretical algorithms may be
translated into programs, as a tool for carrying on meaningful computational activities, or, to the most undertaking,
as a platform for tinkering with the system with a view to improving and extending it.

One important task ahead is increasing the speed of PyECC by all possible means, an endeavor that we are
beginning by systematically coding the low level powerhouse routines in cyton. A benchmark for this will certainly
be the coding of McEliece systems with the parameters required for real post-quantum cryptography.
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