On Schema and Functional Architectures for Multilevel Secure and

Multiuser Model Federated DB Systems

Elena Rodríguez a Marta Oliva b Fèlix Saltor a Benet Campderrich c

malena@lsi.upc.es oliva@eup.udl.es saltor@lsi.upc.es bcampde@etse.urv.es

a Dept. de Llenguatges i Sistemes Informàtics, Universitat Politècnica de Catalunya, E-08028 Barcelona.

b Dept. d´Informàtica i Enginyeria Industrial, Universitat de Lleida, E-25003 Lleida.

c Dept. d´Enginyeria Informàtica, Universitat Rovira i Virgili, E-43006 Tarragona.

Abstract

This paper presents an approach for thigtlyfederated database systems with several

federated schemas that consist of a schema architecture and a functional architecture. The

reference schema architecture has been extended to deal with securityaspects not well

solved previously. The functional architecture includes the processors needed to build the

federation and the main modules of the execution architecture.

1 Introduction

Thegrowing need of cooperation among independent entities implies accesses to several

heterogeneous, autonomous and distributed databasesystems. This cooperation requires interconnecting

thedatabasesystems by a communication network, and overlapping a softwarelayer upon thedatabase

management systems (DBMSs) to support their interoperation, sharing their data but preserving their

autonomy. Weassumethat thetechnical formof cooperation is interoperability 1 , supporting integrated

access to thecollection of databases. This means that a user is ableto ask a singlequery and receives a

single, consolidated answer as if he 2 was working against a singledatabase. Weassumethereader is

familiar with the concepts and problems involved in such systems, as explained in [ SL90 ] and [BE96].

Weareinterested in tightly federated database systems (FDBSs) with several Federated Schemas,

that is, a degreeof autonomy intermediatebetween loosely coupled and full tightly coupled FDBS. For

us, full tightly coupled FDBS means that wehaveonly onefederated schema and interdependencies. To

support integrated access, theFDBS must havean adequatearchitecturewhich depends on the building

and operation requirements of the federation.

Different schema architectures for FDBSs havebeen proposed, particularly the 5-level reference

architecture by Sheth and Larson wherethey discuss issues related to thebuilding phaseof a FDBS and

only outlinesomeaspects related to theoperation phase. Although this referencearchitectureis quite

general and separates theissues into different schema levels and specific processors, webelievethere

aresituations whereit has shortcomings. In [ SCRR96 ] weshowed threeparticular issues that do not fill

well within the5-level architectureby Sheth and Larson: component databases of several federations,

external schemas in user models different fromthecanonical model and multiplesemantics at the

federated schema level.

In this paper wedeal with problems related to User Schemas expressed in user models that differ

from the canonical data model (CDM) and access control and security issues . In addition wesketch an

architecture for a FDBS that satisfies the following characteristics:

· Supports both federated and preexisting users.

· The component databases (CDBs) could be relational and object-oriented database systems.

1 We use italics for a word or expression for emphasis when it appears for the first time or for reserved words in our

canonical data model.

2 We use he for ^he or she~, his for ^his or her~.

· Thesecurity model of all CDBs is based in a mandatory access control (MAC), in particular

is a multilevel security model . Multilevel security models of CDBs could beheterogeneous.

For further information see [ DJ94 ] , [ P94 ] .

· Froma security point of view, CDBs can havetwo types of autonomy (only security control

at federated level or security control at federated and component levels).

· Each Federated Schema supports solely one semantics.

· Thefederated users could work with FDBS using thecanonical data model (CDM) of the

federation or using their own native data models.

· The CDM is object-oriented, in our case is BLOOM ([CSG94]).

· At this stage our FDBS considers read-only queries.

Our architecturedistinguishes between the schema architecture and the functional architecture of

theFDBS. Theschema architectureincludes a set of schemas organized in different levels in order to

solvesyntactic and semantic heterogeneities and distribution problems. On theother hand, thefunctional

architectureis formed by several processors needed both in theconstruction and operation phases. To

explain our architecturewewill focus in theprocess of building a federation fromseveral CDBs and the

involved steps in the execution of a federated read-only query.

shipment [P ] sh_code waste_code prod_code rec_code TC

0111 060105 123 321 P

waste [P ] waste_code waste_name risk [C ] precautions [R ] TC

060105 Nitric Acid 3 Explosive;

Keep cool

C

060105 Acid - Explosive;

Keep cool

R

060105 Liquid - - P

customers [P ] customer_code customer_type company_name address TC

123 P C.I.Q.S.A. Pi, 5, Reus P

321 R T.R.I.S.A. Major, 2, Vich P

CDB 1

shipments [L]

sh_codes

strings integers strings sh_code wa_code wa_name risk [H] precaution [H] producer classes

0111 060101 Sulphuric Acid 3 neutralize

with abase [H]

0111 060101 Liquid [L]

123 C.I.Q.S.A. 321 T.R.I.S.A. V1 objects

wa_codes receivers[L]

rec_codes tr_codes

strings rec_code treatment_type company_name

producers [L]

pr_codes strings pr_code

. . .

. . .

. . .

[L] [L] receiver

component role simple aggregation class shipments [L]

simple_aggreg_of

w a_code: wa_codes

w a_name: strings

risk: integers [H]

precaution: strings [H ]

producer: producers

receiver: receivers

sh_code: sh_codes

. . .

id sh_code

oc : {L, H}

end_class class producers [L]

simple_aggreg_of

company_name: strings

pr_code: pr_codes

. . .

id pr_code

oc : {L, H}

end_class

class receive rs [L]

simple_aggreg_of

company_name: strings

trea tment_type: tr_codes

rec_code: rec_codes

. . .

id rec_code

oc : {L, H}

end_class

CDB 2

Figure 1. Component Databases of the Running Example.

Along this paper wewill illustrateour schema and functional architectures through an example(see

figure1) that includes two CDBs. Each CDB belongs to an enterprisethat transports industrial wastes

fromtheindustry that produces them(fromnow called producer 1

) to theindustry/organization

responsiblefor their final treatment (called receiver

). Figure1 shows theconceptual schemas and

somedata items of CDB 1 (a relational databaselocated at site1) and CDB 2 (an object-oriented database

placed at site2). Both CDBs follow a multilevel security model: CDB 1 contemplates threelevels of data

classification (Confidential (C), Restricted (R) and Public (P)) whereas CDB 2 classifies data in two

1 In the text, we use the courier font for attributes, classes or relation names of the running example levels (High (H) and Low (L)). For instance, in CDB 1 , if a user queries theinformation availableabout

the waste with waste_code

060105 thedata items that hewould obtain (depending on his clearance)

would be [ Nitric Acid, 3, Explosive; Keep cool ] , [ Acid, Explosive; Keep cool ] or [ Liquid ] . Also note

that both CDB 1 and CDB 2 havea shipment with sh_code

0111. In spiteof this, they denotedifferent

real world objects and after the federation had been built they must be distinguished as different.

This paper is organized as follows: section 2 presents our 7-level schema architectureand the

processors needed to obtain it during theconstruction phase. In section 3 we explain thefunctional

architecture, that includes different modules, involved in the execution phaseof a FDBS. Finally, in

section 4 we draw some conclusions and future work.

2 The construction architecture

Building a systemthat supports integrated access is not an easy task. Beforea FDBS can be

operating, wehaveto overcomedifferent problems related to syntactical and semantic heterogeneities

and distribution problems. For thesereasons, theFDBS must havean adequateschema architectureand

a convenient data model as CDM. In this section wedescribeour schema architectureand the

processors involved to obtain it.

2.1 Schema architecture

Figure 2 shows our 7-level schema architecture and the processors used to obtain it:

Derivation Proc essor

Derivation Proc essor

Translated Schema 12I

Translated Schema 121 . . .

. . .

Translated Schema 11I

Translated Schema 111

. . .

User Schema 11IJ-1

User Schema 1111

. . .

User Schema 12IJ-1 . . .

User Schema 1211 . . .

. . .

User Schema 1LIJ-1

User Schema 1LI1

. . .

Transforming Processor

. . .

Transforming Processor

. . .

Transforming Processor

. . .

Conversion Processor

Component Schema K . . .

Native Schema K . . .

Negotiation Proce ssor

Export Sc hema K1 Export Sc hema K2 . . .

Negotiation Proce ssor

Conversion Processor

Component Schema 1 . . .

Native Schema 1 . . .

Export Sc hema 1 . . .

Federa ted Schema 1 . . .

Integration Processor

Sec urity Proce ssor

Negotiation Proce ssor

Conversion Processor

Component Schema N

Native Schema N

Export Sc hema N

Federa ted Schema M

Integration Processor

Sec urity Proce ssor

Authorization Schema 11 Authorization Schema 12 . . . Authorization Schema 1L Authorization Schema M1 . . . Authorization Schema ML

Derivation Proc essor Derivation Proc essor Derivation Proc essor

Translated Schema 1L I

Translated Schema 1L 1

. . .

User Schema M1IJ || . . . Translated Schema M1I User Schema M11J || . . . Translated Schema M11 . . .

User Schema MLIJ || Translated Schema MLI

User Schema ML1J || Translated Schema ML1 . . .

UDMs

CDM

NDMs

N CDBs

M Federated Schemas

L Levels of Security Classification

I User Views

J User Models

Figure 2. Construction Architecture

The different schemas are:

1. Native Schema : is the Conceptual Schema of a CDB expressed in its native data model.

2. Component Schema : is the conversion of a Native Schema into BLOOM (our CDM).

3. Export Schema : represents thepart of a Component Schema that is availableto a class of

federated users.

4. Federated Schema : is theintegration of multipleExport Schemas, each Federated Schema

supports one semantics.

5. Authorization Schema : represents a subset of a Federated Schema which is classified at one

federated security level.

6. Translated Schema : defines a schema for a user and/or application or a class of

users/applications expressed in the CDM.

7. User Schema : is the conversion of a Translated Schema into the user native data model.

Wehaveadded two additional schema levels to the5-level architectureby Sheth and Larson: the

Authorization and Translated Schema levels . TheAuthorization Schema level has been added to deal

with somesecurity issues that havenot explicitly been treated in thereferencearchitectureand remain

hidden into theExternal and Export Schemas. Given weusemultilevel security model, each

Authorization Schema determines theset of data that a user, according to his clearance, can access.

Fromeach Authorization Schema wederiveseveral Translated Schemas and fromthemwederiveUser

Schemas. In this way wecan refuseattempts of non authorized access beforea query was submitted to

the involved CDBs.

On theother hand, theTranslated Schema level (taken from[SCRR96 ] ) has been included to

separatetwo issues related to theprocess of derivation of User Schemas fromFederated Schemas in the

5-level architecture. This process consists in fact of two transformations: changein model and changein

thecontents, corresponding to two processor types: Derivation Processor and Filtering Processor in

theterminology of Sheth and Larson. Theseparation of issues into schema levels and specific

processors is not completein thereferencearchitecture. Wepresent a different architecture, in which the

External Schema level is divided into two. Theupper level schema of thefederated user expressed in his

own model is called User Schema; thetranslation of this User Schema to theCDM is called Translated

Schema. TheTranslated Schema is derived froman Authorization Schema by a Derivation Processor ,

whilethepassagefromtheTranslated Schema to theUser Schema is doneby a Transforming

Processor . In this way, theissues and theprocessors areclearly separated: only onechangeis madeat

each step.

2.2 Processors

Weobtain thedifferent schema levels through a bottom-up process carried out by thefollowing

processors: Conversion Processor , Negotiation Processor , Integration Processor , Security Processor ,

Derivation Processor and Transforming Processor (see figure 2).

Firstly, when a federation is formed, it is necessary to usea Conversion Processor to convert Native

Schemas into Component Schemas expressed in theCDM of thefederation. This conversion includes

thesemantic enrichment of theNativeSchemas and thetranslation of data structures. At this stagewe

maintain thedata classification which depends on nativesecurity levels. Theobjectiveof theConversion

Processor is to resolvesyntactic heterogeneities and corresponds to theTransforming Processor of

Sheth and Larson. In figure2 weassumethat theCDBs do not usetheCDM as their nativedata model.

If this was the case, it would be unnecessary to define the Component Schema.

OncetheComponent Schemas havebeen obtained, a negotiation process is initiated in order to reach

an agreement about theportion of data that each CDB exports to thefederation, and which part of these

data theCDB allows to beread. Thenegotiation is carried out by thefederated and local administrators

with theaid of theNegotiation Processor which gives support to theassociation autonomy, giving as

final result a collection of Export Schemas. For example, in figure2, two Export Schemas havebeen

derived fromComponent Schema K (belonging to CDB K ), whereas just oneExport Schema has been

derived from Component Schema 1 .

FromExport Schemas of different CDBs oneor moreFederated Schemas areconstructed. This

process is performed by an Integration Processor that suggests how integratetheExport Schemas

helping to solvesemantic heterogeneities and providing distribution transparency. TheIntegration

Processor is placed in thesamelevel that theConstructing Processor in thereferencearchitecturebut,

whereas theConstructing Processor only gives support to theresolution of theproblems related to

semantic heterogeneity of data, theIntegration Processor also helps to solvesemantic heterogeneities among theset of classification levels (number of levels and their semantics) that each nativemultilevel

security model has.

Thus, taking theCDBs in figure1 weobtain theFederated Schema shown in figure3 in a graphical

formand in theBLOOM definition language. Theclass customers_db2

(drawn as a doted lineoval)

has been created during theintegration process sincethis process has detected that theclasses

producers and receivers in CDB 2 aresubconcepts of theclass customers_db1

. In thesameway,

theclass shipments in CDB 2 (remind it holds attributes related to theclasses waste_db1 and

shipments_db1

) has been transformed giving riseto thenew class wastes_db2 and themodified

class shipments_db2

(drawn as a doted and dashed lineoval respectively). Wedo not show classes

such producers_db2 or receivers_db2 becausethis is a minimal Federated Schema; for further

information about the process see [GCS96 ] .

f_p rodu ce rs [ U ] f_n am e f_rec eiv e r db _ discr

f_sh ip m en ts [ U ]

shipm ents_db2 shipm ents_db1

w aste s_db2 w aste _db1 w aste w aste

f_w ast es [U ] f_w a_ co d e f_risk f_p reca utio ns

f_w aste f_sh _ cod e

. . . . . .

. . .

f_r ece ive rs [ U ] f_p rod uc er

custome rs_db1 custome rs_db2 f_c ustom e rs [ U ]

db _ discr f_cu stom er_typ e

db _ discr

db _ discr f_ad d ress f_rec _c od e f_treatm en t_ ty p e f_co m p an y _n am e

. . .

f_p rod _c o de

. . .f_cu _ co d e f_cu stom er_typ e

. . .

. . .f_treatm en t_ ty p e db _ dicr

spe cia lization criteria

sub c lass su p erclass

c o m po n ent ro le

sim ple ag greg atio n

class f_producers [U]

alt_gen_of producers_db1,producers_db2 [ by db_discr]

alt_spec_of f_customers

simple_aggreg_of

db_discr: {db1, db2} [inherited]

f_company_name: strings [inherited]

f_address: strings [inherited]

f_treatment_type: tr_codes [inherited]

f_customer_type: strings [inherited]

f_prod_code: pr_codes [inherited]

. . .

id f_prod_code, db_discr

oc : {U, C, S}

end_class

class f_receivers [U ]

alt_gen_of receivers_db1,receivers_db2 [ by db_discr]

alt_spec_of f_customers

simple_aggreg_of

db_discr: {db1, db2} [inherited]

f_company_name: strings [inherited]

f_address: strings [inherited]

f_treatment_type: tr_codes [inherited]

f_customer_type: strings [inherited]

f_rec_code: rec_codes [inherited]

. . .

id f_rec_code, db_discr

oc : {U, C, S}

end_class class f_customers [U]

alt_gen_of customers_db1,customers_db2 [ by db_discr]

alt_gen_of f_producers,f_receivers [ by f_customer_type]

simple_aggreg_of

db_discr: {db1, db2}

f_company_name: strings

f_address: strings

f_customer_type: strings

f_treatment_type: tr_codes

f_cu_code: cu_codes

. . .

id f_cu_code, db_discr

oc : {U, C, S}

end_class

class f_shipments [U]

alt_gen_of f_shipments_db1,f_shipments_db2 [ by db_discr]

simple_aggreg_of

db_discr:{db1, db2}

f_sh_code: sh_codes

f_waste: f_wastes

f_producer: f_producers

f_receiver: f_receivers

. . .

id f_sh_code, db_discr

oc : {U, C, S}

end_class class f_wastes [U]

alt_gen_of f_wastes_db1,f_wastes_db2 [ by db_discr]

simple_aggreg_of

db_discr: {db1, db2}

f_wa_code: w a_codes

f_name: strings

f_risk: integers [S]

f_precautions: strings [C]

. . .

id f_wa_code, db_discr

oc : {U, C, S}

end_class

Figure 3. Federated Schema

Given that each CDB has its own multilevel security model it will benecessary to analyzethe

correspondences among theclassification of a specific CDB and theclassification in therest of CDBs in

order to establish thedegreeof similarity among thedistinct classification levels of theCDBs. In this

manner, theset of security classification levels needed at thefederation level is obtained ([P93]). In

addition, the equivalencebetween security levels of thefederation and thesecurity levels of each CDB is

also obtained and stored in the Dictionary .

In our example, CDB 1 and CDB 2 havethreeand two classification levels respectively. After

Negotiation and Integration Processors theset of classification levels of thefederation is established as

Secret (S), Confidential (C) and Unclassified (U), with the equivalencebetween CDBs levels and

federation levels shown in table 1.

Classification levels

CDB 1 C R P

CDB 2 H L

Federation S C U

Table 1. Classification Levels Equivalence

It is important to notethat theprocess of obtaining theFederated and Export Schemas is not a linear

process; it will benecessary that theIntegration and Negotiation Processors collaboratein an iterative

process wherethefederated and local administrators participate [ OS96 ] . In figure2, wehave M

Federated Schemas (for sakeof simplicity wehaveonly shown Federated Schema 1 and Federated

Schema M ) and, for instance, Federated Schema M has been obtained through theintegration of Export

Schema K 2 and Export Schema N .

After obtaining theFederated Schemas, theSecurity Processor separates each Federated Schema

(wherewehavedata structures classified in different levels) in several Authorization Schemas (oneper

level of data classification). Thereforea specific Authorization Schema contains theportion of available

data to an authorized federated user (or group of federated users) to access data at this level. Figure2

shows L security levels of data classification and thecorresponding Authorization Schemas (for each

Federated Schema we will have L Authorization Schemas).

Going back to therunning example, given wehavedata structures classified in threelevels, wewill

obtain threeAuthorization Schemas fromtheFederated Schema. Figure4 only draws thefederated class

f_wastes at levels Unclassified, Confidential and Secret respectively, sincetheremaining classes do

not differ fromthosethat haveappeared in theFederated Schema. Users authorized at level Secret could

query theattribute f_risk whereas users authorized at levels Confidential and Unclassified could not

access it dueto thefact that f_risk has been classified as Secret. Similarly, theattribute

f_precautions could not beconsulted at Unclassified level becauseit has been tagged as

Confidential.

class a_U_f_wastes [U ]

alt_gen_of f_wastes_db1,f_wastes_db2 [ by db_discr]

simple_aggreg_of

db_discr: {db1, db2}

f_wa_code: w a_codes

f_name: strings

. . .

id f_wa_code, db_discr

oc : {U, C, S}

end_class class a_C_f_wastes [U]

alt_gen_of f_wastes_db1,f_wastes_db2 [ by db_discr]

simple_aggreg_of

db_discr: {db1, db2}

f_wa_code: w a_codes

f_name: strings

f_precautions: strings [C]

. . .

id f_wa_code, db_discr

oc : {U, C, S}

end_class class a_S_f_wastes [U]

alt_gen_of f_wastes_db1,f_wastes_db2 [ by db_discr]

simple_aggreg_of

db_discr: {db1, db2}

f_wa_code: w a_codes

f_name: strings

f_risk: integers [S]

f_precautions: strings [C]

. . .

id f_wa_code, db_discr

oc : {U, C, S}

end_class

Authorization Schema at level U Authorization Schema at level C Authorization Schema at level S

Figure 4. Authorization Schemas

TheDerivation Processor derives fromeach Authorization Schema different Translated Schemas in

order to specify thepart of information in an Authorization Schema that it is relevant to a group of federated users and/or applications. Themain reasons for theuseof Translated Schemas areto provide

customization and access control. It also helps to pass fromExternal Schemas (expressed in theuser

data model) to Federated Schema. Figure2 exhibits I potential user views which arederived fromeach

possible Authorization Schema.

Finally, each Translated Schema can bepotentially translated fromtheCDM of thefederation to the

nativemodel of a determined federated user (or group of federated users) giving riseto several User

Schemas. If a federated user is trained in theCDM, then his User Schema would bedirectly his

corresponding Translated Schema. Figure2 shows J different user data models and points out thetwo

situations discussed above: users that work using their own data model and users that arefamiliar with

theCDM chosen for thefederation. For example, part of theusers that finally work against Federated

Schema 1 usetheir respectivedata models (numerated from 1 to J-1 ) that differ fromtheCDM (denoted

by user data model J ). On theother hand, federated users that work with Federated Schema M are

trained in theCDM and for this reason their User Schemas and Translated Schemas havebeen

collapsed into oneschema. Theresponsibleprocessor to carry out thepassagebetween Translation and

User Schema is a Transforming Processor.

Figure5 only shows onepossibleTranslated Schema at level Secret and its corresponding User

Schema expressed in relational model for our example. Dueto customization purposes, theclass

t_a_S_f_shipments has been created by projecting theclass a_S_f_shipments in the

Authorization Schema at level Secret, whiletheclass t_a_S_f_wastes has not changed fromthose

described in figure 4.

class t_a_S_f_wastes [U]

alt_gen_of f_wastes_db1,f_wastes_db2 [ by db_discr]

simple_aggreg_of

db_discr: {db1, db2}

f_wa_code: wa_codes

f_name: strings

f_risk: integers [S]

f_precautions: strings [C ]

. . .

id f_wa_code, db_discr

oc : {U, C , S}

end_class class t_a_S_f_shipments [U]

alt_gen_of f_shipments_db1,f_shipments_db2 [ by db_discr]

simple_aggreg_of

db_discr:{db1, db2}

f_sh_code: sh_codes

f_waste: f_wastes

. . .

id f_sh_code, db_discr

oc : {U, C , S}

end_class

shipment [U ] sh_code waste_code db_discr TC

waste [U ] waste_code waste_name risk [S ] precautions [C ] db_discr TC

Figure 5. Translated and User Schemas at Level S

3 The execution architecture

When thefederation has already been built, a different architecture, called the execution

architecture , is in place. Figure6 depicts this architectureat a functional level, showing all functional

softwaremodules and theflow of data fromtheoriginal query through modules and DBMSs up to the

final result. This process may bethought of as a ^compileand go~ approach, or better as consisting of

three steps:

1. Preparation of thequery (^compilation~) by the Query Manager (QM) and the Security Manager

(SM).

2. Execution of the subqueries (^go~) under control of the Transaction Manager (XM).

3. Production of thefinal result by theQM. Theflow of control and theassignment of modules to

sites in the distributed system are not shown in the figure and will be discussed later.

3.1 Data flow

Theflow of data starts with a query posed by a federal user, in his user site , called Federated Query

and shown in theupper left part of figure6. Weassumethat theidentification and authentication of the

user is handled separately by a different process not part of our architecture; issues related to this point

will becovered later. Thequery is first processed by a Security Controller , which makes surethat the

query is in accordancewith theUser Schema of theindividual user (US mlij

), and thereforeauthorized at

his security level l .

If thesecurity control is passed, thequery, authorized at security level l , is processed by the Query

Transformer , producing an equivalent query expressed in terms of Federated Schema FS m and tagged

with security level l . Notethat this process is a direct transformation fromtheUser Schema level to the

Federated Schema level, skipping thelevels of Translated Schemas and Authorization Schemas; this

direct transformation is possiblebecausemappings between successivelevels of theconstruction

architecture(US - TS, TS - AS and AS - FS) havebeen combined into direct mapping US - FS and

stored in the Directory for use by the Query Transformer. The process of the query is thus expedited.

Thequery, now in BLOOM, expressed in terms of theFederated Schema FS m and tagged with

security level l , passes to the Query Decomposer . This processor, making useof theFederated Schema

- Component Schemas mappings stored in theDirectory, decomposes thequery into a number of

subqueries, each subquery accessing just oneof theCDBs, and expressed in terms of a single

Component Schema. Wedo not excludethat different subqueries of thesamequery access thesame

database. Noteagain that onelevel, thelevel of Export Schemas, is skipped, by combining successive

mappings into direct mappings, for the sake of improved performance.

Security Controller

Query Transformer

Query Descomposer

Query Translator

Level Security Translator

Result Transformer

Result Consolidator

Subresult Translator

QUERY

MANAGER

TRANSACTION MANAGER

. . . . . . DBMS1 DBMS2 DBMSK DBMSN

Federated Query Federated Result

User schema + mappings

Fed. schema + mappings

Com. schema + mappings

Control Sec

User schema

mappings among

US and FS

mappings among

FS and CSs

mappings among

CSs and NSs

mappings among

FSL and CSLs

S

E

C

U

R

I

T

Y

M

A

N

A

G

E

R . . . . . .

. . . . . .

DB1 DB2 DBK DBN

. . . . . .

. . . . . .

. . . . . .

D

I

R

E

C

T

O

R

Y

D

I

R

E

C

T

O

R

Y

Figure 6. Execution Architecture

Thesubqueries produced by theQuery Decomposer arenot isolated: they areconnected by a tree.

Each nodein this Query Execution Tree corresponds to oneoperation needed to executethequery:

leaves for accesses to component databases, theroot for producing thefinal, consolidated result, and

intermediatenodes for other operations such as conversions between models and unions and joins of

different kinds. Theroot is generally a result transformation operation, to convert theresult into the

model and schema of theuser, and has a singlechild node, to performthe result consolidation from

partial (sub)results. Theformof theintermediatenodes of thetreedepends on thequery and on the

CDBs, and on the extensional relationships among them, if any; thestudy of different forms of thetree

is out of thescopeof this paper. In thesimplest case-other than thetrivial caseaccessing just oneCDB-

there are no other intermediate nodes between the leaves and the result consolidation node.

Each nodeis assigned to a site, and such an assignment is theresult of a federal (^global~)

optimization performed by this Query Decomposer using data stored in theDictionary. Somenodes will

beallowed to proceed in parallel, whileothers may haveto wait for theresult of other operations, but

this topic corresponds to control flow, covered in 3.2. In thesimplest caseno optimization is possible,

and all leaves proceed in parallel.

Each subquery, in BLOOM, expressed in terms of a Component Schema and always tagged with

security level l , is processed by a Query Translator , to yield an equivalent subquery, now in thenative

data model of theCDB, expressed in terms of thecorresponding NativeSchema and tagged with

(federal) security level l . TheQuery Execution Treeis updated to havethesenew subqueries as leaves

and to incorporate operations to translate between BLOOM and the native models.

Thelast processor of this first or ^compilation~ step is the Level Security Translator . A subquery

enters this processor tagged with a federal security level l , and must leavewith thetag in thecomponent

security level of its CDB that corresponds to that federal level, in accordancewith what was agreed

during thenegotiation and integration phases, as stored in theDictionary in theformof mappings

between federal security levels and component security levels. Theleaves of theQuery Execution Tree

become tagged with these component security levels.

In thecaseof the example, assumea user at site1 with security level Secret poses thefollowing

query in terms of the User Schema of figure 5:

SELECT *

FROM shipments, wastes

WHERE shipments.waste_code = wastes.waste_code

The resulting Query Execution Tree (data flow goes bottom-up) is shown in figure 7:

Result

Transformation

Result Consolidation

(discriminated generalization)

Conversion from

relational to BLOOM

Relational Query BLOOM Query

Subresult shipping

from site 2 to site 1

BLOOM/Federated Schema

BLOOM/Component Schema

Component Schema=Native Schema

of CDB2

Relational/Native Schema

of CDB1

Relational Model/User Schema

at site 1 at site 1 at site 1

at site 1 at site 2

Security Level C Security Level H

CDB2

CDB1

DBMS1 DBMS2

Figure 7. Query Execution Tree

TheQuery Execution Treeis now ready for execution, under control of theXM. This functional

module(as well as theQM and theSM) is physically replicated. Theprevious step has been managed

by theQM and SM of theuser sitewheretheoriginal Federated Query was posed. TheQuery

Execution Treeflows fromtheQM to theXM at that site, whereit is decomposed into subtrees, and

each subtree is sent to the replica of the XM at the site assigned to its root.

Theorder in which theoperations in thetreeare executed by theXM is covered in 3.2, when

discussing thecontrol flow. Each leavebecomes eventually ready to start, i.e. thesubquery is to be

passed to theDBMS for execution, and two possibilities may exist, fromthesecurity point of view. If

theDBMS trusts not only theidentification and authentication mechanism, but thewholefederal system

(softwaremodules, directory, communications), then no further security control is needed and the

subquery passes to theDBMS for processing. On thecontrary, if theDBMS wants to performits own

security control of theindividual user, it looks up at its security tables to ensurethat the(sub)query is

authorized for theuser, beforeprocessing it. This is doneby a Control Security , shown in figure6 for

CDB K . This means that in thefirst casetheDBMS does not know theidentity of thefederal user, and

the(sub)query appears to it as froma generic ^federal user~ of thecorresponding Federated Schema

FS m (at a specific level), whilein thesecond casetheidentity of thefederal user has been preserved

during the whole preparation step to be passed to the DBMS at this point.

TheDBMS processes thesubquery, which it considers as an ordinary query, and produces a result.

This result, fromthefederal systempoint of view, is a subresult to becombined with others to produce

the final result. Let us now briefly explain this third step of the process of the query.

Each subresult proceeds up theQuery Execution Treefromtheleaveto its parent node, that is, is

sent fromthesiteassigned to theleaveto thesiteassigned to its parent, unless both arethesamesite. In

thesimplest case, (sub)results aredirectly sent fromtheXM -at thesiteof theDBMS accessed- to the

XM at theuser site, and then to theQM, specifically to the Subresult Translator module(seefigure6)

for conversion to BLOOM using themappings between nativeand component schemas. In complex

cases, theflow of data, flow of (sub)results in this third step, proceeds up thetreethrough intermediate

nodes: each operation receives its operand(s) fromits child node(s) and sends its result fromits siteto

thesiteassigned to its parent node, as needed, until eventually they leavetheXM and reach the

Subresult Translator.

Output fromtheSubresult Translator is passed to the Result Consolidator , to producethefinal

result in BLOOM, and Component-Federated Schemas mappings areused. The discriminated union

operator [GCS96] may beused to consolidatesubresults without loseof information. Finally, the Result

Transformer module, using Federated - User Schema mappings, performs theoperation at theroot of

thetreeand yields thefinal result in theuser model, expressed in terms of his User Schema, and sends it

to him.

sh_code waste_code db_discr waste_name risk precautions TC

0111 060101 DB2 Sulphuric Acid 3 Neutralize

with a base

S

0111 060105 DB1 Nitric Acid 3 Explosive;

keep cool

S

Figure 8. Query Result at Security Level S

sh_code waste_code db_discr waste_name

0111 060101 DB2 Liquid

0111 060105 DB1 Liquid

Figure 9. Query Result at Security Level U

Figure8 shows theresult of thequery abovewhereas figure9 shows theresult of thesamequery

posed by a user with security level U.

3.2 Control flow and site assignments

TheQM is themain modulein chargeof managing any query, apart fromtheXM. Beforebeing

controlled by theQM, a query is handled by a User Interfacemodule, which interacts with users and in

casewhat theuser entered is a federal query, passes it to theQM. It is this QM which manages thefirst

and third steps of theflow of thequery explained in 3.1. Particularly, theQM calls the

identification/authentication module(not shown in figure6), theSM -specifically its submodules

Security Controller and Level Security Translator-, and its own submodules Query Transformer, Query

Decomposer, Query Translator, Subresult Translator, Result Consolidator and Result Transformer. It

also calls theXM to executetheQuery Execution Tree. Thesecalls arenot shown in figure6, in order

to keep it not too complex.

According to theterminology of [S78], in a distributed systemsupporting accesses to databases, a

sitemay or may not bean access point, and may or may not bea storagepoint. In our case, a site

accepting federal queries is an access point , whilecomponent databases arelocated in storage points .

TheQM must bedistributed, with a replica of it in every access point, sincefederal queries are

managed at the user site, as explained above.

TheXM is responsiblefor executing theQuery Execution Treeprepared by theQM, and for

returning (sub)results to theQM. It must bedistributed, with a replica of it at least in every access

point, sinceit is called locally fromtheQM at theuser site. In addition, every storagepoint should have

a replica of theXM to manageleaves of theQuery Execution Treeand their (sub)results, but it is

possiblethat somesites retain such a degreeof autonomy that they do not allow theplacement of

modules of thefederal system. In such a case, a replica of theXM at another sitewill bein chargeof

managing operations and results of thesite, and what wewill call ^theXM at theCDB site~ will not

physically be at the site of the CDB.

For a given query, theXM at theuser siteprepares subtrees of theQuery Execution Treeand calls

theXM of thesiteassigned to theroot of each subtree, sending it a copy of thesubtree. TheseXMs

receivetheir subtrees and managetheir execution, according to theformof the each subtree. For a given

subtree, and at somespecific point in time, someof its subtrees may bealready completed, some

executing in parallel, and somewaiting for intermediateresults as input; theXM receives partial results

and dispatches waiting subtrees as needed, until all its subtrees havefinished and passes control to the

XM of thesiteof its parent node, sending its (sub)result to it. Theoverall result may not correspond to

an ACID transaction (becauseof a possibleNon repeatableRead interference), but this topic is outside

the scope of this paper.

If theformof theQuery Execution Treeis thesimplest one, then thereplicas of theXM manageonly

leaves, corresponding to accesses to theCDBs. All theseoperations proceed in parallel, and their

(sub)results are sent to the QM at the user site, specifically to the Subresult Translator.

4 Conclusions and future work

Wehaveshown a 7-level schema architectureand a functional architecturefor tightly federated

databasesystems. With respect to our schema architecture, wehavepresented theAuthorization

Schema level and havepointed out how this level could contributeto develop a solution to deal with

multilevel security aspects. Our work is only thebeginning of moreresearch that needs to bedonein

order to treat security and access control in thecontext of federated databasesystems. Wearecurrently

working on how theanalysis and resolution of conflicts among different classification levels in several

CDBs could beincorporated into theintegration process and how theIntegration Processor must

collaboratewith theNegotiation Processor to obtain both theExport and Federated Schemas. On the

other hand, wehavesketched themain modules of the execution architecture. Our immediatework

along this lineincludes thestudy of different forms of thequery execution treeand a decomposition

strategy of federated queries into several subqueries.

Acknowledgments

This work has been partially supported by theSpanish PRONTIC program, under project TIC96-

0903 and by theEuropean Research Consortiumfor Informatics and Mathematics (ERCIM) under

project CHRX-CT94-0531.

References

[BE96] O. Bukhres & A. Elmagarmid (eds.): Object Oriented Multidatabase Systems . Prentice-

Hall,1996.

[CSG94] M. Castellanos, F. Saltor & M. García-Solaco: A Canonical Data Model for the

Interoperability among Object-Oriented and Relational Databases. In Özsu, Dayal and

Valduriez (eds), Distributed Object Management , pages 309-314, Morgan Kaufmann,

1994.

[ DJ94 ] K.R. Dittrich & D. Jonscher: ^Current Trends in DatabaseTechnology and Their Impact

on Security Concepts~. In J. Biskup, M. Morgenstern, & C.E. Landwehr (eds), Database

Security, VIII (A-60) , Elsevier Science B.V. (North-Holland), pages 11-33, 1994.

[GCS96] M. García-Solaco, M. Castellanos & F. Saltor: ^A Semantic-Discriminated Approach to

Integration of Federated Databases~. In Laufmann, Spaccapietra & Yokoi (eds.): Proc. 3 rd

Int. Conf. On Cooperative Information Systems (CopIS´95, Vienna), Univ. of Toronto,

1995.

[P93] G. Pernul: ^Canonical Security Modeling for Federated Databases~. In Hsiao, Neuhold &

Sacks-Davis (eds): Interoperable Database Systems (DS-5). (Proc. of theIFIP WG2.6

DatabaseSemantics Conferenceon InteroperableDatabaseSystems (DS-5), Lorne,

Victoria, Australia, November 1992). IFIP Transactions A-25. North-Holland, 1993.

[P94] G. Pernul: ^DatabaseSecurity~. In M. C. Yovits (ed.): Advances in Computers , vol 38.

Academic Press, 1994.

[OS96] M. Oliva & F. Saltor: ^A Negotia tion Process Approach for Building Federated

Databases~. In 10th ERCIM Database Research Group Workshop on Heterogeneous

Information Management , Prague 1996, ERCIM-96-W003 ERCIM, pages 43-49, 1996.

[SCRR96] F. Saltor, B. Campderrich, E. Rodríguez & L.C. Rodríguez: ^On Schema Levels for

Federated DB Systems~ In Yetongnon and Hariri (eds), Proceedings of the ISCA

International Conference on Parallel and Distributed Computing Systems (PDCS´96,

Dijon), ISCA, pages 766-771, 1996.

[S L90] A. Sheth & J. Larson: "Federated DatabaseSystems for Managing Distributed,

Heterogeneous and Autonomous Databases". ACM Computing Surveys, Vol.22 , No.3,

(Sept. 90).

[S78] S. Spaccapietra: Problematique de Conception d´un Système de Gestion de Bases de

Données Reparties. Thèse d´état, Univ. Pierre et Marie Curie (Paris VI), 1978.