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Abstract 

 

The goal of this project is to update Von Mann Young Rhee’s book, ‘Internet Security: Cryptographic 

Principles, Algorithms and Protocols’ which is about network layer security and secret key 

authentication. It is an extremely important aspect in modern life to have security in the network to 

protect our information and prevent eavesdroppers or maleficent programs, for example. This is the 

reason why this project aims to update these kinds of algorithms and hash functions. This project uses 

methods such as the HMAC (Hashed Message Authentication Code) calculator and the RFC (Request 

For Comments) method to help find the results. Results have been obtained and have been proven to be 

the most appropriate; security and authentication of the messages has been increased due to this update.  
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1. Introduction 

Cryptography is constantly evolving and at the same time, the probability and the strength of the 

attackers and eavesdroppers is also increasing. We want to make sure then, that we can reduce to the 

minimum or nullify the capacity of being attacked and prevent security at all cost, because we humans 

are in necessity of security. The way to ensure authenticity in the web is by improving our software and 

transmission capabilities and that is why this project will focus on the update of the ancient and the no 

more valid functions, algorithms and cryptographic ciphers. 

 

In the electronics and Business field that I am studying in the university, cryptography may not seem 

important at first sight but in fact, is all the contrary. A lot of business plans such as transactions, secret 

documents sharing and electronic inventions must remain secret and protected from evil outsources. 

That is one of the reasons why I wanted to work with cryptography and its characteristics in this paper. 

 

1.1. Problem Definition  

Mann Young Rhee’s book is dated from 2003 (book cited in the bibliography of the paper) and we must 

incorporate and actualized version for the examples that the author shows in the book because obviously, 

his equations (that will be shown later in chapter 3 of the paper) are out of date. While using our previous 

knowledge of cryptography, cryptanalysis and all the contribution and background of the thesis, we will 

be able to understand the methods to use for ciphering the upgraded versions of the examples of his 

book. 

 

We are going to use a specific program (HashCalc) to upgrade these versions while explaining the 

capacity and length that the upgrades can accept. However, we will take a deeper look into these 

characteristics in the results and discussion points of the thesis. 

 

1.2. Aims and Goals 

The main goal of this project is to give a detailed overview of the different types of the authentication 

codes and how their use helps us in the exchange of secure information throughout a specific channel. 

While knowing all the important information of cryptography and coding theory, we will be able to do 

the appropriate update of Rhee’s equations. This paper presents a great number of examples of encrypted 

messages, ciphered codes and so on, to verify the plaintexts authentication that we are going to use. We 

will see the properties of all this algorithms and how they are used in the actuality. 
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1.3. Motivation 

The reason why I have decided to do this paper is the experience and interest I have in the world of 

cryptography and coding theory.  Security in internet nowadays has become a really increasing problem 

and the natural fear of being unprotected has created and urgent desire of improvement in the field of 

network protection. Moreover, I have attended some cryptography courses in the university that have 

triggered my curiosity towards this field. Now I am more intrigued to know what the future will show 

us about cryptography. 

 

1.4. Structure 

This paper consists of four main Parts: The introductory part, the fundamentals or theoretical part, the 

practical part and finally, the conclusions. 

 

Chapter 1, presents an overview of the project, what it is aimed at, what it contains, what is going to be 

done to achieve our goals and how this project is structured. 

 

Chapter 2 will be devoted to the theoretical part of this paper. The primarily basis of RFC methods, the 

security of the network layer and the basic principles of cryptography will be explained. The 

organization of the internet and how the basic packages of messages are being transmitted are the most 

important information of this theoretical part. Next, we are going to explain how cryptography works 

and all the possibilities we have while working with cryptographic keys to authenticate and validate 

messages. 

 

Afterwards, chapter 3 will contain the practical part of the paper: the updating. We will improve the 

security while actualizing the hash functions and algorithms that will also be explained in detail in this 

part of the document. Finally, we will show the improved version of the examples in Rhee’s book and 

how we have been able to deal with them. 

 

To conclude, chapter 4 will be focused on summing up the whole thesis and giving a final overview 

about the achieved results , their usefulness and the probable future work.  
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2. Fundamentals 

To begin with, we will concentrate in the security and secret of the information principles which will 

give us a deep and basic look of the methods used in message transmission, modular aritmetic, and other 

important preinformation about cryptography. Then we are going to focus on the basic and fundamental 

part of Network Layer, in section 2.4, the RFC (Request For Comments), in chapter 2.5, and the world 

of pure Cryptography, in section 2.6. After that, we will be able to start working on the Hashed Message 

Authentication Code (HMAC), shown in figure 4, and more complicated equations that are going to be 

necessary for the book update shown in the practical part. 

 

 

2.1. Basic structure of message transmission 

This section describes us to basic but necessary information that we need to know in advance. In other 

words, the necessary data to understand before working on the practical field of the thesis. 

 

Send---------------------------------------------------Channel-------------------------- ---------------- Receive 

 

 

Coding Theroy [Noise, Interference, Disturbance ]   Cryptography[Eavesdroppers] 

(Easy to read)        (Hard to read) 

Main goals: {-Privacity 

{-Integrity 

{-Authentication 

{-Non Repudiation 

This structure consists of a sender and a reciever and a message going through the channel. While coding 

theory studies the fact of how to deal with noise, interferences and disturbances, and is able to detect 

and to correct errors in the transmission by making the message easily readable; cryptography tries to 

protect the message in order it becomes hard to read by the eavesdroppers and attackers who want to 

interefere it. 

 

2.2. Recall of modular aritmetic 

In this chapter,  we are summarizing the basics on modular aritmetic such as: 

 

- Consider Z/mZ = {0,1,2,…,m-1} mod m 

The modular space of number m must be inside the adequate range.  

- Given two integer number a and b, 𝑎 ≡  𝑏 𝑚𝑜𝑑 𝑚 < − > 𝑒𝑥𝑖𝑠𝑡𝑠 𝐾 𝜖 𝑍 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝑎 = 𝑏 +

𝐾𝑚    𝑜𝑟 𝑎 − 𝑏 = 𝐾𝑚 
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Namely, there will always exist a number K that is multiple of a and b and does not vary the result of 

operation.  

 

If two numers in modular aritmetic multiplied give us the result of 1, it would mean that these numberes 

are invertible and one is the inverse of the other modulo m. 

 

- 𝑎 𝑖𝑛𝑣𝑒𝑟𝑡𝑖𝑏𝑙𝑒 𝑚𝑜𝑑 𝑚 < − > 𝑒𝑥𝑖𝑠𝑡𝑠 𝑏 𝜖 𝑍/𝑚𝑍 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡  𝑎 ∙ 𝑏 ≡ 1 𝑚𝑜𝑑 𝑚  

In fact, this is equivalent to the condition (gcd) of (a,m) = 1 where gcd denotes the greatest common 

divisor of a and m.  

 

The same operation can be done but the result is 0, that would mean that a is a divisor of the m modular 

number. 

 

- 𝑎 𝑑𝑖𝑣𝑖𝑠𝑜𝑟 𝑜𝑓 0 𝑚𝑜𝑑 𝑚 < − > 𝑒𝑥𝑖𝑠𝑡𝑠 𝑏 𝜖 𝑍/𝑚𝑍 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡  𝑎 ∙ 𝑏 ≡  0 𝑚𝑜𝑑 𝑚 

Where gcd (a,m) =/ 1 

Recall that a orime number is a natural number greater than 1 that has no positive divisors other than 1 

and itself. Prime numbers play an essential role in in cryptography  

 

The following section states the key theorems. 

 

2.2.1. Fermat’s Little Theorem  

Fermat’s little theorem ensures that if we raise any number “a” to a prime power “p” and we substract 

“a”, then the result will be multiple of “p”. 

 

- Fermat’s little t´Theorem: p prime such that gcd(a,p)=1  𝑎
𝑝−1

2
 ≡ ±1 𝑚𝑜𝑑 𝑝 < − >  

𝑎𝑝−1  ≡ 1 𝑚𝑜𝑑 𝑝 

 

2.2.2. Euler Theorem 

Now we will introduce the Euler function that leads to a generalization of Fermat’s Little Theroem. 

Let n be an integer (n 𝜖 Z) where n>0. 

The Euler function is defined as: 

 𝛷(𝑛) =  #{𝑚𝜖𝑍 |1 ≤ 𝑚 ≤ 𝑛, gcd(𝑚, 𝑛) = 1} that is the number of positive integers less than or equal 

to n that are relatively prime to n. ( no common factor with n). 

 

With a big m, this theorem can be really long to calculate. Here are some Properties of the Euler function 

that will be really helpful: 

1. 𝛷(𝑝) = 𝑝 − 1 , 𝑝 = 𝑝𝑟𝑖𝑚𝑒 

2. 𝛷(𝑝𝑘) =  𝑝𝑘 (1 −
1

𝑝
) = 𝑝𝑘 − 𝑝𝑘−1 , 𝑝 𝑝𝑟𝑖𝑚𝑒, 𝑘 ∈ 𝑍 

3. 𝛷(𝑚 ∙ 𝑛) = 𝛷(𝑚) ∙ 𝛷(𝑛) , gcd(𝑚, 𝑛) = 1 
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Exp: 𝛷(24) =  𝛷(23) ∙  𝛷(3) = (23 − 22) ∙ (3 − 1) 

 

The Euler Theorem will have nice applications, since it will be used to build RSA (See section 2.5.3). 

In particular: 

𝑚 = 𝑝 ∙ 𝑞 →  𝛷(𝑚) = 𝛷(𝑝) ∙ 𝛷(𝑞) = (𝑝 − 1) ∙ (𝑞 − 1) 

This expression highlights that if m is a big number but product of only two primes, the Euler function 

for such a big m is easily computable if the values of its two prime factors are already known.  

 

The meaning of this statement is that the difficulty of computing 𝛷(𝑚) is the same that the difficulty 

to factorize m as the product of two primes. This will be the key point: to keep 𝛷(𝑚), and the primes p 

and q, difficult to be computed by undesired spys, eavesdroppers or attackers, even they know m.  

 

That leads us to the question: how do we know if a number n is prime or not? 

This is the aim of primality tests: 

Given n, is it prime?   Not ( easy to get) 

   Yes (more difficult) 

To check the primality we will use the Miller test, based on Fermat’s Little Theorem. It consist of trying 

the equation: 𝑎𝑛−1  ≡ 𝑏 𝑚𝑜𝑑 𝑛 𝑤𝑖𝑡ℎ gcd(𝑎, 𝑛) = 1    

If b≠1  n is not a prime for sure! 

If b=1  Fermat’s Little Theorem does not give any ifnformation so we have to try another value for a! 

Doing that a lot of times, we decrease the probablitity “r” for the number to be prime. In conclusion, the 

two possible answers for the test are: Absolutelly not a prime, or It is a prime with probablity “r”. 

 

Example: n=91, a=3, b=2 

 

390 ≡ 1 𝑚𝑜𝑑 91 → 𝑛𝑜 𝑐𝑜𝑛𝑐𝑙𝑢𝑠𝑖𝑜𝑛 

290  ≡ 64 ≠ 1𝑚𝑜𝑑 91 → 91 𝑖𝑠 𝑛𝑜𝑡 𝑎 𝑝𝑟𝑖𝑚𝑒! 

 

2.2.3. Logaritmic function in cryptography 

Modular arithmetic provides functions to build a process that can be easily done in one way, which will 

be equivalent to encrypt, but very laborious the other way round, if you don't have all the information, 

which will be equivalent to decrypt. The discrete logarithm is a nice example related to these "one-way" 

functions. Functions such as MAC and HMAC that will be described in the section 3. 

 

Let us consider the logarithmic function, defined as the inverse of discrete exponential function.  

 

x → log𝑎 𝑋 = 𝑦 < −→ 𝑎𝑦 = 𝑋 𝑚𝑜𝑑 𝑚 

 

The exponential function is easy to be computed, but the discrete logarithm is much more difficult as it 

is shown at the following example. 
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Example of exponentiation: a=2, m=11, x=3 

 

2log2 3 = 2𝑦 < −−> 2𝑦 = 3 𝑚𝑜𝑑 11 

Example: a=2, m=107, x=3 

log2 3  𝑚𝑜𝑑 107 < −− > 𝑐𝑜𝑚𝑝𝑙𝑖𝑐𝑎𝑡𝑒𝑑 

256𝑚𝑜𝑑 107 (55 𝑝𝑟𝑜𝑑𝑢𝑐𝑡𝑠 𝑎𝑡 𝑚𝑜𝑠𝑡‼) 

 

Direct computation can be too long. 

 

2.3. OSI-Model 

The OSI-Model or Open System Interconnection Model, is a way aimed to explain how network 

communication between computers is done in a Standard method. 

 

The model is divided into seven layers and it helps the user to identify problems much faster and more 

efficient. Additionally, it is useful to make your job easier because the system helps you know where 

the problem may or may not be in the layers that possesses. 

 

Layer description: 

Layer 7, application layer: 

The layer that works as an interaction between user and software such as Facebook, your browser, and 

so on. 

Layer 6, presentation layer: 

The layer in which your operative system works and makes the data recognizable for the user. It works 

like a translator. 

Layer 5, session layer: 

The layer that makes possible the communication between two computers or devices and assures that 

the operations in the session will be done from beginning to end. 

Layer 4, Transport layer: 

The layer in charge of transportation of the data, it deals with how much data is sent back and forth. 

Layer 3, Network Layer: 

This layer is going to be explained in more detail in the next sub-section. This layer is the one in charge 

of the correct transportation from origin to destination and it has to make sure that the data will arrive 

wherever its destiny is. 

Layer 2, Data link layer: 

The layer that controls the flux, the error detection and correction, the rules that the layers have to follow 

with the data, etc. 

Layer 1, physical layer: 

The layer that consist of the physical material (wires, modems, switches, and so on) and connects inputs 

or outputs like hardware, more computers, etc.   
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2.3.1. Network Layer 

The network layer is a layer that is included in the OSI-Model and is the one in charge of the correct 

destination of the transmitted messages. This layer receives the addresses from the data link layer (the 

one dealing with detection and correction of errors) and sends them through different points (such as 

routers) through the channel of most quality. That is the reason why this paper centers its goals to help 

this layer in the internet. Due to the constant attacks that this layer can receive, we need to update the 

version of the cryptographic messages so the maleficent programs or eavesdroppers find really hard or 

laborious to discover the hidden messages and most importantly, change, destroy or send to another 

location its content. 

 

2.4. RFC document series 

RFC stands for Request for comments and is a specific public series of documents made of the 

volunteers’ work of the two companies, Internet Engineering task force (IETF) and Internet society 

(ISoc). These publications show the world how a technical development works, standard methods to 

use, and so other information that is used in the internet.  

 

These RFC are always authored by scientists, engineers, computer programmers, and so on. In order to 

describe the methods, behaviors, functions, innovations, standards, research, mechanisms, technical 

process, and so on that are applicable to the internet and the internet-related systems.  

 

 

2.5. Cryptography 

Cryptography is the study of the hidden or secret writing. This science has played a really important role 

in the history of humanity. The Germans for example, in World War II, used a machine to encrypt 

messages and send them overseas without being deciphered for a long time until the British came up 

with a solution that helped redirect the war’s pace. 

 

In this project, cryptography plays an imprescindible paper because we want to know which 

cryptosystem is going to be the most helpful to use in our hash functions. The main goals of cryptography 

as part of cryptology (cryptography, cryptanalysis and the art to hide things or steganography) are to 

ensure confidentiality, obtain authenticity or validation of the sources, keep integrity and avoid 

modifications and get non-repudiation. 
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2.5.1. Generalities 

Classical Scenario: 

The sender tries to send a message to the reciever but avoiding the interception of the message by 

eavesdroppers. Using a key ( that is kept in secret) the sender can encrypt the message and make it 

ciphered. 

 

cryptography is worldwide used nowadays and has a large amount of aplications avaliable. Such as the 

digital signatures, Electronic votes, secure electronic transactions, secret sharing, null knowledge proof,  

and so on. 

 

Terminology 

Plaintext: message with no modification done. 

Cipher text. Modified text, plaintext encrypted. 

Key 

Cryptographic Algorithm: encryption in addition with decryption 

 

 

Definition and classification 

A cryptosystem is (M.C,K,e,d), where: 

M: plaintex 

C:cipher text 

K. key 

e: M x K 

d: C x K 

e and d: effective! 

 

      Figure1: cryptography basic message diagram. 

 

 

 

 

 

 

 

 

 

 

 

 

 

m ϵ M d(e(m))=m Goal: x=m 

Sender  Receiver 

We input m 

e (m) =y 

we send y ------------- receive y 

   d(y) =x (output) 

 

d(e(m)) = m 
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2.5.2. Symmetric Key encryption 

Symmetric key algorithms and cryptosystems were created a long time ago and were used by a lot of 

important empires and nations. The secret of these symetric encryption systems remains in the shared 

key. For example, in polybius system, the key is a squared grid that gives you the order of the message 

encrypted letters or numbers. The same key allows us to encrypt and to decrypt. 

 

Example of Polybius cipher: 

 1 2 3 4 5 

1 A B C D E 

2 F G H I J 

3 K L M N O 

4 P Q R S T 

5 U V W X Y/Z 

6 1 2 3 4 5 

7 6 7 8 9 0 

Table 1. Random Polybius grid to encrypt an example of plaintext. 

  

Example of encryption:  

PlainText: WE ATTACK MADRID TOMORROW 

To encrypt, we must substitute the numbers for the letters in the grid, following first the row number 

and then the column number, WEW(53), E(15). 

Ciphered text: 5315 114545111331 331114432414 4535333543433553 

To decrypt we have to use the same grid and then do the step the opposite way. 

 

Nowadays, although symmetric key algorithms are used worldwide, it is very easy to break them and 

attack them with the evolution of technology. Aditionally, we do not have to go that beyond to realise 

that with frequency analisis (how many times the most common letters appear), the symmetric 

cryptosistems can be easily broken down. 
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2.5.3. Public Key encryption 

In modern comunication, there is a problem when we try to exchange the secret keys with our 

receiver. Next we describe the well-known Diffie-Hellman key exchange method as one of the earliest 

practical examples of public key exchange protocol, based on the discrete exponential and logarithmic 

function. 

 

 

 

 

 

 

 

 

 

 

 

 

    Figure 2: Cryptographic key exchange. 

 

Steps to follow for understanding this system: 

 

1st Step: Agree to fix a basis (prime p) 

 Each one must select a random private Key (A and B) 

 

2nd Step: Mix them, or in other words, make them public. 

 Send the public mixture 

 Keep your private keep 

 

3rd Step: Apply your private Key to the receivng mix 

 The result must be the same, supposing that there have not been any interferences. 

 

With this method, the eaversdropers won’t know the private keys even if they can catch the mixture with 

the modulo 2^A mod p or 2^B mod p. That’s the basic working principle of the MAC (Message 

Authentication Code) that will be explained in detail in the section 3. 

 

In other words: 

Given a it is very easy to compute 2𝑎𝑚𝑜𝑑 𝑝. 

Given 2𝑎𝑚𝑜𝑑 𝑝 it is really difficult to compute a. 

 

 

Alpha. Key A               Bravo. Key B 

2𝐴𝑚𝑜𝑑 𝑝      2𝐵𝑚𝑜𝑑 𝑝 

 

(2𝐵)𝐴 𝑚𝑜𝑑 𝑝               (2𝐴)𝐵 𝑚𝑜𝑑 𝑝  

     

 

OK 
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For example, making a reference to the section 2.2.3 of  modular aritmetic, concretelly in the logaritmic 

function, 

 

253 𝑚𝑜𝑑 131 →→→ 𝑒𝑎𝑠𝑦 →→→ 116 𝑚𝑜𝑑 131 

2𝑎 = 11 𝑚𝑜𝑑 131 < − − ℎ𝑎𝑟𝑑 < − − 𝑎 = log2 11 𝑚𝑜𝑑 131 

 

Example of Public key encryption: Understanding RSA 

 

In cryptography, RSA (Rivest, Shamir and Adleman) stands for a public key Cryptographic system 

developed by Rivest, Shamir and Adleman in 1977. This system is the first and most used algorithm of 

this kind and it is valid for ciphering but also for signing digitally. 

 

The security of this algorithm is based on the problem of integer numbers factorization. The messages 

that are being sent are represented with numbers, and the operation is based in the multiplication of two 

big prime numbers randomly chosen and kept secret. Just as we showed in the section 2.2.2 of the Euler 

theorem. 

 

Recent years ago, these prime numbers reached the range of 10200. Actually, the length of this numbers 

is growing with the increase of the calculus capacity from the computers and has really surpass the 

mentioned range. 

 

In a public key system, each user owns two ciphering keys: a public key and a private key. When a 

message needs to be sent, the sender looks for the receptor’s public key, ciphers the message with that 

key and once the ciphered message reaches the receptor, the receiver needs to decrypt by using its private 

key. 

 

Details on RSA show that this system could be safe while there is no fast way to decompose one big 

number into a multiplication of prime numbers. The quantic computation could provide one solution to 

this factorization problem. 

 

Next, we describe the steps to understand how RSA is used: 

- Generation of the key 

 𝑝 ∙ 𝑞   difficult 

 𝑛 = 𝑝 ∙ 𝑞     

 𝜙(𝑛) = (𝑝 − 1) ∙ (𝑞 − 1) 

 Choose e in 𝑍/𝜑(𝑛)𝑍   𝑖𝑛𝑣𝑒𝑟𝑡𝑖𝑏𝑙𝑒 

 Compute 𝑑 = 𝑒−1 𝑖𝑛 𝑍/𝜑(𝑛)𝑍 → 𝑑 ∙ 𝑒 = 1 𝑚𝑜𝑑 𝜙(𝑛) 

 

- To encrypt by using public key (n),(e). 

 Encrypt(m=message) 𝑚𝑒𝑚𝑜𝑑 𝑛 
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- To decrypt by using private key (n),(d). 

 Decrypt (c=ciphered message)  𝑐𝑑  𝑚𝑜𝑑 𝑛 

Example: 

p=5 , q=11, e=3 

𝑛 = 𝑝 ∙ 𝑞 = 5 ∙ 11 = 55  

𝜙(𝑛) = (5 − 1) ∙ (55 − 1) = 40 

𝑑 = 3−1 𝑚𝑜𝑑 40 = 27 

𝑚3𝑚𝑜𝑑 𝑛 = 𝑐 = 13 

1327𝑚𝑜𝑑 55 = 7 → 𝑚 = 7 

Explanation: 

Keeping p and q private is necessary to keep 𝜙(𝑛) private, because of Euler functions results explained 

in section 2.2.2. 

d cannot be computed because of 𝜙(𝑛). 

To control and improve security, values can not be randomly chosen!! 

 

 

 

 

2.5.4. Cryptographic hash function 

A hash function is a extremely hard or practically impossible to invert function that produces a message 

digest from the original message. That means that operating the output of the function to obtain the 

initial message is really hard. These functions take an input of the length that the user desire (arbitrary 

or practically arbitrary) to a fixed length of bits depending on the hash function used. 

 

These cryptographic modern functions have become the most powerful functions used in cryptography 

for their high security level. They must be able to endure the majority of cryptographic attacks. 

 

The hash functions that we are going to use and then update in this paper are the MD5 and the SHA1 

.hash functions. Next we include a brief explanation of the codes. For a more detailed explanation, we 

refer the reader to Mann Young Rhee’s book. 

 

MD5: 

Also known as Message Digest 5, MD5 is a cryptographic hash function that produces a 16 byte or 32 

hexadecimal number output for a 264 − 1 maximum input. Being one of the first modern cryptographic 

algorithms discovered in 1991, the MD5 is not resistant against collisions anymore. That means that the 

possible number of inputs given can produce the same output, increasing the number of attacks to this 

hash function and giving it less complexity. In other words, it is possible to unarm faster than before. 

That is the reason why we are going to update it 
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SHA1: 

Known as secure hash algorithm, SHA1 is a cryptographic hash function that produces a 20 byte or 40 

hexadecimal number output for a 264 − 1 maximum input. SHA1 was invented as an improved version 

of SHA0 in 1995 and was made standard for the National Security Agency in the United States.  

 

Although it is widely used for the users nowadays, the hash function does not longer assure the security 

of the messages anymore. In 2005, some cryptanalysts found collisions and declared the algorithm not 

secure enough. In the years 2012-2014 was not accepted anymore by important agencies and companies 

and that is another reason why we are making an update of this hash function too. 

 

2.5.5. Message Verification 

Despite the fact that encryption can ensure the confidentiality of a message, it lacks on applying 

authenticity and integrity on the message. That is why the main goal of this project will be aimed on 

improving the methods of authentication codes of the hash functions and algorithms to update the 

ancient versions of Rhee’s book. MAC(Message Authentication Code) and HMAC(Hashed- Message 

Authentication Code) are the most popular codes and will be explained in the practical part of the project 

due to their importance on finding the results of the paper. 

 

These characteristics will be determinant when updating the hash functions with our program that uses 

HMAC. In the next subchapter we are explaining how hash functions work and the methods to 

implement them in the codes used in the practical part of the paper. 
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3. Practical Part 

For this chapter, we will need to understand how we can use a certain and useful cryptography system 

that will make us drive efficiently towards our destination that are the results we expect to obtain. 

Therefore, we have to understand what the MAC and HMAC functions are and how can we use them in 

order to accomplish the goal we have proposed. 

 

After understanding the basic methods that we will use for our practice case, we are getting into a deep 

calculation and update of our main problem. That part will include the calculation and procedures to 

understand Young Mann Rhee’s examples and equations, and afterwards, the program that we are using 

HashCalc, which will help us to find the expected results for the proper update of Rhee’s examples in 

his book. 

 

3.1. Research Question 

From the book of Young Mann Rhee, how can we make an update of the examples 4.8, 7.1 and 8.1 

using an upgraded method different from MD5 and also an actualized system different from SHA-1 that 

make the sent messages securer? 

 

3.2. MAC (Message Authentication Code) 

 

In cryptography, the Message Authentication Code, denoted MAC, is a portion of additional information 

used to authenticate a message. The values of the MAC are calculated by using a cryptographic function 

or secret key that is only known by the sender and the receiver. The combination of the message “m” to 

be sent (length varies) and the secret key “k” (fixed length) produces a new cryptographic function 

depending on k and m (also of fixed length) that will be denoted by: 

 

𝑀𝐴𝐶𝑘(𝑚) 

 

The method of application of the MAC works as the following: 

 

Understanding MAC 

 

Every party has a private key, only know by themselves, named k, which consist in two random numbers 

a and b. Moreover, everybody knows which primer number p is going to be used in the transmission 

(even the attackers), because is part of the public key. 
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Figure 3: MAC diagram, where Alpha is the sender and Bravo the Receiver. 

 

Nevertheless, when we make a combination of the message and the key and create a MAC, we don’t 

only send the MAC to the receiver but also send the original message without encryption or ciphering. 

 

Why are we sending the message without protection?  

The answer is simple, we are using the algorithm: 𝑀𝐴𝐶((𝑎,𝑏)=𝑘)(𝑚) = 𝑎 ∙ 𝑚 + 𝑏 𝑚𝑜𝑑 𝑝 . This 

algorithm is going to help the receiver to authenticate the message. Bravo will know if the message has 

been modified or not by comparing The MAC received and the message received combined with its key, 

being able to create its own MAC and see if they are equal or not.  

 

If the MACs are equal, that means that the message has not been modified. If they are not the same, It 

would mean that some eavesdropper has tried and succeeded on modify the message and in addition, 

the message is invalid. 

 

Example of MAC: 

 

The parties know: a=5, b= 11, p= 37 

Then: 𝑀𝐴𝐶(5,11)𝑚 = 5 ∙ 𝑚 + 11 𝑚𝑜𝑑 37 

Next: Alpha sends m=13  5 ∙ 13 + 11 𝑚𝑜𝑑 37 = 76 𝑚𝑜𝑑 37 = 2 𝑚𝑜𝑑 37 

Finally: A Bravo has received 13 and 2 (13,2), it just has to do the same calculation as alpha did and 

then compare if the result is also 2. 

 5 ∙ 13 + 11 𝑚𝑜𝑑 37 = 2 𝑚𝑜𝑑 37  

 

Example of attack: 

If the MAC has been changed to 7, then Bravo does:  5 ∙ 7 + 11 𝑚𝑜𝑑 37 = 9 𝑚𝑜𝑑 37 ≠ 2 𝑚𝑜𝑑 37  

It can conclude that the message has been distorted. 

 

 

 

 

Alpha

K=(a,b),p
m, 𝑀𝐴𝐶𝑘(𝑚)

Bravo

K=(a,b),p
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3.3. HMAC (Hash-Message Authentication code) 

 

The Hmac, shown in figure 4, is a mechanism of message authentication that uses a Hash function and 

a secret key for its implementation. In other words, that offers the system less vulnerability to attacks. 

It is also more efficient than just using simple encryption or with just using a simple MAC algorithm.  

 

The idea of this algorithm is that it uses two nested secret prefixes of MACs. That means roughly that: 

ℎ"𝑜𝑢𝑡𝑒𝑟 ℎ𝑎𝑠ℎ"(𝑘||ℎ "inner hash"(𝑘||𝑚)) → ℎ(𝑘||ℎ(𝑘||𝑚)) 

 

Although, in reality the algorithm is expressed with this function: 

 

𝐻𝑀𝐴𝐶𝑘(𝑚) = ℎ[(𝑘+ ⊕ 𝑜𝑝𝑎𝑑)||ℎ((𝑘+ ⊕  𝑖𝑝𝑎𝑑)||𝑚)] 

Where: 

-  𝒌+ = 00 … 0||𝑘 

The appended zeros to the key will be the resultant of the hash input length (b). For example, if the hash 

input length is 512 bits, and k is 128 bits, we will have to append 512-128= 384 zeros in front of k. 

 

- “h” denotes a hash function.  

It can be our previous MAC hash function as the  𝑀𝐴𝐶((𝑎,𝑏)=𝑘)(𝑚) = 𝑎 ∙ 𝑚 + 𝑏 𝑚𝑜𝑑 𝑝, or any other 

computational function in which the message is hashed due to the iteration of data blocks and a basic 

compression function. Examples of these hash functions are: MD5, SHA-1, and so on. 

 

- ⊕ Signifies the XOR or exclusive OR. It is going to be used to form a b-block between the 

padding blocks and the keys. 

 

- ipad is the inner padding and it is a fixed value, predetermined with the hash input length b. 

Ipad=0011 0110 (0x36) repeated b times. 

 

- Opad is the outer padding and it is also a fixed value, predetermined with the hash input 

length b as well. 

Opad=0101 1100 (0x5c) repeated b times. 

 

- m is the message or information data that we want to send. 
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   Figure 4: HMAC structure. 

 

Understanding HMAC 

 

Steps to follow: 

1. First, we append the number of necessary zeros to transform the key into the correct input 

length determined at the beginning 

 

2. Next, we make the exclusive OR and we add the appended key with the inner pad in order to 

create the b-block code. 

 

3. Then, we append the original message with the b-block of the 2nd step. 

 

4. Fourthly, we generate a hash function from the 3rd step with an specific hash. 

 

5. Next, we also make an XOR addition between the outer pad and the appended key. 

 

6. Later, we append the result of the 4th step with the result of the addition of the 5th step. 

 

7. Last but not least, we make a final hash on the 6th step so we can send the final result. 
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Comparison between these two codes 

 

Typically, message authentication codes are used between two parties that share a secret key in order to 

authenticate information transmitted between these parties. This Standard defines a MAC that uses a 

cryptographic hash function in conjunction with a secret key in order to authenticate information 

transmitted between these parties. 

 

The key is a part of the HMAC, since it is shared secret known between the 2 parties only and only they 

can create the HMAC and no one else (ensures authenticity). 

 

Length extension attacks on HMAC are not possible, making them greater systems than MACs; which 

are susceptible to those attacks. In other words, the attacker can easily add another concatenate panel to 

disturb the message in the MACs mechanism: 

 

𝑔𝑖𝑣𝑒𝑛 𝐻(𝑘||𝑚)  𝑜𝑟 𝑀𝐴𝐶𝑘(𝑚), 𝑎𝑡𝑡𝑎𝑐𝑘𝑒𝑟 𝑐𝑎𝑛 𝑐𝑜𝑚𝑝𝑢𝑡𝑒 𝐻(𝑘||𝑚||𝑃𝐵||𝑤) 

 

For any w that it can add. 

 

Therefore, we can assure that with HMAC functions we can protect the integrity of the information that 

is transferred. 

 

3.4. Solution approach 

Now that we have understood the HMAC mechanism and functions, we are able to take a big step 

towards our results while comparing and making an upgrade to the Young Mann Rhee’s book. 

 

First, we will discuss the examples that the book shows in order to understand them and improve them 

to our nowadays possibilities. These examples are directly taken from the book and it is very important 

to understand the theory behind them.  

 

We will use our program HashCalc, a program in which you input the data or message that you want to 

send and a key to hash it. While selecting the options in the left side of the application, we can choose 

between the different hash functions available and make their HMAC. It works in a very simple and 

really effective way. 
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Example of procedure: 

 

 

    Message input 

    Key input 

   

       

    Hashed functions 

 

  Automatic calculation button 

 

 

 

 

 

 

Figure 5. HashCalc appearance. 

 

1st Example: HMAC with MD5* computation using the RFC (Request for Comments)* method. 

 

Values used:  DATA: 0x 2143f501 f014a713 c1059e23 7123fd68 

    KEY: 0x 31fa7062 c45113e3 2679fd13 53b71264 

 

Initialisation vectors*(IV): A = 0x67452301, B = 0xefcdab89, C = 0x98badcfe, D = 0x10325476, E = 

0xc3d2e1f0 

 

After getting inside the problem, we have to take a look and observe with caution what the RFC and 

the initaisation vectors mean and why are they used by the author to solve this kind of problems. 

 

 

 

Going back now to our very first example, we will see how the algorithm works: 

 

Initialisation Vectors: 

 

The initialization vectors are values prefixed in some hash functions that do the job of a low level 

cryptographic algorithm to build security systems, despite the fact that randomization is crucial for 

encrypting to obtain semantic security*, we use the initialization vectors to help us understand how the 

well-known hash functions work.  

 

This property makes the key usable as many times as we want and additionally puts complexity in the   

attacker; that tries to make interferences in the ciphered text.  
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In MAC and HMAC, these initialization vectors works as operational methods. Moreover, they use 

operations such as And, Or, Xor, Rot, Shr and 𝑚𝑜𝑑 232. In the annexes, we are going to show how 

these operations work within the method of hashing itself. 

 

1st Example (example 4.8):  

 

Consider HMAC computation by using the hash function SHA-1. Assume that the message (M), the key 

(K) and the initialization vector (IV) are given as follows: 

Message: 0x 1a7fd53b4c 

Key:0x 31fa7062c45113e32679fd1353b71264 

IV: A = 0x67452301, B = 0xefcdab89, C = 0x98badcfe, D = 0x10325476, E = 0xc3d2e1f0 

 

K’=K||(0x00 … 00) (512 bits) 

K’= 31fa7062c45113e32679fd1353b71264 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 

- We append zeros to the key to make it a 512 bits value key. The key and the message are 

padded so that its length is multiple of 512. In MD5, the padded message is just 64 bits short 

for being congruent with 512. This padding is done by appending a ‘1’ (bit) to the end of the 

message followed by ‘0s’ (bits) necessary to transform the lengh of the padded message into 

congruent of 512-64 =448 mod 512. The same way of working is applied for the SHA but we 

have to take into account the two word representation of its length. We are going to explain it 

in more detail in the next step. 

 

M’= 1a7fd53b4c8000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000028 

 

- This message has length I=40 (Binary form of 1a7fd53b4c. After appending a ‘1’, we will 

have the number of bits increased to 41. Therefore, we have to append the necessary ‘0’s and 

the two word representation of 40  00000000 00000028. 

 

 Ω𝑖 = 𝐾′ ⊕ 𝑖𝑝𝑎𝑑 = 𝐾′ ⊕ (0𝑥3636 … 36) 

Ω𝑖 = 07cc4654f26725d5104fcb2565812452 

 36363636363636363636363636363636 

 36363636363636363636363636363636 

 36363636363636363636363636363636 
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Figure 6: Xor calculation of our K’ and the ipad. 

 

- We make the xor operation between the K’ and the ipad, shown in figure 5. 

 

Ω𝑖||𝑀′:  

 07cc4654f26725d5104fcb2565812452 36363636363636363636363636363636 

 36363636363636363636363636363636 36363636363636363636363636363636 

1a7fd53b4c8000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000028 

 

- We append (connect directly as shown) the xor operation Ω𝑖 with the M’ 

 

 ℎ = 𝐻(𝑀′, 𝐼𝑉𝑖) = 𝐼𝑛𝑛𝑒𝑟 𝑆𝐻𝐴 − 1 

 =9691eb0c d263a12f ab7e0e2f e60ced5f 546c857a 

 

- We produce the first hash or the inner hash between the M’ and the initialization vectors. 

 

 Ω𝑜 = 𝐾′ ⊕ 𝑜𝑝𝑎𝑑 = 𝐾′ ⊕ (0𝑥5𝑐5𝑐 … 5𝑐) 

Ω𝑜= 6da62c3e980d4fbf7a25a14f0feb4e38 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 
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 Figure 7: Xor calculation of our K’ and the opad. 

 

- We make the xor operation between K’ and the opad, shown in figure 6. 

 

 ℎ′ = 9691eb0c d263a12f ab7e0e2f e60ced5f  

  546c857a 80000000 00000000 00000000 

 00000000 00000000 00000000 00000000 

 00000000 00000000 00000000 000000a0 

 

- We produce the second hash operation of ((𝑘′ ⊕  𝑖𝑝𝑎𝑑)||𝑀). 

 

 Ω𝑜||ℎ′:  

 6da62c3e980d4fbf7a25a14f0feb4e38 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 9691eb0cd263a12fab7e0e2fe60ced5f  546c857a800000000000000000000000 

 00000000000000000000000000000000 000000000000000000000000000000a0 

 

- We append the xor operation of the opad and k’ to the hash produced in the previous 

step. 

 

𝐻𝑀𝐴𝐶𝑘(𝑀) = ℎ[(𝑘′ ⊕ 𝑜𝑝𝑎𝑑)||ℎ((𝑘′ ⊕  𝑖𝑝𝑎𝑑)||𝑀)] = 

Outer SHA-1= c19e1236ae346195165942594c5202b34a850c5e 

 

- Finally we create the resultant HMAC. 
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Figure 8: HMAC produced with our program of the example 4.8. 

 

- We can see the comparison between the outer HMAC of the example and the HMAC 

answer of our HashCalc program, shown in figure 7, and verify the result. 

 

2rd Example (example 8.1): 

 

Consider HMAC computation by using a hash function SHA-1. Assume that the message (M) and the 

key (K) are given as follows and we are using RFC method: 

 

Message: 0x 7104f218a3192e651cf7025d8011bf794a19 

Key:0x 31fa7062c45113e32679fd1353b71264 

IV: A = 0x67452301, B = 0xefcdab89, C = 0x98badcfe, D = 0x10325476, E = 0xc3d2e1f0 

 

K’=K||(0x00 … 00) (512 bits) 

K’= 31fa7062c45113e32679fd1353b71264 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 

 M’=  7104f218a3192e651cf7025d8011bf79 

4a198000 0000000 00000000 00000000 

00000000 00000000 00000000 00000000 

00000000 00000000 00000000 00000090 
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 Ω𝑖 = 𝐾′ ⊕ 𝑖𝑝𝑎𝑑 = 𝐾′ ⊕ (0𝑥3636 … 36) 

Ω𝑖 = 07cc4654f26725d5104fcb2565812452 

 36363636363636363636363636363636 

 36363636363636363636363636363636 

 36363636363636363636363636363636 

 

 

Ω𝑖||𝑀′:  

 07cc4654f26725d5104fcb2565812452 36363636363636363636363636363636 

 36363636363636363636363636363636 36363636363636363636363636363636 

7104f218a3192e651cf7025d8011bf79 4a198000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000090 

 

H[(𝐾′ ⊕ 𝑖𝑝𝑎𝑑)|| 𝑀] = 

 8efeef30 f64b360f 77fd8236 273f0784 613bbd4b 

 

 Ω𝑜 = 𝐾′ ⊕ 𝑜𝑝𝑎𝑑 = 𝐾′ ⊕ (0𝑥5𝑐5𝑐 … 5𝑐) 

Ω𝑜 = 6da62c3e980d4fbf7a25a14f0feb4e38 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 

𝐻𝑀𝐴𝐶𝑘(𝑀) = ℎ[(𝑘+ ⊕ 𝑜𝑝𝑎𝑑)||ℎ((𝑘+ ⊕  𝑖𝑝𝑎𝑑)||𝑀)] = 

Outer SHA-1= 0x 31db10b8 ed346850 d0f0b7dd 50fd71f4 2dacd24c 

 

 

       

Figure 9: HMAC produced with our program of the example 8.1. 
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3nd Example (example 7.1):  

 

HMAC with MD5* computation using the RFC (Request for Comments)* method. 

 

Values used:  DATA: 0x 2143f501 f014a713 c1059e23 7123fd68 

    KEY: 0x 31fa7062 c45113e3 2679fd13 53b71264 

 

 

     
Figure 10: Structure of the HMAC method. 

 

K’=K||(0x00 … 00) (512 bits) 

K’= 31fa7062c45113e32679fd1353b71264 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 

 

M’=  2143f501 f014a713 c1059e23 7123fd68 

00000000 0000000 00000000 00000000 

00000000 00000000 00000000 00000000 

00000000 00000000 00000000 00000080 
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 Ω𝑖 = 𝐾′ ⊕ 𝑖𝑝𝑎𝑑 = 𝐾′ ⊕ (0𝑥3636 … 36) 

Ω𝑖 = 07cc4654f26725d5104fcb2565812452 

 36363636363636363636363636363636 

 36363636363636363636363636363636 

 36363636363636363636363636363636 

 

Ω𝑖||𝑀′:  

 07cc4654f26725d5104fcb2565812452 36363636363636363636363636363636 

 36363636363636363636363636363636 36363636363636363636363636363636 

2143f501 f014a713 c1059e23 7123fd68 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000080 

 

H[(𝐾′ ⊕ 𝑖𝑝𝑎𝑑)|| 𝑀] = 

 4f556d1d 62d021b7 6db31022 00219556 

 

 Ω𝑜 = 𝐾′ ⊕ 𝑜𝑝𝑎𝑑 = 𝐾′ ⊕ (0𝑥5𝑐5𝑐 … 5𝑐) 

Ω𝑜 = 6da62c3e980d4fbf7a25a14f0feb4e38 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c5c 

 

 

𝐻𝑀𝐴𝐶𝑘(𝑀) = ℎ[(𝑘+ ⊕ 𝑜𝑝𝑎𝑑)||ℎ((𝑘+ ⊕  𝑖𝑝𝑎𝑑)||𝑀)] = 

Outer MD5 = 0 x b1c3841c 73b63dff 1a22d4bd f468e7b4 

 

Figure 11: HMAC produced with our program of the example 7.1. 
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Conclusion about the 3rd Example: 

 

The outer result of the MD5 HMAC, shown in figure 10, has not been the same as we expected to be in 

our Hash Calculator program.  

 

The explanation about this strange mistake is that Young Mann Rhee has used a RFC method that may 

be too ancient and our program uses an RFC method that is newer so the result has varied. This is also 

applied in a lot of web pages that does not even share the result with either Young Mann Rhee’s example 

not either with our program output. 

 

  

 Figure 12: HMAC produced online of the example 7.1. 

 

 

 

 

 

 

3.5. Results and discussion 

Once we have understood the main examples in Yooung Mann Rhee’s book, we are going to make an 

updated version of the same examples. We are going to use better cryptographic hash functions; and by 

better I mean harder to make an attack on, more safer and more ensurables. We will rely on our HashCalc 

program to find thses exptected funtions and results. 

 

1st Example (example 4.8):  

Consider HMAC computation by using a hash function SHA-1. Assume that the message (M), the key 

(K) and the initialization vector (IV) are given as follows: 

 

Message: 0x 1a7fd53b4c  

Key:0x 31fa7062c45113e32679fd1353b71264 

IV: A = 0x67452301, B = 0xefcdab89, C = 0x98badcfe, D = 0x10325476, E = 0xc3d2e1f0 
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 Figure 13: Upgrade of the example 4.8 with the new hash functions. 

 

2nd Example (example 7.1):  

 

HMAC with MD5 computation using the RFC (Request for Comments) method. 

 

Values used:  DATA: 0x 2143f501 f014a713 c1059e23 7123fd68 

    KEY: 0x 31fa7062 c45113e3 2679fd13 53b71264 
 

 

  Figure 14: Upgrade of the example 7.1 with the new hash functions. 
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3nd Example (example 8.1): 

 

Consider HMAC computation by using a hash function SHA-1. Assume that the message (M) and the 

key (K) are given as follows and we are using RFC method: 

 

Message: 0x 7104f218a3192e651cf7025d8011bf794a19 

Key:0x 31fa7062c45113e32679fd1353b71264 

 

 

  Figure 15: Upgrade of the example 4.8 with the new hash functions. 

 

 

 

 

3.5.1. Algorithms description 

Cryptographic hash functions SHA256 SHA384 and SHA512 

 

We knew that SHA1 had a collision range* of 280 and its complexity decreased when in 2004, the 

collision search would go from 280 𝑡𝑜 269 and would make this hash computationally inviable.  

 

MD5 is even easier to decipher than SHA1. There will always be collisions because the hash function 

can pertain to an infinite number of inputs, as explained in chapter 2.4.1. 

 

However, with these three new functions, we are able to obtain larger bit messages and less collisions. 

That transforms the hash funnctions into very powerful and secure functions. We are able then to create 
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a message with a 2128 − 1 bits characters with the SHA512 just by using more (8) initialisation vectors 

and diferent operations when creating the hash. 

 

As we can see in the pictures, the resultant outputs of the message and the keys are larger than the basic 

hash functions and it would become a lot more work to attack for the eavesdroppers; the authencticity 

and integrity of the message is well protected. 

 

The HMAC realisation of the hash functions has the same method of working as the SHA1 or MD5 but 

we just make the input values longer and extended operations for the initialization vectors. For example 

in the 4.8 example: 

 

SHA256: 

Message: 0x 1a7fd53b4c 

 

 𝑀′ = 1a7fd53b4c8000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000028 

 

  

Key:0x 31fa7062c45113e32679fd1353b71264 

𝐾′ =  31fa7062c45113e32679fd1353b71264 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 00000000000000000000000000000000 

 

IV: A=0x6a09e667, B=0xbb67ae85, C=0x3c6ef372, D=0xa54ff53a, E=0x510e527f, F=0x9b05688c, 

G=0x1f83d9ab, H=0x5be0cd19 

 

The initialization vectors can be randomized to create an even harder cryptographic function as 

described in the Initialization vectors theory.  
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SHA384: 

 

Message: 0x 1a7fd53b4c 

 

 𝑀′ = 1a7fd53b4c8000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000028 

 

  

Key:0x 31fa7062c45113e32679fd1353b71264 

 

 

𝐾′ =  31fa7062c45113e32679fd1353b71264 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 

IV: A=0xcbbb9d5dc1059ed8, B=0x629a292a367cd507, C=0x9159015a3070dd17, 

D=0x152fecd8f70e5939, E=0x67332667ffc00b31, F=0x8eb44a876581511, G=0xdb02e064f98fa7, 

H=0x47b5481dbefa4a4 

SHA512: 

 

Message: 0x 1a7fd53b4c 

 

 𝑀′ = 1a7fd53b4c8000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000028 
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Key: 0x 31fa7062c45113e32679fd1353b71264 

 

 

𝐾′ =  31fa7062c45113e32679fd1353b71264 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 00000000000000000000000000000000 00000000000000000000000000000000 

 

IV: A=0x6a09e667f3bcc908, B=0xbb67ae8584caa73b, C=0x3c6ef372fe94f82b, 

D=0xa54ff53a5f1d36f1, E=0x510e527fade682d1, F=0x9b05688c2b3e5c1f, G=0x1f83d9abfb41bd6b, 

H=0x5be0cd19137e2179 

 

Cryptographic hash function PANAMA: 

 

The PANAMA Hash function is a well-known function that bases each efficiency in its speed. Although 

it was presented in a conference for fast software encryption and the collision resistance of the hash was 

high (2128), it has become not as usable as the SHA256, SHA384 and SHA512 because of its decrease 

in the number of collisions received during the years. 

  

On the other hand though, PANAMA hash was the reason why a lot of newer and powerful hash 

functions were invented. PANAMA gave some ideas to create the known hash functions SHA-3. 

 

SHA-3 are the group of hash functions created to not replace, but improve the SHA-2 (SHA256, 

SHA384, SHA512) hash functions. As we know that the SHA-2 functions have no received meaningful 

attacks, SHA-3 was created in order to have an alternative method and a dissimilar cryptographic hash. 

 

SHA3-224, SHA3-256, SHA3-384 and SHA3-512 are the new hash functions inside the SHA3 group. 

Despite the fact that their output size is the same as the SHA-2 hash functions, SHA3 has the upgraded 

possibility of allowing an unlimited size for the initial message. However, as our examples have a fixed 

length, we will have no need to utilize these hash functions. Additionally, these hash functions are still 

in standardization development and its use would become difficult and complex. 

 

The mentioned process of standardization was published in April 2014 and to complete it, there is still 

a lot of work. We know that the progress is still in course (April 2015). 
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3.5.2. Results summary 

 

Example 

4.8 

SHA256 7b99818f879020b56ccf1335623b4646513af9bb4ae649485bcfd9247217d

648 

SHA384 fac7d36b591dc8c63e37ee6e9041c992144bf6d544f05e7caf1ece8a9b2c6b

ed62870e2f3ccaa21fadf05fb681ce65be 

SHA512 daa91bd80627526c54c780ffb6a3627e6db9d6613fb1f6337615f47a877bcd

3058c1ca41c52b1b35f61229ae58522c1deff97b73ad0e56ee43a6a19d31e6

7395 

PANAMA f046b79a12322a148a4df7a7eeef2098e4fa04d9ef64038bbd327726d63213

b0 

Example 

7.1 

SHA1 20422e07f4b2710096e9e70f2625cb5ebbcd636a 

SHA256 0c64eef3be697621a0a862c571bebcd52695352361f95dba56e1bebb15d1b

64e 

SHA384 7a9d7c11c5fafded8f9c5462ed81431a41fabb7f3916f1a1c39e54a96438efc

ff0ddee9e8be7989dd65e0146a15eb0b2 

SHA512 11cc00ef2e2af7221b5bfc497a7d26fad02be0b60e2cb7ed337d849e4d377f

ef842193e6aff06a4eeabf14353f7b89c4709fe16274190363e1a88b8776c1f

0fe 

PANAMA 699958aec43952610f0400f479ec3d3a94eb3794174bb688f40aade1d8a05

74d 

Example 

8.1 

SHA256 43ad58571c4113921ef079ff750eee8ac4a202620de198732721fa65c9baaa

61 

SHA384 1eab52c2e82834edfec77fbb4d6ddd72bfa0d3ae1e1f8b45dc2fd3fc2cc8d86

ddafa1745750456ff7c8a6167b6f8fc45 

SHA512 d12a755d3f59a7a178281e51c3dd6b0def643b7d71f0e1a829e33a298abe3

4b18e474936af74ff8087eaed7fac6ba3366a544d83f6e43c33fc2606ad7f94

fc50 

PANAMA e66668bc15a69b3c9e3ae83a267a1e0386984245e4dfd45d3f77c60309acbf

af 

Table 2: List of results for each example. 

 

Although the validity of the results shown in table 2, we must be aware of the possibility of new 

functions, algorithms, methods or other kind of applications that can take command of the already 

mentioned functions and finally overcome them in the future. 

 

For example, one of the most improved hash functions nowadays, the SHAKE-256. 
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3.5.3. SHAKE-256 

 

The SHAKE-256 is able to produce even a 4096 bits output and it is one of the best hash functions that 

we can find in the present. A hand calculation using the RFC method for this hash is a really complex 

work and just for a 32 bits length message (3286B7A6) we could cover more than 130 DIN-A4 pages*. 

 

We would need a very powerful program to compute our bigger messages so I will give you an example 

of how the output length would be: 

 

3286B7A6  1 1 0 0 1 0 1 0 0 0 0 1 1 0 1 0 1 1 0 1 1 1 1 0 1 0 0 1 1 0 

 

Hash value output:      

 

46 5d 08 1d ff 87 5e 39 62 00 e4 48 1a 3e 9d cd 88 d0 79 aa 6d 66 22 6c b6 ba 45 41 07 cb 81 a7 84 1a 

b0 29 60 de 27 9c cb e3 4b 42 c3 65 85 ad 86 96 4d b0 db 52 b6 e7 b4 36 9e ce 8f 72 48 58 9b a7 8a b1 

82 8f fc 33 5c b1 23 97 11 9b fd 2b 87 eb 78 98 ae b9 56 b6 f2 3d df 0b d4 00 43 86 a8 e5 26 55 4e f4 

e4 83 fa ce e3 0d d3 2e 20 4f ff 8c 36 bb d6 02 a5 76 d1 39 08 9c 75 a8 05 02 66 fc bf 72 1e 44 43 de 

46 45 83 29 22 eb 8a ae 39 d1 f5 72 84 53 64 81 7b 00 33 54 38 99 94 00 23 f2 e9 65 a6 0a 80 eb 22 1e 

b1 9d c5 7b 12 12 91 56 4c 6f 69 35 83 b3 ac 7c 6f 27 2f 4f 67 a1 9a 76 78 d4 23 4b 0b f4 a2 eb c0 8a 

a2 35 b9 78 8d b7 87 16 1f 66 17 02 28 65 c0 ef 9a a5 33 80 2d 13 6c db c7 ae ba 53 2a cf 1b e1 83 b0 

29 5a b0 e3 3a 2e f6 9b e3 56 da af 30 96 87 15 3e 2f 99 a1 24 36 09 d6 03 12 6a 8c 82 3e 88 43 e4 59 

bf c7 2b 30 69 1c dc c3 dd b2 7c f0 28 af d5 1e 44 37 ee 3b 71 c0 c1 ec 87 a9 34 36 f0 c2 47 b7 e8 c5 

0c e9 68 25 c9 70 29 99 7a 74 c3 18 af ac aa 18 a0 18 0b c7 f2 f0 f1 c5 e7 ef 1a 2d 18 3a c7 ee 7e 49 15 

c3 b6 8c 30 97 8a b6 c4 28 19 34 41 df 47 05 b7 22 ce 25 a0 8a 1f ad ca 0e ef 1f af e8 3a df 13 02 1d 52 

0d e5 c8 27 ff 9a 97 b7 55 46 19 3a 9b 92 3f 05 90 38 5d c4 bf f7 c4 9d 49 15 b5 a3 65 db 4c 84 dd cb 

18 5d e8 f9 ee b3 34 96 5a 42 f1 38 1c 8b ad c2 2b a1 f8 ee 4c 0e 4d aa f7 a8 8e 7f 42 dd b8 14 8f 3b f8 

d3 b8 d7 4f 09 81 55 a3 7c b4 cb 27 87 6b 85 da 60 2e 5c 78 9c 10 e0 3b e7 34 07 ba b8 c4 92 13 f8 c7 

4e 12 66 ce 9b 11 28 6e 67 4c a9 c1 0c 9c 99 55 04 9a 66 e9 05 1d 9a 2b 1f c9 af e2 67 98 e9 ce c6 

 

This output, the largest of all that we have got, could be also applied in our examples but the method of 

working is not standardized yet as SHKAE-256 is inside the field of SHA-3. We will leave these 

promising results to a future work in the cryptography group, as this project was oriented in dealing with 

an upgrade that fits in our present time.   
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4. Conclusions 

This project has given me the opportunity to penetrate the world of cryptography in a much deeper way 

that I was used. The paper made me focus on the upgrades of some cryptographic functions and what a 

better way to learn and understand cryptography with a work that starts from the beginning and helps 

you deal with the basis of cryptography by the addition of useful examples that are going to make a 

relationship with the theory and ends with very practical, newer and more efficient algorithms to make 

our internet and computer information more secure.  

 

The project helped me regain firmness in cryptanalysis and cryptosystems and obtain the knowledge of 

how to deal with the hash functions and their work methods. As we can see throughout of the paper, 

these operation methods can be really complex and need to be carried out with a lot of accuracy. That is 

the reason why internet security has that huge importance in our nowadays life and needs to be upgraded 

continuously and efficiently; due to the great rise of attacker, eavesdroppers and malevolent interfering 

systems or people that are also constantly attacking, harming and hurting the internet and want to extract 

the protected information or data from any place wanted at any cost. 

 

The computational capacity of these recent algorithms and functions has to be great in order to compute 

these long, varied and laborious hashes. This statement means that not only the new hash functions and 

formulas have to be upgraded but also the computational strength and capacity have to increase in the 

interest of security and protection ability. It is false and fictional that in the movies the eavesdropper 

that intends to attack a cryptosystem to obtain the hidden and protected message always obtains it with 

very high-complex devices in no matter of time. However, if the technology used to protect one specific 

message is enfeebled or degraded, eavesdroppers would have it easier to make their business. 

 

On the results hand, we must say that we have been able to comprehend all the solutions in the examples, 

and thanks to that part, we have found and identified the results in a correct form with our program: 

HashCalc. The results are compatible and make sense. Despite the fact that we have not had a clear 

approach in the example 7.1, we can affirm that the book used a different more ancient RFC method to 

deal with the MD5 example; which means that the book needed an upgrade of the hash functions and 

had to be updated to our newer versions. We have applied them the method of our HashCalc program 

and compared with other numerous webpages and we could arrive to the conclusion that the method to 

work with the MD5 was different and our RFC method had more guarantees to be a better and more 

importantly, understandable one. 

 

Last but not least, we must mention that in all the examples, we have not done the inner hashes because 

of the multiple mentions and projects that are currently available everywhere. MD5, SHA-1 Hashes 
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have several quotations in the web and even Young Mann Rhee’s book does a significant explanation 

on how to proceed to do the hash; reason why we have decided and made modifications in the paper in 

order to acquire understandability and easier comprehension for the readers. Moreover, we have also 

predetermined that the alternative examples shown in Young Mann Rhee’s book will not be exemplified 

or upgraded due to the lack of standardization and the possibility to lead into misunderstandings and 

bad comprehension, setting the path to difficulties for the readers who want to know the importance of 

the upgrades in standardized methods. Finally, the operations made in the upgraded hash functions will 

be mentioned in the appendixes as it is a long, complex work to put on the main project. Not to mention 

that the project was not designed to explain the operations of the hashes but to realize the upgrades and 

take a deep, reflexive approach in order to perfectly understand them. 

 

In conclusion, I must personally say that this paper has been very useful to increase my curiosity in the 

cryptography world, the codes evolution and the upgrades of security. In other words, it is very 

impressive what cryptography can do and how it is constantly developing in order to keep the web 

protected. In the future, the hash functions will be strong enough to keep data secret without practically 

any risks, but we have to work and do numerous experiments to achieve this goal because one can never 

be too sure if somebody is being attacked or viewed. What I try to say is that while cryptosystems are 

being developed. Eavesdroppers and attackers are also evolving and taking out profit from past functions 

and we have the requirement of obtaining new, more difficult to interfere and securer functions, 

algorithms and systems of web protection. The solution: continuous upgrading. 
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Appendix A: How to do a MD5 Hash 
  

After the padding process, the rules and steps to follow to do a MD5 hash algorithm as shown in the 

book are the following: 
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Pictures from the Young Mann Rhee’s Book: MD5 algorithm 
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Appendix B: How to do a SHA-1 
 

  

After the padding process, the rules and steps to follow to do a SHA-1 hash algorithm as shown in the 

book are the following: 
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Pictures from the Young Mann Rhee’s book: SHA-1 algorithm 

 

 

 

 

 

 


