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Overview 
 

This document explains the research, design and implementation of a gateway 
(Customer Network Gateway, CNG) as a part of a future adaptation to a NGN-
IMS context (Next Generation Network – IP Multimedia Subsystem) of an 
existing CDMA Satcom system. 

Thus, the working basis is initially explained both in terms of technology and 
interaction with other platforms. SIP among other protocols will be one of the 
key points as well as Open IMS Core. However, the project has been 
developed taking into account the current specifications of the ETSI TISPAN 
Group, but as a technology in development, it is possible that changes may 
occur in the future. 

As a last point, the impact of the developed CNG prototype introduction into the 
final modem (Linux embedded) is evaluated. 

Finally, this project has been developed in the premises of Indra Espacio as a 
part of a mutual agreement between the university and that institution. 
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Resumen 
 
 

Este documento explica el trabajo de investigación, diseño e implementación 
de una puerta de enlace (Customer Network Gateway, CNG) en el marco de 
una futura adaptación a un contexto de NGN-IMS (Next Generation Network – 
IP Multimedia Subsystem) de un sistema de comunicaciones satélite CDMA ya 
existente.  

Para ello, se explica en un inicio la base sobre la cual se trabajará tanto a nivel 
de tecnología como de la interacción con otras plataformas. SIP entre otros 
protocolos será uno de los puntos clave así como el uso de Open IMS Core. 
No obstante, el proyecto se ha desarrollado en todo momento teniendo en 
cuenta las especificaciones actuales del Grupo TISPAN de la ETSI; pero al ser 
una tecnología todavía en desarrollo, se pueden producir cambios en el futuro.  

Como último punto, se evalúa qué impacto tendría la implantación del prototipo 
de CNG desarrollado en el modem definitivo (Linux embedded). 

Finalmente, este proyecto se ha realizado en las instalaciones de Indra 
Espacio como parte de un convenio entre la universidad y dicha institución. 
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INTRODUCTION 
 
 
IMS (IP Multimedia Subsytem) is an architectural framework based on Internet 
protocols with the aim of delivering multimedia communications. At the present 
time, IMS is seen as a promising solution to provide the creation and 
development of multimedia services as well as support interoperability and 
network convergence. 

Nowadays, a big number of companies have developed and advanced projects 
to migrate their platforms to IMS, especially in the mobile communications and 
wired networks sectors. Nevertheless, the satellite networks integration to IMS 
is a field that no company has yet to deal with, up to now.  

The present project is a contribution to that satellite communications – IMS 
adaptation. Therefore, the main purpose of this project is to design and 
implement a gateway (Customer Network Gateway, CNG) as a part of the 
future adaptation to a NGN-IMS context (Next Generation Network – IP 
Multimedia Subsystem) of an existing CDMA Satcom system. 

Thus, the group’s current TISPAN specifications have been taken into account. 
This involves the use of the SIP protocol as the fundamental basis of the 
design, among other used protocols for attachment and transport. Finally, the 
test platform has been completed with the employment of Open IMS Core as a 
Core IMS.  

Open IMS Core is a project carried out by the Fraunhofer FOKUS Group and, 
for almost three years, it has formed the heart of Open IMS Playground at 
FOKUS. 

This thesis is structured as follows: Objectives explains the motivations of the 
present thesis and the goals to achieve as well as the road map. Chapter 1 
introduces the most important terms regarding IMS, its backgrounds and briefly 
its architecture. Then, in Chapter 2, the technologies used along this work are 
explained, highlighting its characteristics.  Next, the design and implementation 
of the proposed CNG is analyzed in Chapter 3 in which the approach is 
examined in detail. Chapter 4 collects the operational test results which show 
the performance and behaviour of the implemented entity while Chapter 5 takes 
into account what should be necessary for the migration to an embedded 
system. 

Finally, some future lines are indicated with the conclusions and an 
environmental study in Chapter 6. 
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OBJECTIVES 
 
Nowadays a significant number of companies are devoting its resources on 
adaptation projects to migrate their current networks towards IMS (IP 
Multimedia Subsystem) architecture. Nevertheless, the integration of satellite 
networks towards IMS is a field not yet covered by any company at the present 
moment. Therefore, this integration is essential so satellite networks not end 
partially isolated from those whose technological development, in terms of IMS 
integration, is more advanced. 

Moreover, it would imply a step forward to include this type of networks inside 
the list of access networks which guarantee IMS clients' nomadism. In this way, 
any project whose objective is related to this adaptation is considered as a new 
contribution to the overall project; which is the case of the present thesis. 

Thus, in the framework of a future adaptation to a NGN-IMS (Next Generation 
Network - IP Multimedia Subsystem) context of a present CDMA satellite 
communications system, this project consists of the design of a CNG (Customer 
Network Device) to be future implemented in the current satellite 
modem/routers. Briefly, a CNG is a gateway entity which enables users behind 
it to connect to the NGN network among other functions. Being a contribution to 
the global project, which at the end will be integrated in the final platform, the 
entire project is based on current specifications of the real scenario. 

Consequently, this thesis has the following objectives to meet: 

• Analysis and comprehension of TISPAN specifications for such type of 
entity 

• Design a CNG which meet the previous specifications as well as taking 
into account the specifics of the future scenario 

• Support multimedia services on IMS and SIP clients connected behind 
the CNG. 

• Development of a prototype in a Linux machine based on the design 
done. Furthermore, it would have to interact with an existing IMS platform 
currently implemented in the laboratory. 

• Impact assessment of the CNG's introduction in the final modem (Linux 
Embedded). 

Therefore, considering these objectives, the road map is presented in Table i. 1. 
It indicates both the initial planning as well as the resulting final one, which is 
the consequence of unforeseen events during the project's development. 
Moreover, a part from the goal of this thesis, it was later decided to add more 
value to the present project by including a new service in the platform. 

Gantt charts are also included in Attached Document I. 
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Table i. 1 Initial and Final Road Maps 

Task Subtask 
Road Map 

Initial  Final  

TISPAN 
Documentation 

reading 

NASS 01/09-04/09 01/09-04/09 
RACS 04/09-07/09 04/09-10/09 
IMS 07/09-10/09 10/09-19/09 
CNG 10/09-19/09 19/09-30/10 

CNG’s Design 
List of requirements 09/09-24/09 25/09-02/10 
Detailed prototype 

design 24/09-10/10 02/10-17/11 

Prototype 
Implementation 

Lab environment setup 12/10-24/10 17/11-24/11 
Documentation reading Not expected 24/11-25/02/10 

Prototype 
implementation 12/10-25/02/10 24/11-25/02/10 

CNG’s test  - 04/01-26/02 04/01-24/02 

New Service 
Introduction 

Documentation reading 
Not expected 

28/01-24/02 
Configuration and setup 01/02-03/03 

Service’s test 03/03-06/03 
Thesis writing  - 01/09-27/02 01/10-18/03 
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CHAPTER 1. IMS BASICS 
 
There has been a major transition in the past 20 years in fixed and mobile 
networks. In the mobile world for example, the first generation (1G) was 
introduced in the mid ‘80s and, since then, there has been a complete 
revolution until now with the current 3.5G and looking into the future (4G). The 
main objective is now to achieve faster data rates and various multimedia 
services. 

However, there is a very special issue to be taking into account: the current 
convergence between both fixed and mobile worlds; which is due to the 
increasing penetration of mobile devices. New mobile devices appear 
uninterruptedly in the market with newer applications, gadgets, resources, etc. 
Users have them always on and connected which has redefined applications. 

The very next step in applications is to facilitate sharing by means of peer-to-
peer entities. And the key element in this scheme is the Internet Protocol (IP). 
But, in order to communicate, IP-based applications must have a mechanism to 
reach the correspondent. Although the telephone network already provides the 
connection establishment, the IP connectivity capability is only offered in single-
services including the issue that service providers do not see pleasantly the fact 
of interworking.  

Hence, a global system is needed: IMS is needed. 

1.1. Basic principles 
 
IMS comes from IP Multimedia Subsystem and one possible definition is: 

“IMS is a global, access-independent and standard-based IP connectivity and 
service control architecture that enables various types of multimedia services to 
end-users using common Internet-based protocols.” (see [24] ). 

So, put in other words, it is a framework for delivering IP multimedia services 
rather than standardize applications. For that purpose, IMS breaks away from 
the traditional vertical structure, in which each device used by the user for 
requesting a multimedia service (ADSL, mobile phone, etc) implies a dedicated 
infrastructure from the access network to the server which contains that service. 
Instead of this, IMS is based on having a horizontal control layer which isolates 
the access network from the service layer. Then, from now on, service providers 
would not need to take into account what type of access network the client will 
use because the control layer is a common horizontal layer. 

Actually, IMS can be considered as a medium for FMC (Fixed to Mobile 
Convergence) as it integrates wireless as well as wireline networks. This 
convergence is a benefit for both clients and operators. For the first ones, it 
simplifies the end user experience and, for the second ones, it is a way to 
migrate PSTN, PLMN, backbone and IP networks to a complete converged 
network that supports any access technology. Moreover, IMS implies also for 
them cost savings on maintenance and operation. 
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So, this evolution to an all-IP network can be done by means of IMS as the 
unifying platform using SIP protocol (Session Initiation Protocol) between the 
core network and the different devices. 

Figure 1. 1 shows the convergence of networks result through IMS. 

 
Figure 1. 1 Convergence of Networks 

1.2. Session Initiation Protocol (SIP) 
The SIP protocol was originally developed by the IETF Multi-Party Multimedia 
Session Control Working Group (MMUSIC) and submitted as an Internal-Draft 
in 1997 (see [18] ). Since then, different changes have been applied to it with 
the result of the RFC 3261 publication (see [20] ) followed by several SIP 
extension RFC documents.  

The Session Initiation Protocol is a signalling protocol which permits to control 
multimedia communication sessions as for example video and VoIP, among 
other applications. It is a TCP/IP-based Application Layer text-based protocol 
which does not depend on the underlying transport layer. 

It is important to highlight that SIP is only involved in the signalling portion of the 
communication. The media in SIP applications is carried over RTP/RTCP (Real 
Time Protocol/Real Time Control Protocol) protocols and the users’ capacity 
parameters are exchange thanks to the SDP protocol (Session Description 
Protocol). 

For more information, please see Attached Document B. 

1.3. IMS History 
 
After finishing Release 1999, the 3GPP group was in the point to start Release 
2000 in which the all-IP architecture was thought to be included. It was later 
renamed as IP Multimedia Subsystem (IMS). Nonetheless, when realizing that 
its development would exceed the 1-year period, the 3GPP group decided to 
split the release into two parts: Release 4 and 5. 
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Release 5 was the real one to introduce the term IMS as part of the 3GPP 
specifications and its contents were exhaustingly discussed up to the point of 
freezing it in March 2002 and leaving the rest to Release 6. So, Release 5 only 
defines an architecture for IP Multimedia services based on the SIP protocol 
and, in addition, it describes the different elements of the network, how they 
communicate with each other and the protocols selected.  

Then, with Release 6, the shortcomings of the previous release were fixed and 
new features were added: share the same user identity between different 
devices, new services, improvements in routing capabilities and also in security 
and policy, WLAN access… to finally complete the overall architecture. 

Afterwards, there were other groups which started developing their own 
specifications. This is the case of TISPAN and 3GPP2. At the end of 2005 the 
first one advanced that its Release 1 was finished (a Next Generation Networks 
– NGN – release which contained IP multimedia component). In fact, it was 
based on the 3GPP Release 6 and 7. And then, in the other hand, 3GPP2 
developed an IMS variant which could support CDMA2000 (known as MMD, 
Multimedia Domain). 

Since 2005, TISPAN worked in its Release 2, but by means of an agreement 
between TISPAN and 3GPP, ETSI TISPAN IMS specifications were moved to 
3GPP in 2007. The result was that all TISPAN Release 1 specifications were 
included in 3GPP Release 7 and some specifications of the Release 2 were 
merged into the 3GPP Release 8. The reason for this agreement was to avoid 
fragmentation of the specifications for IMS. 

Then 3GPP2 followed the same decision and its MMD requirements merged 
also in Release 8. So, it is possible to say that Release 8 is the harmonization 
of IMS matters, functions and procedures (also known as Common IMS). 

Thereafter, TISPAN and 3GPP releases onward maintain the common set of 
IMS specifications. 

1.4. IMS Architecure 

1.4.1. Requirements 

IMS was conceived firstly to make more attractive the mobile Internet to users. 
So, the 3GPP Release 5 defines IMS as an architectural framework for 
delivering IP multimedia services to end-users. So the following requirements 
were needed: 

• Support for establishing IP Multimedia Sessions, which means to support 
multimedia sessions over packet-switched networks 

• A mechanism to provide QoS 
• Support for interworking with other networks. Users must be able to 

reach other users regardless of what type of terminals they have or 
where they live 

• Support for roaming 
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• Support for operators’ control: from methods to provide the operator with 
service control to charging mechanisms. 

• Support for secure communication. Security is a must nowadays. IMS 
takes it into account by including its own authentication and authorization 
mechanisms among other procedures 

The following releases and other groups’ works added new requirements to 
support the so-called access-independence: the fact that IMS provides support 
for different access networks (see [25] ). 

1.4.2. Entities 

IMS is based on a number of entities which communicate among themselves. 
The most relevant ones are going to be described in the following sections. For 
more information see Attached Document A. 

1.4.2.1 Databases 
The HSS (Home Subscriber Server) and the SLF (Subscription Locator 
Function) are the two databases in the IMS architecture. The first one is the 
main data repository for all subscribers and service-related data. It contains the 
user identities, registration information, access parameters and service-
triggering information. 

Depending on the number of subscribers, a network can contain more than one 
HSS. If it is the case, then the second database is needed: SLF. It permits other 
entities to know which is the HSS database that contains all the information 
about the user they need. So it simple maps user’s addresses to HSSs  

1.4.2.2 CSCFs 
CSCF stands for Call Session Control Function and it is an essential node in the 
IMS architecture. In fact it is not a node, but 4 differentiated entities: P-CSCF, 
S-CSCF, I-CSCF, E-CSCF (the last one is out of the scope of this project 
because it is related to emergency scenarios). 

1.  Proxy Call Session Control Function (P-CSCF):  
It is the first contact point for users within the IMS. This means that all 
SIP signalling from the UE will be sent directly to the P-CSCF and in the 
other way around.  
It has 4 tasks assigned: SIP compression, IPSec security association, 
interaction with Policy and Charging Rules and emergency session 
detection. 
 

2. Serving Call Session Control Function (S-CSCF): 
It is the central point of the IMS framework and it implements a SIP 
Server plus a SIP Registrar.  
All SIP signalling an IMS terminal sends and receives passes through the 
allocated S-CSCF, which inspects every SIP message and determines if 
it has to be sent to another entity towards the final destination. 
Furthermore, it is also responsible for handling registration processes. 
 

3. Interrogating Call Session Control Function (I-CSCF): 
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It is the contact point within an operator’s network, located at the edge of 
an administrative domain. It has assigned three main tasks: obtaining the 
name of the next hop, assigning an S-CSCF based on received 
capabilities from the HSS and routing incoming requests. 

The combination of the CSCFs and the HSS is also known as the IMS Core. 

1.4.2.3 AS 
An Application Server (AS) is an entity which provides value-added multimedia 
services. Its functions are to process and impact an incoming SIP session, 
generate SIP requests and send accounting information to the charging 
functions.  

There are three types of Application Servers: SIP AS (native), OSA-SCS 
(interface to the OSA framework) and IM-SSF (CAMEL services). 

1.4.2.4 MRF 
MRF stands for Media Resource Function, it permits the home network to have 
a media source to play announcements, mix media streams, transcode and do 
media analysis. 

1.4.2.5 BGCF and PSTN/CS Gateway 
The first entity, the Breakout Gateway Control Function (BGCF), is a SIP server 
which includes routing functionality based on telephone numbers; while the 
second one provides an interface towards a circuit-switched network, which 
permits that IMS terminals can make and receive calls to/from any circuit-
switched network. 
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CHAPTER 2. PLATFORMS AND SOFTWARE 
 
The aim of this chapter is to briefly present the different platforms and software 
that are used throughout the project emphasizing the reason for their selection. 

2.1. Open IMS Core 
The Open IMS Core is the platform on which rests the whole system 
performance. It is an open source implementation of an IMS system developed 
by the FOKUS group and it implements two principal components: the CSCFs 
and a lightweight HSS.  

In general terms, it is a powerful tool which offers a reliable core IMS and a 
database completely for free. Many companies and universities use it and 
report its performance to Fraunhofer Institute (a pioneer group about IMS), so it 
gets updated and improved all the time.   

Getting this platform (version 682) working following a specific configuration 
was a previous step of this project. Therefore, for more technical information 
and some aspects to take into consideration about its installation, see Attached 
Document E. 

2.2. IMS and SIP Clients 

In this thesis several clients have been used. They are listed below. 

2.2.1 Mercuro IMS Client  
It is an IMS client developed by the French based company Inexbee and it is 
geared towards the SIP/IMS/3GPP compliance, which permits not being 
depending on any specific vendor. Nowadays, Inexbee provides three editions 
of its client but only for Windows platforms. It was selected because Silver and 
Gold editions have a function that no other client provides: DNS NAPTR/DHCP 
Discovery.  

The entity designed in this thesis relies on what is capable to do the client. This 
client permitted to include functions in the CNG that it would not be possible 
with other clients. Silver edition is the one used as it already provides the 
mentioned function. 

2.2.2 UCT IMS Client 
It is an IMS client under the GNU General Public License (version 3) developed 
at the University of Cape Town (South Africa). Only for Linux distributions, it 
was particularly designed to work together with the Open IMS Core (see [38] ). 

Although it has stability problems due to its bond to old dependencies, it is the 
unique free IMS client which supports IPTV services; being that the reason for 
its selection. 



12  MASTER THESIS 

2.2.3 Eyebeam 

Eyebeam is a very complete and highly customizable SIP client designed by 
CounterPath which supports voice, video conferencing and instant messaging 
among many other features as for example: STUN, ICE NAT and QoS. 

As it was already available, it was decided to use it to check if this type of client 
was supported from both the CNG and the whole platform.  

2.3. UCT Advanced IPTV 

It is a software module developed by the UCT IMS Client team in the Cape 
Town University, which is an early implementation of an IMS IPTV service. This 
module consists of two entities: an Indirection Application Server (AS) and a 
media server; both combined with the use of the UCT IMS Client. 

As this module has been designed to work with Open IMS Core, the inclusion of 
this type of service is faster than in the other way around. This allows to enrich 
the whole platform and the time saved can be applied to take into consideration 
other aspects as analyzing how it works, or solve possible issues consequence 
of the scenario in question. 

2.4. SIP Express Router (SER) 

SER is a free and open source SIP server initially developed by Fraunhofer 
FOKUS in 2001. Moreover, it is a high-performance, configurable SIP server 
licensed under the GNU license which can act as a SIP registrar, proxy or 
redirect server among other possible behaviours.  

These are important reasons to select it for being used in the CNG’s 
implementation; however, more important was the fact that it is currently include 
in the syllabus, so it was a way to apply the knowledge acquired through the 
degree.  

Moreover, it runs well under heavy load and allows a high degree of 
customization. Also note that the CSCF modules are based on the use of SER. 

2.5. Dhcpd 

Also known as dhcp3-server, it implements DHCP and BOOTP protocols. Both 
allow to assign an IP address to the requesting host and to send also network 
information (although the second protocol with certain restrictions). This server 
stores a list of available addresses and, when it receives a request from a host 
which uses DHCP protocol, it allocates an address for it and assigns a lease 
time.  

This server is the most widely used among Linux users and ISC (Internet 
Systems Consortium) provides support. But the reason why it is the one chosen 
is due to its great advantage: if one DHCP option is not implemented by default, 
once read the necessary documentation, it is very easy to customize the option 
needed (as it is the case of the present thesis). 
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For more information about the DHCP protocol see Attached Document F. 

2.6. Iptables 

Iptables is a powerful user-space command line (or application program) written 
by the Netfilter core team that permits to configure the kernel IPv4 packet 
filtering ruleset (but it also works with IPv6).  

By means of iptables it is possible to define a table of rules for treating the 
packets. As iptables is based on a series of chains (PREROUTING, INPUT, 
FORWARD, OUTPUT and POSTROUTING), the rules have to be incorporated 
in the right chain to treat the packet correctly. For more information see [27]. 

Furthermore, it permits to load specific patches developed by Netfilter so a 
particular feature could be supported. This has been essential in the project as 
nf_conntrack_sip and nf_nat_sip are the ones which provide the SIP ALG 
functionality of the developed entity.  

2.7. Bind9 

Bind9 is the new version of BIND, Berkeley Internet Name Domain, which is the 
DNS (Domain Name System) server most commonly used. It was originally 
created by four students at the University of California (Berkeley) but now is 
maintained by the Internet Systems Consortium (ISC). 

This new version is a rewrite of almost all aspects of the underlying BIND 
architecture, in part to address its architectural difficulties with auditing code 
bases.  

Understanding how to work with it was necessary during the configuration of 
Open IMS Core, as it was mandatory for the communication between entities. 
When appeared the necessity to configure a DNS server for the CNG, it was 
decided to apply the knowledge acquired with Bind9.  

2.8. Pppoeconf 

It is a program which permits to configure a PPPoE or PPP connection. Based 
on a user-friendly dialog, it looks for existing Ethernet cards and then finds out 
the hardware connected to them. Once selected the desired interface, it will get 
some login information (for authentication if needed) and do some minor 
modifications to prepare it. All these advantages combined with a very good 
how-to from the Ubuntu community make it the best option. 

The configuration is directly saved on /etc/network/interfaces where it is 
possible to make other adjustments in the case they are needed (as adding a 
gateway for example), and the PPPoE options are saved on /etc/ppp/peers/dsl-
provider. 

The configured connection (ppp0 usually) starts on boot but it is possible to start 
it on demand by using “pon” command and “plog” for seeing the logs. 
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For more information about PPPoE protocol see Attached Document G. 

2.9. VLC Media Player 

VLC was born as an Échole Centrale (Paris) student project, but now it is part of 
the VideoLAN project in which contributes not also volunteers but non-profit 
organisations, released under the GNU General Public License.  

VLC is mostly used as a media player with the benefit that it supports the great 
majority of audio and video formats without the necessity to install external 
codec packs. However, it can be configured to play other roles like transcoding 
and streaming server as well as support not only IPv4 but also IPv6 (see [41] ). 

For being used as media server with the UCT IPTV Server, only two options are 
advised: VLC or Darwin Streaming Server (DSS). The second one is the open 
source Apple’s QuickTime Streaming Server, which can be installed in a Linux 
machine but with some patches to apply though. On the other hand, VLC is 
much more simple to install and easy to configure with the correct 
documentation. 
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CHAPTER 3. DESIGN AND IMPLEMENTATION 
 
In this chapter, the necessity for developing a CNG is explained as well as the 
design done and the different steps to finally implement it. In addition, a new 
service has been included in the architecture, which is fully explained at the end 
of the chapter. 

3.1 Scenario 

This project is part of a process to make a satellite network support the IMS 
architecture and services. To this end, a platform has been created, which is 
under development, to work out the required entities and also as a preliminary 
test. Finally, in the future it will be moved to the satellite network.  

So, having a customized IMS Core implemented by means of Open IMS Core in 
4 servers, the next step to extend the platform was to create a CNG: an entity 
which acted as intermediary between the IMS Core and the different clients in a 
private LAN, as it is shown in Figure 3. 1. 

 
Figure 3. 1 CNG’s Final Configuration Environment 

Furthermore, one very important requirement was that it was TISPAN-
compliant; which means that it has to support a series of functions in addition to 
be capable of receiving information from the IMS Core for transferring it to the 
different clients behind it, as it is explained in detail in the Attached Document 
D. 

However, as the CNG must work with IMS and SIP clients, there is an issue to 
take into account with the first ones: the number of IMS clients nowadays is 
very limited and most of them, including the most sophisticated ones, do not 
support all the functions specified by TISPAN for them (especially those related 
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to the interaction with a gateway). That implies a limitation in the full 
development of the CNG due to the inner limitations of the IMS clients. 

Moreover, as not all the elements of a complete NGN network are available, this 
fact also affects the design and development of the gateway. 

Subsequently, in the following sections a possible design of a CNG is proposed, 
primarily for the environment previously indicated. 

3.2 Architectural Design 

Starting from what TISPAN specifies for this type of entity, explained in 
Attached Document D, and taking into account the functions provided by the 
used IMS client and the different elements which are operative in the network, 
Figure 3. 2 shows the proposed architecture. 

 
Figure 3. 2 CNG’s Designed Architecture 

The CNG has been developed in a Dell OptiPlex 760, Intel Core2Duo e7600 
@3.06GHz, 2GB DDR2 @ 800MHz with two NICs and Ubuntu 9.10 installed as 
operating system. In a few words, it acts as a router with a NAT element. 

Then, from bottom to top, the CNG’s functions and their development are 
described below. In the specific case of the CNG-IPTVF function, it was 
incorporated as a result of including the new service. Therefore, it is explained 
in subchapter 3.3. 

3.2.1 CNG-Attachment Function (CNG-AtF) 

It is responsible for the allocation of IP addresses to the different users behind it 
(Customer Network Devices (CNDs) in TISPAN terminology) and also to the 
CNG from the NASS subsystem via its ARF entity. For these purposes two 
reference points are implemented: e1’ and e1.  
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3.2.1.1 e1’ reference point implementation 
By means of e1’, the CNG will provide the different CNDs with IP addresses and 
also send to them some configuration information. Hence, the protocol of choice 
for this reference point is DHCP.  

Therefore, the first element to implement in this function is a DHCP server, 
which will answer to the DHCPREQUEST message sent by the client to retrieve 
network configuration information and ask for an IP address. When the DHCP 
server receives a DHCPREQUEST message, it will answer with a DHCPACK 
message containing the following information: 

• IP address proposed, subnet mask and broadcast address 
• Domain 
• IP address of the DHCP server 
• IP address of the DNS server 
• Lease time 

As the CNG also supports NAT function (included in the CNG-NFF entity), it is 
mandatory that the pool of IP addresses offered must be private ones. 

The DHCP server selected is dhcpd, described in subchapter 2.5, which permits 
to implement options that are not included by default. In this case, Option 120: 
SIP Servers. An IMS client with capacity for discovering the P-CSCF will send a 
DHCPINFORM message requesting 120 Option, which will be answered by the 
dhcpd server, according to RFC 3361, with the ‘enc’ byte equal to 0, indicating 
that the P-CSCF information will be a DNS name, and then the domain name of 
the Proxy-CSCF. 

Specifically, the option is composed by 4 fields in hexadecimal format: 
[option][length][enc][domain name] 

The “domain name” field has to be expressed as a sequence of labels. Taking 
again into consideration RFC 3361, each label is formed by one octet length 
field followed by that number of octets, and a length byte of zero value is 
included at the end of the domain name to indicate that it is finished. Therefore, 
if the domain name is “open-ims.test”, the field must be encoded as follows: 

(8)open-ims(4)test(0) 

To incorporate this option in the DHCP server, it is necessary to define its 
structure at the beginning of the dhcpd.conf script. Only three of the four fields 
must be defined as “length” is automatically incorporated by dhcpd. 

The syntaxis to define a new option in dhcpd is: 
option option_name code code_number = { parameters } 

The parameters to be defined in option 120 are “enc” and “domain name”; being 
the first one an unsigned integer 8 and the second one a string. Although dhcpd 
provides a “domain-name” data type when defining new options, it is not useful 
in this case because the information is stored as a text option; so it does not 
comply with what RFC 3361specifies. 
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Once defined, the option is declared inside the corresponding subnet. The 
structure to follow is simple: 
option option_name parameters; 

In this thesis case: 
option sip-servers 0 08:6f:70:65:6e:2d:69:6d:73:04:74:65:73:74:00; 

This information is included in a DHCPACK message sent from the DHCP 
server to the client. Once the client decodes the option, it will start a new 
process: locate a SIP Server (RFC 3263). Now that the CND knows the domain 
name of the P-CSCF, it will use this information to ask for its IP address to send 
the REGISTER message. 

The whole procedure implies the use of DNS queries. Consequently, a new 
entity is needed in the CNG-AtF function: a DNS server. Bind9 was selected for 
this purpose. 
 
The CND needs to retrieve more information from the domain name it has 
recently received, so it sends a NAPTR DNS request to the local DNS server 
(location it knows from the DHCPACK message). Bind9 answers with a list of 
available services for that specific domain name. From the list, the CND selects 
the desired service and makes a DNS SRV query; which is then responded by 
the DNS server with a list of SIP Servers (host name and port) in that domain 
which support the requested service. 

Finally, the client only needs to make a DNS query for that host name to find out 
the P-CSCF IP address. 

It is very important to take into account that this last process depends directly 
on the DNS server configuration; so not only the corresponding NAPTR and 
SRV entries have to be included but also they have to be correctly configured. 
In other words, the entry for the domain name (“open-ims.test”) has to include a 
NAPTR entry for each service, and this service has to include a SRV entry 
indicating the SIP Server where it can be found. 

open-ims.test  1D IN A  10.1.xx.xx 
_sip._udp   1D SRV 0 0 5060  pcscf 

open-ims.test.  IN NAPTR 10 50 "s" "SIP+D2U" ""  _sip._udp 

In the previous example, the NAPTR entry indicates that there is a SIP over 
UDP service offered by open-ims.test domain. If the CND asks for this service, 
the SRV entry indicates that it can be found in “pcscf” on port 5060. 

Bind9 configuration is really sensitive, a single character wrongly incorporated 
implies most of the times that the request is answer with a “No such name” 
message. To verify Bind9 has been correctly configured it is recommended to 
first use “host” command in a shell. It is a DNS utility which performs DNS 
lookups. 

Finally, the P-CSCF information (in the Bind9 configuration) has been also 
complemented with SRV entries as well as the CNG one. 
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3.2.1.2 e1 reference point implementation 
As it is indicated at the beginning of the chapter, the current platform will be 
moved in time to a bigger one where there is a prerequisite: the attachment 
between CNG and the NGN network must be by means of a PPPoE 
connection.  

This fact is contemplated in TS 183 019 (see [14] ) for the attachment 
procedures at the interface between a User Equipment (in this case the CNG) 
and the access network. Two options are presented: PPP or Ethernet access 
network configuration. 

The standard also indicates the possibility for e1 reference point to support, at 
the same time, DHCP protocol to retrieve network information or preconfigure 
the CNG with that information. However, for terms of simplicity and to ensure 
the correct operation of the entity, it has been decided to follow the second 
approach. 

To put it into practice, no NASS subsystem is currently available in the platform, 
so a CISCO router has been configured to work as similar as possible to a 
certain degree. Moreover, by means of this PPP connection, “implicit 
authentication” (contemplated by ETSI TISPAN) is introduced between the CNG 
and this NASS system. Now any CND which connects to the access network 
through this connection is directly accepted. 

Therefore, to bring up the PPPoE connection between the CNG and the CISCO 
router, a PPP client has been configured in the first entity. In fact, Ubuntu 
includes by default a configuration helper for this type of procedures: 
pppoeconf. 

It looks for the current Ethernet cards and the hardware connected to them. 
Once selected the desired Ethernet card, it asks for the following configuration 
parameters among others: 

• User name and password (only necessary if authentication has been 
enabled in the remote hardware) 

• Noauth: if yes, no authentication is required 
• Defaultroute: to indicate if the new connection would be the default route 

or not 
• Nodetach: maintain the PPP connection established in spite of inactivity 

periods 
• Use peer DNS: if yes, it permits the remote peer to assign the DNS 

addresses 

Finished the configuration, the PPPoE connection is brought up, but it coexists 
at the same time with the Ethernet connection (although its address has been 
changed by pppoeconf). 

To sum up, the LAN clients connects to the CNG entity by means of a Ethernet 
connection (eth1 interface – 192.168.50.0/24) and the CNG to the router CISCO 
by means of a PPP one (ppp0 interface – 10.180.0.0/24). 
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3.2.2 CNG-Authentication Function (CNG-AuF) 

During the attachment procedure of CNDs to the CNG, authentication is a 
method needed. While the CNDs are the entities to be authenticated, the CNG 
is the authenticator element. 

For the CNG-AuF function (au interface), it was decided to take advantage of 
the fact that a DHCP server was needed for the previous function. 
Consequently, an authentication procedure has been included inside the DHCP 
server configuration: when the dhcpd server receives a DHCPREQUEST 
message, it also includes the MAC address of the client which is requesting an 
IP address.  

The server contrasts this information with a list of allowed clients and, if the 
result is positive, then the dhcpd server answers with a DHCPOFFER message 
with the information indicated formerly. 

3.2.3 CNG-NAPT and Firewall Function (CNG-NFF) 

This module is responsible for providing both NAT and firewall functionalities. In 
this case, Linux offers a powerful tool which is iptables. As it is explained in 
subchapter 2.6, it permits to configure the kernel packet filtering ruleset. 

There are two main options for configuring iptables: 

• By command line 
• In a script 

There is a very important point for not using the first approach which is that the 
instructions indicated do not survive after rebooting. Therefore, the second 
approach has been followed. 

In fact, not one script has been done but three: one for the instructions 
(firewall.bash), one for flushing the created tables (flush_iptables.bash) and 
finally one for running the script as an application (firewall). Nevertheless, in this 
section only firewall.bash is going to be explained as it is the most important 
one.  

First of all, IP forwarding must be enabled. It is simple done by uncommenting 
in /etc/sysctl.conf the following line: 

net.ipv4.ip_forward=1 

Once done, the next step is to start configuring iptables. The firewall.bash script 
includes 2 parts: loading patches and set of instructions. In the first part, some 
common patches are loaded for iptables to correctly work, followed by two 
simple instructions: 

• Permit all messages that are the consequence of a TCP or UDP 
established connection 

• Masquerade: all incoming messages from the private LAN, their source 
IP address is substituted by the public IP of the CNG and in the other 
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way around. Iptables provides two different options to make 
masquerade: SNAT (Source NAT) or MASQUERADE. The first one, as 
its name indicates, changes the source IP of the incoming packet to a 
static known one; while the second option does the same but 
dynamically. Therefore, the difference between them is that the first one 
needs the source IP to be manually specified, while the second one uses 
the IP address of the outgoing interface:  
iptables -t nat -A POSTROUTING -o ppp0 -j SNAT --to-source 
xx.xx.xx.xx 
iptables -t nat -A POSTROUTING -o ppp0 -j MASQUERADE 

In the current thesis, the second approach has been selected because the IP 
address in the ppp0 interface is assigned by the router CISCO. 

Nonetheless, with this configuration exists a critical problem which is commonly 
known as NAT vs SIP problem. When a SIP client sends a REGISTER 
message, it puts its contact information (IP address, port ...) in the header of the 
SIP message. If this client is behind a NAT element, it will change the 
information in the IP layer but not in the SIP one; so the server, to which the 
message is directed, will storage the real data of the SIP client.  

The result is a non-routable address (in the case that the client has a private IP 
address) or/and a one-way audio problem when there is a call between this 
client and another one.  

This issue has been contemplated by Netfilter providing an extension which 
works as a SIP ALG functionality: the SIP conntrack/NAT extension. It performs 
the mangling of SIP requests and responses as well as support for the 
connection tracking on the dynamic RTP/RTCP ports of the data streams 
requested during a SIP session. This extension is available in the current 
kernels. 

To make it work, two modules have to be loaded (the order must be preserved): 

• nf_conntrack_sip  
• nf_nat_sip 

However, loading them is only the first step because one of them needs to be 
configured. Thus, three parameters have to be specified in nf_conntrack_sip 
patch: 

• ports: By default, it only listens to 5060 port. If the SIP Server is listening 
to another port, it has to be specified. The structure is always 
“ports=5060,port1,port2,...,port7”. 

• sip_direct_signalling: It can be set to 0 or 1. In the second case, it denies 
incoming signalling connections from other hosts except from the 
registrar, but in the other way around if it is set to 1. Usually it is not 
needed. 

• sip_direct_media: As the previous one, it can be set to 0 or 1. This 
parameter is imperative to be set to 0 because it permits incoming media 
streams from other hosts than the registrar being allowed. 
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Consequently, nf_conntrack_sip patch must be loaded in the following fashion: 

nf_conntrack_sip ports=5060,xxx sip_direct_signalling=(0 or 1) sip_direct_media=0 

Finally, it is necessary to add one more instruction just after the one regarding 
to accept messages from established connections: 

iptables -A FORWARD -p udp --dport xxx -j ACCEPT; 
where xxx is the port in which the P-CSCF is listening to. 

The result is that an incoming SIP message from a LAN CND (eth1) is NATted 
but, at the same time, its private information in the SIP layer is changed for the 
public one of the CNG (ppp0), maintaining the source port (which is essential as 
it is shown in subchapter 3.2.4). 

The iptables SIP/NAT configuration is not evident, so it is highly recommended 
to ask directly the Netfilter mailing list for updated information about this subject 
(see [34] ). 

3.2.4 CNG-SIP Proxy 

This entity can be implemented as a SIP Proxy or SIP B2BUA. The main 
difference between selecting one option or the other is when taking into account 
the adaptation functionality between IETF SIP and IMS SIP, which permits not 
only IMS CNDs but also SIP clients to be accepted in the network (when using 
other authentication mechanisms instead of MD5). 

Although the second type of implementation supports this functionality, it has 
been selected the first one as Open IMS Core does already the adaptation 
(although it is necessary to modify the pcscf.cfg script to enforce routes so SIP 
clients can connect to the Open IMS Core platform, as well as select MD5 as 
the authentication method by modifying the scscf.cfg script).  

Thus, Gm’ interface would be implemented between the CND and the CNG and 
Gm interface between the CNG and the P-CSCF. 

In this configuration, the CNG-SIP Proxy entity would act as a transparent SIP 
router as well as SIP ALG. Nevertheless, it would only perform the first one as 
the SIP ALG functionality is currently incorporated in the CNG-NFF entity. 

The entity accordingly (see [13] ) does the following tasks: 

• Forward the REGISTER request to the destination specified and create, 
at the same time, a local registration entry for this CND 

• Once the user is registered, it has to forward all messages to the P-
CSCF in a transparent fashion 

• Except when there is an internal call where the CNG-SIP Proxy will not 
route the INVITE message to the Proxy-CSCF but directly to the callee. 

For this purpose, it has to implement a Local SIP Registrar and a SIP Proxy 
(see [9] ). SER, being a high-performance and configurable SIP server, has 
been selected. Its features are further explained in section 2.4. 
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However, the approach of configuring an existing SIP server implies some 
limitations and, at the end, a major inconvenient when interacting with Open 
IMS Core. Thus, the entity is implemented but not enabled because of these 
limitations. They are related to two procedures: registration and service request 
procedures. 

3.2.4.1 Registration process 
Activating the CNG-SIP Proxy function means that a private CND sends a 
REGISTER message to the P-CSCF via the SER server. Then, the P-CSCF will 
respond with a message requesting authentication; which will be answered by 
the client with another REGISTER message with the requested information and 
then the P-CSCF would send a 200 OK message. In all this process the SER 
server must act as a transparent proxy. 

The first limitation is that only if all messages are directed to the SER server, 
then it processes them, but this is contrary to what TS 185 007 specifies: 
messages must be directed to the P-CSCF because it is the contact point. 
Nevertheless, as it is the only possible solution, the contact point for SIP 
messages will be the CNG and the SER server inside it will send them to the P-
CSCF. 

However, during the first REGISTER message, the SER server must locally 
register the user's location before retransmitting the message to the Proxy-
CSCF. SER provides a location saving function (save_contacts(“location”)) 
which sends a 200 OK message to the private CND. This fact is a critical 
problem because, as the client has received a 200 OK message, it does not 
respond to the requesting authentication message from the P-CSCF. 
Consequently, the client is registered in the SER server but not in the Open IMS 
Core. 

SER is implemented in such a way that this function only works when receiving 
a REGISTER message from the client, so it cannot be applied after the 
authentication procedure. Taking into consideration that authentication cannot 
be disabled, two options are possible: generate a data table to store the location 
information or to introduce it manually. 

This information is only relevant for internal calls, so the second option is 
applied considering the small size of the LAN. This permits clients to register in 
the Open IMS Core platform as well as enable internal calls. 

3.2.4.2 Service request process 
The classical service request is to call another client. Internal calls are now 
detected by the SER server and not forwarded to the P-CSCF, maintaining all 
the signalling packets inside the LAN and the RTP streams between both 
clients. 

Nonetheless, a major inconvenient appears when calling a public CND 
(meaning a CND that is not behind a CNG but beyond). The INVITE message is 
sent to the SER server which correctly forwards it to the P-CSCF when not 
recognizing the Requested-URI. Then, the P-CSCF, instead of forwarding the 
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message to the S-CSCF, it directly answers with a 403 error “Forbidden, Not 
Registered” message. 

This issue is due to the P_is_registered() function implemented in the Proxy-
CSCF (in the pcscf.cfg script). 

During the registration process, once the P-CSCF receives the 200 OK 
message from the I-CSCF to forward to the new registered user, it also saves 
the user's location based on the Contact field information. This information is 
needed for the P-CSCF to not allow unauthorized users to introduce messages 
inside the Core IMS. This filtering procedure is performed by the 
P_is_registered() function. 

The reason why, in this case, this function returns false is because it extracts 
the information not now from the Contact field but from the Via one. To 
understand the problem is necessary to recapitulate: when the SER server 
forwards the INVITE message, it includes its information in a new Via field put in 
the Via stack. This message is received by the P-CSCF which applies the 
mentioned function. But this function does not consider the Contact field 
information (which is not modified by the SER server and contains the real 
location information of the user) but from the first entry in the Via stack: the 
location information of the SER server. The result is a non-authorized user error 
message. 

Modify this function is not possible because it will require rewriting libraries and 
major changes to the whole Open IMS Core platform, not to mention direct 
support from Fraunhofer Institute. Same issue if trying to disable SER to 
introduce its Via field. 

One possible solution is to configure SER server to respond with a 300 Redirect 
message when calling a public client. However, Mercuro IMS Client does not 
support this type of message at the present moment. 

As a conclusion, the approach considered, although implemented, implies 
severe changes for its correct operation, so it is disabled while examining new 
solutions. This fact only implies that internal calls are not currently supported. 

3.2.5 UICC 

More than an entity, the UICC is ideally a card like the SIM card of mobile 
phones. It contains the ISIM Application which includes the IMPI (IMS private 
identity), at least one IMPU (IMS public identity), the NGN Domain, support for 
sequence number and an authentication element.  

Not being applicable at the present, its information has been included in the 
configuration script of the DHCP Server and in /etc/hosts script. 

3.3 IMS IPTV service 

IMS architecture is prepared to support different services. In this case, an IPTV 
service has been introduced in the whole platform. Being part of Rich 
Communications, this type of service is a hot topic nowadays because it implies 
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a different point of view from the typical television service. In other words, in 
traditional television, content providers broadcast contents continuously waiting 
for users to connect to their channels; while in an IPTV service the content is 
delivered on demand. Furthermore, as not only Standard Definition (SD) 
services are delivered but also High Definition (HD) ones; the higher the 
network quality, the better definition can be obtained. 

Then, from the user’s point of view, it would be much easier because his/her 
device would allow him/her not only to call a friend but to watch TV, send an 
instant message, etc.  

In the thesis case, the service is implemented using the UCT Advanced IPTV 
package. It implies three elements to be installed and configured: a determined 
IMS client, an Indirection Application Server (AS) and a Media Server. 

3.3.1 UCT IMS Client 

This IMS client, whose features are explained in subchapter 2.2.2, was 
especially designed to work with Open IMS Core. In addition, new services 
have been included to it, as for example the last one has been to make it 
support IPTV services.  

For this purpose, it now includes an Electronic Program Guide (EPG) and 
needs the libvlc library. However, the working principle is the same: the service 
is requested by means of an INVITE. The difference is that it asks for a channel 
instead that for another registered client.  

Nevertheless, this client has strong dependencies with old libraries, which 
implies that it can be only run once built from source (a huge number of libraries 
needed for the built to be successful). However, due to a continuous 
segmentation fault error which made it impossible to play any IPTV service 
request, at the end a modified version has been used. 

3.3.2 NGNServer: Central Server 

This entity has been configured in a Dell PowerEdge R610 Rack Server, Intel 
Xeon E5506 @2,13 GHz, 4GB DDR3 @1066 MHz; and it is composed by the 
two last components: an Indirection AS and a 3rd Media Server. Although the 
first one is provided with the UCT Advanced IPTV package, for the second one 
VideoLAN Client has been selected. 

The Indirection AS has to be compiled from source, as the UCT client, because 
of the old libraries dependencies. Nevertheless, the number of required libraries 
in this case is more reduced, but it is necessary to include the non-mentioned 
libxml2 library and its development files too. Once installed, the HSS has to be 
modified to forward the IPTV requests to this new entity (see [39] ). 

Now it is possible to start the Indirection AS, but first it is necessary to modify a 
file that it needs as a parameter. It is a XML file formed by a set of “key-
value_pairs” where each one is made up of a key and a value. Supposing that a 
client requests the service “sip:channel1@iptv.open-ims.test”, in this case the 
key is “channel1” and the value corresponds to the RTSP address (VoD case) 
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in which that service can be found: “rtsp://media_server_address:port/channel1” 
for example; which is the response that the client will receive for that request. 
This file will include as many entries as the number of channels offered by the 
media server. 

VLC has been set as the media server by means of telnet (see [40] ) and the 
input videos are in MPEG-2 for avoiding non compatibilities. It has been set to 
offer VoD service (by means of RTSP) as well as multicast streaming to the 
requesting client. However, a new issue has to be taking into consideration: 
requesting clients are behind a NAT/firewall. This fact implies that, without 
configuration, the video streaming does not arrive to them. 

As a consequence, the CNG’s design includes the CNG-IPTVF entity. The first 
step to include this function is the entity to accept multicast and unicast 
streams. For the first case, if the kernel does not support the forwarding of 
multicast streams, it will be necessary to build it again setting the 
correspondents flags accordingly. In the present case, Ubuntu Karmic is 
prepared by default with the NETLINK modules exception, which have to be 
loaded manually. This is done by modifying the firewall.bash script in which new 
instructions are also included to permit multicast streams to arrive to the hosts 
behind the CNG: 

# Enabling VLC streaming: 
iptables -I FORWARD -s 10.1.3.0/24 -d 224.0.0.0/4 -j ACCEPT 
iptables -I INPUT -d 224.0.0.0/4 -j ACCEPT 
iptables -I FORWARD -d 224.0.0.0/4 -j ACCEPT 

Finally, the CNG must support IGMP proxy for routing multicast traffic from the 
ppp0 interface to the LAN (assuming that the router CISCO has also the 
Multicast option activated). The most simple and efficient way to provide this 
support is by installing igmpproxy, which is a daemon specially design for a 
simple multicast traffic forwarding between networks. This daemon requires a 
file to configure: igmpproxy.conf in /usr/local/etc/ once the module has been 
downloaded and built. In it the downstream and upstream interfaces must be 
indicated with an aspect to take into consideration: the multicast traffic is 
generated outside the upstream interface (ppp0), so that source must be 
indicated in the upstream part if igmpproxy is wanted to allow it: 

##----------------------------------------------------------- 
##Configuration for ppp0 (Upstream Interface) 
##----------------------------------------------------------- 
phyint ppp0 upstream ratelimit 0 threshold 1 

altnet 10.180.0.0/24 
altnet 10.1.3.0/24 

Also, this daemon is completely incompatible with pimd (which runs 
automatically from boot if it is present in the OS). To run igmpproxy 
successfully, the process of the second one must be stopped first. 

In the case of unicast streams, the CNG's NATting function is the problem. VoD 
by means of RTSP is based on two actions: ports and media parameters 
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agreement, and media delivering. The first action takes form of a TCP 
connection initiated by the client towards the media server, successfully carried 
out as the CNG understands that the answer from the media server has to be 
forwarded to the client which has initiated that connection. The problem is in the 
second part of the communication because, in this case, iptables has not 
reserved the ports accepted by both parties in the agreement part. This is the 
result of non RTSP session module in iptables (there was one time ago but it is 
not again available and not supported by Netfilter). 

Then, by carefully analyzing the situation, a more simple solution appeared. 
Recapping, the media server starts sending the client a unicast media stream 
once finished the first part of the communication. But the information it has is 
the public location information of the CNG. Therefore, UDP packets (because 
VLC offers RTSP over UDP, meaning that the media stream packets are sent 
using UDP) reach the CNG which does not forward them since; in fact, it has 
not initiate this communication and does not know where to forward them. So 
they are dropped. 

The solution is simple then: a static translation rule configured in iptables. This 
is done by adding to firewall.bash two more rules: 

iptables -A INPUT -p udp -dport 30000:65000 -j ACCEPT 
iptables -t nat -A PREROUTING --dst 10.180.0.2 --src 10.1.xx.xx -p udp --sport 
30000:65000 -j DNAT --to-destination 192.168.yy.yy:30000-65000 

The first rule is to accept any communication initiated in the mentioned ports, 
while the second one indicates to change the destination IP address to those 
UDP packets received from the media server in a range of ports. This solution 
has its limitations as for example the number of possible clients supported, but it 
is satisfactory in the current platform. 

Finally, the scripts developed in this thesis are physically included in the 
attached CD and the list of its content is in the Attached Document J. 
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CHAPTER 4. OPERATIONAL TESTS 
 
The present chapter shows the behaviour of the developed entity as well as the 
new service included. Consequently, its structure is divided in two subchapters: 
the CNG’s performance and the analysis of the IPTV service now available in 
the platform.  

4.1 Procedures within the CNG 

This section is centred in the CNG’s procedures explained in Chapter 3: 
attachment and authentication, registration and call procedures. However, 
taking into consideration that the extension is considerably large, only the more 
important ones have been selected, while the rest are included in the Attached 
Document H. 

4.1.1 Attachment and authentication 

The attachment procedure is initialized by the CND through a DHCPREQUEST 
message, as it is shown in Figure 4. 1. Considering that it has no IP address 
already assigned, the source is 0.0.0.0 and the destination is broadcast. The 
CND indicates in this message its MAC address, client identifier, the requested 
IP address and its host name among other information. However, in this same 
message it requests option 55: Parameter Request List. This option is used to 
ask for values of specific configuration parameters. The most relevant ones are 
those related to the subnet mask, router, domain name and static route. 

 
Figure 4. 1 DHCP Negotiation in interface eth1 at L ena (private CND) 

When this message reaches the dhcpd server, authentication is the first 
procedure it applies: it verifies the MAC address and the host name of the 
requesting host. If they match with what is specified in its configuration, the 
server replies with a DHCPACK message in which it assigns the IP address, 
indicates the lease times and sends the information requested in option 55. The 
DHCP and DNS servers are the same, the CNG. 

This client is now prepared for the next procedure: registration. 

4.1.2 Register 

To understand the behaviour of the platform, first of all, the Open IMS Core 
operation is explained taking into consideration how its entities work during a 
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user registration. Then, this section is centred in the CNG behaviour for option 
120 as well as the registration of a private CND. 

Three users are presented: 

• Becky: a SIP client inside the LAN 
• Lena: an IMS client inside the LAN 
• Bob: An IMS public client 

4.1.2.1 Open IMS Core operation 
This explanation is based on the public IMS CND Bob registration procedure. 

Supposing that Bob has the contact point configured by default and it is a 
domain name, it will perform a DNS lookup for retrieving its IP address. When 
Open IMS Core platform was installed and configured, it needed a DNS server 
to be included also in the platform. Its function was to play the locator role and 
so each entity location information was stored in it. Only one DNS server was 
needed and it was decided to locate it in the P-CSCF machine. Bind9 is the one 
used also in this case. 

Therefore, as it can be seen in Figure 4. 2, the P-CSCF machine receives a 
DNS query asking for “pcscf.open-ims.test”. Consequently, it answers it with its 
IP address and the port in which the pcscf.sh process is listening to. 

 
Figure 4. 2 Register Process at the P-CSCF 

Then, the CND sends a REGISTER message to the Proxy-CSCF. It holds it on 
and generates a new transaction directed to the I-CSCF. This new transaction 
is based on the received REGISTER message; but removing determined 
headers and including some other ones, highlighting Path, P_visited_network 
and P_charging_vector. 

 
Figure 4. 3 Register Process at the I-CSCF 
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The Interrogating-CSCF verifies that the message has been previously 
processed by the P-CSCF by searching for the headers that only it can 
introduce in the message. After confirmation, Figure 4. 3 shows that the entity 
rewrites the R-URI and, as the previous entity, generates a new transaction to 
the unique S-CSCF available in the platform. The Serving-CSCF confirms the 
domain name, checks the validity of the message with the HSS and answers 
with a 401 Unauthorized message to challenge the user for authentication 
information. This message goes back to Bob's CND by undoing the Via stack. 

 
Figure 4. 4 Register Process at the S-CSCF 

The user sends another REGISTER message including, in this case, the 
required authentication information, shown in Figure 4. 4. This message is 
translated into a new transaction between the P-CSCF and the I-CSCF, and 
another between the last one and the S-CSCF. The Serving-CSCF now 
identifies the CND as authorized and assigns itself as server to that user. 
Before communicating the successfulness of the operation back to Bob, it 
sends the registration information to the HSS to be stored; which permits the 
web console to be updated and show the user as REGISTERED (Figure 4. 5).  

 
Figure 4. 5 HSS Web Console 

However, the Bob’s registration state is also stored by the P-CSCF when it 
receives the 200 OK message to forward to the user, as it is seen in Figure 4. 6. 



32  MASTER THESIS 

This information is vital for the Proxy-CSCF to not permit non-registered users 
to introduce any message inside the Open IMS Core. 

Finally, in the case of IMS clients, they send a SUBSCRIBE message to request 
current state and state updates from the server. Mercuro shows a strange 
behaviour in this part, as it enters in loop mode until it recognizes the “200 
Subscription to REG saved” message at the end. 

 
Figure 4. 6 P-CSCF Registrar Contents 

4.1.2.2 Enabling option 120 
Mercuro IMS Client (Silver or Gold edition, from version 4.0.1610.0) permits the 
P-CSCF discovery through DHCP. When this option is enabled, it sends a 
DHCPINFORM message broadcast, as it can be seen in Figure 4. 7. This 
message is similar to the previous DHCPREQUEST one, but it is only for 
retrieving information that was not indicated in the previous process. In this 
case, option 55 of the message now includes a request for option 120: SIP 
Servers. 

 
Figure 4. 7 DHCP Option 120 in interface eth1 at Le na (private CND) 

Inside the CNG, dhcpd answers with a DHCPACK message in which option 120 
indicates “open-ims.test” as the domain name where the P-CSCF is located. 
Accordingly, the client generates a NAPTR DNS query for the services offered 
in that domain towards its DNS server: the CNG's Bind9. It replies that only an 
UDP SIP server is supported and the replacement: _sip._udp.open-ims.test. 
With it, Mercuro generates a SRV DNS query for that specific service and it is 
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answered with the host name and port of the P-CSCF. Finally, a normal DNS 
query is needed to retrieve the IP address of the Proxy-CSCF for sending the 
REGISTER message. 

4.1.2.3 Private CND registration 
The aim of this section is to show how the CNG works during the registration of 
a private CND. Two types of clients are studied: a SIP and an IMS client. For 
the first one Eyebeam is used and for the second one, Mercuro IMS Client. 

However, the behaviour of the CNG is the same in both cases. Figure 4. 8 
shows the registration process of the IMS client Lena in the eth1 and ppp0 
interfaces. 

 
Figure 4. 8 Above Lena's Registration Procedure in eth1 at CNG; below in ppp0 interface 

The first REGISTER message sent by Lena arrives at the CNG towards the P-
CSCF. Thus, it performs NAT of the message and processes the SIP part so 
any header which contains private information is changed by the one of the 
public side of this entity, as it is seen in Figure 4. 8. During the NATting process, 
only the IP address is modified and the port is kept unaltered; otherwise there 
will be problems to contact that user later. At the same time, iptables has 
created an entry for this connection indicating the source IP address and port 
with the destination IP address and port. 

cng@cng:~$ sudo netstat-nat 
Proto   NATed Address   Destination Address  State 
udp   192.168.50.2:sip-tls  10.1.3.201:sip   ASSURED 
udp   192.168.50.4:1052   10.1.3.201:sip   ASSURED 

Mercuro is a special case because it does not use the typical SIP ports (5060 
and 5061) since it asks first the OS for available ports and it assigns one of 
them. 

As a result, from the Proxy-CSCF point of view, the CNG is the one requesting 
registration; hence the authorization request generated by the first message is 
sent to this entity. Thanks to the NAT table previously filled in, the CNG knows 
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which user is the one to contact and, therefore, deNATs the message and 
changes again the SIP parameters accordingly. 

This process is repeated during any communication between a private CND and 
a public entity (core IMS and public clients). 

 
Figure 4. 9 IMS Lena's Registration in eth1 (above)  and SIP Becky's one (below) at CNG 

There are several differences in the registration process depending if it is a SIP 
or IMS client. The most obvious one is less number of messages in the first 
case than in the second one. The reason is that the SIP client only matters 
about successfully registering while the IMS client performs also subscription. 
Presence is not enabled in any of them because there is no current presence 
server available in the network. 

In addition, an IMS CND REGISTER message contains more headers than a 
SIP one, as Figure 4. 9 points out. Among them, “Path” is not supported by 
Eyebeam as well as “Service-Route”. The first one permits the CND to know all 
the intermediate proxies, while the second one to storage the route between the 
user and the registrar. 

Initially, this fact was a problem because the P-CSCF does not allow users who 
do not follow them. However, it is possible to make the Proxy-CSCF to enforce 
routes by recording the route using the given user as parameter. This permits 
this type of clients to be allowed to use the services offered by the Core IMS, 
only a little change is necessary in the pcscf.cfg script (without forgetting to also 
enable MD5 as the authentication method in the scscf.scf script). 
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4.1.3 Audio and Video calls 

Two scenarios are going to be presented: a private client calling a public one 
and also an internal call. Due to the similarity, in terms of the CNG’s operation, 
between the first one and the situation in where a public client calls a private 
one; this scenario is documented in Attached Document H. 

4.1.3.1 Private to public 

 
Figure 4. 10 Call Flow of the Communication Setup b etween Lena and Bob 

A call between Lena and Bob is shown in Figure 4. 10. Lena sends an INVITE 
message to the P-CSCF to locate Bob. To make it simple, Open IMS Core is 
considered as a black box represented by the P-CSCF. Therefore, once 
retrieved his location information, the P-CSCF responds Lena with a “100 
Trying” message and forwards the INVITE to Bob. 

Bob considers the values for the parameters supported by Lena for the RTP 
connection and sends back to her a “183 Session in progress” message 
indicating his values (for video and audio) via the P-CSCF. In all this procedure, 
the CNG acts in a transparent fashion but hiding the real location of Lena to the 
outside world. 

Lena answers with a PRACK message to the previous one and Bob responds 
with a 200 OK for the PRACK. Then, he sends a “180 Ringing” message to 
indicate Lena that the alarm sound has been initiated, at which Lena 
provisionally acknowledges. Finally, the 200 OK message from Bob indicates 
that the callee has answered the call and the RTP communication begin. 



36  MASTER THESIS 

 
Figure 4. 11 Lena's communication with Bob in eth1 (above) and in ppp0 interfaces 

(below) at CNG 

The CNG not only takes care of the SIP header but also of the SDP part of the 
message. This part indicates the RTP connection information: IP address for 
the audio and video connection, RTP ports, codecs supported and other media 
attributes. 

If this section is not rewritten, there will be problems with the media delivery. So 
the CNG again modifies this part and updates the NAT table recording the new 
established connection: 

cng@cng:~$ sudo netstat-nat 
Proto   NATed Address   Destination Address  State 
udp   192.168.50.4:1062   10.1.3.201:sip   ASSURED 
udp   192.168.50.4:30056  10.1.3.206:33632   ASSURED 

4.1.3.2 Internal calls 
The CNG-SIP Proxy is not enabled which means that signalization will go 
through the Open IMS Core. Therefore, the steps of the communication 
establishment are the same than in the previous section. 

However, an anomaly has been detected in the way the SIP conntrack/NAT 
extension works, which affects the internal call at least when one of the entities 
involved is Mercuro. The issue is about incoming messages from ppp0 interface 
that are out an established connection. 
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Figure 4. 12 Internal Call between IMS Lena and SIP  Becky (eth1) at CNG 

Connections have to be initiated from eth1 interface for the patch to rewrite SIP 
messages. As a consequence of this fact and taking into account the example 
in Figure 4. 12, the INVITE sent by the P-CSCF to Becky is correctly forwarded 
but not rewritten. From here on, the patch works as it is expected with the 
exception of Contact header in the SIP header message, which is never 
rewritten; but it does not affect the communication at all because it is based on 
the SDP connection information. 

This situation affects the communication in such a way that the caller sends the 
RTP messages to the callee, but this one sends them to the CNG because of 
the not rewritten INVITE, which forwards them to the caller. 

However, in the specific case of a communication between two SIP terminals 
(Eyebeam particularly), RTP streams are sent correctly to each other. This is 
because of two facts: 

• Eyebeam includes a Media Attribute in the SDP part indicating its local IP 
address and port; which is never rewritten due to the information 
contained: 
a=alt 1: 1: caller username caller-password caller-local-IP-address port-
number 

• The patch shows the same problem as before but only with the SIP 
header. The SDP part of the message is correctly rewritten each time.  

This situation has been reported to Netfilter team which is studying it. 

Another aspect of relevance is the fact that only audio communication is 
possible between Eyebeam and Mercuro as a result of a difference in the 
design. Eyebeam enables video by sending a re-INVITE only once the audio 
connection is established. Nevertheless, Mercuro does not support re-INVITE 
messages and Eyebeam does not accept the video data during the first INVITE. 

4.2 IPTV Service analysis 

UCT IMS Client permits users to request IPTV channels and watch them. Both 
multicast and unicast streamings are supported but the request procedure is 
always the same, which is shown in Figure 4. 13. 
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Figure 4. 13 IPTV Service Request Procedure 

User Lena sends an INVITE message to the P-CSCF requesting an IPTV 
channel (in the example's case “channel3”) which forwards it to the S-CSCF 
since the Route extension in the INVITE message points at it. This entity 
recognizes the domain “iptv.open-ims.test”, which belongs to the Indirection AS 
of the NGNServer entity, and forwards the INVITE message to the 
corresponding IP address. The reason why the S-CSCF knows this information 
is thanks to the user's registration: once the user includes the authentication 
information, the S-CSCF requests the corresponding user's data from the HSS, 
in which the IPTV AS's information is included. 

The Indirection AS answers the S-CSCF with a provisional response of the 
dialog establishment while it searches for the value which matches the key 
“channel3”. This message goes back to Lena by undoing the Via stack. Finally, 
the Indirection AS answers the INVITE with a 200 OK message in which 
indicates, in the “Content-Type” extension, the URL where the IPTV service can 
be found. 

The URL's content is different depending on the requested service: 

• For VoD services, the URL's content follows the structure 
“rtsp://ngnserver_domain:port/object” 

• For multicast streaming, the structure is “udp://@Multicast_IP” 

Nevertheless, although both procedures are very similar, the following sections 
are centred on their differences during the communication with the Media 
Server (included also in the NGNServer entity). Network traces of the 
requesting procedure previously explained are included in the Attached 
Document H. 
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4.2.1 VoD Service 

Starting from the situation in which Lena knows where to find the VoD IPTV 
service (has already received the URL), she now initiates a RTSP session 
towards the Media Server by means of a TCP connection. Figure 4. 14 shows 
that only four protocol directives are necessary. 

 
Figure 4. 14 RTSP Session Initiation (in ppp0 inter face at CNG) 

The session parameters agreement is as follows: 

1. She asks the Media Server for its supported RTSP options and it 
includes them in a 200 OK response: 

Lena ���� Server: 

OPTIONS rtsp://ngnserver.open-ims.test:5554/Test1 RTSP/1.0 
CSeq: 1 
User-Agent: VLC media player (LIVE555 Streaming Media v2008.07.24) 
 

Server ���� Lena: 
RTSP/1.0 200 OK 
Server: vlc 1.0.2 
Content-Length: 0 
Cseq: 1 
Public: DESCRIBE,SETUP,TEARDOWN,PLAY,PAUSE,GET_PARAMETER 

2. Using a DESCRIBE directive, Lena asks for “Test1” description; which is 
the object the URL points at. As a consequence, the Media Server 
includes this information in its response: 

Lena � Server: 
DESCRIBE rtsp://ngnserver.open-ims.test:5554/Test1 RTSP/1.0 
CSeq: 2 
Accept: application/sdp 
User-Agent: VLC media player (LIVE555 Streaming Media v2008.07.24) 
 
Server ���� Lena: 
RTSP/1.0 200 OK 
Content-type: application/sdp 
Server: VLC Server 
Content-Length: 298 
CSeq: 2 
Cache-Control: no-cache 
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v=0 
o=- 619784472125 3 IN IP4 10.1.3.205 
c=IN IP4 0.0.0.0 
t=0 0 

a=tool:vlc 1.0.2 
a=range:npt=0-61.968 
m=audio 0 RTP/AVP 14 
a=rtpmap:14 MPA/90000 
a=control:rtsp://10.1.3.205:5554/Test1/trackID=0 
m=video 0 RTP/AVP 32 
a=rtpmap:32 MPV/90000 
a=control:rtsp://10.1.3.205:5554/Test1/trackID=1 
 

3. With two SETUP directives, one for audio (trackID=0) and the other one 
for video (trackID=1), she announces how she expects to receive the 
media streams. Both requests receive the same answer from the media 
server (with the corresponding range of ports): 

Lena � Server: 
SETUP rtsp://10.1.3.205:5554/Test1/trackID=0 RTSP/1.0 
CSeq: 3 
Transport: RTP/AVP;unicast;client_port=40510-40511 
User-Agent: VLC media player (LIVE555 Streaming Media v2008.07.24) 

Server ���� Lena: 
RTSP/1.0 200 OK 
Transport: RTP/AVP/UDP;client_port=40510-40511 
Server: VLC Server 
Content-Length: 0 
Cseq: 3 
Cache-Control: no-cache 
Session: 1726956429 
 
Lena � Server: 
SETUP rtsp://10.1.3.205:5554/Test1/trackID=1 RTSP/1.0 
CSeq: 4 
Transport: RTP/AVP;unicast;client_port=37712-37713 
Session: 1726956429 
User-Agent: VLC media player (LIVE555 Streaming Media v2008.07.24) 
 
Server ���� Lena: 
RTSP/1.0 200 OK 
Transport: RTP/AVP/UDP;client_port=37712-37713 
Server: VLC Server 
Content-Length: 0 
Cseq: 4 
Cache-Control: no-cache 
Session: 1726956429 

4. Finally, she indicates the Media Server, with a PLAY request, to start 
delivering the media streams. 

Lena � Server: 
PLAY rtsp://ngnserver.open-ims.test:5554/Test1 RTSP/1.0 
CSeq: 5 
Session: 1726956429 
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Range: npt=0,000- 
User-Agent: VLC media player (LIVE555 Streaming Media v2008.07.24) 

Server ���� Lena: 
RTSP/1.0 200 OK 
Server: VLC Server 
Content-Length: 0 
CSeq: 5 
Cache-Control: no-cache 
Session: 1726956429;timeout=5 

Accordingly, the Media Server starts to send the UDP packets. However, for it 
the destination IP address is the public one of the CNG in the agreed ports 
during the TCP connection. It is the CNG's work to appropriately deNAT and to 
forward them. As it is seen in Figure 4. 15, the delivered packets comes from 
the 10.1.3.205 IP address in a port within the range 30000 to 65000 and which 
destination is 10.180.0.2; consequently, as they match the static translation 
rule, the CNG rewrites the public location information for the private one of the 
requesting client and forwards them to it. 

 
Figure 4. 15 Media Delivering in eth1 (above) and i n ppp0 interfaces (below) at CNG 

In this case, the result is a unicast video reproduced in the client's media player, 
shown in Figure 4. 16. The videos used to test the IPTV services (VoD and 
multicast) are free demos downloaded from Techmodel (see [42] ). 
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Figure 4. 16 Unicast Video Playing – End Client 

4.2.2 Multicast streaming 

As it is explained at the beginning of this section, the procedure for requesting a 
multicast streaming service is exactly the same as for a VoD service. The 
difference is that the URL received now has the structure “udp://@Multicast_IP”. 
For testing purposes, the service was configured to use the 224.225.226.227 
multicast IP address; which implies that the URL received is 
“udp://@224.225.226.227”. 

 
Figure 4. 17 SIP 200 OK in ppp0 (above) and IGMP me ssage in eth1 interfaces (below) at 

CNG 

Figure 4. 17 shows the Content-Type extension of the 200 OK message 
indicating the URL to connect at. It is directly answered by Lena with an ACK 
message and then she requests for the multicast service. As it is also shown in 
Figure 4. 17 it is simpler than in the VoD case because only an IGMP message 
is necessary. 



Operational Tests   43 

With this message, she indicates her will to join the multicast group 
224.225.226.227 and the igmpproxy starts forwarding those packets from the 
ppp0 interface to the eth1 interface. The result can be seen in Figure 4. 18. 

 
Figure 4. 18 Multicast Video Playing - End Client 
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CHAPTER 5. LINUX EMBEDDED MIGRATION 
 

Momentarily, the CNG system is working on a desktop Linux machine; but later 
it will be ported to a modem: an embedded system. Hence, the migration has to 
be taken into consideration. 

5.1 Differences between Linux embedded and other Li nux 
distributions 

Embedded systems are designed for specific purposes and, for this reason, 
their resources are normally limited with a great concern about cost and size. 
For example, they have much less RAM and, instead of using hard drive, tend 
to use flash memory. 

Being aware of this necessity, embedded versions of Linux have been 
designed. The main differences between an embedded Linux and another one 
(see [30] ) is shown in Table 5. 1. 

Table 5. 1 Comparison between Linux Embedded and De sktop/Server Linux 
 Embedded Linux  Desktop/Server Linux  

Kernel 
configuration CRAMFS or JFFS2 No need for flash driver and flash 

file system 

Focus 
In a set of cross-developed 
tools which allow to build 

targeted applications 

In a set of packages which are 
useful for users 

Utilities  uClibe libraries Glibc libraries 
Windowing 

and GUI 
environments 

nanoX (microwindows) X window system 

Administration 
capabilities Almost none Plays a very important role 

 

5.2 Migration process 

Every function developed in the gateway that worked in the desktop Linux 
machine may be in the future adapted to work in an embedded system. This 
situation was considered at the beginning of the design with the result that 
some presently used modules already work in both systems. 

Examples are iptables and SER. The first one is directly integrated in Linux 
Embedded with support for the nf_conntrack_sip and nf_nat_sip modules which 
are essential in this thesis. The second one can also run on embedded systems 
although with limited resources, such as reduction in its performance to up to 
only hundreds of call setups per second.  

On the contrary, dhcpd has to be substituted. The selected one is udhcpd which 
is a small DHCP server specially designed for embedded systems. However, as 
there is no available information about if udhcpd is capable of supporting option 
120 “SIP Servers”, it will be necessary to find out if it allows to configure new 



46  MASTER THESIS 

options (as in dhcpd) or to ask the developers. Bind is initially not recommended 
to be used in embedded systems in its conventional package due to its so large 
code; so it is needed to use the bind port for this type of systems because of its 
lower system requirements with no performance penalty. Therefore, at first, 
there would be no necessity to look for DNS servers. 

As in the case of iptables, a ppp client is directly integrated in Linux Embedded, 
so it should only be necessary to configure it to work as it is indicated in 
Chapter 3. 

Finally, the kernel will have to be enabled to support the forwarding of unicast 
and multicast streams. 
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CHAPTER 6. CONCLUSIONS 

6.1 Conclusions 

First of all, taking into consideration that the entire project has been based in 
TISPAN specifications, their accomplishment has lead to a large process of 
investigation, in which documentation has been more than essentially: it has 
been the heart of the whole thesis. Including a function in the CNG’s entity has 
implied not only to follow what the standard says, but to understand how the 
protocols involved are supposed to work in the standard case and in that 
special scenario. A great advantage was the good basis from which I started 
thanks to the current syllabus; which includes the study of the main protocol of 
IMS: SIP (seen in XSSII subject). 

The result is that the main objective has been achieved: a designed and 
implemented CNG that works. Furthermore, all targets have been met: 

� TISPAN compliance: its specifications have been analyzed and applied 
to the design and implementation, in combination with the requirements 
of the satellite scenario 

� Both IMS and SIP clients are supported, services included 
� The prototype has been implemented in a Linux machine with good 

results 
� It has been analyzed what will imply the migration to the final router 

(Linux Embedded)  

In fact, the project has been actually a continuous investigation in its straight 
meaning. After the design process, carrying it out has been a complete 
challenge in the sense that no function has been simple to implement. In this 
case, documentation (although again very important in the process) has not 
been enough:  network traces as well as debug messages have been a must to 
put it into practice. Nevertheless, there were moments where none of them 
worked and direct communication with developers has been necessary: 
Netfilter, Fraunhofer Institute, Inexbee, UCT and ISC... This has been my 
personal great challenge because it has been quite difficult to overcome my 
internal fears, my shyness, to communicate with unknown people around the 
world. 

However, it was worth it since they not only make me understand how, but why. 
Then, when an unexpected problem appeared, the previous tools (which were 
useless at the beginning) could be helpful because now you were in a position 
of being capable of searching a solution by your own. 

And that is exactly one of the after-effects at the end, and the one which I am 
most deeply fond of: inferring the solution. Sometimes was due to its 
combination with imagination and open-mindedness that triggered it. But the 
conclusion was always the same: keep it simple, the answer to the problem is 
the simplest one. 
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On the other hand, it is true that there have been cases where the problem has 
not been possible to solve (at the moment). But, it is also true that every 
possible idea to make it work has been considered, applied, rethought... until no 
available solutions have been left.  

There has been an exception though. One of the CNG’s functions depended on 
Mercuro’s performance, which in reality did not work as it was said to be. 
Several months of direct communication with Inexbee, testing its client with 
different scenarios combined with keeping on trying to find a solution, ended in 
the client working as it was expected and the function to finally be enabled. 

In addition to meeting the initial objectives, the project gets enriched by 
including a new service to extend the current platform. This decision carried out 
lots of aspects to consider: first, it implied including new entities in the platform; 
which affected the configuration of some of the existing ones. Then, more 
documentation was necessary to take in for understanding why the 
communication behaved in a determined way. Of course, this leaded to more 
problems to solve; the most critical one was to get through the CNG’s NAT. But 
again, thanks to the skills developed during this project; a solution was 
eventually achieved. 

To sum up, the present thesis had at the beginning a main objective: design 
and develop a CNG. Nonetheless, this simple mission ended involving a 
considerable number of technologies to understand and apply. Some of them 
ended being fully analyzed during the search for a solution to a problem. 
Furthermore, being not enough, the project has been improved adding a new 
service (with its related issues to be resolved), in which I specially thank 
Fernando Ortigosa for his priceless help. Therefore, the task of finishing the 
present project has been quite complicated, and has its significance, due to a 
series of unexpected aspects that were not possible to anticipate during its 
planning.  

In spite of those who could think that this situation has been an inconvenient; I 
am certain that it has been the best of the advantages, since it has enriched 
both the project as well as the present author. 

6.2 Future lines 

IMS architecture is very recent and it is currently still in full development, which 
implies that there are a considerable number of possible improvements; leading 
in feasible future projects.  

In the short term, solutions should be sought to enable the CNG-SIP Proxy 
function, although one would be to create the function from the beginning by 
means of Java for example. At the same time, the CNG entity should be 
migrated to a Linux Embedded machine and checked how it works as well as its 
performance. 

It would be interesting also to include a DHCP client listening in the ppp0 
interface to retrieve information from the CISCO router (NASS Subsystem). This 
would imply to insert DHCP messages in a PPP connection, which is actually 
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considered in TS 183 019 (see [14] ) but applications nowadays do not support 
it. Therefore, it should be investigated how to put it into practice. 

Taking into consideration the long term, other future works would be to include 
QoS to the CNG and/or set up a presence service with an Asterisk Server. 

6.3 Environmental study 

It can be thought that there is no need to worry about the environment and then 
not to take measures for this case because IMS is only a change of mind: 
reorganize entities to move from a vertical service layer to a horizontal one. But 
this is a mistake. 

The real problem does not reside on the entity developed in this thesis, not on 
the services included; but on the whole NGN-IMS architecture: there are a huge 
number of entities (User Equipments, gateways, proxy, redirect and registrar 
servers; Application Servers...). Hence, their consumed energy could be such 
that they can be harmful for the environment when this energy comes from non-
renewal resources. Furthermore, IMS proposes a communication infrastructure 
based on higher bandwidths than nowadays; thus, it is possible that there would 
be the necessity to discard the actual infrastructure and build a new one with 
the corresponding environmental impact. 

However, these contras can be overcome, first, by using renewal resources 
and, second, by applying a recycling process to the old infrastructures and the 
hardware throw aside. Moreover, in this last case, it has to be highlighted that 
one of the main objectives of NGN-IMS architecture is to make use of the 
current infrastructures by adapting the new idea to them (which is why the ETSI 
TISPAN specifications are more open than in other cases). 

Taking these measures into account, the introduction of the IMS architecture is 
possible from the environmental point of view. 
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ATTACHED DOCUMENT A: IP MULTIMEDIA 
SUBSYSTEM (IMS) 

 
The IP Multimedia Subsystem (IMS) is an architectural framework for delivering 
Internet Protocol (IP) multimedia services. It was originally designed by the 
wireless standards body 3GPP (3rd Generation Partnership Project), as a part 
of the vision for evolving mobile networks beyond GSM. Its original formulation 
(3GPP R5) represented an approach to delivering "Internet services" over 
GPRS. In its first version, it focused on facilitating the development and 
deployment of new services in mobile networks. It was later extended by the 
ETSI (European Telecommunication Standards Institute), in the scope of its 
work on Next Generation Networks (NGNs); and then, TISPAN 
(Telecommunications and Internet converged Services and Protocols for 
Advanced Networking), a standardization body of ETSI, standardizes IMS as a 
subsystem of NGNs.  

To ease the integration with the Internet, IMS uses IETF protocols wherever 
possible, as Session Initiation Protocol (SIP) for example. According to the 
3GPP, IMS is not intended to standardize applications but rather to aid the 
access of multimedia and voice applications from wireless and wireline 
terminals. This is done by having a horizontal control layer that isolates the 
access network from the service layer. From a logical architecture perspective, 
services need not have their own control functions, as the control layer is a 
common horizontal layer (see [2] , [3] ). 

While 3GPP describes the point of view of mobile operators (meaning the 
support of new applications), TISPAN adds the wireline operators specifications 
(convergence). In addition, TISPAN makes specifications for several non IMS 
subsystems like Network Attachment SubSystem (NASS), see Attached 
Document C; and the Resource Admission Control Subsystem (RACS).  

However, it is important to distinguish between the “Core IMS” (TISPAN 
vocabulary) and IMS (3GPP vocabulary). TISPAN defines the NGN IMS, also 
known as “Core IMS”, as a subset of the 3GPP IMS defined in TS 123 002 (see 
[4] ) which is restricted to the session control functionalities.  

This attached document is focused on ETSI TISPAN standards. 

 

A.1 Overall architecture 
 
To begin with, as it can be seen in Figure A. 1, the TISPAN NGN functional 
architecture is structured according to a service layer an IP-based transport 
layer. 
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Figure A. 1 TISPAN NGN Overall Architecture 

 
The service layer comprises the following components: 

• The IP Multimedia Subsystem Core component (IMS) 
• The PSTN/ISDN Emulation Subsytem (PES) 
• Other multimedia subsystems 
• Common components such as those required for accessing applications, 

charging functions, etc. 

IP-connectivity is provided to NGN User Equipments by the transport layer, 
under the control of the NASS and RACS. These subsystems hide the transport 
technology used in access and core networks below the IP layer.  

The NGN IP Multimedia Subsystem (IMS) supports the provision of SIP-based 
multimedia services to NGN terminals. It also supports the provision of 
PSTN/ISDN simulation services. Application Servers (AS) and transport/media 
related functions such as the Multimedia Resource Function Processor function 
(MRFP) and the IP Multimedia Gateway Functions (IM-MGW) are considered to 
be outside the "Core IMS". 
 
Although essentially identical to the 3GPP IMS entities, NGN IMS functional 
entities exhibit minor variations in behaviour, due to differences in access 
networks and user equipment. However, the NGN IMS architecture remains 
compatible with 3GPP-defined IP-connectivity access networks. 

Figure A. 2 illustrates the position of the IMS in the overall NGN architecture. 



IP Multimedia Subsystem 

Figure A. 

 

 

A.2 Functional entities
 
The functional entities that compose the NGN IMS, the reference points 
between them and with components outside the IMS

Figure A. 

 

The functional entities are the following ones:

• Call Session Control Function (CSCF):

 

Figure A. 2 TISPAN IMS and its Environment 

Functional entities  

he functional entities that compose the NGN IMS, the reference points 
and with components outside the IMS are shown in 

Figure A. 3 NGN IMS Functional Entities 

The functional entities are the following ones: 

Call Session Control Function (CSCF):  
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he functional entities that compose the NGN IMS, the reference points 
are shown in Figure A. 3. 
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The Call Session Control Function (CSCF) establishes, monitors, 
supports and releases multimedia sessions and manages the user's 
service interactions.  
The CSCF can act as Proxy CSCF (P-CSCF), Serving CSCF (S-CSCF) 
or Interrogating CSCF (I-CSCF). 
The P-CSCF is the first contact point for the UE within the IMS; the S-
CSCF handles the session states in the network and the I-CSCF is 
mainly the contact point within an operator's network for all IMS 
connections destined to a subscriber of that network operator, or a 
roaming subscriber currently located within that network operator's 
service area. 
In the particular case of the Proxy-CSCF, it interfaces with the Network 
Attachment Subsystem (NASS) in order to retrieve information related to 
the IP-connectivity access session  

• Media Gateway Control Function (MGCF): 
It provides the ability to control a trunking media gateway function (T-
MGF) through a standardized interface. Such control includes allocation 
and deallocation of resources of the media gateway, as well as 
modification of the usage of these resources. The MGCF performs 
protocol conversion between ISUP and SIP, and it also supports 
interworking between SIP and non-call related SS7 signalling. 
In case of incoming calls from legacy networks, the MGCF determines 
the next hop in IP routing depending on received signalling information. 
 

• Multimedia Resource Function Controller (MRFC): 
The MRFC, in conjunction with an MRFP located in the transport layer, 
provides a set of resources within the core network for supporting 
services. The MRFC interprets information coming from an AS 
(Application Server) via an S-CSCF and control MRFP accordingly.  
 

• Breakout Gateway Control Function (BGCF): 
The Breakout Gateway Control Function selects the network in which 
PSTN breakout is to occur and – within the network where the breakout 
is to occur - selects the MGCF. 
 
 

A.3 Internal reference points 
 
The different internal reference points, the entities that interconnect and its main 
function are described in Table A. 1. 

 

Table A. 1 Internal Reference Points 

Reference 
point Entities that connect Function 

Mg MGCF – CSCF 
It allows the MGCF to forward incoming 

session signalling to the CSCF for the purpose 
of interworking with PSTN networks. SIP is the 
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protocol used in this case 

Mr CSCF – MRFC 
It allows the S-CSCF to relay messages 

between an application server function and an 
MRFC. The protocol used for it is SIP 

Mw CSCF – CSCF 
It allows the communication and forwarding of 
signalling messaging between CSCFs. SIP is 

the protocol used 

Mi CSCF – BGCF 

It allows the S-CSCF to forward the session 
signalling to the BGCF for the purpose of 

interworking to the PSTN networks. SIP is the 
protocol used 

Mj BGCF – MGCF 

It allows the BGCF to forward the session 
signalling to the MGCF for the purpose of 

interworking to the PSTN networks. SIP is the 
protocol used 

Mk BGCF – BGCF To forward the session signalling between 
BGCFs. SIP is the protocol used 

Mx CSCF/BGCF – IBCF 
It allows the communication forwarding of 
signalling messages between a CSCF or a 

BGCF and an IBCF 
 
 

A.4 Value added services 
 
Three types of Application Server Functions (ASF) can be accessed by the IMS 
through the ISC or Ma reference point: 

• SIP Application Servers (SIP AS):  
It may contain 'Service Capability Interaction Manager' (SCIM) 
functionality and other Application Servers. The SCIM functionality is an 
application which performs the role of interaction management. 
 

• The IM-SSF Application Server: 
Its purpose is to enable access to IN service logic programs hosted in 
legacy SCPs. The IM-SSF functionality encompasses the emulation of 
the IN Call Model (BCSM) on top of SIP signaling. 
 

• The OSA SCS Application Server: 
The purpose of the OSA Service Capability Server is to provide access to 
OSA applications. 
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Figure A. 4 Value Add Services Architecture 

 
As it can be seen in Figure A. 4, there are two elements which communicate 
with the different ASs. They are the S-CSCF and the I-CSCF.  

The Serving-CSCF to AS interface is used to forward SIP requests, based on 
filter criteria associated with the originating or destinating user; while the 
Interrogating-CSCF to AS interface is used to forward SIP requests destined to 
a Public Service Identity hosted by the AS directly to that AS. 

 

A.5 Interconnection with other networks, with NASS and RACS 
 
Interconnection at the signalling level is provided via the SGF (transport) and 
MGCF (call/service control); at the media level is provided by the trunk 
interfaces at the T-MGF. 

However, interconnection with other IP-based service subsystems is performed 
via the IBCF at the signalling level and the I-BGF at the media level. 

In the case of two IMS subsystems, the interconnection between them occurs 
either between two home domains or between a visited domain and a home 
domain. Based on signalling information received from the Core IMS and local 
policy rules, the IBCF decides on a per session basis whether the RACS should 
be involved in the interconnection. 

Finally the interconnection between the NASS (Network Attachment 
SubSystem) and the Core IMS (in this case in the P-CSCF) is done at the e2 
reference point, and with the RACS (Resource and Admission Control 
Subsystem) at the Gq’ reference point for authorization of QoS resources, 
resource reservation and gate control. 

Interactions with the RACS may also take place at the IBCF level for gate 
control (including NAPT binding information relay). 
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ATTACHED DOCUMENT B: SESSION INITIATION 
PROTOCOL (SIP) 

 
The Session Initiation Protocol (SIP) is a signalling protocol, widely used for 
controlling multimedia communication sessions such as voice and video calls 
over IP (see [20] ).  

Furthermore, SIP is an application-layer control protocol that can establish, 
modify, and terminate multimedia sessions.  It can also invite participants to 
already existing sessions, such as multicast conferences.  Media can be added 
to (and removed from) an existing session.  SIP transparently supports name 
mapping and redirection services, which supports personal mobility - users can 
maintain a single externally visible identifier regardless of their network location. 

In fact, the SIP protocol is a TCP/IP-based application layer protocol. It has 
been designed to be independent of the underlying transport layer; it can run on 
TCP, UDP or SCTP. SIP incorporates elements of 2 widely used Internet 
protocols: HTTP used for Web browsing and SMTP used for e-mail. From the 
first one, SIP borrowed a client-server design and the use of URLs and URIs; 
and from the second one it borrowed a text-enconding scheme and header 
style. 
 

B.1 SIP entities 
The more relevant specific entities which may appear in a SIP scenario are 
related in Table B. 1. 
 

Table B. 1 SIP Entitites 

Entity  Description  

User Agent (UA) 

• It is the way a SIP-enabled end-device is called 
• It takes direction or input from a user and acts as an 
agent on their behalf to set up and tear down media 
sessions with others UAs. Moreover, it must maintain 
stare on calls which it initiates or participates in 
• A SIP User Agent contains both a client application 
(UAC) and a server application (UAS). The first one 
initiates the requests while the second one generates 
responses 
• It should advertise its capabilities and features in any 
request it sends which allow other UAs to learn of them 
without any explicit capabilities request. 

Proxy Servers 

• It receives a SIP request from a SIP UA or another 
proxy and acts on behalf of the user agent in forwarding 
or responding to the request 
• It is only allowed to modify requests/responses and to 
respond requests from a user agent. This is why it only 
relies on header fields 
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• A proxy server has no media capabilities 
• It can be stateless or stateful: 

o Stateless: it processes each SIP request/response 
based only on the message contents and no information 
about the message is stored  
o Stateful: it keeps track of requests/responses 
received and uses this information in processing future 
resquests/responses 

Redirect Servers 

• It is a user agent server that accept SIP requests, map 
the address into new ones and return these addresses to 
the client: it directs the client to contact an alternate set of 
URIs 
• It does not initiate requests, not accepts calls 

Registrars 

• It accepts only REGISTER requests and places the 
information it receives (in those requests) into the location 
service for the domain it handles 
• A registrar has to know (for example, through 
configuration) the set of domains for which it maintains 
bindings 
• When receiving a REGISTER from a user, it has 2 
options: 

o Accept the address and save it in a location server 
o Challenge the subscriber by rejecting the first 
registration attempt and force them to send 
authentication keys (this prevents man-in-the-middle 
attacks) 

B2BUA 

• A Back-to-Back User Agent is a logical entity that 
receives a request and processes it as a UAS. Then it 
acts as a UAC to reformulate the request and sends it out 
as a new request. Same process is applied to the 
responses  
• It maintains dialog state and must participate in all 
requests 
• However, it breaks the end-to-end nature of SIP and its 
use implies a reduction on the reliability of SIP sessions 
over the Internet 

SIP Gateway 

• It is an application which interfaces a SIP network to a 
network using or not the same signalling protocol 
• It may terminate the signalling path and it may also 
terminate the media one 
• It can support a huge number of users 

 
 

B.2 The Operation’s basics 
The basic operations of SIP are going to be explaining by means of a simple 
example. Figure B. 1 shows a typical SIP message exchange between two 
users, Alice and Bob, separated by two proxy servers. 
Alice "calls" Bob using his SIP identity, a type of Uniform Resource Identifier 
(URI) called a SIP URI. SIP URIs have a similar form to email addresses, 
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typically containing a username and a host name.  In this example Alice’s SIP 
URI is going to be sip:alice@example.1.com, where the term after the '@’ is the 
domain of Alice’s SIP service provider. Bob’s SIP URI is 
sip:bob@example.2.com. 
 

 
Figure B. 1 Example of a SIP Scenario 

 
SIP also provides a way to send requests securely to the callee by using secure 
URIs (called SIPS URIs). A call made to a SIPS URI, for example 
sips:alice@example.1.com, guarantees that secure, encrypted transport is used 
to carry all SIP messages from the caller to the callee’s domain. However, the 
security mechanisms depend on the policy of the domain of the callee. 

As it has been said before, SIP is based on an HTTP-like request/response 
transaction model. Each transaction consists of a request that invokes a 
particular method, or function, on the server and at least one response. The 
example in Figure B. 1 shows that the transaction begins with Alice sending an 
INVITE request addressed to Bob, a method which specifies the action that the 
requestor (Alice) wants the server (Bob) to take.  

An example of INVITE message (without the SDP part) is: 

INVITE sip:bob@example.2.com SIP/2.0 (1) 
Via: SIP/2.0/UDP pc33.example.1.com;branch=z9hG4bK776asdhds (2) 
Max-Forwards: 70 
To: Bob <sip:bob@example.2.com> 
From: Alice <sip:alice@example.1.com>;tag=1928301774 
Call-ID: a84b4c76e66710@pc33.example.1.com (3) 
CSeq: 314159 INVITE (4) 
Contact: <sip:alice@pc33.example.1.com> (5) 
Content-Type: application/sdp 
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Content-Length: 142 
 

(1) Indicates the method name followed by a list of header fields 

(2) It contains the address at which the requestor is expecting to receive 
responses to this request. It also contains a branch parameter which 
identifies the transaction 

(3) It contains a globally unique identifier for this call. The combination of the 
To, From and Call-ID tags completely defines a peer-to-peer SIP 
relationship between Alice and Bob and is referred to as a “Dialog” 

(4) It is formed by a number and the method name. The first one is 
incremented for each new request within a dialog and is a traditional 
sequence number 

(5) It contains a SIP or SIPS URI that represents a direct route to contact 
Alice. The difference between the Via and Contact headers is that the 
first one tells other elements where to forward the response, but the 
second one tells other elements where to send future requests. 

 

The details of the session, such as the type of media, codec or sampling rate 
are described in the body of the SIP message encoded in some other protocol 
format, usually SDP. 

Keeping on with the example shown in Figure B. 1, Alice sends the request to 
its SIP server (Proxy 1) because she does not know the location of Bob or the 
SIP server which serves the example.2.com domain. The proxy will forward the 
message to Bob or to the corresponding server which will do the same action 
until achieving Bob’s location. 

Once the session has been established by the exchange of different messages 
(which are described in section B.4), the proxy servers are no longer part of the 
communication that takes place directly between Alice and Bob: the media 
session has now begun. They send media packets using the format agreed 
during the messages exchange. 

If one of them decides to change the media session features, they only have to 
send a re-INVITE message containing a new media description. When hanging 
up, a BYE message is generated (in this case Bob is the one disconnecting) 
and sent directly to Alice. She answers with a 200 OK response that terminates 
the session and the BYE transaction. 

B.3 Structure of the protocol 
The SIP protocol is text-based which makes it simpler to understand than most 
bit-oriented protocols where the significance of each bit position must be known 
to comprehend it.  

A very important aspect about SIP is that SIP entities are logical not physical. A 
physical realization can choose to act as different logical elements. 

SIP is structured as a layered or staged protocol. A SIP entity may be capable 
of some of the layers depending on the entities functions, so there may be no 
need for the other ones (see [18] , [19]  and [20] ). These layers are defined as: 
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• Syntax & Encoding: It is the lowest layer and it is mandatory for all 
network entities. Its encoding is specified using and augmented BNF 
(Backus-Naur Form) grammar. Essentially, it allows the entity to 
understand and interpret SIP messages.  

• Transport: The second layer. It defines how a client sends requests and 
receives responses over the network as well as how communications 
between two elements will be supported using the TCP or SCTP 
protocols. When a connection is established between 2 entities, the 
transport layer creates an index to the connection using the IP address, 
port number and the transport protocol. 

• Transaction: Transactions are a fundamental component of SIP. This 
third layer handles application-layer retransmissions, matching of 
responses to requests, and application-layer timeouts. User agents and 
stateful proxies contain a transaction layer but not the stateless proxies. 

• Transaction user: The layer above the previous one. A transaction user 
is an entity that creates SIP messages and has the ability to cancel 
transactions. So, all SIP entities that create SIP transactions are 
considered transaction users.  

 

B.4 SIP messages 

B.4.1 SIP methods 
SIP methods can be divided into requests and responses. The list of them is 
seen in Table B. 2. 
 

Table B. 2 SIP Methods 

Method  Description  

INVITE 
Sent by the caller to the callee. 
It indicates a client is being invited to participate in a call 
session. 

ACK Confirms that the client has received a final response to an 
INVITE request. 

BYE Sent by the caller or the callee when they want to terminate 
the call 

CANCEL Cancels any pending request, any transaction 
OPTIONS Queries servers about their capabilities 

REGISTER 
Used by a User Agent to notify a SIP network of its current 
IP address (Contact URI) and the URI that should have 
requests routed to this IP 

PRACK Provisional ACK 
SUBSCRIBE Subscribes for an Event of Notification from the Notifier 

NOTIFY Used to notify entities subscribed to event notification of 
registration updates 

PUBLISH Sent by a client to publish an Event to the Server 

INFO Sends mid-session information which does not modify the 
session state 
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REFER Asks recipient to issue SIP request (call transfer) 
MESSAGE Transport instant messages using SIP 

UPDATE Modifies the session state without changing the state of the 
dialog 

 

B.4.2 SIP responses 
A response is sent by a SIP server to a client and it has the following structure: 

SIP VERSION (space)STATUS CODE (space)EXPLANATION 

The STATUS CODE is a numerical code used by the receiver to identify the 
status of the request. It is formed by 3 numerical digits followed by a description 
of the code. 

The STATUS CODE is divided into 6 different families, where the first digit 
indicates the class of the code, as it is shown in Table B. 3. 

 

Table B. 3 SIP responses 

Family  Description  Examples  
1xx Informational/Provisional Responses 100 Trying 

180 Ringing 
2xx Successful Responses 200 OK 
3xx Redirection Responses 302 Moved Temporarily 

305 Use Proxy 
4xx Client Error Responses 401 Unauthorized 

408 Request Timeout 
5xx Server Error Responses 500 Server Internal Error 

503 Service Unavailable 
6xx Global Failure Responses 600 Busy Everywhere 

603 Decline 
 

B.5 Session Description Protocol (SDP) 
SDP stands for Session Description Protocol and it is a format for describing 
media initialization parameters in an ASCII string. Nevertheless, in fact, it is 
more a description syntax than a protocol in the way that it does not provide a 
full range media negotiation capability. 

SDP does not deliver any media itself, but it is used for negotiation between end 
points of media type, format and all associated properties. In other words, the 
main aim of this protocol is to describe multimedia communication sessions for 
the purpose of session announcement, session invitation and parameter 
negotiation. 

B.5.1 Session description 
A session description consists of a session-level description and optionally 
several media-level descriptions. The session is described by a series of 
attributes pairs, forming the SDP session description. It consists on a number of 
lines of text of the form: 

<type>=<value> where: 
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• <type> is always one character 

• <value> is a structured text string whose format depends on <type> 

The SDP syntax is extensible and new attributes are added to the standard 
occasionally. Not all the lines are required in a session description, but they 
must appear in exactly the following order (see [22] ): 

• Session description: 

 v=  (protocol version) 
       o=  (owner/creator and session identifier). 
       s=  (session name) 
       i=* (session information) 
       u=* (URI of description) 
       e=* (email address) 
       p=* (phone number) 
       c=* (connection information) 
       b=* (bandwidth information) 
        One or more time descriptions 
        z=* (time zone adjustments) 
       k=* (encryption key) 
       a=* (zero or more session attribute lines) 
        Zero or more media descriptions 

• Time description: 

 t=  (time the session is active) 
        r=* (zero or more repeat times) 

• Media description: 
 m=  (media name and transport address) 
        i=* (media title) 
        c=* (connection information - optional) 
        b=* (bandwidth information) 
        k=* (encryption key) 
        a=* (zero or more media attribute lines) 

Some of the attributes are optional, and this is identified in the session 
description with “=*”.  

Finally, for a practical view of what has been explained in this section, an 
example of SDP description session is incorporated below (see [20] ): 
 
        v=0 
        o=mhandley 2890844526 2890842807 IN IP4 126.16.64.4 
        s=SDP Seminar 
        i=A Seminar on the session description protocol 
        u=http://www.cs.ucl.ac.uk/staff/M.Handley/sdp.03.ps 
        e=mjh@isi.edu (Mark Handley) 
        c=IN IP4 224.2.17.12/127 
        t=2873397496 2873404696 
        a=recvonly 
        m=audio 49170 RTP/AVP 0 
        m=video 51372 RTP/AVP 31 
        m=application 32416 udp wb 
        a=orient:portrait 
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ATTACHED DOCUMENT C: NETWORK ATTACHMENT 
SUBSYSTEM (NASS) 

 
NASS, from Network Attachment SubSystem, is a system which plays a very 
important role inside the NGN architecture but is considered outside the Core 
IMS one. 

 

C.1 General functions of NASS  
 
The functions provided by NASS are the following ones (see [6] ): 

• Dynamic provision of IP addresses and other user equipment 
configuration parameters 

• Authentication, authorization of network access and access network 
configuration 

• Initialization of the User Equipment (UE) 
• Authentication of access sessions 
• Location management 

The NASS also announces the contact point of the TISPAN NGN 
Service/Applications Subsystems to the UE.  

C.1.1 Mobility, Nomadism 
 
Furthermore, NASS provides mobility management functions to the UE but (in 
the current TISPAN NGN release (Nov-2008)) they are limited to: 

• The ability of a terminal to be moved to different access points and 
access networks (of the same or different network providers) 

• A user to use different terminals, access points and access networks to 
retrieve their TISPAN NGN services 

The current standard does not require the support of handover and session 
continuity between access networks without excluding autonomous mobility 
capabilities provided within the access networks. 

C.1.2 Access network level registration 
 
NASS registration involves the identification, authentication, and authorization 
procedures between the UE and NASS to control its access. In this way, there 
are two different types of authentication: 

• Implicit:  
It may be performed by NASS based on the line identification of the 
connection to the UE. In other words, the UE is authenticated only by 
knowing through which line it connects to the access network (line 
authentication). This line has a layer 2 (L2) identifier, which NASS uses 
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to guarantee the UE’s access when connecting through that line. This 
system is possible to apply also in the case of the CNG (Customer 
Network Gateway) authentication. 
The operator's policy shall decide whether line authentication applies. 

• Explicit: 
It requires a signalling procedure to be performed between the UE and 
NASS. This kind of authentication needs that the relationship between 
the identity and the credentials used for authentication must be known by 
NASS in advance. The identity used for explicit authentication may 
depend on the authentication mechanism applied and on the access 
network which the UE is connected to. Two examples of these identities 
are: 

o User identity and credentials 
o UE identity 

 
If the UE includes a CNG, there are two possible scenarios: 

o CNG in route mode: the CNG hides a private realm which would 
be administered by it. So, the authentication shall be initiated from 
the CNG 

o CNG in bridge mode: each UE shall authenticate with the NASS 
as the IP realm in the CPN (Customer Premises Network) is 
known to the access network 

To sum up, the type of explicit authentication mechanisms used shall 
depend on the access network configuration and on the operator policy. 

It is very important to take into account that the relationship between the identity 
and the credentials used for authentication must be known by NASS for any 
authentication solution to be possible. And also, both implicit and explicit 
authentication may be used independently as NASS authentication 
mechanisms. 

At the end, independently of the authentication method, the NASS will storage 
the line identifier, also known as Logical Access ID. 

C.1.3 TISPAN NGN Service/Applications Subsystems di scovery 
 
As part of the network registration process, NASS shall have the possibility to 
announce the contact information of the TISPAN NGN Service/Applications 
Subsystems to the UE. In case the TISPAN NGN Subsystem is the IMS, the 
contact information provided by NASS shall identify the P-CSCF. 

The contact information provided by NASS should either be in the form of the IP 
address of the contact point or in the form of the FQDN of the contact point (in 
which case NASS provides the IP address of the DNS server). 

Alternatively, the contact point to the TISPAN NGN Service/Applications 
Subsystems may be statically configured in the UE. 
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C.2 Functional Architecture 
 
The Network Attachment Subsystem (NASS) comprises the following functional 
entities: 

• Network Access Configuration Function (NACF). 
• Connectivity session Location and repository Function (CLF). 
• User Authentication and Authorization Function (UAAF). 
• Profile Data Base Function (PDBF). 
• CNG Configuration Function (CNGCF). 

NASS has interaction with the following entities also: 

• TISPAN Service control subsystems and applications. 
• Resource Admission Control Subsystem (RACS). 
• Access Relay Function (ARF) and Access Management Function (AMF). 
• User Equipment (UE). 

Figure C. 1 provides an overview of the relationships between these functional 
entities and other subsystems of the NGN architecture.  

 
Figure C. 1 NASS Architecture 

 

C.2.1 Functional entities 
 

• Network Access Configuration Function (NACF): 
It is responsible for the IP address allocation to the UE. It may also 
distribute other network configuration parameters such as address of 
DNS server(s), address of signaling proxies for specific protocols (as the 
address of the P-CSCF when accessing the IMS). 
The NACF should be able to provide to the UE an access network 
identifier, which uniquely identifies the access network to which the UE is 
attached. The UE may send this information to applications as a hint to 
locate the CLF. 
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• Connectivity session Location and repository Functi on (CLF): 
It registers the association between the IP address allocated to the UE 
and related network location information provided by the NACF: access 
transport equipment features, line identifier (Logical Access ID), IP Edge 
identity, etc.  
The CLF registers the association between network location information, 
received from the NACF, and geographical location information. The CLF 
may also store the identity of the NASS User to which the IP address has 
been allocated (information received from the UAAF), as well as the 
associated network QoS profile and preferences regarding the privacy of 
location information. In case the CLF does not store the identity/profile of 
the NASS User, the CLF shall be able to retrieve this information from 
the UAAF.  
The CLF responds to location queries from service control subsystems 
and applications and it interfaces with the NACF to get the association 
between the IP address allocated by the NACF to the NASS User and 
the Line ID. 
This entity also registers NASS User network profile information 
(received from the UAAF at authentication) to make this profile 
information available to the RACS at authentication of the UE. 

• User Authentication and Authorization Function (UAA F): 
It performs NASS User authentication, as well as authorization checking, 
based on NASS User profiles, for network access. For each NASS User, 
the UAAF retrieves authentication data and access authorization 
information from the NASS User network profile information (contained in 
the PDBF). The UAAF may also perform the collection of accounting data 
for each NASS User authenticated by NASS. 
The UAAF can also act as a proxy. In this case it can locate and 
communicate with the UAAF acting as server which contains the PDBF 
NASS User authentication data. The UAAF proxy can forward access 
and authorization requests, as well as accounting messages, received 
from the AMF, to the UAAF acting as server.  

• Profile Data Base Function (PDBF): 
It is the functional entity that contains NASS User authentication data and 
information related to the required network access configuration. This 
data is called "NASS User network profile” and it may be subdivided into 
sub-profiles, each of which is associated to one or more Logical Access 
ID.  
The PDBF responds to queries from the UAAF on the full profile or on a 
particular sub-profile. 

• CNG Configuration Function (CNGCF): 
The CNGCF is used during initialization and update of the CNG. It 
provides the CNG with additional configuration information (configuration 
of an internal firewall in the CNG, QoS marking of IP packets etc.), 
related to the configuration information provided by the NACF.  
The CNGCF may also handle notifications from the CNG on terminal 
equipment availability. So it has to provide configuration information for 
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the UEs, indirectly via the CNG or directly to the UEs. It may also trigger 
maintenance tests and process results sent by the CNG or by the UEs. 

 

C.2.2 Reference points 
 
The different reference points that connect the NASS entities between them and 
with external entities are shown in Table C. 1. 

Table C. 1 Reference Points (internal and external)  

Reference 
point Entities that connect Function 

a2 NACF-CLF 

It allows the NACF to register in the CLF the 
association between the allocated IP address 

of the NASS User identity and the related 
location information 

a4 UAAF-CLF 

It allows the CLF to register the association 
between the NASS User identity and its 

preferences regarding the privacy of location 
information provided by the UAAF. It is also 
used to register NASS User network profile 

information 

e5 UAAF-UAAF 
Used between a UAAF-proxy and a UAAF-

server, which may be in different administrative 
domains 

e4 CLF-RACF 

It is used to pass the association between the 
Globally Unique Address and/or NASS User ID 
and the Access Identifier from the CLF to the 

RACS. It may also be used to pass QoS profile 
information and initial gate settings from the 

CLF to the RACS. 

e2 CLF-AFs 

It enables Application Functions to retrieve 
information about the characteristics of the IP-

connectivity session used to access such 
applications from the CLF. It may also be used 
by a CNGCF to retrieve information from the 

CLF. 

e1 NASS-UE 

It enables the UE to initiate requests for IP 
address allocation and network configuration 
parameters in order to access to the network. 
These requests are received by the AMF, via 
the ARF. Requests are in DHCP or PPP form 

e3 CNGCF-CNG 

It is used during initialization and update of the 
CNG to provide the CNG with additional 

network configuration information when this 
information is not available over the interface 
(e1. The CNGCF may also manage the TE 

devices connected to a CNG 

a1 AMF-NACF 

It allows the AMF to request the NACF for the 
allocation of an IP address to user equipment 

as well as other network configuration 
parameters 
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a3 AMF-UAAF 
It allows the AMF to request the UAAF for 
NASS User authentication and network 

subscription checking 
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ATTACHED DOCUMENT D: CUSTOMER NETWORK 
GATEWAY (CNG) 

 

A Customer Network Gateway (CNG) is a CPN device acting as a gateway 
between the CPN and the NGN and it is able to perform networking functions 
from physical connection to bridging and routing capabilities, but also possibly 
implementing functions related to the service support. This way, a CPN is an in-
house network composed by customer network gateway, customer network 
devices (CNDs), network segments, network adapters and nodes. 

Taking into account the type of User Equipment (UE but in TISPAN 
nomenclature it is named also as CND), the CNG architecture may be different. 
TISPAN defines 4 types of CND (see [9] ): 

• Analogue phones  
• IMS Customer Network Devices 
• Non IMS SIP IETF Customer Network Devices 
• ISDN Customer Network Devices 

This attachment document is focused on the second and third types. Thus, the 
architecture proposed by TISPAN for IMS devices is shown in Figure D. 1 and 
for SIP devices in Figure D. 2. 

 
Figure D. 1 CNG Architecture for an IMS CND 
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Figure D. 2 CNG Architecture for a SIP device 

 

There is little difference between the connection of an IMS device or an IETF 
SIP device to the CNG. In the second case, two more reference points are 
needed: Dj’ between the entities CND-CSMF and CNG-IPTVF; and Ut between 
the CNG-NFF and the AS (Application Server). 

In the following sections the entities which compose the CNG and the 
requirements of the reference points are detailed. 

 

D.1 CNG Functional Entities 
 

D.1.1 The transfer level functions 
 

D.1.1.1 CNG-NFF: CNG-NAPT and Firewall Function 

It shall provide gate control functionality, as for example dynamic NAPT and 
firewall functions at the boundary between the CPN and the NGN. 

D.1.2 The transport level functions 
 

D.1.2.1 CNG-IPTVF: CNG-IPTV Function 
When supporting IPTV services, the CNG shall be able to forward inbound 
multicast packets only to the physical interfaces connected to devices that have 
joined the specific multicast group.  
The CNG shall be able to perform a link layer multicast to unicast translation. 
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D.1.3 The CNG-NASS entities (Network Attachment Sub system) 

D.1.3.1 CNG-CMF: CNG-Configuration and Management Function 
The CNG-CMF shall manage a mutual authentication between the CNGCF and 
the CNG entities and it shall enable the CNG configuration and firmware 
upgrade. Some of the authentication parameters may be stored in a UICC 
(containing the ISIM). 
The CNG-CMF entity should enable transmission of configuration information to 
CNDs, obtained from the CNGCF. So, as soon as a CND is connected, the 
CNG-CMF should be able to deliver configuration parameters to it.  

Furthermore, this entity should allow maintenance of any CPN device 
(CNG/CND) from the NGN network (diagnostic and performance tests).  

 

D.1.3.2 CNG-AtF: CNG-Attachment Function 
The CNG-AtF entity is responsible for allocation of IP addresses to user 
premises equipment (CND), and to the CNG from the NACF via the ARF. 
 

D.1.3.3 CNG-PCF: CNG-Policy Control Function 
It may integrate a database containing the access profile. This includes 
bandwidth and QoS parameters for the CNG CND side, which could be 
configured by the user.  
 

D.1.3.4 CNG-AuF: CNG-Authentification Function 
This entity shall manage the authentication of CNDs to be connected to the 
CPN. The CNG-AuF may be configured by the user for such a case, using the 
CNG-User Interface Function (CNG-UIF). 
 

D.1.3.5 CNG-LF: CNG-Location Function 
It may allow an internal application providing location information which may be 
configured by the owner of the CNG, received from the CLF or obtained from 
the network, via the CNG-AtF. If this information comes from the CLF, then the 
CNG-LF entity may not be used. 
 

D.1.4 The CNG-Resource and Admission Control Functi onal entities 
(C-RACF) 
 

D.1.4.1 CNG-ACF: CNG-Admission Control Function 
The CNG-ACF should receive and send QoS messages from/to the CNG-SIP 
proxy B2BUA Function. In particular it should: 

• Check resources availability on each link/device involved in the 
communication 
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• Perform the appropriate resources reservation 

The CNG-ACF entity calculates the available resources on the access line 
during the establishment of a new session before the direct intervention of the 
RACS on the NGN side. As it has no means of reading signalling protocols 
other than unencrypted SIP, the result of this calculation may be wrong for the 
access line because of an underestimation of the total number of sessions. Still 
RACS will assure the proper result. 

 

D.1.5 The CNG-Service-related Functional entities ( CNG-SF) 
 
Depending on the services supported, a CNG may include one or more Service-
related Functions. TISPAN identifies the following types of SCFs intended to 
support SIP-based applications.  

D.1.5.1 CNG-SIP Proxy B2BUA Function 
The CNG-SIP Proxy B2BUA should implement a Local SIP Registrar and an 
outbound SIP Proxy (a SIP access point for the P-CSCF) forwarding the 
register messages to the P-CSCF if necessary. Furthermore, it should perform 
an adaptation of non-IMS compliant IETF SIP protocols towards one IMS 
compliant SIP protocol; however this functionality could also be performed by 
the NGN. 
This entity can be implemented in two different ways (see [13] ): 

• As a SIP-Proxy: In this case network topology information will not be 
hidden between the CPN and NGN sides. A SIP Proxy can not initiate its 
own sessions and, in most cases, its own transactions; so, it is not 
suitable for a protocol adaptation functionality between IETF SIP and 
IMS SIP.  

However, if implementing a SIP Proxy, the IMS protocol adaptation would 
have to be made by the NGN and the specifications for the Gm reference 
point would not be fulfilled. 

• As a SIP B2BUA: It could implement routing functionality in a proxy-like 
fashion and also it could terminate sessions on one side and initiates 
sessions on the other side by applying specific logic that the B2BUA 
implements.  

Implementing a B2BUA in the CNG means that network topology 
information would be hidden as well as be suitable for protocol 
adaptation between IETF SIP and IMS SIP protocols. 

In case of AKA authentication, the SIP Proxy B2BUA shall have access to the 
authentication parameters through an ISIM/UICC functionality. In this context 
the use of HTTP Digest is for an early deployment whereas IMS AKA is the 
target solution. 

D.1.5.2 CNG-PPF: CNG-Plug and Play Function 
This entity may obtain some CND information (service discovery, description) 
and allow their control. The Remote Access Discovery Agent (RADA) discovers 
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and maintains a device-list for the services provided, which is continuously 
updated, kept and provided for facilitating communication between devices. 

In addition, the CNG-PPF should allow a communication between the different 
CNDs connected to the CNG. For this purpose, ALG functionality may be 
needed by the CNG-PPF entity.  

D.1.5.3 CNG-UIF: CNG-User Interface Function 
It should allow the user to configure some CNG parameters for the transport 
layer as for example: 

• Firewall rules, possibly defined for each user (e.g. parental control); 

• Authorized CNDs within the CPN, with possible bandwidth restrictions. 

D.1.5.4 UICC/ISIM module 
The ISIM is a network access application dedicated to IMS access contained in 
a UICC. In other words, an ISIM is a SIM for IMS networks.  

The most important parameters it includes are: 

• The IMPI (IMS private identity). 

• At least one IMPU (IMS public Identity). 

• The operator's NGN Domain Name. 

An authentication element so as to support the AKA authentication. 
 

D.2 Reference points 
 
In this section the reference points that are needed in the CNG architecture are 
explained. They have been classified according to the side they are located. 

D.2.1 CPN side 
 
The reference points on the CPN side are explained in Table D. 1. 

 

Table D. 1 Reference points in the CPN side 

 Reference 
Point Description 

A
tta

ch
m

en
t 

e1’ 
• Between CND ↔ CNG-AtF 
• Exchange of identities through it using DHCP 
• Mandatory if the CNG works in routed mode 

e3’ 

• Between CND ↔ CNG-CMF 
• It supports a variety of functionality to manage a 
collection of user equipment (auto-configuration, status 
and performance monitoring, diagnostics, …)  
• HTTP protocol based 
• Recommended as the e3 reference point could also be 
used 
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au 

• Between CND ↔ CNG-AuF 
• The authenticated entity is a CND while the 
authenticator is the CNG. 
• EAP with PPP, PANA or IEEE 802.1X encapsulation as 
authentication protocol 
• Recommended 

T
ra

ns
po

rt
 Dj 

• It is responsible for the exchange of media flows 
between the User Equipment (CNG or CND) and the 
access node 
• Mandatory 

Dj’ 

•  It is responsible for the exchange of media flows 
between the IPTV CND and the CNG 
•  Applicable only in case the CNG is supporting IPTV in 
routed mode 

S
er

vi
ce

 

Gm’ 

• Supports the communication between a CND and the 
CNG for registration and session control 
• The difference between Gm and Gm' is related to the 
conformance to IMS and to the need to go through the 
B2BUA 
• SIP protocol 
• Recommended 

u 

• It gives the possibility to one or several authorized users 
to have access to the CNG Configuration, through the 
CNG-UIF 
• Recommended 

C 

• Between CND-PPF ↔ CNG-PPF 
• It provides some CND information to the CNG and allow 
its control. 
• The communication between many types of CNDs 
within the CPN may be established through this reference 
point 
• Optional 

 

D.2.2 NGN side 
 
In Table D. 2 the reference points on the NGN side are detailed. 

 

Table D. 2 Reference points in the NGN side 

 Reference 
Point 

Description  

A
tta

ch
m

en
t 

e1 

• Between CNG-AtF ↔ ARF 
• DHCP support 
• The ARF entity is a DHCP Relay Agent which sends the 
requests it receives to the NACF, whereas the CNG-AtF 
entity is a DHCP Server for CPN side and a DHCP client 
for the NGN side 



Customer Network Gateway   83 

• Mandatory 

e3 

• It is used during the CNG initialization and upgrade to 
provide it with information no available through e1 
• It has to support: 

o Mutual authentication between CNG and CNGCF 
o CNG and CNDs configuration 
o Notify the CNGCF the UEs availability 

• Mandatory 

S
er

vi
ce

 Gm 

• It supports the communication between UE and the IMS 
• It shoud support between the Proxy-CSCF and the 
CNG: 

o Send SIP messages to/from the NGN 
o Call forking at the CNG level  

• SIP protocol 
• Mandatory 

Ut 
• It enables the user to manage information related to his 
services 
• Optional 
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ATTACHED DOCUMENT E: OPEN IMS CORE 
 
The Open IMS Core is an open source implementation of the core elements of 
an IMS/NGN architecture (as specified by 3GPP, ETSI TISPAN and 
PacketCable initiative) which has been developed by the FOKUS group in the 
Fraunhofer Institute. It is composed by IMS Call Session Control Functions 
(CSCFs) and a lightweight Home Subscriber Server (HSS); both based upon 
open source software (see [26] ). 

 
Figure E. 1 Open IMS Core Diagram 

 

As it can be seen in Figure E. 1, Open IMS Core is based on four servers: 
Proxy-CSCF, Serving-CSCF, Interrogating-CSCF (these three form the CSCFs 
module) and the database HSS.  

E.1 CSCFs module 
The servers which compose the CSCFs module are written using SER (SIP 
Express Router) which can act as a SIP Registrar, Proxy or Redirect server and 
it is capable of holding a huge number of calls per second (see [28] ). 

Each CSCF entity is implemented as a SER module that can be dynamically 
loaded by adding the required operations to the SER.  

E.1.1 Proxy-CSCF 
It is able to firewall the core network at the application level which means that 
only registered users are allowed to insert messages inside the IMS network 
and the P-CSCF asserts the identity of the users. At the same time, to keep 
track of users, it has an internal registrar which is updated by intercepting the 
registration process. 
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For originating call signalling, it generates unique charging vectors and inserts 
network and path identifiers which are needed for the correct further processing 
of the SIP messages. Once the user is correctly registered, its subsequent 
messages are forwarded using DNS information towards the requested IMS 
home network. Moreover SER NAT traversal modules were adapted for the 
specific user location storage mechanisms. 

The internal architecture of the P-CSCF can be seen in Figure E. 2. 

 
Figure E. 2 P-CSCF Internal Architecture 

Some features of the Proxy-CSCF are: 

• Signalling firewall and user identity assertion 
• Local registrar synchronization 
• Path header support 
• Service-Route verification and enforcement 
• IPSec set-up 
• Integrity protection for authentication 
• Security-Client, Security-Server, Security-Verify header support  
• NAT support 

E.1.2 Serving-CSCF 
This entity communicates with the HSS over the Cx interface (using Diameter) 
to get back authentication vectors, update registration information and also 
download user profiles. However it does not generate authentication vectors 
because it relies on the HSS for this task; so, in this case, it only compares 
these values to the ones calculated in the UE.  

The Serving-CSCF implements at the same time support for IMS Digest AKA as 
well as MD5.  

Taking into consideration the cases where a fast response is needed, its 
registrar is based on a complex structure of hash-tables. Then, the information 
which is required to relate a user identity to a physical User Equipment is stored 
here and used further on for call routing. 

Figure E. 3 shows the internal architecture of the Serving-CSCF. 
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Figure E. 3 S-CSCF Internal Architecture 

Its features are: 

• Full Cx interface support (MAR, SAR, PPR, RTR) 
• Authentication through AKAv1-MD5, AKAv2-MD5 and MD5 
• Service-Route header support and Path header support 
• P-Asserted-Identity header support 
• Visited-Network-ID header support 
• Service profile downloading from HSS 
• Initial Filter Criteria (IFC) triggering 
• ISC interface routing towards Application Servers 
• Dialog statefulness 

E.1.3 Interrogating-CSCF 
It acts as a stateless proxy that interrogates the HSS and (depending on the 
answer) routes the message to the correct Serving-CSCF. Due to implementing 
the Cx interface, it supports the Diameter instructions to locate the assigned S-
CSCF to the user or to select a new S-CSCF. 

For protection issues, it has a firewalling capacity that only allows signalling 
messages coming from trusted networks. 

Its internal architecture is shown in Figure E. 4. 

 
Figure E. 4 I-CSCF Internal Architecture 
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Some features of the Interrogating-CSCF are: 

• full Cx interface support (LIR, UAR) 
• S-CSCF selection based on user capabilities 
• Serial forking for forwarding to S-CSCF 
• Topology Hiding (THIG) 
• Network Domain Security (NDS) 

 

E.2 FOKUS HSS (FHoSS) 
The database that FOKUS developed (FHoSS) is completely written in Java 
and based on open source software as the other elements of the Open IMS 
Core.  

In this way, the user data is stored inside a MySQL database. Furthermore, it 
allows the generation of authentication vectors and it provides a web-based 
management interface for easy management of user profiles and associated 
iFCs. 

A diagram of the internal architecture of the FOKUS HSS is shown in Figure E. 
5. 

 
Figure E. 5 HSS Internal Architecture 

Its features are: 

• Support for the 3GPP Cx, Sh and Zh Diameter applications 
• Integrated simple AuC functionality 
• Java Diameter Stack implementation 
• HTTP-based management console 

 

E.3 Installation aspects 
This section is not intended to explain the installation process but to make clear 
some aspects which must be taken into account before starting to download the 
source code. 
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By default, Open IMS Core is configured to work only on the local loopback in 
an unique Linux machine. If it is adequate for your network configuration, then 
the only thing to do is follow the installation guide provided by FOKUS in [26] .  

However, as in the case of this project, if a module per server is required, the 
following tips may be useful: 

• First of all, the configurator.sh tool is not helpful because it can only help 
when all the modules work in only one Linux machine but you do not 
want them working on the loopback. 

• Be aware of which prerequisites need each entity and install them 
accordingly.  

• The critical point is the configuration step because it implies modifying 
scripts that, in the default case, may be preserved as they are. Thus, 
default configuration variations are only discussed in the Fraunhofer 
mailing lists (see [32]  and [33] ).  
In the present case it was necessary to accordingly configure: 

o For each CSCF module, its .xml and .cfg files. 
o For the HSS, both DiameterPeerHSS.xml and hss.properties files. 
o Include a DNS Server (Bind9) which is currently located in the 

Proxy-CSCF machine. 

Once finished all modifications, starting the components is the next step. 
In the HSS’s case, it is highly recommended to assure that the /deploy 
folder and all its contents are not owned by root. 

• As it has been indicated before, FOKUS maintains different mailing lists 
(for general purposes, only CSCFs issues and only HSS issues) where 
people around the world post their configurations, asks questions, ask for 
help and many other things. You can see all the archives and if you want 
to post a comment or send an email you only have to subscribe for that 
mailing list. 
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ATTACHED DOCUMENT F: DYNAMIC HOST 
CONFIGURATION PROTOCOL (DHCP) 

 
DHCP’s aim is to provide configuration parameters to Internet hosts, not only IP 
addresses but other network information. This protocol is based on two 
components: 

• A protocol for delivering host-specific configuration parameters from a 
DHCP server  

• A mechanism for allocation of network addresses to hosts. 

DHCP is built on a client-server model: servers allocate network addresses and 
deliver configuration parameters, and clients are hosts which request 
initialization parameters from DHCP servers. 

As in the case of IANA and BOOTP, DHCP uses the same two ports: 67/udp for 
the server side and 68/udp for the client side. 

DHCP protocol was defined at first in RFC 1531, but the current specifications 
are specified in RFC 2131 for IPv4 and in RFC 3315 for IPv6 (also called as 
DHCPv6). 

F.1 Allocation mechanisms 
 
This protocol supports three mechanisms for IP address allocation: 

1. Automatic allocation: DHCP assigns a permanent IP address to a client. 
2. Dynamic allocation: DHCP assigns an IP address to a client for a limited 

period of time or until the client releases that address. It permits to reuse 
automatically an address which is no longer needed by the client to 
which it was assigned.  
This type of allocation mechanism is specially useful for assigning an 
address to temporary clients or for sharing a limited pool of IP addresses. 

3. Manual allocation: the network administrator assigns a client’s IP 
address so DHCP is only needed for convey the assigned address to the 
client. In this way it is not necessary to manually configure each host but 
only the DHCP server. 

F.2 Messages 
 
The format of DHCP messages is based on the one for BOOTP messages to 
capture the BOOTP relay agent behaviour, as well as to allow interoperability of 
existing BOOTP clients with DHCP servers. Another advantage is that, in this 
way, it is possible not to have a DHCP server on each physical network 
segment but use BOOTP relay agents. 

The different DHCP messages are described in Table F. 1 (see [16] ). 
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Table F. 1 DHCP Messages 

Message  Used 

DHCPDISCOVER Client broadcasts it to locate available DHCP servers 

DHCPOFFER Sent by a  server to the client in response to a 
DHCPDISCOVER with offer of configuration parameters 

DHCPREQUEST 

Sent from the client to a specific DHCP server for: 
• Request the offered parameters and implicitly declining 

offers from all the others servers 
• Confirm if the previous allocated address is correct 
• Extend the lease time on a particular network address 

DHCPACK Sent by the server to the client with configuration parameters, 
including committed network address. 

DHCPNACK Sent by the server to indicate the client that its notion of 
address is incorrect or its lease time has expired 

DHCPDECLINE Used by a client to indicate the server that its address is in use 

DHCPRELEASE Used by a client to indicate the server that its address is now 
available again in the pool 

DHCPINFORM From a client to the server asking only for local parameters 
after it has an address allocated 

 

F.3 Operating mode 
 
A typical communication between a DHCP client and server is shown in Figure 
F. 1. A client, which wants an IP address, sends a DHCPDISCOVER message 
(�) broadcast to find out the different DHCP servers and the information they 
offer. In this message the client indicates a desired IP address and also lease 
times. 

The different servers respond with a DHCPOFFER message (�) (in this case 
there is only one server) that includes the available IP address, in “yiaddr” field, 
and other configuration parameters. However, before offering an IP address, 
the DHCP server must check if it is in use (with an ICMP message for example). 

The client waits some time to make sure it has received all the offers from the 
different servers and, then, it selects the server which offer suits better the 
information it requested in the initial DHCPDISCOVER message. Hence, it 
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sends a DHCPREQUEST message (�) broadcast to confirm the allocation with 
the DHCP server selected and denied the other offers. 

 

Figure F. 1 DHCP Communication 

DHCPACK (�) is sent from the server to the client to confirm the binding and 
also include some configuration parameters. In the case the server cannot 
satisfy the DHCPREQUEST, it answers with a DHCPNACK. 

It is important to take into consideration that only once the server has received 
the DHCPREQUEST as answer to its DHCPOFFER, then it can mark the IP 
address offered as not available. 

If the client wants to finish the agreement with the server, it sends a 
DHCPRELEASE message (�) to indicate it will no longer make use of that IP 
address. Nevertheless, as lease times are indicated, if the client wants to 
update this times, it has to send again a DHCPREQUEST message to its DHCP 
server. 
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ATTACHED DOCUMENT G: PPP OVER ETHERNET 
(PPPOE) 

 
PPPoE stands for Point-to-Point Protocol over Ethernet and it provides a 
method to encapsulate Point-to-Point Protocol (PPP) packets inside Ethernet 
frames; which permits to set up a point-to-point communication between two 
users as well as send and receive data packets securely over the connection. 

This protocol is commonly used by users to connect to DSL modems over 
Ethernet. 

G.1 Point-to-Point Protocol (PPP) 
It was designed to establish simple links between two users to transport full-
duplex and bi-directional data as a solution for the necessity of an Internet 
standard, which would permit to encapsulate and send data packets (datagrams 
in fact) over point-to-point connections.  

The encapsulation was carefully designed taking into consideration compatibility 
and, at the same time, it introduced the Link Control Protocol (LCP) to be 
versatile. This protocol allows an automatically agreement in the encapsulation 
format and other options as for example error detection, authentication and 
state of the connection. It also terminates the link (see [35] ). 

During the configuration of a PPP connection between two users, where they 
exchange their capabilities and requirements, it is possible to assign an IP 
address to a user (for example during the set up of the connection between a 
user and a DSL model). 

An important advantage of using PPP is that it keeps backward compatibility 
with older version thanks to the “I do not understand” option (see [37] ). 

G.2 PPP over Ethernet 
In Figure G. 1 the position of PPPoE inside the protocol stack is shown. 

 
Figure G. 1 PPPoE Position in the Protocol Stack 
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The reason for PPPoE is specially focused on remote access applications: 
provide a bridged Ethernet topology along with the session abstraction 
associated with PPP. 

So, with PPPoE it is possible to connect a series of hosts in a network to a 
remote concentrator via a bridging device. Each PPP connection must learn the 
Ethernet address of the remote host and also set up a unique identifier for that 
session (thanks also to a discovery protocol provided by PPPoE). 

Figure G. 2 shows how the PPPoE information is introduced inside the Ethernet 
frame. 

 
Figure G. 2 Ethernet Payload for PPPoE 

 

The PPPoE information is introduced in the Ethernet frame’s payload and it is 
divided in 5 fields and a payload: 

• VER: four bits to indicate the version of the PPPoE used. 
• TYPE: four bits whose value is fixed and depends on the PPPoE version. 
• CODE: formed by eight bits and its value depend on the stage of the 

PPPoE connection. 
• SESSION_ID: Sixteen bits to indicate the session identifier. 
• LENGTH: Indicates the length of the PPPoE payload. This field has 

sixteen bits assigned. 

G.2.1 Stages 

There are two stages in a PPPoE connection: Discovery and Session. A host 
initiating a PPPoE communication has to perform a Discovery to find out the 
MAC address of the peer and set up the session identifier. This procedure is 
based on a server-client architecture. In fact, in the Discovery stage, the user 
can receive information from more than one peer (server) and then it has to 
select one of them. Once the Discovery process has been completed, each one 
uses the information acquired to build their PPP connection over Ethernet. 

For the Discovery stage the “Ethernet type” field must be set up to 0x8863 and 
to 0x8864 for the Session stage (see [36] ). 

G.2.1.1 Discovery stage 
Four steps complete the discovery stage. Once completed them, then both 
peers know the session identifier and the MAC address of the other peer.  
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First of all, the host sends a PADI (PPPoE Active Discovery Initiation) packet 
broadcast, with a service-name tag indicating the service required, to discover 
the different servers. This packet must not exceed 1484 octets. The different 
servers answer with a PADO (PPPoE Active Discovery Offer) packet containing 
its name, service-name tag (identical to the one in the PADI) and information 
related to other offered services. 

In the case a server cannot offer the service requested in the PADI packet, it 
just do not have to answer to that packet. 

PADR packet (PPPoE Active Discovery Request) is sent from the user to the 
server selected once received all the PADOs messages. In this case and as in 
the previous ones, the Session Identifier field must be set to 0x0000. This 
packet is answered by the server with a PADS one (PPPoE Active Discovery 
Session-confirmation) which means that it is prepared to begin the PPP 
session. Furthermore, it has generated a unique session identifier for this 
PPPoE connection. 

In that moment the Session stage begins. 

However, when wanting to release the connection, both the server and the peer 
can send a PADT (PPPoE Active Discovery Terminate) packet any time to 
indicate that the session will be terminated. No PPP traffic is allowed once 
received a PADT packet. 

G.2.1.2 Session stage 
Receiving the PADR packet indicates that the session is established and, from 
this point, data is sent as in a PPP normal connection.  
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ATTACHED DOCUMENT H: NETWORK TRACES 
 

The registration procedure has been explained in all its possibilities (SIP and 
IMS terminals, public or private) throughout Chapter 4. This attached document 
shows the result of different call scenarios as well as the procedure inside Open 
IMS Core for locating the called user and the IPTV service. 

The SIP client used is Eyebeam and the IMS one is Mercuro IMS Client for calls 
and for the IPTV service it is UCT IMS Client. 

All network traces related to call scenarios have been taken in the CNG in the 
eth1 and ppp0 interfaces. 

H.1 Call procedure inside the Core IMS 
Only two entities of the Core IMS are involved in this procedure: Proxy-CSCF 
and Serving-CSCF. The first one receives the INVITE message and, once it has 
checked that the caller is registered in its domain; then sends to it a 100 Trying 
message while forwarding the INVITE to the S-CSCF. Figure H. 1 shows the 
reason why the P-CSCF knows where to redirect the message: during the 
registration procedure, the user saves its server information so, when it request 
a service, it includes this information in the Route extension. 

 
Figure H. 1 Call Procedure at the P-CSCF 

The Serving-CSCF receives the INVITE and answers the Proxy-CSCF with 
another 100 Trying message while locating the callee’s information. Then, it 
rewrites the INVITE, indicating in the R-URI the location information of the 
callee, and sends it back to the Proxy-CSCF; which will use this information to 
route the message to the called party.  

During this process, each step has been recorded in the Via stack. As a 
consequence, the 183 Session in Progress message from the callee will go to 
the S-CSCF via the P-CSCF for being sent to the caller again via the P-CSCF 
(see Figure H. 2). This procedure is repeated for each one of the SIP 
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messages, even those related to acknowledgements during the RTP 
communication. 

 
Figure H. 2 Call Procedure at the S-CSCF 

The reason why the Interrogating-CSCF is not involved in this procedure is 
because both parties in the communication are registered users in that domain. 
If a user from other domain called a registered user of this domain, the I-CSCF 
would be the first entity to take part in the procedure. 

H.2 Call scenarios 

H.2.1 From a public client to a private one 

Three possible scenarios are presented: 

• From a SIP terminal to another SIP terminal 
• From an IMS terminal to a SIP terminal 
• Between two IMS terminals 

The behaviour of the CNG is as it is expected in all of them: it performs NAT 
and deNAT of all messages while taking care of the SIP part of each one, hiding 
the private location information of clients in the LAN (modifying the header as 
well as the SDP part). At the same time, it enables the communication in the 
announced RTP ports to be used during that communication. 

So, explanations are centred in aspects detected in each scenario. 

H.2.1.1 SIP versus SIP 
As it can be seen in Figure H. 3, the INVITE message is directly answered with 
a 180 Ringing message until the callee accepts the invitation. Then, the client 
responds with a 200 OK with the media description information included. The 
result is a connection establishment based on a less number of SIP messages 
than in the case of an IMS communication. 
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Figure H. 3 Call between two Eyebeam Clients (eth1 interface at CNG) 

Figure H. 3 and Figure H. 4 shows the behaviour of Eyebeam when talking 
about media description. It only indicates the audio media parameters in the first 
INVITE; but if the client wants a richer communication including video, it has to 
send a re-INVITE message including the new media description.  

However, for each client to see the other’s video, two re-INVITEs are 
necessary. The reason is that the 200 OK message sent as a response of the 
re-INVITE only means that the callee (in this special case) accepts to play the 
video announced.  

 
Figure H. 4 Call between two Eyebeam Clients (ppp0 interface at CNG) 

The CNG works in all the process as it is expected. 

H.2.1.2 IMS versus SIP 
As it has been seen in the previous section, Eyebeam answers the INVITE 
message directly with a 180 Ringing message, informing the caller that the 
alarm sound has been initiated. Once the callee accepts the communication, 
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Eyebeam includes the media attributes with the 200 OK message; as it is 
shown in Figure H. 5. 

 
Figure H. 5 Call between a public Mercuro terminal and a private Eyebeam one (eth1 

interface at CNG) 

 
Figure H. 6 Call between a public Mercuro terminal and a private Eyebeam one (ppp0 

interface at CNG) 

At the same instant that the connection is established, they begin to send the 
RTP streams. During all the communication, the CNG performs NAT and 
deNAT of every message and takes care of the SIP part. As it can be seen in 
Figure H. 6, the media attribute alt:1 1 is respected and not modified taking into 
consideration that it includes local information. 

H.2.1.3 IMS versus IMS 
The first noticeable difference is the number of necessary messages. Figure H. 
7 shows that only when the caller has provisionally accepted the media 
parameters of the callee, it initiates the alarm sound.  At the same time, it is 
possible to establish a more rich communication since video media is 
announced in the SDP part for both sides, using H.263 codec.  
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Figure H. 7 Call between two Mercuro Clients (eth1 interface at CNG) 

However, Mercuro presents a strange behaviour, shown in Figure H. 8: in the 
moment it receives the media parameters of the other client, it starts sending 
the RTP streams, although they are not displayed in the callee until the 
communication is established. This fact is not detected when interacting with 
Eyebeam as it only sends that information when communicating the connection 
establishment. Nevertheless, this characteristic does not affect the 
communication at all. 

 
Figure H. 8 Call between two Mercuro Clients (ppp0 interface at CNG) 

H.2.2 From a private client to a public one 

The situation of a call between two IMS terminals is explained in Chapter 4, so 
this section contains the other two scenarios. 

H.2.2.1 SIP versus IMS 
In subchapter H.2.3 it has been explained that Mercuro responds the INVITE 
with a 183 Session in Progress message; however as it is shown in Figure H. 9, 
in this scenario it is not the case. A communication between two Eyebeams or 
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an Eyebeam and a Mercuro client behaves in the exactly same way: only four 
messages are necessary. The INVITE is answered with a 180 Ringing message 
and then the 200 OK including the session description. 

The reason behind is the support for the “100rel” extension. Eyebeam does not 
support it and, consequently, does not include the “Support” extension in the 
SIP header of the INVITE message. Mercuro when receives an INVITE, it 
checks the support for that exactly extension: 

• If it is supported, then it answers with a 183 Session in Progress 
message 

• If it is not supported, it answers with a 180 Ringing message 

 
Figure H. 9 Call between a private Eyebeam terminal  and a public Mercuro one (eth1 

interface at CNG) 

Then, taking into consideration that Eyebeam only announces audio media 
parameters; Mercuro does not include video ones in its response as Figure H. 
10 shows.  

 
Figure H. 10 Call between a private Eyebeam termina l and a public Mercuro one (ppp0) 
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H.2.2.2 SIP versus SIP 
This scenario performance is exactly the same as in subchapter H.2.1. 

 
Figure H. 11 Communication between two Eyebeam clie nts captured (eth1 interface at 

CNG) 

 
Figure H. 12 Communication between two Eyebeam clie nts captured (ppp0 interface at 

CNG) 

H.2.3 Internal call 

An internal communication between a SIP client and an IMS one is explained in 
Chapter 4. In this section only the situation where it involves two SIP clients is 
analyzed taking into account that between two IMS clients applies the first one. 

 
Figure H. 13 Internal call between two Eyebeam clie nts (ppp0 interface at CNG) 

Figure H. 13 evidences that all messages in ppp0 interface are correctly 
rewritten as well as NATted. The unique exception is for the alt 1:1 extension in 
the SDP part of the INVITE message, for the type of information it contents. 
Therefore, procedures in eth1 interface are the ones which are going to be 
studied. 
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A communication is initiated by Lena (192.168.50.4) who wants to communicate 
with Becky (192.168.50.2). For that reason, as she does not know her location, 
she sends the INVITE to the P-CSCF. It then, after a procedure inside the IMS 
Core, forwards the INVITE to Becky via the CNG. The reason why the CNG 
forwards it correctly to the callee is because of the NAT table: it knows that 
10.180.0.2:5060 corresponds to the 192.168.50.2:5060. Furthermore, in Figure 
H. 13 it can be seen that the R-URI indicated is “sip:becky@10.180.0.2:5060”, 
while in Figure H. 14 it is rewritten for the original one, as well as the SDP part 
of the message. 

However, the Contact extension of the SIP header is not modified, not also the 
Via stack. On the other hand, it hardly affects the communication even for some 
exceptions. One of them is seen in Figure H. 14: the 200 OK sent from Becky to 
Lena shares the same problem of the Contact extension; so when the second 
one wants to send an ACK message to the first one, it writes the R-URI taking 
into consideration that extension. As a consequence the R-URI indicated is 
“sip:becky@10.180.0.2:5060”. Nevertheless, the CNG accordingly rewrites it 
when delivering it to Becky. 

 
Figure H. 14 Internal call between two Eyebeam clie nts (eth1 interface at CNG) 

Another exception is seen in Figure H. 15 related to the re-INVITE. Lena wants 
to start a video communication and sends a re-INVITE to Becky, but again the 
same issue with the R-URI appears. It is solved in the same way as the 
previous one and again it does not affect the communication establishment, or 
the delivered RTP packets. 
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Figure H. 15 re-INVITE during the Internal Call (et h1 interface at CNG) 

H.3 IPTV service request inside the Core IMS 
This section is focused on showing, by means of network traces, the different 
steps that a IPTV service request imply inside the core IMS.  

The client generates an INVITE message requesting an specific channel and 
directs it towards the Proxy-CSCF via the CNG. This entity, first of all, checks 
that the requesting client is a registered user and then verifies the Route 
extension of the SIP header to forward the message to the following element. 
As it can be seen in Figure H. 16 this element is the S-CSCF. 

 
Figure H. 16 IPTV Request Procedure at the P-CSCF 

Figure H. 17 shows that the S-CSCF answers the Proxy-CSCF with a 100 
Trying message while it checks the requested domain. Thanks to the user's 
registration, it knows that “iptv.open-ims.test” domain belongs to the Indirection 
AS whose location it also knows: 10.1.3.205:8010. Therefore, it generates a 
new transaction and sends the INVITE towards this Application Server, which 
provisionally indicates that the dialog has been established while searching the 
service's URL that matches the requested channel. 

Once found, it generates a 200 OK message including this information in the 
Content-Type extension (Figure H. 18) and sends it back to the S-CSCF. This 
message would reach the client by undoing the Via stack accordingly. 
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Figure H. 17 IPTV Request Procedure at the S-CSCF 

 
Figure H. 18 IPTV Request Procedure at the NGNServe r 

Finally, the client acknowledges the 200 OK reception to the Indirection AS, via 
the P-CSCF first and then the S-CSCF. Now that it has the information, it 
prepares itself to the following step: ask the media server for the object 
described in the URL (VoD service) or to join the multimedia group. 
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ATTACHED DOCUMENT I: GANTT CHARTS 
The Gantt chart of the initial road map is shown in Figure I. 1, while the one 
related to the final road map is shown in Figure I. 2. 

 
Figure I. 1 Gantt Chart of the Initial Road Map 

 

 
Figure I. 2 Gantt Chart of the Final Road Map
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ATTACHED DOCUMENT J: LIST OF INCLUDED 
SCRIPTS 

 
Taking into consideration that the present project has been developed in the 
private dependencies of Indra Espacio, not all the scripts carried out are 
possible to include.  

In the case of the configured files related to Open IMS Core, they are included 
because this platform was customized to work in a determined way, and that 
work was an essential previous step for the present thesis to be carried out. 

Therefore, below are listed the ones available in the attached CD as well as a 
short indication of its content: 

• Open IMS Core : 
o The .cfg and .xml files of the CSCFs modules. They permit to start 

the components and include the functions which determine how 
they behave. 

o DiameterPeerHSS.xml: Includes the HSS’s configuration. 
o hss.properties: Includes the HSS Properties file. 

 

• CNG: 
o DHCP Server: 

� dhcpd.conf: Includes the DHCP’s configuration for the 
attachment and authentication procedures. 
 

o DNS Server: 
� named.conf.local: Local BIND’s configuration is included in 

this file. It contains the zone created for the domain used as 
well as where to find its DNS configuration file. 

� named.conf.options: Indicates the authorized nameservers. 
� open-ims.dnszone: Includes the name’s resolution as well 

as their location information (NAPTR and SRV entries too). 
 

o Firewall & NATting functions (Iptables): 
� firewall.bash: Includes the iptables rules and the SIP ALG 

patches loading configuration. 
� flush_iptables.bash: To flush the current iptables rules. 
� firewall: An script to run the previous scripts as an 

application. 
 

o SER: 
� ser.cfg: The CNG-SIP Proxy configuration. 

 
o IGMP Proxy: 

� igmpproxy.conf: It includes the upstream and downstream 
interfaces. 
 

o PPPoE client: 
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� dsl-provider: A file which saves the configuration selected 
when bringing the PPPoE connection up. 
 

• IPTV Service: 
o key_value-pairs: It contains the pairs of key-URL address for each 

offered IPTV channel. 


