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Abstract

Network Function Virtualization has emerged as an operator proposal for offering network services with
network functions implemented in software, which may be located in Data Centers, network nodes or even
in a virtual machine. NFV is theoretically applicable to any network function and aims at simplifying
the management of heterogeneous hardware platforms. Using as a basis one of the network functions
offered by network routers, this thesis presents the analysis, design, and the first implementation, in a
virtualized manner, of the routing function. Considering the current co-existence of IPv4 and IPv6 and the
possibilities brought into the arena by OpenFlow-enabled infrastructures, the thesis describes the design of
the virtualized routing protocol, enabling a simple management and avoiding signaling messages overhead
in the control plane level, and the different scenarios considered to validate the virtualized function. In
essence, the thesis describes one of the first implementations of the functional NFV concept, through the
virtualization of the routing function over an OpenFlow network. The different scenarios validated in this
thesis are used to demonstrate the applicability of the NFV-powered implementation proposed into actual
production environments.

1. Introduction

Economical constraints and restrictions are
nowadays present in all the business areas, and

telecom markets are not an exception. Network op-
erators have to deal with a number factors when
designing and deploying their new network infras-
tructures. Several parameters must be considered
apart from the desired technical capacities (e.g. man
power, number of network nodes, or overall power
consumption). The deployment of future networks
infrastructure requires new dynamic, simple and eco-
nomic management mechanisms. One of the most
promising approaches that has emerged in the recent
years is the Software Defined Networks (SDN) [1]
concept. SDN advocates for the separation between
the data forwarding plane and the corresponding
control plane, which is implemented out of the box
in a separate SDN controller. With this approach,

the network can be dynamically programmed and
administrators are capable of building customized
solutions to manage the infrastructure services.

OpenFlow [2] is a configuration protocol that en-
ables SDN architectures. It was originated from re-
search work conducted at Stanford University and
the University of California. Currently, OpenFlow
is the most used solution within SDN, although it
is not the only feasible approach. OpenFlow allows
the separation of the control plane from the data
plane and defines the communication between two
types of devices, a controller and a switch. The
switch is responsible for the packet forwarding to
other network devices and the controller manages
the network forwarding elements. The communica-
tion between the data plane inside the switches and
the control plane in an external controller is done
with the OpenFlow protocol using a secure channel.
Commonly, an OpenFlow controller is connected to



multiple switches and provides the management of
all of them because it has a centralized view of the
network.

Along with SDN, Network Function Virtualiza-
tion (NFV) [3] has arisen as an operator-promoted
initiative with the objective of increasing the flexibil-
ity of network services deployment and integration
within the operators network. This is achieved by
means of implementing network functions through
software, avoiding specific hardware-based devices
and increasing the return on investment. This con-
cept is applicable to a number network elements and
offer several benefits thanks to the enhanced network
programmability. NFV in fact aims to transform
the way that network operators architect their net-
works. Although related and highly complementary,
SDN and NFV do not depend on each other. There
are several challenges to be faced in order to ap-
ply NFV, contributing to a dramatic change in the
telecom industry landscape (e.g. reduce equipment
costs and power consumption, enable a wide vari-
ety of eco-systems through openness, or supporting
multi-tenancy).

Network operators and service providers are inter-
ested in NFV because it enables the establishment of
new mechanisms to deploy and operate network and
infrastructure services [3]. However, currently, NFV
is a new functional idea defined that it is still not
yet implemented. Considering the definition, each
network element has a set of different functions that
can be potentially extracted and allocated into ex-
ternal elements that can later be moved, instanti-
ated, duplicated, and managed individually [4]. This
approach opens a wide range of possibilities to be
adopted in different scenarios.

This thesis focuses on the proof-of-concept vir-
tualization of the routing network function over an
OpenFlow-enabled network by externalizing routing
decisions from the actual equipment. Depending on
the scenarios, it becomes reasonable to virtualize the
routing function and logically centralize the rout-
ing knowledge, being capable of moving its location
along the network and duplicating it if required, and
also being capable of maintaining dynamic and sim-
plified routing tables between the different network
elements. Multi-domain scenarios can be targeted
for this approach. Moreover, our virtualized rout-
ing function implementation enables the separation
between IPv4 and IPv6 routing. Depending on the
type of packet the routing decisions are taken in dif-

ferent routing instances. Thus, migration from IPv4
to IPv6 can be also easily targeted through an NFV-
based approach.

One of the benefits of our implementation is the
reduction of OPEX and CAPEX. Cost reduction is
achieved through an NFV approach since the man-
agement of the routing is completely centralized and
externalized, reducing configuration and deployment
time as well as the manufacturing costs, since the
physical device is completely devoted to forward
packets, while the intelligence is located in the cor-
responding controller or in the routing element. Ad-
ditionally, the host responsible of the routing can
be managed easily through dedicated APIs, or even
shared between different operators. The application
of a Network as a Service (NaaS) paradigm can also
add value to the management of a virtualized rout-
ing function, since the network function can be seen
as a component of the network that is managed and
provided through service delivery frameworks.

To the best of our knowledge, we provide for
the first time results of experimenting with different
NFV scenarios for the virtualized routing function.
The thesis represents a novel proof-of-concept proto-
type on how the NFV concept can be implemented
and how the separation of control and data planes
fostered by SDN provide benefits for network man-
agement. Although focusing on routing, we believe
the elements and methodology used to implement
this experiment can be exploited in the procedures
of virtualizing other network functions.

The reminder of this thesis is organized as follows.
The next section describes the motivation behind
the work. Section 3 presents the related work per-
formed with routing over OpenFlow networks and
Section 4 the basic background information. Then,
Section 5 contains the description of the design and
the next section describe the implementation per-
formed to achieve the virtualization of the routing
function over an OpenFlow-enabled scenario. Sec-
tion 7 describes the topology proposed and the eval-
uation of the system implemented as well as the de-
scription and analysis of the different metrics utilized
to evaluate it. Finally, Section 8 gives the conclusion
and some future research actions that can be taken.

2. Motivation

While everyone talks about SDN, NFV has emerged
as a new idea that provides a new point of view of
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the management of the network [3]. At this mo-
ment, there is no actual implementation of the NFV
concept. We consider that NFV allows to improve
several aspects such as standardization and rethink-
ing the network management for the network of the
future. Some papers talk about the necessity to re-
duce costs in data centers, and it seems that the
SDN and NFV promise to bring an optimization
to the power consumption without degrading ser-
vice ([5] and [6]). Therefore, our first incentive for
conducting this master thesis is to demonstrate the
NFV concept through the design, implementation,
and validation of an initial prototype.

Currently, cloud computing is well-established and
there is interest in moving the traditional telecom IT
infrastructure to a cloud platform in order to reduce
costs, accelerate the innovation and make easier the
deployment of new services. We believe that the
movement of the routing function allows to achieve
a low cost infrastructure with a centralization of the
basic network functions and allows to deploy new
capabilities easier and faster.

We implemented the virtualization of the routing
function in a Network as a Service (NaaS) platform
because we want to move it through the network and
provide the routing function in a centralized point.
We believe that the virtualization of this function
allows to deploy new solutions in different fields as
proposed in this thesis. Furthermore, it is the first
step before the support to other network functions
can be offered. Then, once the NFV proposal is
demonstrated with a functional prototype, we pro-
vide solutions for specific use cases. The studied
use cases are two: (i) provide differentiation between
the IPv4 and IPv6 protocol and (ii) offer an inter-
domain routing under OpenFlow network.

The first use case is proposed due to the emergent
migration to IPv6 required by network operators. In
this case, our motivation resides on the fact to offer a
solution to this migration considering our proposal.
We implement an easy migration to IPv6, maintain-
ing a separated routing function with a table for each
protocol (IPv4 and IPv6). Also, we consider that
this function allows to offer other services such as
quality of service (QoS) or load balancing.

We also propose the other use case for the need
to implement an inter-domain routing in OpenFlow
networks. Nowadays, the current OpenFlow net-
works do not support this type of routing because
usually the networks are managed by only one con-

troller. But when an OpenFlow network contains
more than one controller, the information about
the topology should be distributed through the con-
trollers. We trust that a centralized function can
helps with the management of the routing through
different domains managed by different OpenFlow
controllers. Definitely, this new functionality in a
OpenFlow is an added value to our proposal.

3. State of the art

OpenFlow is the most common protocol for en-
abling SDN. It is already functional in different re-
search, educational and even production infrastruc-
tures. Additionally, there are several open source
projects developed by the community that provide
new services and tools for such operational networks.
OpenFlow controllers (e.g. Floodlight1) provide ba-
sic features such as routing, topology discovery, se-
curity, or even firewall rules. The first implemen-
tations of the controllers are centralized, so these
components hold a complete view of the network.
We believe that the integration of these functions in-
side the controller is useful in small-sized networks;
however, when applied to bigger scenarios, moving
such features into an external element enables (i) the
management of the network function from a central-
ized point of view, and (ii) the management of the
host where the network function is deployed.

The basis of OpenFlow operation is the usage of
L2 [7], since communication in this layer requires
less intelligence to process the packet (i.e. less en-
capsulation of the datagrams). But unlike a sim-
ple OpenFlow network, usually the communication
between different entities takes place at Layer 3
through the IP protocol. Currently, the most re-
cent idea about routing in OpenFlow networks is
RouteFlow [8]. RouteFlow implements an IP vir-
tual routing service in an OpenFlow network, and
provides this function using a single OpenFlow con-
troller and a single RouteFlow server. In contrast to
this approach, our proposal includes one IP routing
service towards one or multiple controllers, consid-
ering the NFV concept. Indeed, one of the feasible
approaches for our solution that has not been consid-
ered within RouteFlow is the multi-domain routing,
where several controllers are involved.

Other projects like HyperFlow [9] or Flowvi-
sor [10] present different solutions for the design and

1http://www.projectfloodlight.org/floodlight/

3

http://www.projectfloodlight.org/floodlight/


management of networks with multiple controllers.
The first is a distributed control plane for Open-
Flow networks, while the second is a special-purpose
controller used to create rich slices of network re-
sources and delegate control to other controllers.
These approaches do not externalize any network
function, but they concentrate them inside the con-
trollers. Furthermore, since all the functions are con-
centrated, there is no need to develop any communi-
cation protocol between the controller and any other
external entity.

However, in recent years some articles have pre-
sented different proposals about IP routing features.
The design and implementation of a routing control
system is demonstrated in [11]. Furthermore, other
proposals contain relevant information about rout-
ing platforms, such as RCP [12].

Authors in [13] present the controller placement
problem, where they describe the importance of tak-
ing into account the location of the controllers in
SDN networks. In addition, in [14], Levin et al.
analyzes the trade-off between centralized and dis-
tributed control states in SDN. In essence, this prob-
lem is duplicated when virtualizing any network
function and deploying it into an external host. Be-
sides, network size grows with the corresponding in-
crease of number of elements and different type of
resources [15]. Our proposal also includes resource
management using the OpenNaaS2 framework, one
of the most used NaaS platforms, which allows to
manage in a centralized manner different physical or
virtual resources (or even network functions) that
are contained within a given network.

4. Background

Before to continue with the design and implementa-
tion of the work done, a few knowledge about the
technologies used is necessary. The following sub-
sections show the description, the specifications and
how works the technologies used in this thesis. In
addition, we show the elements used in the design,
implementation and simulation.

4.1. OpenFlow

OpenFlow provides network administrators a set of
tools that allows them to make a programmable net-
work. It also provides several functions in order to

2http://www.opennaas.org

find paths, discover the topology and add firewall
rules.

An OpenFlow network is composed by a set of net-
work elements (hardware and software based) with
two characteristics OpenFlow elements (switches
and controllers). These two elements (an OpenFlow
Controller (OFC) and OpenFlow Switch (OFS)) are
required in order to create an OpenFlow network
and are defined in the OpenFlow specification [16].
An OpenFlow controller is a software package that
takes the forwarding decisions by analyzing the first
packet of every flow based on rules defined. This
controller is responsible for managing the OpenFlow
switches. The OpenFlow switch is a machine con-
nected with the controller that consists of a Flow
Table containing flow entries. The switch is the ele-
ment which forwards the packets through an output
port.

An OpenFlow-enabled switch exposes an interface
to the built-in forwarding tables which can be ac-
cessed by a controller through the OpenFlow proto-
col. The controller can insert Match Action rules in
a so called Flow Table in order to establish per flow
based forwarding or manipulation.

4.1.1. OpenFlow Protocol

OpenFlow is the protocol used between the data
plane and the control plane. The control is located in
an OFC and the OFS manages the data plane. The
message exchange between these elements is per-
formed over a secure channel that provides the pro-
tocol. This protocol defines three type of message:
Controller-to-Switch, asynchronous and symmetric.
In this thesis we focus on the asynchronous mes-
sage and the Controller-to-Switch messages. The
symmetric messages are used by each controller and
switch by default.

Usually, the most used communication in an
OpenFlow network is the asynchronous communica-
tion between a switch and a controller. This asyn-
chronous communication contains a set of messages
that allows to enable an OpenFlow network. These
messages are: Packet-in, Flow Removed, Port Status
and Error Message. The most important message is
the packet-in that allows to send a packet from the
switch to the controller. The other type of messages
are used for remove flows from the controller, check
the port status of the switch and an error messages
in order to notify the controller of a problem.

There are several Controller-to-Switch messages
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that allows the controller to configure the switches.
The most important messages are the Packet-out
and the FlowMod message. The packet-out message
is used as a response of the packet-in message and it
is used by the controller in order to notify a switch
about where they should forward the packet. The
FlowMod message is used to insert a new matching
entry in the Flow Table of the switch.

Generally, an OpenFlow communication works as
follow: when a switch does not find a route in its
Flow Table, the switch has two options. If the switch
has a buffer, it sends the full packet to the controller.
This means that, when a switch has not buffer, or
the buffer is full, it sends the full packet to the con-
troller. In order to send this message, the switch
uses the packet-in message to send the responsibility
about redirect the packet to the. In the case that the
switch has a buffer, the switch only send the header
of the packet and a buffer ID. Then the controller
can process the packet (consult their information,
send ARP packets in order to discover the network
or consult an external machine about the path like
our proposal) and when knows the destination ad-
vise (using the packet-out message) the switch using
the buffer ID of the specific packet.

In addition, the OpenFlow specification provides
the opportunity of the use a proactive strategy with
an appropriate use of the FlowMod messages. The
FlowMod messages is used in order to notify other
switches about where they forward a packet without
having received any packet-in message or directly to
define a new flow. Take into account this type of
message a proactive routing is possible.

4.1.2. Flow Table

Each OFS contains several Flow Tables sequentially
numbered that allows to know where forward a
packet. Each entry in a Flow Table contains a set
of packet fields to match, and an action. Each time
that a switch receives a packet, tries to match the
packet in a Flow Table. In the case that exists a
rule for this packet, the switch does the action. In
the case that it misses, it tries to match the packet
in the following entry of the or in the following ta-
ble that contains the switch. If a packet does not
match a flow entry in any Flow Table, usualy the
header of the packet or the full packet is send to the
controller. Depends on the configuration, the packet
can be dropped. The fields of this table are depicted
in Figure 1

When a packet arrives to the switch, the match-
ing process follows the entries of the Flow Tables.
For each table it tries to match the packet with the
headers fields specified in the flow entry. In the case
that it does not match the packet, the process goes
to the next Flow Table. When the entry matches
with the packet, the switch does an action, and the
statistics are updated in the counter field. In the
case that does not match for any entry, the packet is
send to the controller. Figure 1 depicts the possible
matching fields and the enabled actions.

The actions used in this thesis are two: forward
to Controller in order to encapsulate the packet and
send it to the controller and forward to specific port
when the switch knows the route. In addition, the
important elements of the header are the IP address.
Then, our Flow Tables should match IP traffic, and
in the case of matching, the action should send the
packet to the specific output port.

Figure 1: Flow Table specification.

The OpenFlow specification shows the basic ac-
tions supported. Each flow entry can be associated
with zero or more actions, and the switch can be
configured in order to provide different functionali-
ties. There are required actions (supported by all the
switches) and optional actions. The required actions
are the basic capabilities that should support each
switch in order to support an OpenFlow network,
sending packets to the controller or receive packet
from the switch. The optional actions are related to
improve the features of the switch including specific
actions in different type of messages, update specific
fields in a Flow Table.

4.2. Floodlight

Floodlight[17] is an open source OpenFlow Con-
troller under Apache license and developed in Java.
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This controller will be used in this thesis in order
to offer the controller function of each switch, and
send a request to the routing function to an external
machine. It is developed in modules which provide
different functionalities and allow to insert new mod-
ules to our applications.

Floodlight is able to add flows proactively and re-
actively into the switch. Proactive flow insertion
occurs when the switch sends a packet-in to the
controller and the controller insert flows to other
switches before it reaches packets. Otherwise, flows
can be inserted reactively when the switch only
knows the information about the received switch.
When a switch sends a packet or the header of the
packet to an OpenFlow controller, this takes a de-
cision and sends back the packet to the switch or
modifies directly the Flow Table of the switch using
a FlowMod message.

The architecture of Floodlight allows to create a
module with the desired parameters and function-
alities. Our module is commissioned to receive the
packet-in from the switch and ask to an external
machine which provides the routing function. This
module needs to separate the IPv4 from IPv6 traf-
fic and send a request to the corresponding routing
machine.

4.3. OpenNaaS

OpenNaaS[18] is an open-source framework that
provides tools to manage the different resources
present in any network infrastructure. This soft-
ware is created in order to offer a neutral tool to
the different stakeholders in the network realm. The
tool enables them to contribute and benefit from a
common NaaS software-oriented stack for both ap-
plications and services. It is developed by an open
community under LGPLv3 license.

The architecture can be structured in three differ-
ent horizontal layers or components. The platform
layer contains the reusable building blocks, which
are common to all the extensions and controls the ac-
cess to the different infrastructure resources. The re-
source layer contains the different resource abstrac-
tions. A resource represents a manageable unit in-
side the NaaS concept. Each resource holds a list
of capabilities, which are the list of different ac-
tions that can be performed into each resource. Fi-
nally, the upper layer, where the network intelligence
resides, provides integration with the north bound
middleware or even user applications. Figure 2 be-

Figure 2: OpenNaaS Architecture

low depicts the OpenNaaS global architecture.

OpenNaaS allows to create a network resource and
manage it. Each set of resources is managed by
a bundle which provides some work following life-
cycle defined in OpenNaaS. Each bundle is defined
with a model and a set of capabilities. Based on
the architecture picture, if a user wants to extend
the platform through the third party extensions, the
only requirement is to define and create a new re-
source, with the list of capabilities associated to
this given resource. Immediately, the resource will
inherit the functionalities provided by the Open-
NaaS platform (persistence, Command Line Inter-
face (CLI), or queuing).

4.4. Mininet

Mininet [19] is a software package which allow to de-
sign an OpenFlow network and test the behavior of
the network. This package includes several examples
of scripts, easy to use and at this moment is the best
way to develop and add new features to an Open-
Flow network, because the OpenFlow project has
not grown and that make it difficult for implement
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a real OpenFlow scenario.
Each network designs in Mininet is done by a

script file which contains the definition of the net-
work with the IP of the remote controllers, IP of the
defined hosts and the MAC address of each switch.
In addition, this definition contains the connection
between all of these elements (e.g. switch connected
to a controller, hosts connected with a switch).

Each host created in Mininet is defined in a
LinuX Containers (LXC) which provide processes
(and groups of processes) with exclusive ownership
of interfaces, ports, and routing tables (such as ARP
and IP). A host is simply a shell process (e.g. bash)
moved into its own network namespace. Each host
has its own virtual Ethernet interface(s) (created
and installed with IP link add/set) and a pipe to
a parent Mininet process.

5. Design

One of the objectives of this research is to show how
NFV can be deployed in an OpenFlow network. The
routing function is virtualized in an external ma-
chine providing a centralized management. To do
this, a modification of an OpenFlow controller is
needed, besides the implementation of the routing
function. This chapter shows how our NFV proposal
is designed in order to offer the routing function us-
ing virtualization through the network.

First of all, in order to apply the NFV concept
to the routing function, the deployment of a routing
server is required. This element should be deployed
in a virtual machine and placed in any location in the
network. It is managed by itself or with a central-
ized machine that provides a distributed manage-
ment, providing mobility with other options like du-
plication and deletion. In addition, the task of this
element is to maintain a routing table of the network
and provide the routes to the switches. This routing
function provides two types of strategies: proactive
and reactive routing.

Finally, in order to fulfill one of the proposed use
cases (migration IPv4 to IPv6) these two types of
traffic must be detected and separated between dif-
ferent routing tables and/or located in different VM.

5.1. Requirements and specifications

This subsection explains the requirements needed in
order to implement the proposed design. The first
step in the design of the NFV solution is to move

the network function in other place in the network
(e.g. in a virtual machine (VM)). During the de-
sign phase, we consider that our proposal should be
implemented in a NaaS platform deployed in a VM.
This NaaS platform offers us some characteristics
which help in order to provide a virtualized function.
The tools and characteristics provided by OpenNaaS
help in the design and development of the proposed
prototype.

After the election of the NaaS platform, the most
important part of the design in a routing function
is the management of the stored data. A database
should be defined following the default definition of
routing tables. A basic routing table contains the
source and destination address of the packet, and
next hop. We need to adapt the routing table to our
requirements and the necessities of OpenFlow.

Once the routing function with its database is de-
fined, the stored data must be accessible from the
OFC. This means that the OFC can access to two
data structures, the first data structure is defined
in the OpenFlow specification (switch Flow Table)
and it is located in the OFS. The OpenFlow pro-
tocol allows to exchange information between these
entities. And the second data structure is defined
in our proposal (routing table in a virtual routing)
and requires the creation of a new protocol to ex-
change the messages between the controllers and the
routing function. This protocol should work using a
secure channel, provide a fast communication in or-
der to reduce the latency and avoid the performance
degradation which causes NFV.

We trust that the best type of communication be-
tween the OFC and the routing machine is using a
simple REpresentational State Transfer (REST) re-
quest provided by Web Services. The facility of this
implementation provides an added value to our ex-
ternalized function virtualization, as for example the
scalability that can suppose the use of Web Services.

5.2. Architecture

Our experiment is based in the communication
between two hosts located in different networks,
which cause the interaction of three elements: the
switches, the controllers and the routing machine.
The switches are OpenFlow-enabled and are con-
nected with the OFC. The OFC manages the packet
when the switch does not know anything about it.
The routing machine is commissioned to give the
output port of the switch of the requested route.
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Figure 3: Architecture

Using this architecture the control is centralized
in the routing machine and the function of each
controller is reduced. This centralized function can
be implemented in different VMs, and can be dis-
tributed through the network. Each virtual machine
that contains the routing function can manage dif-
ferent routing tables and several routing algorithms.

Figure 3 depicts the architecture of our proposal.
Using OpenFlow, the control plane is separated from
the data plane providing the SDN paradigm. The
part related to the switch is the same as an Open-
Flow network. The data plane only manages the
packets that match with an entry in the Flow Ta-
ble of the switch. The packets which do not match
with any flow entry, are sent to the controller us-
ing the OpenFlow protocol with a Secure Socket
Layer (SSL). This is the basic part of an OpenFlow
network, but our purpose provides the routing func-
tion (symbolized as a cloud) that offers the routes
between the inter-domain networks. This cloud is
accessible from any controller of the network through
a Virtual Private Network (VPN).

5.3. Floodlight module

In order to enable the virtualized routing function,
the controller should contact with the routing ma-
chine. Then, the creation of new module in the
Floodlight controller is required. The developed

module should detects a packet-in event, and then
send a REST request to the Routing Function Vir-
tualization (RFV). This REST request makes a pe-
tition to the RFV machine which runs over an Open-
NaaS bundle. The petition to the OpenNaaS capa-
bility requires the following parameters: source IP
address, destination IP address, id of the switch and
the input port of the switch where the packet en-
ters. Then, the developed module has only to wait
the response of the OpenNaaS bundle.

Once the response is received (the response should
contain the output port of the switch where the
packet must go on), the developed module sends a
packet-out to the switch and also a FlowMod mes-
sage in order to define or update a flow.

5.4. OpenNaaS bundle

A NaaS platform is a good option in order to develop
the RFV because it provides network services in an
easy way. In addition, OpenNaaS provides some
tools that allow to create and develop new resources
with the required capabilities. Section 4.3 explains
the architecture of OpenNaaS and how are defined
the resources (each resource contains a model and a
set of capabilities). In our case, the model is defined
in accordance with typical routing table. This route
table is a database which store information about
routes to particular destinations.

In the case of OpenFlow switches, the ports are
identified by numbers, then the path of one route is
identified by the input port and output port of the
switch. Then, the route table is defined by:

� IP source

� IP destination

� Source switch identifier (Datapath Identifier
(DPID)3)

� Input port of the switch

� Output port of the switch

Furthermore, an identifier and lifetime is used to
add more features.

The capabilities needed by the routing bundle re-
lated to the routing table are shown in the Table 1.
The first two capabilities are required in order to

3Identifier of the switch that corresponds to the MAC ad-
dress
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Method Function
get path Obtain the path
insert route Insert new route
get route table Obtain the whole route table

Table 1: Designed capabilities

provide the basic actions to the routing function.
Then, the Graphical User Interface (GUI) developed
with OpenNaaS requires more parameters and new
capabilities have been created such as the last entry
of the table.

The access to the resource is done using a CLI
from OpenNaaS, with a Secure Shell (SSH) access,
or using the REST interface provided from this type
of resource. According to this interface, the capabil-
ities explained before and the model is accessed only
calling a URL and passing the corresponding param-
eters. This REST interface is called from a Flood-
light module in order to obtain the output switch
port from a route. In addition, this feature allows us
to create a Web GUI in order to manage the rout-
ing centralized function with the possibility to see
the route table and insert new routes. Finally, this
bundle is able to call the Floodlight REST interface
in order to act in proactive way. In addition, we be-
lieve that it is important to insert a new parameter
related to the time out of each flow. At this moment,
Floodlight does not support the automatic deletion
of flows after a defined time, but this function can
be implemented in the routing machine.

This bundle is only activated when it receives a
petition from a controller. Then, the routing bun-
dle responds with the number port according to the
specific switch (identified by a DPID). In order to
reduce the signaling traffic and the delay, this bun-
dle can act in a proactive way. The routing bundle
knows the topology of the network and with this in-
formation knows the next hop of a route (the next
switch). Then, it knows if in the following millisec-
onds can receive a request from the next hop. In
the case of use a proactive strategy, it can send a
message to the destination switch in order to avoid
the request.

In order to reduce the routes in the routing ta-
ble and improve the reliability of the OpenFlow net-
work, specific administration of the Flow Tables of
the switch is required and the management of sub-
network is enabled. The creation of a new table in
order to manage subnetworks can be useful in order

to reduce the number of flow entries of the switch
avoiding the increment of the Flow Tables and re-
ducing the number of packet-in sent by the switch
to the controller.

For this reason, another capability that should
be support this bundle is to insert informa-
tion about the relation between the switches
and the controllers. This capabilities are en-
abled with the methods (insert controller) and
(get controller information). When the routing
function knows the topology, they should know the
relation between each controller (IP address and lis-
tening port) and the DPID of the switch. Then, this
type of management allows us to create a proactive
mechanism in order to reduce the signaling messages
between the controllers and our implemented virtu-
alized routing function.

Furthermore, in order to provide more fragmen-
tation of the functionalities of the routing function,
the IPv4 and IPv6 tables are separated, and in addi-
tion, another table manages the subnetwork routing.
In this way, the management from the point of view
of administrators is better because then, the routing
table can be managed more easily and also can be
exported.

5.5. Proactive and reactive routing

An added value of this project is the introduction of
a proactive and reactive mechanism to the proposal.
At this time, Floodlight contains an application pro-
gramming interface (API) which allows us to work
proactively and reactively, then from our OpenNaaS
bundle which runs the routing function would have
to work in a reactive or proactive way. A reactive
routing has the advantage to reduce the size of the
Flow Table of switches and reduce the complexity
and intelligence of the routing machine. However,
it also leads to two drawbacks. First, an additional
latency for the first packet(s) of a flow is caused by
forwarding packets to the controller in each switch
where the packets go through, and the corresponding
petition to the OpenNaaS bundle with the configura-
tion of the Flow Table entries. Second, the controller
or control network might become overloaded if the
whole process of setting up the entries in the flow
tables takes too long time.

These problems can be avoided by proactively
mechanism setting up Flow Table entries when the
first switch receives the packet. The rest of the de-
scribed forwarding process remains unchanged, but
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our routing machine should calculate proactively the
other switch that will interact in this flow. Then, the
flow entry is pushed to the switches before traffic ar-
rives on each of it. In this way, the routing machine
can anticipate to the requests of the controllers and
save time because the next request of the following
switches is avoided. The principal drawback is the
intelligence required in the routing machine, which
should be able to calculate the best path and inform
the next controllers using the REST interface which
provide the controller, in our case Floodlight.

5.6. Communication between the
Controller and the RFV

For the implementation of this proposal, the creation
of a new protocol is needed. This protocol is used in
the communication between the OFC and the rout-
ing machine, and it is in charge to offer the signaling
plane with a fast response in order to avoid more
delay. This protocol defines the message exchange,
their headers and when they should be used.

When a switch needs a route and consult the rout-
ing machine, the packet goes to the controller and
the controller needs to make a petition to the rout-
ing machine. Then, our proposed protocol is used in
the communication between the OFC and the rout-
ing machine in order to offer high reliability for re-
duce the time, the bandwidth and make a scalable
system. The performance offered by this protocol
will mark the improvement of the externalized rout-
ing systems. According to the drawbacks provided
by NFV [3], the communication with the virtualized
network function (VNF) causes an increment of de-
lay, then, this communication should be fast and
with a reduced packet size.

In concordance with the functionality of the com-
munication between the OFS and OFC used by
OpenFlow protocol, we believe that our experiment
must use a similar process because the data used
in the communication is similar. At the same time,
we can say that the protocol should offer the sep-
aration of the control plane and data plane. So,
the communication between the controller and the
routing machine should be only to control (signal-
ing) without any data. The reduction of the size of
the packet can improve the reliability of the com-
munication giving a quickly communication and low
bandwidth consumption.

When a controller has a header of the packet, it
only needs to send the source and destination ad-

dress of the packet to the routing machine. In addi-
tion, a DPID is needed in order to identify the switch
where provide the request. This communication only
contains a control message and the virtualized rout-
ing function returns a response with the best route
to the destination. Then, the controller informs the
switch using the buffer ID of the packet through a
packet-out and inserts a flow entry in the Flow Table
using a FlowMod message. Using this way, the traf-
fic will be reduced because the packet is saved in the
buffer of the switch. The rest of the communication
works with signaling messages reducing the size of
the information exchanged.

Hence, this protocol will be used when a switch
has not a rule for a specific packet and the OFC also
does not know anything about this packet. Once the
OFC receive the response from the routing machine,
it creates a new rule in the switch using a FlowMod
and informs the switch that then can send the packet
using a packet-out message.

The idea of the proposed protocol is to create an
external Virtual LAN (VLAN) separating the con-
trol plane from the data plane. In addition, the Web
Services are used to exchange the messages between
the OFC and routing machine. Then, the OFC only
needs to do a request to a web service, and wait the
response from the routing machine. Web services
provide a Request/Response communication doing
the system more scalable when the networks grow
(useful in inter-domain scenarios) and it is not nec-
essary a stateful communication to ask for only one
petition. Furthermore, thanks to the use of web ser-
vices, other routing machine can communicate be-
tween them and exchange routing information.

Figure 4 depicts the flow diagram of the process
which a packet follows when arrives to a switch. The
work done by the switch is marked in yellow and the
elements marked in red shows the work done by the
controller. The yellow part is defined by OpenFlow
protocol (using layer 2) and it is not modified. The
switch tries to match each packet in its flow table.
This match includes MAC addresses, IP addresses,
TCP ports or other available field defined in Open-
Flow. Then, if the packet doesn’t match with any
table, a packet-in event is generated. The idea of this
thesis is the virtualization of the routing, therefore,
we only need to detect the IP fields. We detect if the
packet contains an IPv4 address because is the most
used currently, and in the case that the address does
not correspond with version 4 we check with version
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Figure 4: Flow diagram

6. In a communication between the OFC and the
RFV the possible exchange of messages can be done
in two directions:

OFC to RFV . The message contains the source
and destination IP of the packet, the DPID
of the switch and the input port where the
packet enters the switch. The routing machine
responds with a string that contains the out-
put port of the switch and the subnets that the
switch can handle in order to create new rules
related to subnetworks.

RFV to OFC . This is a response to the previous
message received from the OFC. Another mes-
sage can be used in order to offer a proactive
strategy.

These two messages are defined using a REST in-
terface, therefore, the responses are received follow-
ing the set of Hypertext Transfer Protocol (HTTP)
rules. For example, the response for the first type
of messages contains the HTTP code status, out-
put port and the subnetwork information about the
source and destination hosts. Once the OFC receives

the response, it informs the switch what is the des-
tination of the packets (the output port) using the
packet-out event defined in the OpenFlow specifi-
cation. This process allows to forward the packet
instantly, but the flow is not inserted in the Flow
Table. Then, a FlowMod message is required for
adding the rule in the Flow Table of the switch. The
responses contain the following parameters:

Status code = HTTP status code: 200 (OK) or
404 (Not Found)

Output port = Output port of the switch

Subnet = The source subnet address and the des-
tination address separated by colons.

Once the OFC receive the response, it informs the
switch what is the destination of the packet (the out-
put port) using the packet-out event that can be
found defined in OpenFlow specification. This pro-
cess allows to forward the packet instantaneously,
but the flow is not inserted in the Flow Table. Then,
a FlowMod message is required in order to add the
rule in the Flow Table of the switch. In the case that
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the routing machine has not any entry with this IP,
the response of the Web Service will be a 404 Not
Found, and the controller can drop the packet and
inform the switch about it.

With the purpose of separate the control plane
from data plane and add more features, we think
that the controllers and the routing function de-
ployed to an external machine should access to In-
ternet. This allows us to maintain a connection be-
tween these elements, know the topology and add
the routes to the routing machine. The separated
control plane is also deployed in other projects and
we think that can be reasonable also for this project.
In order to provide some security, the communica-
tion between the controllers and the routing ma-
chines is done in VPN.

The VPN should be deployed using a Layer 3 be-
cause the OpenNaaS bundle requires a HTTP re-
quest from an URL (IP and port). In addition, a
Layer 3 VPN provides an interconnection through
the public, shared Internet infrastructure.

5.7. IPv6 Extension

Finally, one of the aims of this project is facilitate the
migration to IPv6, and our design takes this in con-
sideration. The most used OpenFlow specification
(version 1.1) does not include support for IPv6. It is
not a problem because it is possible to create an ex-
tension to support IPv6 protocol and this extension
should be implemented in the controller. However,
the possibility of use the IPv6 extensions depend on
the switch used and the version that has installed
because it is the responsible to match the packets
and follow the rules.

In a first overview, this IPv6 extension should sup-
port the match function and then should be able to
push IPv6 flows using a packet-out messages or in-
sert new rules to the switch using a FlowMod mes-
sages. Then, in our OpenNaaS bundle it is necessary
to extend the data table in order to support the both
protocols (IPv4 and IPv6). In addition, the struc-
ture of the stored data must be changed because
Floodlight use integers (32 bits) to save IPv4 ad-
dresses, but the IPv6 address are bigger.

6. Implementation

We first described our project and reviewed the cur-
rent relevant work that had been done during the
past few years on the matter. Then, we show the

background about the technologies used in the real-
ization of this thesis, and the last chapter shows the
requirements and the design of our proposal. This
section will go through our implementation of the de-
sign presented before. The work done in this section
has the objective to implement the proposed proto-
type and try it in different experiments in several
scenarios.

The implemented work follow the architecture
proposed in the design and it is divided in two el-
ements, the modification and implementation of a
new module in Floodlight controller and the imple-
mentation of the OpenNaaS resource. Furthermore,
this chapter describes the implementation of the pro-
tocol that allows the communication between both
entities.

6.1. Controller modification - Floodlight

The implementation of the features in the controller
are separated in two parts, first of all, in order to
provide the proposed functionality to the controller
we need to modify the core of Floodlight and then
create a module that when receive the packet-in mes-
sages send a request to our routing machine.

6.1.1. Floodlight core

The current version of Floodlight used during the
realization of this project is 0.9. The modification of
the core is a correction due by some errors appeared
related to the function that allows us to push new
entries in the Flow Table (PushFlowEntry module).
Apart from that, another modification is needed in
order to implement an IPv6 matching.

The modification in the PushFlowEntry module
is the most important change. This module is able
to use methods which push flow entries in the Flow
Table of the switches according to the rules of match-
ing. In addition, it has enabled a REST API that
provides an access using a HTTP request. For our
proposal, the REST API communication is needed in
order to offer a proactive strategy, and then, our im-
plemented module needs to call the PushFlowEntry
methods in order to insert rules in the Flow Table.
In order to offer the proactive mechanism, the possi-
bility to insert new rules with a specific subnet and
mask is required. For this, using the communication
between the OFC and the routing machine it is pos-
sible to use the REST API of Floodlight. When this
API is called from the routing machine using JSON
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files, the flows are inserted correctly, but when we
need to add some features related to IP fields for
take into account the subnet mask and other bits
specified in the wildcard, the function called of this
module does not the correct action. Then, in order
to offer a proactive system and reduce the number
of flow entries in each switch, the correction of this
error is needed.

6.1.2. Floodlight RFV module

In order to provide the routing function, we develop
a module that is enabled when the controller receive
a packet-in. This type of packet contains the header
of the message and then the values explained in the
design section are passed to the OpenNaaS bundle.

During the development of this module we analyze
the traffic when a host does a ping. First, the switch
receives an ARP packet in order to know the MAC
address of the destination host and it sends a packet-
in to the controller. Then, when the switch knows
the MAC address of the destination, it sends another
packet-in to the controller with the IPv4 packet.
This means that in order to provide an IP commu-
nication we need to insert two type of flows, first
for the ARP packet and then for the IPv4 packet.
Floodlight allows to describe the type of each flow.
Each flow is defined using the ether-type4 field. For
the ARP packet the ether-type notation is 0x0806
and for IPv4 packets the ether-type is 0x0800 using
a hexadecimal notation in both cases. In order to
separate the IPv4 traffic from IPv6, this field is in-
teresting in order to define different type of flows.
The ether-type of IPv6 packets is 0x86DD.

Floodlight manages the IP address as integers. In
order to maintain an easy management and the same
specification of Floodlight we use the same data type
for IPv4 addresses. But in the case of IPv6, it is not
possible to save the IPv6 addresses as integers in
Java because the size is limited, and other option is
the representation using hexadecimal digits. How-
ever, the best option is save this address as a string
because is easiest send this type of data using Web
Services.

The controller is connected to each switch which
is identified by its DPID. Each DPID is 8 bytes long
and can be specified as a decimal number or as 8
hex octets, e.g. 00:00:00:00:00:00:00:01. The DPID

4A two-octet field in an Ethernet frame used to indicate
which protocol is encapsulated in the payload of an Ethernet
Frame

ff:ff:ff:ff:ff:ff:ff is used to matches all DPIDs inside an
OpenFlow network. This value is needed from the
OpenNaaS bundle in order to link each controller
(defined by the IP address and port) with the man-
aged switch.

Finally, the module does a HTTP request to the
OpenNaaS bundle and waits a response. After
the response, the module calls the PushFlowEntry
method in order to insert the action to the switch
using the FlowMod messages. Each FlowMod mes-
sage is identified by a name, and to avoid overwrite
flow, the name is a combination between the source
IP address and a destination IP address. The name
of the flows is as follows: ipmod-srcIP-dstIP and
arpmod-srcIP-dstIP. Then, in the case that the route
change, a new FlowMod message can overwrite the
flow. Also, the definition of the flow contains a pri-
ority field where the value is the highest (32768).

In order to provide the IPv6 matching, the imple-
mented module is able to detect this type of traffic,
and a little modification to the core of the Flood-
light modules allow to match these packets and send
a flows to the switch. We modify two modules of
Floodlight, although this extension of IPv6 is only
available in our module. The first module modifi-
cation is related to the OpenFlow match entry that
is in charge to understand the type of packet re-
ceived in a packet-in. This extension detects the
IPv6 packet, and read the source and destination IP.
Then, our module after using the match method calls
the OpenNaaS bundle and passes these parameters
as arguments. The second modification is located
in the module that pushes the flow in the memory
of Floodlight and sends the action to the switch.
However, this implementation needs to define a new
type of message between the controller an the switch.
In addition, it is not needed because Floodlight de-
velopers announce recently the new version which
supports the OpenFlow version 1.3 with the corre-
sponding IPv6 match.

6.2. OpenNaaS RFV bundle

The machine that contains the OpenNaaS platform
has started the RFV bundle and waits a request from
the controller. The RFV bundle has defined a re-
source which provides the capabilities related to the
routing function and allows to access to the model
are also started. The model and the capabilities are
accessible from a CLI or REST interface.

The most important part of the development of
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this bundle is how to store the information. Flood-
light manages the IPv4 address as integers. This
type of data management is useful in order to send
the values through a REST interface, but the IPv6
addresses are more large and it is not possible to
save IPv6 address in Java integers (32 bits). This
limitation cause that we need to think about how
to store all the information in a standard and acces-
sible way. In addition, in order to show and insert
manually new IP addresses in the routing table, the
normal representation of IP is better. Then, the IP
addresses will be managed as Inet Address5.

In addition, when the routing table increase, it
is necessary to use a technology that allows the re-
duction of the size of the list and also helps with the
management of the data through networks. Then, in
order to manage the route table the use of JavaScript
Object Notation (JSON)6 is necessary.

Once the request is received, the bundle tries to
find the route in the routing table. If the route is
defined, the bundle proceeds to return a response.
This response contains the status code, the output
port and the subnet information. In addition, in
order to offer a proactive routing, the bundle has
defined a REST client which is able to send a request
to the REST API of the controllers.

6.3. Protocol

The implementation of the protocol which allows to
exchange message between the OFC and the routing
machine is defined here. The most important part
is the Web Service in the routing machine. Then,
from the OFC can be easy to send petitions and
wait the response. Table 2 contains the definition of
the interface implemented in the OpenNaaS bundle.
The first column shows the Uniform Resource Identi-
fier (URI) in order to access to the methods and the
second column the description about these methods.
The third column show the type of HTTP method
used in each type of request and the next column the
response. As shown in Table 2, in the GET requests,
the parameters are inserted in the URI. In the case
of POST methods the parameters are enclosed in the
body of the request. The last column of the table
shows these possible arguments. When we insert in-
formation or new flows (using POST methods), the

5The Inet Address is a java class that provides methods to
get the IP of any host name.

6JSON is a text-based open standard designed to be usable
for data interchange between two entities.

response is formed by the HTTP code. And when we
requested values (using GET methods), the response
contains the HTTP code with the output port and
subnet addresses or a JSON file that contains the
requested information.

After the definition of the REST interface of the
routing bundle, to make a communication between
the controllers and the OpenNaaS bundle a link is
required. In order to obtain a completely separa-
tion between the data plane and control plane, the
protocol is implemented in a Layer 3 using a VPN.
The OpenNaaS bundle is configured as a server us-
ing OpenVPN, and each machine that contains a
controller works as a VPN client. In this way, the
communication is faster and the IP of the controllers
are defined using private addresses. For example, in
the following experiments, the deployed VM which
contains the routing bundle has the 192.168.1.1 IP
address. The clients (each VM which contains con-
trollers) use the consecutive numbers (192.168.1.2
and 192.168.1.3).

7. Evaluation

Once the NFV solution is implemented, we want to
demonstrate the behavior of our proposal in different
scenarios and show if the virtualized routing function
performs better.

The current chapter will cover the tests we want
our implementation to go through. First of all, the
description of the testbed and the network topol-
ogy is needed. In addition, the required equipment
is also explained. Then, we introduce the metrics
which allows to make different evaluations in order
to see the reliability of the system. We present dif-
ferent scenarios with the description of the taken
measures. For each scenario this section presents
the raw results that were obtained.

7.1. Testbed

In order to demonstrate the proposed idea and show
an evaluation, we implement the proposal in a real
scenario in which the results can offer some light
about the reliability of the NFV. For this, one topol-
ogy used during the evaluation is based on the Open-
Flow infrastructure of GÉANT [20], a real scenario
deployed by GÉANT that offer an infrastructure to
try out and evolve OpenFlow-based SDN solutions.
This infrastructure is based on OpenFlow-based is-
lands (group of interconnected OpenFlow switches)
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URI Description Petition HTTP response Arguments

/getPath/{ipSrc}/{ipDst}/{dpid}/{inPrt} Obtain the output port
of the requested route

GET
200 - Ok
400 - Not Found

/getRouteTable List of all routes GET 200 - JSON file

/insertRoute Insert new route POST
200 - Inserted
202 - Updated
500 - Some error

IP Src
IP Dst
DPID
Inport
Outport

/getSwitchController List of controllers and
the managed switches

GET
200 - JSON file
500 - File error

/putSwitchController Insert new relation
controller-switch

POST
200 - Inserted
202 - Updated

Controller IP
Controller Port
DPID

/insertRouteFromFile Insert routes from file POST
200 - Inserted
500 - Some error

File name

Table 2: Routing Virtualized Function REST interface

and is depicted in Figure 5. We choose this net-
work for the evaluation because it is a real infras-
tructure, and allows to simulate our proposal in an
inter-domain network, where each switch is the entry
point to another domain.

We purpose to use this topology in order to test
our cases, but due to the lack of availability of the in-
frastructure, the network is simulated using Mininet
in a local machine. However, in this machine we
run the same topology but with the elements pro-
vided by Mininet. Each switch is connected to one
controller through Internet and manages a point of
presence (PoP) providing the communication with
other switches. The controllers run in servers that
can be accessed through Internet and are intercon-
nected between them using a VPN.

7.1.1. Network description

This subsection describes the network setup for the
proposed scenarios. Figure 6 shows the topology of
scenario 1 based on the GÉANT infrastructure. It
contains five switches linked and a set of hosts con-
nected to each of these switches. Each switch is con-
nected with a Floodlight controller through an IP
address and port.

The scenarios contain the following network ele-
ments: the routing server that provides the IPv4
and IPv6 connectivity, the switches with connected
hosts and the controllers. The routing machine can
be allocated in different places in order to offer the
routing function of the different clients and servers.
Here is implemented the NFV concept, first is vir-

tualized the routing function and then we put it in
other place providing mobility and scalability.

The simulation of the network topology using
Mininet allows us to create automatically different
scenarios using a script files written in Python. Each
script contains the parameters of the network ele-
ments, such as the IP of the controllers, the range
IP of the hosts and their subnetworks, the MAC ad-
dress of each switch and the links that provide the
connection between these elements. One thing to
keep in mind is that each port of the switch is iden-
tified by a number. Then, this number is used to
establish the relation between the input ports and
the output ports of each connection. This numera-
tion of ports follows a sequential order according as
defined the connections.

The controller used is Floodlight which does not
support island topologies. This feature causes that
when the number of switches and their correspond-
ing controllers increase, the network being unsta-
ble. This behavior is caused by the flooding of ARP
and Link Layer Discovery Protocol (LLDP) pack-
ets to the entire network. Then, the switches for-
ward the packets received to all ports causing loops
and increasing the traffic in the network. When the
switches or the controller receive a lot of these mes-
sages, the network is being unreachable causing loss
of packets and the CPU consumption of each VM
increases.

Therefore, to implement this type of scenario us-
ing OpenFlow is necessary to enable the Spanning
Tree Protocol (STP) in each switch in order to avoid
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Figure 5: Network topology

loops. Open vSwitch [21], the software used by each
switch in a Mininet network allows to configure and
to enable the STP. The process of configuration of
the STP is simple and only requires to using the
Open vSwitch tools in order to create bridges be-
tween the switches with the STP enabled.

It is important to remember that in this type of
network, when we try to send an IP packet, the hosts
need to know the MAC address of the destination.
Then, before send the IPv4 packet, the hosts send
an ARP request in order to set the relation MAC-
IP. This means that the Flow Tables of each switch
needs to consider these types of flows. For each com-
munication, two types of flows should be inserted
in the Flow Table, one related to the ARP pack-
ets (with an ether-type equal to 0x806) and for IP
packets (ether-type equal to 0x800).

7.1.2. Equipment

GÉANT infrastructure presented before contains a
physical elements which provides the connectivity.
The network resources include software-based Open-
Flow switches based on Open vSwitch and net-
work links that interconnect the OpenFlow software
switches. Our simulation using Mininet allows to de-
ploy a similar scenario than the GÉANT infrastruc-
ture but loaded in a local machine. The switches

created in Mininet runs Open vSwitch software and
the rest implementation of the environment is done
with different VM. We have deployed three Flood-
light controllers in one VM, and other two runs in
supplementary VM. In the case of the routing ma-
chine, the OpenNaaS platform is installed in other
VM. The connection of these elements is done with a
VPN providing a total separation between the data
plane and control plane. In addition, these VMs
have enabled a remote access through Internet.

7.2. Metrics

The main purpose of each experiment has been to
enable the communication between hosts located at
different islands (e.g. video streaming) and analyze
how the OpenFlow controller and the virtualized
routing function performs. These simulations are
generic; a set of hosts that try to connect with other
hosts located in other place (PoP) of the network.
Different approaches for the routing (i.e. reactive
and proactive) have been analyzed depending on the
traffic load, as well as different performance indica-
tors such as the number of flow entries in the switch
or the overhead caused by the signaling packet ex-
change.

The most important comparison is the difference
between the current routing and the proposed ex-
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periment in terms of time to route packets. In this
thesis we focus on this metrics using a static routing
table where entries are managed manually. Then,
the principal parameter to take into account in or-
der to evaluate this experiment is the Round-Trip
delay Time (RTT), but other metrics can provide a
wider picture of how our proposal performs. These
other metrics are the number of flow entries saved in
each switch and the number of exchanged messages.

In general, we know that in our proposal the com-
munication between the controllers and the routing
machine causes a delay. When a switch does not
know the route, it needs to contact with the routing
machine and this process takes longer. In addition,
we believe that in the case that the network contains
a few network elements, the current system can be
better than our experiment. But when the number
of elements increases, the separation of the control
plane and data plane, and the work externalized to
the routing machine can increase the reliability of
our proposal. Apart from this, we avoid the manual
configuration of each element.

7.2.1. RTT

NFV provides a lot of benefits, but we need to con-
sider the drawbacks because as the authors com-
ments in [3], the performance of the network can
be degraded when a NFV is deployed. One of these
impacts is the increase of latency [22]. Then, we
consider it the most important parameter because
it is the principal problem that appears when the
function is externalized.

Therefore, the most weakness of the NFV is the
delay related to the access with an external machine.
The delay is caused when the controller sends a pe-
tition to the routing server. However, this delay ap-
pears only in the first communication because once
the flow is inserted in the Flow Table, the switch
does not need to send more packet-in to the con-
troller.

In order to evaluate this delay, we use the RTT.
In the evaluation presented later, the RTT is com-
pared with the normal operation of Floodlight (using
one controller for each switch) and with our imple-
mentation using reactive and proactive design. In
addition, in this thesis we simulate an inter-domain
network, where the number of controllers increases
according to the number of switches that provides an
entry point to each PoP. Therefore, in order to ex-
tract conclusions we should focus on the evaluation

where the number of hosts and flows are high.
According to our proposal, our system is being

more reliable when the network size is large. An-
other issue that has been taken into account in the
definition of the simulation is to vary the number
of entries that contains a switch. In this way, we
simulate a large network where each switch man-
ages a Flow Tables with a large number of entries.
Then, each graph that shows the evaluation consid-
ers the number of flow entries that contains each
switch. The evaluation is tested using the following
number of flow entries: 0, 10000, 50000 and 100000.
The big scenarios with more number of flow entries
are avoided, because when the switch contains more
than 100000 the network is not stable.

This measure is done with the calculation of the
RTT between the source host and destination host.
This RTT includes the following times: the mes-
sage sent from source to destination host, the re-
sponse of this message, the calculation process of the
controller, and in the proactive and reactive strate-
gies, the REST communication and the search of the
route. As we can see in the evaluation of each sce-
nario, there are some variations in the average RTT
between different flow entries in the case of proac-
tive and reactive strategies. The results are not com-
pletely stables due to each REST request to Open-
NaaS Web Service takes different times. In Web Ser-
vices application, each communication is totally dif-
ferent from the others. This variation is shown in
each evaluated graph using a vertical line.

Furthermore, scenario 1 (subsection 7.3.1) re-
quires a few seconds for the configuration of the net-
work. In the case of that the network is not con-
figured yet, the packet is lost. This only happens
using the default mechanism without our proposal,
but these values are not taken into account in the
simulation.

7.2.2. Number of Flow entries

The intelligence of our system is moved to an exter-
nal machine prepared to do the programmed work.
Then, this machine can do some calculations and
manage different databases with different technolo-
gies.

As we know that the RTT is the most important
parameter to take into account and where is shown
the most degradation of NFV, we try to reduce the
communication with the RFV machine. One way
is the implementation of the proactive mechanism
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explained in the previous sections, and other way is
to insert generic definition of flows in the Flow Table
of the switch. The idea of this evaluation is try to see
the number of flow entries stored in each switch, and
how our proposal reduces this number. Each switch
should be able to manage different subnetwork, and
then each controller should insert generic flows using
subnet addresses in order to reduce the number of
flows and the corresponding number of petitions to
the routing machine. We believe that it is necessary
in inter-domain scenarios.

7.2.3. Number of signaling messages

Another parameters analyzed is the number of sig-
naling messages. At the same time that the num-
ber of petitions to the routing machine is reduced,
the number of signaling messages is also reduced.
First of all, we can be sure that the numbers of mes-
sages are reduced because using Floodlight without
the STP the network is unreachable caused by the
flooding and loops. Then, using the STP the behav-
ior of the network is better, and we can compare the
number of signaling messages that the network need
to handle.

However, the number of signaling messages de-
pends on the scenario, but in some scenarios is re-
duced considerably. The mentioned signaling mes-
sages are the ARP, LLDP and other OpenFlow mes-
sages such as packet-in, packet-out or FlowMod.
Floodlight controller uses the ARP and LLDP mes-
sages in order to learn the network elements causing
a flooding when the system starts, and also when
one element requires the MAC address of one host.
In the case of low number of switches and hosts, this
procedure causes no problem. But when the network
grows, and we talk about an inter-domain network,
the flooding of the ARP packets overloads the net-
work.

7.3. Scenarios

This subsection presents different scenarios where
the proposed experiment is tested. The objective
of each experiment is connects two hosts or array
of hosts located in different PoP. To explain each
scenario we use the same nomenclature used by
Mininet. It is defined as follow: each OFS that con-
tains each island is identified by the initials ’SW’
and followed by an identifier number (1 to 5). This
id is used in order to construct the DPID of each

switch (e.g. 00:00:00:00:00:00:00:01). The hosts are
named using the initial ’h’ followed by a number (1
to 254) and is used for define the IP of each hosts
(192.168.2.1, 192.168.2.254). Usually, the clients are
compressed between h1 and h51. And, the servers
are defined between h50 to h254. Lastly, the routing
machine is identified by IPv4-R.

We develop different scenarios in order to see the
behavior of the implemented system and how the
network is manageable. The tested scenarios are
three. The first is a communication between two
hosts where each host is located in different PoP.
It is the most important scenario and is related to
the real topology explained before based on GÉANT
(subsection 7.1. In this test, a set of hosts connected
with SW1 try to send packets to other set of hosts
located inside SW3. Then, we change the number
of source and destination hosts located inside differ-
ent PoPs in order to extract more results. The sec-
ond scenario uses a different topology; in this case
the communication between two hosts goes through
three switches. And finally, the third scenario, the
communication goes through four switches.

7.3.1. Scenario 1

Figure 6 depicts the first scenario. The testbed de-
ployed is based on L2 switching with multiple Open-
Flow Islands. This scenario is based on the GÉANT
Facility and is composed of 5 Islands, each one con-
trolled by one OpenFlow controller, and a set of
computing hosts connected at the edge of each is-
land. The OpenFlow controllers are deployed with
our implemented module, which are connected with
the RFV loaded in OpenNaaS through a Signaling
Control Network (SCN) deployed over a VPN.

In this scenario, a client (h1) wants to communi-
cate with a server (h51) using IPv4 addresses. The
other network elements which interact in the com-
munication are the OFS (SW1 and SW3), their con-
trollers and the routing machine (IPv4-R1). Then
the communication process follows this message ex-
change: h1 sends a message to SW1. If SW1 does
not know the route to the destination, it sends a
packet-in to the controller. After that, the imple-
mented module in the controller detects this packet-
in and sends a petition to the routing server (IP4-
R1). The routing machine implemented in Open-
NaaS processes the message and returns the output
port to the controller. Finally, the module sends
two messages to the switch, one corresponds to a
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Figure 6: Topology in scenario 1

packet-out in order to forward the packet through
to the output port received from the RFV, and the
other message is a FlowMod in order to insert a new
entry in the Flow Table of the switch for the follow-
ing messages. When the packet arrives to the SW3,
the mechanism is the same as the previous switch.

Afterward, depends on the mechanism of the RFV
(if works in a proactive or reactive strategy) the be-
havior is different. The process explained before cor-
responds to the reactive routing. In the case of us-
ing a proactive mechanism, at the same time that
the RFV responds to the controller with the corre-
sponding output port, the RFV also sends a proac-
tive message to the controller of the SW3 with the
corresponding flow definition. The controller of the
SW3 inserts the new rule in the Flow Table of the
switch using a FlowMod. Then, when the SW1 for-
ward the packet through the received output port,
the packet arrives at SW3 and it is compared with
the entries in the Flow Table. As the rule exists,
the packet is forwarded according to the action of
the match. At the same time that the FlowMod
is inserted, the return path is defined. After that,
the communication is established without having to
consult the RFV again.

Finally, the SW1 has a rule in it Flow Table with
an action to allow send messages to the destination
through the specified output port received from the
IPv4-R1. And when the SW3 receive the packet, it
Flow Table contains an entry about this packet and
sends to the destination host. Once the communi-
cation is established, the Flow Table in the switches

Rule Action
ip dst = subnet SW3 to SW3 port
ip dst = ip address of h1 to h1 port

Table 3: SW1 Flow Table

Rule Action
ip dst = ip address of h51 to h51 port
ip dst = subnet SW1 to SW1 port

Table 4: SW3 Flow Table

are represented in the Table 3 and Table 4.

The other results presented in this evaluation
takes the same scenario, but with different num-
ber of source and destination hosts. For example,
another test changes the number of servers to 10.
This case is similar to Peer-to-Peer (P2P) commu-
nication (e.g. Torrent) because the communication
is between one client with multiple servers. Then,
other test contains more number of source hosts.
When the destination hosts are 10, the client (h1)
requires a communication to hosts located inside of
SW3 and the procedure is the following: once the
SW1 knows the route to the subnetwork located in-
side SW3 (after send the first message of h1), it sends
the packets directly to SW3. From this moment, al-
though the destination host is different, the SW1
forwards the packet to SW3 without contact with
the controller. Then, the SW3 receive the packets
from SW1 and send the packet-in to its controller.
Once it receives the response (the output port), it
forwards the packet to the respective host. How-
ever, during the communication with the following
destination hosts, the SW3 requires the messages ex-
change with its controller in the both cases (proac-
tive and reactive).

During the simulation, we found some results over
the average. The time of process in each simulation
is represented in Table 5. This table depicts where
is lost the time while we offer the RFV. Usually,
the REST communication takes between 40 to 60
ms, but also there are few values at 300 ms. After
analyze logs of each controller, the values over the
average are due to the REST request. Then, when
the RTT has high values, we consider the measure
as error and we ignore it. Therefore, the following
graphs shows the results excluding the results that
are above 130 ms.

The following figures show the RTT in different
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Action Time
Packet-in 2 ms
Packet-out and FlowMod 3 ms
REST request 40 ∼ 60 ms
RFV function 1 ∼ 5 ms

Table 5: RTT analysis

number of hosts, in the case of proactive and reac-
tive, their columns contains a line that shows the
variance of the values due to the REST communi-
cation. This line justifies the difference, while the
number of flows is different. Figure 7(a) depicts the
results in the communication between two hosts and
shows that our implementation is worse than the
normal operation of Floodlight. However, when the
number of flow entries increases, the delay in our
proposal is keep stable, and even the proactive mech-
anism improves the results of the reactive strategy.
The most difference is shown when the number of
flow entries is zero. Another conclusion of this graph
is that using the proactive mechanism it is possible
to maintain the average RTT when the number of
flow entries is high. In the case of 10 destination
hosts (Figure 7(b)) the values between the proac-
tive and reactive are similar, but the lowest RTT is
located when we do not use our proposal.

Figure 8(a) and Figure 8(b) shows the results
when the number of source hosts increments. The
first graph is an evaluation of a network that con-
tains 10 hosts connected with SW1 and also 10 hosts
connected with SW3. Each host connected with the
SW1 tries to connect with each host located inside
SW3. Then, the process is the following: the host
h1 tries to communicate with hosts h51, h52, un-
til h60. Then, the host h2 tries to communicate
with the same hosts. Depends on the used mecha-
nism (proactive and reactive) we obtain two types of
behavior. In a proactive way, the procedure is the
following: when the routing function receives the re-
quest, it return a response and inform the destina-
tion controller. When the first switch knows where
is located the destination hosts, it does not need to
ask the controller about the destination. This work
is done by the destination switch (SW3).

The results obtained in these cases are better be-
cause the average of RTT is lowest. Figure 8(b)
depicts the results when the numbers of source and
destination hosts are 50. The procedure is the same
but the results are better with our proposal because
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(a) RTT First packet in scenario 1 (1 host to 1 host)
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(b) RTT First packet in scenario 1 (1 host to 10 hosts)

Figure 7: Simulation results of scenario 1 using 1 (a)
and 10 (b) destination hosts

the communication is stable once the first hosts send
the first packet. Also, in this scenario we have a same
behavior than the last scenario between the proac-
tive and reactive mechanism. When we do not use
our proposal, the delay is caused by the replies of
the ARP messages through the entire network.

In this way, the numbers of requests to the rout-
ing machine are decreased because when a host has
already begun to send packets, the following pack-
ets to other hosts only needs update the destination
switch. Then, the traffic is reduced with the corre-
spondent decrement of the signaling messages.

This last simulation should be compared with first
in order to see the differences between a communica-
tion host to host and multiple hosts (50) to multiple
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servers (50). If we compare Figure 7(a) and Fig-
ure 8(b), we can see that the average is low with
50 hosts because the number of request to the con-
trollers are low. In this scenario, our proposal is
better for different reasons, and in addition, when
the number of flow entries increases, our proposal
remain the best. The reasons are the following: (i)
the number of flow entries is more reduced using a
proactive mechanism than the reactive and the nor-
mal Floodlight, (ii) the number of destination hosts
(50) cause that the ARP flooding is more inefficient,
and finally, (iii) using a proactive strategy, the num-
ber of requests to an external machine is reduced
because the first communication defines a flow for
the source host.

One of the conclusions of this graphs is that our
system has an advantages in terms of scalability. In
all the graphs our proposal remains constant when
the number of hosts and number of hosts increases.
When the network is small, the RTT in the stan-
dard Floodlight is negligible, but when the number
of hosts and flows increments (similar behavior as an
inter-domain network) the RTT increments caused
for the flooded ARP messages. Furthermore, we
need to take into account that we use the STP in
order to reduce the number of messages caused by
loops, because otherwise the network would be un-
reachable.

7.3.2. Scenario 2

This scenario is totally different from the topology
presented before. In this case, the topology only
contains three switches and they are not connected
between them. The topology is depicted in Figure 9
and as we can see there are two switches connected
through other switch. In this scenario we want to
demonstrate that our proposal can performs better
when we want to avoid the signaling messages and
reduce the flooding of ARP packets to the network.
Furthermore, this scenario is presented in order to
show the performance about or proposal in another
topology where the message goes through other PoP.

The process is the following: the first switch
(SW1) forwards the packet to its controller using
a packet-in because the packet does not match with
any entry of its Flow Tables. Then, the controller
sends a request to the routing machine using the
REST interface. The routing machine (IPv4-R1)
tries to find the path in its routing table and return
the value (output port) to the controller. In the case
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Figure 8: Simulation results of scenario 1 using 10
(a) and 50 (b) source/destination hosts

Figure 9: Topology in scenario 2

that the system uses a proactive strategy, the rout-
ing machine sends a message to other controllers in
order to insert the flow to other switches.
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Figure 10: Simulation results of scenario 2 using 1
hosts (a) and using 50 hosts (b)

Our proposal allows to program and configure
each switch automatically from the OpenNaaS bun-
dle offering a proactive strategy using only one com-
munication with the routing machine. Then theoret-
ically, in this scenario the proactive strategy should
be better because the flow is reserved when the first
switch receives the first packet, but the graph only
represents this when the number of flow entries is
low. Unlike the procedure of the normal Floodlight,
the behavior of the system is worst. Figure 10(a)
show how the proactive strategy is better when the
number of flow entries is zero or 10000. When the
number of entries increases the reactive strategy per-
forms better. Once the communication is estab-
lished, the Flow Table of each switch is represented

Rule Action
ip dst = subnet SW3 to SW2 port
ip dst = ip address of h1 to h1 port

Table 6: SW1 Flow Table

Rule Action
ip dst = subnet SW3 to SW3 port
ip dst = subnet SW1 to SW1 port

Table 7: SW2 Flow Table

in Table 6, Table 7 and Table 8 respectively.

In the case that in each switch the number of
host increments to fifty (Figure 10(b)), the proac-
tive strategy performs better due to the number of
message exchange between the switches increments.
But tshe results are still worse. However, we can
continue to demonstrate that the system is scalable.

Regarding this scenario, the use of a centralized
routing function causes a reduction of the number
of ARP requests. In addition, the LLDP messages
are also reduced considerably because the messages
are more direct and the flood is only produced at
the final switch. For example, the first switch only
needs to forward the packet to the next hop, and
the second switch only forward the packets according
the match fields. Finally, the last switch floods the
network in order to obtain the destination.

7.3.3. Scenario 3

In this scenario, depicted in Figure 11, each island
is managed by one controller and contains other
switches. The virtualized routing function provides
the internal routing inside each island and also pro-
vides the routing between islands. This scenario
shows a combination between an inter-domain net-
work where our proposal is better, and the process
of find routes inside PoPs where the default Flood-
light performs better. Therefore, the results show
differences depending the network setup. With our
proposal, we avoid the ARP flooding done by the
switches. The routing machine has to calculate the

Rule Action
ip dst = ip address of h51 to h51 port
ip dst = subnet SW1 to SW2 port

Table 8: SW3 Flow Table
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path and send a packet-out message to each switch
which interact in the path. In addition, the routing
machine has to calculate the path inside each switch
and sends REST responses to the other controller in
order to update the Flow Table of the other switches.

As we can see in the Figure 12 the behavior is
the worst of all. This scenario contains one con-
troller for each PoP. This means that each controller
manage more than one switch. In our proposal the
management of this controller is done by our rout-
ing machine, and this cause that the management
of each PoP is worst. As we can see in the graph,
the RTT of our proposal is caused by the configu-
ration of all switches from the externalized routing
function. Without our proposal the system takes 20
ms in order to do a ping when the number of flows
is 0. And when we increase the number of flows, our
systems is keep stable, but offer worst performance
in all cases.
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Figure 12: RTT First packet in scenario 3

In order to offer a best service in this scenario, we
believe that the network should combine two types
of services: using the default Floodlight when the
network is small and when the network grows us-
ing our proposal for inter-domain networks. This
means that inside each PoP the management of the
switches, and in order to find internal routes, the
controller should send ARP messages only inside one
PoP. When the packets go to other PoP, the con-
troller should send the message to our routing ma-
chine in order to offer the inter-domain routing.

7.3.4. Number of Flow entries

Right now, Floodlight creates one flow per commu-
nication between the origin host and the destination
host. This means that for one communication each
switch needs to contain 4 flow entries, two to send
the packet through one direction, and other two for
the other direction of the communication. These
two packets for each direction are for ARP packets
and for IPv4 packets. The calculation of the num-
ber of flows entries that a switch need to save using
Floodlight is defined by the following operation: 2n,
where n is the number of communications between
two hosts.

Using the modification of Floodlight, the number
of flow entries needed by the switch in order to estab-
lish a communication between two hosts is defined
by the following expression: 2n + 2 where n is the
number of hosts that interact with the switch.

Table 9 shows the comparison between the nor-
mal use of Floodlight, and the RFV. The first col-
umn show the scenario, the second and third the
number of source and destination hosts respectively.
The fourth column shows the number of entries in
each switch using a default Floodlight. In this case,
each switch that interacts in the scenario contains
the same number of entries. Finally, the fifth and
sixth column show the number of flow entries in each
switch using our experiment. In the case of the sec-
ond and third scenario, the seventh column show the
number of flow entries of the switch located at the
middle between two PoPs.

The number of flow entries pushed in the switch
is reduced when the network size increase. This ap-
proach means that, for example, in the case that a
host located inside the SW1 tries to connect with
a set of hosts located in SW3, the SW1 only needs
four flow entries, independently to the number of
connections between h1 and the set of hosts located
in SW3. Then, in the scenario 1 where one host
needs to contact with ten hosts located inside SW3,
the SW1 only requires four entries, two to send pack-
ets to the SW3 subnet and two for receive packets
and forward to the source host. The SW3 requires
22 flow entries. These 22 flows are divided in two en-
tries (ARP and IPv4) for each host (2∗10), and two
flows for the output messages to the SW1. Flood-
light for this case needs to insert 20 flow entries in
each switch.

The result is that in the worst case, when the dif-
ferent hosts of one PoP try to communicate with dif-

23



Figure 11: Topology in scenario 3

RFV

Scenario Source hosts Destination hosts Default SW1 SW2 SWX

1 1 1 2 4 4
1 1 10 20 4 22
1 10 10 100 22 22
1 50 50 2500 102 102
2 10 10 2500 102 102 4
2 50 50 2500 102 102 4
3 10 10 2500 102 102 4

Table 9: Number of flow entries required in each switch for a specific number of connections
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ferent hosts of other PoP, our case is better than the
normal Floodlight behavior. The number of flows is
reduced by half plus two. And in other situation,
when one host tries to reach a connection with dif-
ferent hosts, the number of flows in one switch is the
stable, and then the destination switch increase us-
ing the operation explained before. Then, the com-
parative is also better than Floodlight, and the first
switch has a far less entries.

8. Conclusions

This chapter provides a general discussion about the
results of the conducted experiments in the previous
chapter and conclusions of our work with the possi-
ble improvements on the proposal.

The basic idea of carrying out this thesis is the
virtualization of the routing function in an external
machine. This supposes that the routing function
is simplified and the signaling message overhead in
order to get the best route can be avoided. Using
OpenFlow we can centralize the routing table and
obtain a path using only the L2. From this point can
be interesting implement in a virtualized manner the
basic network operations that for example a router
or switch can offer. Also, we think that is important
keep in mind the imminent utilization of IPv6 and
the migration to this technology.

We presented a virtualized routing function as
a proposal of NFV. We contribute with a design
and evaluation of three scenarios showing how can
works the routing function implemented in Open-
NaaS platform, and using OpenFlow as a SDN. First
of all, we designed a prototype with a set of mini-
mum requirements that must have the implemen-
tation. Once we have completed the implementa-
tion, we verify the proposal works and in order to
draw conclusions we prove that the proposal is ap-
plicable in real environments. We check that the
system works with performance and reliability when
the network is large. This means that it is possible
to implement our proposal in large scale networks
in order to reduce the consumption and number of
hardware elements.

8.1. Impact, exploitation and
dissemination of results

Usually, NFV enables new ways to implement re-
silience, service assurance and facilitates to innova-
tion. In addition, NFV tries to reduce the number

of devices, in our proposal the number of routers or
switches. This means that the corresponding equip-
ment, space and power cost are reduced. We do not
need to maintain a synchronized or updated rout-
ing table of different routers, because one virtual-
ized machine is in charge to do this. Using only this
machine we can obtain the path for send messages
between several clients and servers.

The possibility to move the functions through the
network provides scalability in the management of
routing tables. This type of centralized routing is
useful for operators and service providers because
provides some benefits in terms of resilience. The
network capacity can be shared, such as the shar-
ing of routing tables with other routers (and others
operators), and also the backup function is enabled.
This functionality increase the reliability, mobility
and performance of the service.

Moreover, the NFV supports to deploy new ser-
vices and business models more quickly and effec-
tively due to the reduction of complexity and in-
crease of flexibility. The management of the routing
table in a centralized platform provides new ways to
offer a good service because the interval of deploy-
ment for upgrades and new features is shorter. In
addition, the configuration time is reduced because
the management is centralized. In this master the-
sis the flexibility is achieved using of OpenNaaS, an
open source NaaS platform that allows, besides the
creation of routing resource, to manage the resources
in a centralized way using a CLI or a GUI.

In particular, the basic applications developed in
the current Internet do not need to support a fast
routing. But it is also true that new necessities by
the customers and the deployed applications that
they need, such as streaming, videoconference, gam-
ing and other QoS applications, requires to provide
a fast routing in order to satisfy the agreement of the
offered service. Usually, the most important part of
this agreement and obviously in the routing service
is to offer the routing as fast as possible. The latency
in the first packet must be reduced.

Furthermore, during the design of the prototype
we believe that a proactive routing can be efficient.
Then, we present a routing function able to follow-
ing two strategies: proactive and reactive. However,
the evaluation show that the proactive routing strat-
egy is similar than the reactive, and in some cases
is better the reactive strategy. This is caused by
the delay in small networks and the simulation in a
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local machine. The request of the routing to an ex-
ternal machine causes more delay than the message
forwarding between switches.

The performance of our proposal is shown in the
evaluation in Section 7 where we analyzed the pro-
totype using three different metrics: the RTT using
NFV, the number of defined flows and the number of
signaling packets. After many simulations, we have
analyzed the operation of our proposal and we have
obtained that major part of the delay is due to the
communication using Web Services. Sometimes this
communication is slow, but usually the request in
the first packet has a delay of 40 - 60 ms. This de-
lay occurs in this type of technology (Web Services)
and cannot be avoided. However, the management
through Web Services is easy and allows the scala-
bility of the service as we demonstrated in the eval-
uation; because we changed the numbers of flows
stored in each switch and the results remain stable.

Another result extracted from the evaluation is
the reduction of the number of signaling packets be-
cause the machine which has a lot of information
about the routes is centralized. In addition, the
use of a VPN between the controllers and the rout-
ing machine provides a completely separation from
the data plane and the signaling flow. Our proposal
avoids to send a lot of messages while a switch re-
quest a path. This feature is clearly seen in scenario
2, where the middle switch only needs to forward
the packets. In this scenario the number of signaling
messages is reduced, and this appointment provides
the reduction of flooding messages.

Through our experimental implementation, we see
how efficiency benefits can be achieved using NFV
by programming the network using OpenFlow and
virtualizing the routing function. Our evaluation has
shown that these benefits come at little to no cost to
performance in all cases, and can actually improve
performance in some. Overall we have demonstrated
that this centralized management is not completely
efficient in small networks because a lot of time is
lost during the request to an external machine. Even
if, our evaluation shows that in large networks, the
NFV can be acceptable because the delay is kept
stable, apart from the advantages explained before.

In general, the most important results that we can
extract from the evaluation are the following:

� Scalability

� Reduce the number of routers allocated in the
network.

� Reduce overhead signaling traffic.

� Performance of management operations. Cen-
tralization provides an easy and fast way to up-
date and export network functions.

� Helps the migration from IPv4 to IPv6.

8.2. Proposed use cases

We present two use cases in which the NFV is appli-
cable. The help with the migration to IPv6, and the
inter-domain routing where we with different evalu-
ations.

Nowadays, the migration to IPv6 is required. Cur-
rently, a lot of devices (e.g. sensor nodes) are using
IPv6 addresses. We believe that it is important to
show one use cases where the migration to IPv6 is
available and also shows a solution where the man-
agement of each type of traffic can be separated in
two routing tables or in different platforms. In par-
ticular, the same instance of OpenNaaS manages the
IPv4 and IPv6 tables, but using more instances of
OpenNaaS, the route tables can be divided in dif-
ferent machines. This is possible because the OFC
(the implemented module in Floodlight) only needs
to forward the requests to the appropriate machine.

In the case of large networks, usually an inter-
domain network is necessary. This type of network
contains a lot of hosts and the Flow Tables are large.
Our proposal supports this type of routing and also
reduces the size of the Flow Tables. Apart from
that, the number of Flow entries is minimized to
avoid delays in large networks and avoid overload
the capacity of the switches.

8.3. Future work

This section wants to propose several ideas to a fu-
ture continuing of this project. This research project
is only an experimentation about the NFV. However,
NFV can be applied in some other network functions
and the design or the implementation of this project
can be useful in the future in order to help with an
adaptation to other functions. Therefore, the results
of the project are the first approach of NFV in a real
environment (a simulation of the GÉANT OpenFlow
Facility) and it is interesting see the results and how
we can improve the system.

The basic idea of the NFV is support the same
function in different places providing high reliability
and availability. At the moment of the realization of
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this thesis, OpenNaaS is not able to duplicate they
own instances. This means that the NFV concept
cannot be applied completely, and the results are not
the optimum. In the future, in the case that Open-
NaaS allows to create and manage different instances
of NaaS platform around the network with a few
time, the implementation of this project can offer
more reasonable results in large scenarios. However,
in this case, other analyzes should be considered be-
cause the movement of instances or routing tables
between different machines introduces new delay.

In addition, the idea of NFV is to centralize the
network routing in only one point. A single RFV
raises concerns about the reliability of the system
and in order to achieve it, the use of more redun-
dant RFV is necessary. The management of redun-
dant OpenNaaS instances in the case of failures is
not the only idea, further it is necessary in order to
manage the collapse caused by overload. The man-
agement of multiple OpenNaaS located in different
places of the network provides more accurately the
NFV concept. The creation of more instances en-
able the possibility to move data between the NFV
machines in order to increment the availability over
fails, and also increment the reliability to offer the
same service avoiding collapsed links.

Distributing controllers among several RFV ma-
chines raises different problems which should be in-
vestigated. For example, the coordination of differ-
ent OpenNaaS bundles in order to provide a consis-
tent and efficient routing function. The NaaS plat-
form should support the management of multiple
instances, and allowing the synchronization of the
management between different VM. For this reason
a NaaS platform is more indicate for manage a vir-
tualized network function.

We believe that this project is extensible in order
to provide more features and offer better reliability
in the presented scenarios and others. Currently,
our proposal is only a proof-of-concept of the NFV
and the provided routing is static. The next step is
implements the same idea, but with the implemen-
tation of a dynamic routing. In the same way of
our proposal, the algorithm that will provides this
logic of the dynamic routing is localized in the vir-
tualized function in OpenNaaS. Then, the routing
server should have implemented a routing algorithm
in order to find new paths and an update the routing
table.

Furthermore, NFV allows to deploy more ad-

vanced systems (more intelligent) and provide sev-
eral services due to the location of the functions in
an external machine. We propose that in order to
manage large tables the use of a special databases
(NoSQL or MongoDB) for specific data (large flow
entries) is required because helps with the manage-
ment of large routing tables.

Other aspects to take into account are the mi-
gration to IPv6. Currently our routing machine
supports the IPv6 routing with its routing table,
and Floodlight with our modification is able to de-
tect IPv6 packets. In addition, the implementa-
tion of OpenNaaS bundle is done; therefore we only
need the next version of Floodlight (which supports
OpenFlow 1.3) in order to provide the IPv6 migra-
tion.

At this moment, our proposal does not separate
the management between the routing required by
an inter-domain network and the routing required
inside each PoP. The entire network is managed by
our routing machine. A proposal is to use a com-
bination between the common features provided by
a controller and our proposal. Each PoP managed
with OpenFlow features without NFV, and then,
the communication between PoP (where is imple-
mented the inter-domain communication) using our
proposal. Other idea is the use of the two systems
and then the controller selects the best option de-
pending on the network status.

The RTT obtained in the experiments is not much
and we believe that the proposed protocol in or-
der to exchange data between the controller and the
routing machine is the best option. The protocol
is scalable and standard because allow to increase
the size network, and the requests to the REST in-
terface can be done using any type of client (CLI
or GUI). However, we trust that the delay can be
reduced. REST technology is best for resource man-
agement, but works in the application layer (HTTP).
This cause that the encapsulation (HTTP headers)
of the packet adds more delay to the proposal. A
possible solution is the use of sockets or other type
of message exchange such TIBCO RV7.
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Appendices

Graphical User Interface

OpenNaaS platform allows to create a GUI thanks to the
use of a REST interface. This GUI can be useful for an
administrator in order to consult the routes, insert new
routes and modify the controllers parameters. In this
project this GUI only contains the basic functionalities
that should have in order to show the common actions
that an administrator should do in the routing machine.
This GUI is expandable in order to offer more function-
alities like an animation or images that represents the
topology that the routing machine can manage. This
features can take into account for future versions but for
the development of this project is enough because this
GUI give us the basic functionalities required for the
work done.

The GUI is programmed with Spring Java and runs
over a Tomcat server. During the development of the
project, the GUI is accessible from Internet. The follow-
ing pictures shows how is represented the GUI in any
browser.

Figure 13 depicts the page that show information
about the controllers that manage each switch. Each
controller can handle different switches and are identi-
fied by their DPID. Then, Figure 14 show a web form
where it is possible to insert new routes to the route
table. The enabled fields are defined in the section 5
where is explained the route table. Figure 15 shows the
IPv4 route table, and the IPv6 is similar. And finally,
Figure 16 show a route table that allows to manage dif-
ferent subnetworks. A we can see, this is only managed
the subnet addresses and the output port.

Other features are included in this GUI, such as insert
new switch information or insert new subnet routes.
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Figure 13: Information of the controllers and the managed switches

Figure 14: Insert new route form

30



Figure 15: IPv4 routing table

Figure 16: Subnet routing table
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