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RESUM 

A dia d'avui les comunicacions vehiculars son una àrea d’investigació en augment, impulsada 

principalment per la necessitat de millorar la seguretat en la conducció per part dels fabricants 

d’automòbils i Autoritats de Transport Públic. Les components essencials d’una xarxa de 

comunicacions vehicular han estat establertes sota el concepte de VANET (Vehicular Ad hoc 

Network). 

 

Existeix un munt d’oportunitats per el desenvolupament d’aplicacions civils per les VANETs. 

El camp d’investigació prioritari per els fabricants d’automòbils, així com per les autoritats 

governamentals de transport, es millorar la seguretat en la conducció; aplicacions amb capacitat 

per informar als vehicles veïns sobre el clima, condicions de l’estat de la carretera, retencions i 

accidents poden arribat a salvar moltes vides, a més d’optimitzar els recursos destinats per a 

emergències, respondre més ràpidament a crisis, entre d’altres utilitats. Algunes d’aquestes 

aplicacions requereixen dels serveis de seguretat de la informació per fomentar el seu ús. 

 

Un dels serveis de seguretat de la informació més important per la utilització d’aplicacions en 

VANETs serà la privacitat, de manera més explícita “l’anonimat” en el sentit que si algú vol 

col·laborar notificant emergències, l’estat del trànsit, el comportament d’un conductor sospitós, 

necessàriament requerirà enviar informació referent a la seva posició estimada, però sense voler 

ser rastrejat. En relació a aquest fet, aquest projecte Final de Màster posa a prova la idoneïtat 

d’un mecanisme d’anonimat web anomenat Crowds [1] en protocols d’enrutament per xarxes ad 

hoc vehiculars. 

 

Una variant del Crowds especialment adaptada per VANETs que no tenen en compte el auto 

reenviament de paquets es porta a terme utilitzant AODV [2] (un protocol d’enrutament reactiu 

basat en topologia) i amb una variant de GPRS [3] (un dels protocols geogràfics més coneguts) 

que inclou l’ús d’una cua (buffer) i tenint en compte la presència dels edificis per seleccionar els 

nodes que es faran servir en el següent salt. 

 

S’han realitzat proves de simulació utilitzant l’eina NCTuns 6.0 [4] en un escenari unihop per 

mesurar l’exactitud de les fórmules obtingudes per Crowds sense pèrdues, i en un escenari real 

de múltiples salts per avaluar el seu acompliment, tot això centrant-se a analitzar l’atacant en el 

costat del servidor. 

 

Finalment, es proporcionen resultats i treballs futurs relacionats amb millores d’aquest 

mecanisme simple i prometedor d’anonimat de VANETs. 
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RESUMEN 

Hoy en día las comunicaciones vehiculares son un área de investigación creciente, impulsada 

principalmente por la necesidad de mejorar de la seguridad en la conducción por parte de los 

fabricantes de automóviles y las Autoridades de Transporte Público. Los componentes 

esenciales de una red para comunicaciones vehiculares se han llegado a establecer bajo el 

concepto de VANET (Vehicular Ad hoc Network). 

Existe un sinfín de oportunidades para el desarrollo de aplicaciones civiles para las VANETs. El 

campo de investigación prioritario para los fabricantes de automóviles, así como para las 

autoridades gubernamentales de transporte es mejorar la seguridad en la conducción; 

aplicaciones que pueden ser capaces de informar a los vehículos neighbours sobre el clima, 

condición de la carretera,  atascos y accidentes pueden llegar a salvar muchas vidas además de 

optimizar los recursos destinados a emergencias, responder más rápidamente a crisis, entre otras 

utilidades. En algunas de estas aplicaciones se requieren servicios de seguridad de la 

información para fomentar su uso 

Uno de los servicios de seguridad de la información más importante para la usabilidad de 

aplicaciones en VANETs será la privacidad, de manera más explícita "anonimato"  en el sentido 

que si alguien quiere colaborar notificando emergencias, el estado del tráfico, el 

comportamiento de un conductor sospechoso, necesariamente él/ella requerirá enviar 

información referente a su posición estimada, pero sin querer ser rastreado. Basado en este 

hecho, este Proyecto Final de Máster pone a prueba la idoneidad del mecanismo de anonimato 

web llamado Crowds [1] en protocolos de enrutamiento para redes ad hoc vehiculares. 

Una variante de Crowds especialmente adaptado para VANETs que no tiene en cuenta el auto 

renvío de paquetes se lleva a cabo sobre AODV [2] (un protocolo de enrutamiento reactivo 

basado en topología) y en una variante propia de GPSR [3] (uno de los protocolos geográficos 

más conocidos) que incluye el uso de un buffer y toma en cuenta la presencia de edificios para 

seleccionar los nodos que serán el siguiente salto.  

Se realizaron pruebas de simulación utilizando NCTuns 6.0 [4] en un escenario unihop para 

medir la exactitud de las fórmulas obtenidas para Crowds sin pérdidas, y en un escenario real de 

múltiples saltos para evaluar su desempeño, todo esto centrándose en analizar al atacante del 

lado del servidor. 

Finalmente, se proporcionan los resultados y trabajos futuros relacionados con mejoras este 

mecanismo simple y promisorio de anonimato en VANETs. 
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ABSTRACT 

Nowadays vehicle communications are an increasing research area, driven by navigation safety 

requirements and by the investments of car manufacturers and Public Transport Authorities. The 

essential vehicle grid components are coming into place finalizing the concept of VANET 

(Vehicular Ad hoc Network). 

There are unlimited opportunities for civilian car to car application for VANETs. The priority 

research field for Car Manufacturers as well as Governmental Transportation Authorities is the 

safe navigation. Applications that may be able to inform the neighbouring vehicles about 

weather, road condition, traffic jams, and accidents can save many lives and also optimize the 

resources for emergency, improve the respond time to emergency among others important 

application. Some of these applications will require security information services to promote its 

use. 

One of the most important security information services for the application usability in 

VANETs will be the privacy, more explicitly “Anonymity” in the sense if someone wants to 

collaborate notifying emergencies, traffic state, suspicious driver behaviour, necessarily he/she 

will require to send for instance his/her estimated position but without being tracked. Base in 

this fact, this Final Master Project tests the suitability of anonymity web mechanism called 

Crowds [1] over routing protocols in vehicular Ad Hoc Networks. 

A Crowds variant that does not consider self-forwarding specially adapted for VANETs is 

implemented over AODV [2] (a reactive topology routing protocol) and a GPSR  [3]variant (a 

well-known position-located rountig protocol) that includes the use of a buffer and building 

aware condition to select its forwarding nodes. 

Simulation tests were done using NCTuns 6.0 [4] for a single hop scenario to measure the 

accuracy of the formulas obtained for ideal cases of Crowds, and evaluate its performance in a 

real multi hop scenario focusing in the End Server attack. 

Finally, results and future works related to improve this simple and promissory anonymity 

mechanism over VANETs are provided. 
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GLOSSARY 
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IEEE Institute of Electrical and Electronics Engineers 
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IS-AODV Intrusion detection for secure clustering and routing in Mobile Multi-hopWireless Networks 
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JP Jump 

LAN Local Area Network 
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MAC Media Access Control 

MANET Mobile Ad hoc Network 
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NCTUns National Chiao Tung University Network Simulator 

NS2 Network Simulator 2 

OBS Optical Burst Switching 

OBU On-Board Unit   

OLS Overlay Location Service  

OSPF Open Shortest Path First 

QoS Quality of Service 

RAODV Reliable Ad hoc On-demand Distance Vector Routing Protocol 

RCST Return Channel Satellite Terminal 

RERR Route Error 

RIP Routing Information Protocol 

RREP Route Replay 

RREQ Route Request 

RS Relay Station 

RSU RoadSide Unit 

RTCP Real Time Control Protocol 

RTP Real Time Protocol 

SAODV Secure Ad hoc On demand Distance Vector 

SAR Security-Aware Routing Protocol 

SDP Session Description Protocol 

SGSN Serving GPRS Support Node 

SM Simple Model  

SS Suscriber Station 

TAODV Trust Model Based Routing Protocol for Secure Ad Hoc Networks 

TCP Transmission Control Protocol 

TX Transmission 

UDP User Datagram Protocol 

UWB Ultra Wide Band 

V2V Vehicle-to-Vehicle  

VANET Vehicular Ad hoc Network  

VLS Vehicle Grid Location Service 

WDM Wave Division Multiplexion 

WUSB Wireless Universal Serial Bus  
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1 Introduction and Objectives  

Nowadays vehicle communications are increasing research area, driven by navigation safety 

requirements and by the investments of car manufacturers and Public Transport Authorities. The 

essential vehicle grid components are coming into place finalizing the concept of VANET 

(Vehicular Ad hoc Network). 

There are unlimited opportunities for civilian car to car application for VANETs. The priority 

research field for Car Manufacturers as well as Governmental Transportation Authorities is the 

safe navigation. Applications that may be able to inform the neighbouring vehicles about 

weather, road condition, traffic jams, and accidents can save many lives and also optimize the 

resources for emergency, improve the respond time to emergency among others important 

applications. 

Also new spectrums of commercial applications are appearing simultaneously with the 

development of safe navigation applications such as parking occupancy, optimization of courier 

routes, a proactive advertisement platform, etc. Some of both applications type will require 

security information services to promote its use. 

One of the most important security information services for the application usability in 

VANETs will be the privacy, more explicitly “Anonymity” in the sense if someone wants to 

collaborate notifying emergencies, traffic state, suspicious driver behaviour, necessarily he/she 

will require to send for instance his/her estimated position but without being tracked. For 

applications as described before this Final Master Project tests the suitability of anonymity web 

mechanism called Crowds over routing protocols in vehicular Ad Hoc Networks. 

From chapter two to four, surveys of VANETs and of two representative protocols AODV and 

GPSR are presented. Section five describes our developed GPSR variant named GPSR-BB for 

this project in detail, that improves the GPSR technique when a local maximum is reached, 

based on MOPR features and adding a new one that allows GPSR-BB taking into account the 

presence of buildings for choosing the next forwarding nodes. 

Then, the chapters six and seven present the working criteria of Crowds and its adaptation for 

being employed over VANETs, especial emphasis receives the End Server Attack analysis and 

the adaptation of the equations without considering self-forwarding for single hop case because 

it does not have practical sense in a VANET. 
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Chapter eight is devoted to the results of the simulations done to evaluate GPSR-BB against 

AODV in different density vehicle scenarios, the accuracy of the theoretical anonymity 

formulas that describes Crowds when it is implemented over GPSR-BB and AODV in a single 

hop scenario including the packet loses effect in the quality of services measurements. Also a 

very real scenario that only considers a subset of user using Crowds anonymity service is 

assessed showing the anonymity level and quality of service obtained. 

Finally conclusions about the obtained results of our developed GPSR-BB and the 

implementation of Crowds anonymity service are given; also are provided some futures works 

for improving the results shown in this project. 

 

1.1 Objectives 
 

The main objective of this project is the adaptation of the web anonymity technique “Crowds” 

for working with routing protocols for VANETs to test it in a real multi hop scenario. 

Some additional goals to achieve the principal objective are: 

 To develop and implement a GPSR variant in NCTuns 6.0, in order to provide a fair 

comparison between a topology reactive protocol as AODV and a located-based as our 

GPSR variant. 

 Test the behaviour of our GPSR-BB against AODV, and original GPSR in different 

vehicle density scenarios. 

 Modify the normal workflow of GPSR-BB and AODV to support Crowds in their 

routing criteria [work supervised and co-developed by Carolina Tripp
1
] 

  

 

  

 

 

                                                      
1
 Carolina Tripp is a PhD student in the Telematics Engineering Department of the Technical University 

of Catalonia 

http://sertel.upc.edu/users/ctripp
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2 Vehicular Ad hoc Networks 
VANETs 

Traditional traffic management systems are based on centralized infrastructures where cameras 

and sensors implemented along the road collect information on density and traffic state and 

transmit this data to a central unit to process it and make appropriate decisions. This type of 

system is very costly in terms of deployment and is characterized by a long reaction time for 

processing and information.  

With the rapid development of wireless communication technologies a new decentralized 

architecture based on vehicle-to-vehicle communications (V2V) has created a very real interest 

these last few years for car manufacturers, the Research and Development community and 

telecom operators. Thus, a new concept was born: vehicular ad hoc network (VANET), which 

theoretically is no more than a specific type of traditional mobile ad hoc networks (MANET) 

but the road-constrained characteristics of these networks and the high mobility of the vehicles, 

their unbounded power source, and the emergence of roadside wireless infrastructures make 

VANETs an important research topic. 

The main purpose of VANETs is to be a platform to support intelligent inter-vehicle 

communication to improve traffic safety but it is also useful for traffic management, and other 

supplementary services. 

2.1 Vehicular Ad Hoc Network Architectures 
 

The VANET architecture can be divided into three domains: in-vehicle, ad-hoc and 

infrastructure domain [5].  

The “in-vehicle” domain refers to a local network inside each vehicle. Logically, it is composed 

of two types of units: an on-board unit (OBU) and one or more application units (AUs). 

An OBU is a device placed in the vehicle with communication capabilities. On the other hand, 

an AU is a device executing a single or a set of applications while making use of the OBU’s 

communication capabilities. The AU and OBU are usually connected with a wired connection, 

while wireless connection is also possible (using e.g., Bluetooth, WUSB, or UWB).  
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The ad-hoc domain is a network composed of vehicles equipped with OBUs and roadside units 

(RSUs) that are placed stationary along the road. OBUs of different vehicles form a mobile ad 

hoc network (MANET). OBUs and RSUs can be seen as nodes of an ad-hoc network, 

respectively, mobile and static nodes. An RSU can be attached to an infrastructure network, 

which in turn can be connected to the Internet. RSUs can also communicate to each other 

directly or via multi-hop, and their primary role is the improvement of road safety, by executing 

special applications and by sending, receiving, or forwarding data in the ad hoc domain. 

Infrastructure, whether roadside or embedded in the highway, is an important part of vehicular 

network systems because can be used to help in the provision of security and privacy for 

VANET applications.  

 

Figure 2-1 Vehicular Ad Hoc Network Architecture 

2.2 VANET Characteristics 
 

According to [6],VANETs can be distinguished from other kinds of ad hoc networks as follows:  

Highly dynamic topology. Due to high speed of movement between vehicles, the topology of 

VANETs is always changing.  

Frequently disconnected network. Due to the same reason, the connectivity of a VANET may 

also change frequently. Especially when the vehicle density is low, it has higher probability that 

the network is disconnected.  

Sufficient energy and storage. A common characteristic of nodes in VANETs is that nodes have 

sufficient energy and computing power (including both storage and processing) 

Geographical type of communication. Compared to other networks that use unicast or multicast 

where the communication end points are defined by ID or group ID, the VANETs often have a 

new type of communication which the data is addressed taking into account the geographical 

positions of the intermediary nodes and destination node. 
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Mobility modelling and predication. Due to highly mobile node movement and dynamic 

topology, mobility models and predication play an important role in network protocol design for 

VANETs. Vehicular nodes are usually constrained by prebuilt highways, roads and streets. 

Various communication environments. VANETs are usually operated in two typical 

communication environments. In highway traffic scenarios is one-dimensional movement; 

while in city conditions it becomes much more complex. The streets in a city are often separated 

by buildings, trees and other obstacles. 

Hard delay constraints. In some VANET applications, the network does not require high data 

rates but has hard delay constraints. (Safety applications).  

Interaction with on-board sensors. It is assumed that the nodes are equipped with on-board 

sensors to provide information which can be used to form communication links and for routing 

purposes. 

2.3 Vehicular applications and Internet requirements 
 

In [7] it is examined innovative peer to peer content sharing applications that can still operate 

with intermittent connectivity and sporadic vehicular traffic and connectivity, taking into 

account that vehicles are among the few communication nodes that can continue operating when 

the Internet goes away during urban emergency. In normal operation protocol and application 

design must account for easy access to the Internet.  

2.3.1 Content downloading 
The drivers in the vehicular grid are interested in accessing to “location dependent and aware” 

content. This includes not only delay-sensitive content, but also delay-tolerant content, namely 

proximity advertising and marketing segments (e.g., movie clips from the nearby theaters). 

Limited Roadside access points encourage the mobile users to cooperatively assemble the file 

through BitTorrent-style, P2P file sharing. Network coding could enhance P2P content sharing 

but it is necessary that each AP must provide a coded stream consistent with the others, for thus 

the “torrent” coordinator in the Internet must anticipate which APs must be served and with 

what “generations. 

2.3.2 P2P location significant advertising 

Another application that benefits from multiple neighbours downloading is “Ad Torrent”. 

Where the access point feeds passing cars with randomly selected “ad segments”. Next, each car 

probabilistically disseminates the pieces using an epidemic (“gossip”) scheme. As a result the 

neighbourhood becomes populated with ads (querying the neighbourhood or soliciting network 

coding downloads from neighbours. The main difference from Content Download is that Ad 

Torrent epidemically disseminates segments. The Internet plays an important role; for example, 

the APs will deliver the Ads that are most popular in the area. The learning must be coordinated 

in the Internet servers since the individual vehicle interests are ephemeral. 

2.3.3 P2P (driver to driver) interaction 
There is also content that is generated and consumed entirely in the vehicle grid. A good 

example is content and messages related to navigation safety (stream accident video). This will 
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allow cars to make a better informed decision. In the intermittent situation network coding can 

greatly enhance stream reliability.  

2.3.4  Sensing the environment 

Vehicular networks are emerging as important sensor platforms for proactive urban monitoring 

and for sharing and disseminating data of common interest. Each vehicle can sense one or more 

events, process sensed data, and route messages to other vehicles. Vehicles can generate much 

larger volumes of data than traditional sensor networks. They can also store the data, instead of 

periodically reporting it to sinks. Building upon previously proposed techniques for epidemic 

information dissemination in mobile ad hoc networks, a lightweight strategy for proactive urban 

monitoring is proposed in MobEyes [8]. The basic idea is to exploit vehicle mobility and 

wireless broadcast to opportunistically diffuse concise summaries (meta-data) of the data stored 

in cars. The data can be harvested by agents for forensic investigation. Data is discarded after 

timeout. 

2.4 Network and Internet services 
 

2.4.1 Routable addresses and position based addressing 
Addressing is a major challenge in the management of vehicular network mobility and an 

important enabler of interconnection to and through the Internet. First, we must distinguish 

between Unique Identifier (e.g., license plate#; Vehicle-ID#), and; Routable Address (geo-

coordinates, or; unique ID (typically IP address) for conventional routing, e.g. AODV). Mobile 

IP is fine for movable nodes (like laptops), but it does not scale well in very dynamic population 

like vehicles. It is important to maintain in the vehicle grid a “unique” IP address for cars, to 

avoid collisions in TCP connections and routing mishaps in AODV.  

After solving the unique IP address issue, one must focus on “routable address” selection. The 

goal is efficient packet delivery between cars in the vehicular grid as well as between Internet 

Servers and mobile vehicles. With adequate architecture support, geo-routing takes a packet all 

the way to the “neighbourhood” of the target destination. From that point, the receiver unique 

identifies (e.g. IP address) carried in the packet header will enable correct delivery. A critical 

component of the geo-routing address structure is the Geo Location Service (GLS), a distributed 

service that maps a vehicle name to the set of most recent geo locations. A possible solution for 

VANET must be capable to operate autonomously in emergency mode is to implement two 

“parallel” versions of GLS, namely: OLS (Overlay Location Service) and VLS (Vehicle Grid 

Location Service). OLS is maintained within the Internet infrastructure with overlay 

technology; VLS is maintained entirely in the vehicle grid (Figure 2-2). 

2.4.2 Routing in the vehicular grid 
In general, the vehicle grid will support many routing options simultaneously, the selection 

depending on the name/address map scheme. The prominent scheme, especially to remote 

destinations, will be geo-routing. Yet geo-routing in vehicular grids poses research challenges. 

The first issue is vulnerability to “dead end” traps. Vehicle grids are full of such traps.  

The presence of the infrastructure has again an important impact on urban routing. In most 

cases, one must find a route to the closest Access Point, to connect to the Internet, or to remote 

vehicles. In a city with advanced wireless infrastructure deployment, it will take only a few hops 
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to reach the nearest AP, in day traffic conditions. Routing over the infrastructure instead of the 

Vehicular Grid to reach remote vehicles will be the norm. 

Offering an infrastructure that is instantly available to support vehicles is itself a challenge. 

Roadside Access Points must be placed in special locations. Traffic lights are perfectly 

positioned to act as traffic routers. They already form a traffic grid; are located where traffic is 

most intense and are equipped with power and directly maintained by local municipalities. 

 

 

Figure 2-2 routing in overlay 

2.4.3 Emergency routing when the grid has failed 
In major disasters like earthquakes or hurricane, power lines will be down, communications 

infrastructure is either out of power or heavily congested. This is when the VANET steps in as 

the ultimate Emergency Network. The VANET continues to run in spite of natural disasters, and 

is able to configure itself and route information using the available resources. Queries are sent 

out to the VANET by Emergency Management Agencies to gather information about vehicle 

traffic in the city and also about road conditions. The queries are high priority and are instantly 

relayed by intermediate vehicles to the entire city. Within seconds, detailed “congestion maps” 

are created and optimal routes are planned and forwarded to the emergency vehicles already on 

route. If necessary, evacuation routes are configured to lead unfortunate motorists to safety. 

The VANET plays a pivotal role in the recovery as it is always “on the ready”. VANET routing 

protocols are designed to work well even without infrastructure. No extra protocols must be 

bootstrapped for P2P operation. 

2.5 Routing Protocols classification 
 

In [9] there is a taxonomy of the VANET routing protocols. As shown in Figure 2-3, there are 

two categories of routing protocols: topology-based and geographic routing.  Topology-based 

routing uses the information about links that exist in the network to perform packet forwarding.  

Geographic routing uses neighbouring location information to perform packet forwarding.  
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Figure 2-3 Taxonomy of Various Routing Protocols in VANET[9] 

2.5.1 Topology-based Routing Protocols 
These routing protocols use links’ information that exists in the network to perform packet 

forwarding.  They can be divided into proactive (table-driven) and reactive (on-demand) 

routing. But in fact the two options construct a routing table. 

2.5.1.1 Proactive (table-driven) 

Proactive routing carries the distinct feature: the routing information such as the next 

forwarding hop is maintained in the background regardless of communication requests.  Control 

packets are constantly broadcast and flooded among nodes to maintain the paths or the link 

states between any pair of nodes even though some of paths are never used.  

2.5.1.2 Reactive (On Demand) 

Reactive routing opens a route only when it is necessary for a node to communicate with 

another node.  It maintains only the routes that are currently in use, thereby reducing the burden 

on the network.  Reactive routings typically have a route discovery phase where query packets 

are flooded into the network in search of a path.  The phase completes when a route is found. 

 

2.5.2 Geographic (Position-based) Routing 

In geographic (position-based) routing, the forwarding decision by a node is primarily made 

based on the position of a packet’s destination and the position of the node’s one-hop 

neighbours. The position of the node’s one-hop neighbours is obtained by the beacons sent 

periodically with random jitter. Nodes that are within a node’s radio range will become 

neighbours of the node. Geographic routing assumes each node knows its location, and the 

sending node knows the receiving node’s location by the increasing popularity of Global 

Position System (GPS) unit. 

2.5.2.1 Non-Delay Tolerance Network  Non- Overlay 

The fundamental principle in the greedy approach is that a node forwards its packet to its 

neighbour that is closest to the destination.  The forwarding strategy can fail if no neighbour is 

closer to the destination than the node itself. 
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2.5.2.2 Non-Delay Tolerance Network - Overlay 

An overlay routing has the characteristic that the routing protocol operates on a set of 

representative nodes overlaid on top of the existing network.  In the urban environment, 

decisions are made at junctions as these are the places where packets make turns onto a different 

road segment. 

2.5.2.3 Non-Delay Tolerance Network  - Hybrid 

There are protocols that use greedy forwarding but also exploit topology knowledge acquired by 

overlay network or heuristic. 

2.5.2.4 Delay Tolerance Network 

There are vehicular routing protocols designed for VANETs which are treated as a form of 

Delay Tolerant Network (DTN).  Since nodes are highly mobile, in this type of a network, they 

suffer from frequent disconnections.  To overcome this, packet delivery is augmented by 

allowing nodes to store the packets when there is no contact with other nodes. 

2.5.2.5 Hybrid 

It is a combination of non-DTN and DTN approach that includes the greedy mode, and the DTN 

mode.  It switches from non-DTN mode to DTN mode by estimating the connectivity of the 

network. 

 

It has been included a briefly summary performed by Lee,  also in [9] with the different features 

of  the most well-known protocols for VANETs. 

 

 
 

Routing

Protocol

Type Sub‐Types Overhead Mobility Model Propagation Model

FSR Topology‐based Proactive All  l ink states IDM on Manhattan

Grid

Unknown

AODV Topology‐based Reactive Path states IDM on Manhattan

Grid, Videlio, MTS

Road blocking,

Probabilistic 

shadowing

AODV+PGB Topology‐based Reactive Path states MTS Probabilistic

shadowing

DSR Topology‐based Reactive Path states IDM on Manhattan

Grid, Videlio

Road blocking

TORA Topology‐based Reactive Path states IDM on Manhattan

Grid

Unknown

GPSR Position‐based Non‐DTN, Non‐

Overlay

Beacons MTS Probabilistic

shadowing

GPSR+AGF Position‐based Non‐DTN, Non‐

Overlay

Beacons MTS Probabilistic

shadowing

PRB‐DV Position‐based Non‐DTN, Non‐

Overlay

Beacons and path

states

Unknown Unknown

GRANT Position‐based Non‐DTN, Non‐

Overlay

Two‐hop beacons Static trace from a

uniform distribution

Road blocking

GPCR Position‐based Non‐DTN, Non‐

Overlay

Beacons VanetMobisim Road blocking

GpsrJ+ Position‐based Non‐DTN,

Overlay

Beacons VanetMobisim Road blocking

CAR Position‐based Non‐DTN,

Overlay

Path states and

beacons

MTS Probabilistic

shadowing

GSR Position‐based Non‐DTN,

Overlay

Beacons Videlio, M‐Grid

moblity

Road blocking

A‐STAR Position‐based Non‐DTN,

Overlay

Beacons M‐Grid mobility Road blocking
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Table 2-1 Summary of VANET routing protocols[9] 

In next chapters AODV, GPSR and a novel modification of GPSR are described in detail. 

 

STBR Position‐based Non‐DTN,

Overlay

Beacons Unknown Unknown

GyTAR Position‐based Non‐DTN, 

Overlay

Beacons Proprietory Free space

LOUVRE Position‐based Non‐DTN,

Overlay

Beacons VanetMobisim Road blocking

CBF Position‐based Non‐DTN, Non‐

Beacon

Data boradcast Random way point Two‐Ray ground

propagation model

TO‐GO Position‐based Non‐DTN, Hybrid Beacons and data

broadcast

VanetMobisim Road blocking

VADD Position‐based DTN Beacons Unknown Unknown

GeOpps Position‐based DTN Beacons MTS None

GeoDTN+Na

v

Position‐based Hybrid Beacons VanetMobisim Road blocking
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3 Ad Hoc On-demand Distance 
Vector: AODV 

AODV is most widely used protocol for MANET, and its algorithm has been the basis for 

several implementations of routing protocols in VANET. AODV has been evaluated in different 

scenarios for VANETs [10][11][12] which have demonstrated that its performance is similar to 

proactive and geographic routing protocols and even better in high density scenarios. 

AODV is a reactive protocol, variation of the Bellman-Ford distant vector algorithm, adapted to 

work in a mobile environment.  It determines a route to a destination only when a node wants to 

send a packet. Routes are maintained as long as they are needed by the source while there is 

connectivity between nodes in the path. Sequence numbers ensure the freshness of routes and 

guarantee the loop-free routing [2]. 

3.1 AODV Operation 
 

An AODV node maintains a routing table that holds information like: destination address, next-

hop address hop count, destination sequence and lifetime. In order to keep updated the routing 

table, the AODV protocol has two tasks well defined; the first one is the Route Discovery and 

the second task is the Route Maintenance.  

3.1.1 Route Discovery 
The Route Discovery is used when it does not exist a route to a certain destination, it could be 

because this node has never had to send any data flow to that destination or the route has 

expired and its freshness is not warranty. For discovering a route AODV uses the following two 

messages: 

3.1.1.1 Route Request 

The AODV Route Request RREQ is a broadcast message sent by the source, which needs to 

establish a data link with a destination; this broadcast message is received by the nodes around 

the source, and these rebroadcast the message until reach the destination node or respond to the 

source with the new route.  

A RREQ message includes the source node’s IP address, destination node’s IP address, source 

node’s sequence number, destination node’s sequence number, and broadcast ID number. Each 

time a source node uses RREQ, the broadcast ID number will be incremented. 
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Depending on the information carried by the RREQ message, nodes receiving this packet 

update their information for the source node and set up backwards pointers to the source node in 

the routing tables. Nodes keep track of the RREQ's source IP address and broadcast ID. If they 

receive a RREQ which they have already processed, they discard the RREQ and do not forward 

it. To prevent unnecessary network-wide dissemination of RREQs, the originating node could 

setup a maximum number of hops to build a route. 

3.1.1.2 Route Replay 

A Route Replay message can be sent by the destination node or by an intermediate node. An 

intermediate node may send RREP only if it has a route to the destination with corresponding 

sequence number greater than or equal to that contained in the RREQ (the most recent sequence 

number for the destination of which the source node is aware). 

 RREP message is unicasted back from the destination to the source, hence nodes set up forward 

nodes to the destination. The source updates its routing information in the routing table for that 

destination if receives a RREP message that has a greater sequence number or contains the same 

sequence or contains the same sequence number with a smaller hop count. Also a RREP 

message includes the time for which nodes receiving the RREP consider the route to be valid 

into the Lifetime field. 

3.1.2 Route Maintenance 

A route is maintained while the communication between source and destination node, after that 

a timer is triggered to delete the route of the routing tables. The route maintenance task uses 

hello and route error messages for keeping updated the routing tables. 

3.1.2.1 Hello Message  

The Hello Message has the purpose to advertise periodically the node`s presence in the coverage 

range of its neighbours to preserve a route.  If an intermediate does not receive a Hello Message 

of its Next Hop, it assumes that there is not more connectivity and a local link fail has occurred. 

It is not necessary that a node send Hello Message if its routing table is empty. This approach 

avoids an unnecessary flood of traffic. 

  

Figure 3-1 AODV messages flow 
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3.1.2.2 Route Error message 

The Route Error message is sent when a node in a route has detected a link local breakage and 

after that a local repair mechanism has failed, the node propagates a route error RERR 

message to the source node to inform it of the now unreachable destination. After receiving 

the RERR, if the source node still desires the route, it can reinitiate route discovery. Figure 

3-1 summarizes the AODV message behavior: 

3.2 Buffering in AODV 
 

The AODV protocol uses a buffer in two different situations. The first one, when a node has to 

send a packet to destination for which it does not have a route. In this case the node should 

buffer the packets until a route discovery process obtain a fresh route to the destination or the 

buffered packets will be discard after the maximum number of RREQ went sent and a timer 

expires. 

A second buffer, called a local buffer is used when a link local breakage occurs and basically it 

stores the packet waiting a RREP from the destination while a timer does not expires. As a local 

repair must be quick, only one RREQ message is sent.   

3.3 Modifications of AODV 
 

In the survey done in [13], a classification of AODV variants was presented based on Alternate 

backup route, Routing techniques or energy consumption. The first two variants look for 

increase the reliability of the protocol using all the paths available at the same time or using the 

path with the best stability. The last modification time is intended to control the power 

transmission to save energy or calculate the best route knowing the energy spent for using each 

route. 

3.4 Secure Implementations of AODV 
 

The modifications of AODV explained before do not consider security issues: In [14] a 

comparative study of  secure AODV variants based on security services was done. According to 

this comparative study none protocol provides all the security services, more over none of the 

reviewed protocols in the study provide anonymity. The Table 3-1shows the results of the study. 

 

Table 3-1 Comparison study based on Basic Security Services over AODV [12] 

Performance

Parameters type SAODV A-SAODV MS-AODV RAODV TAODV ISAODV SAR

Central   trust

authority

CA 

required

CA 

required

NOT 

required

NOT 

required

NOT 

required

NOT 

required

CA/KDC 

required

Authentication Yes Yes No Yes Yes Yes Yes

Confidentiality No No No No No Yes Yes

Integrity Yes Yes No Yes Yes Yes Yes

Nonrepudiation Yes Yes No Yes Yes Yes Yes

Availability No No No No No No No
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It has been observed none of secure routing protocol provides the availability service. Two 

protocols ISAODV [15]  and SAR provide the Confidentiality, Integrity, Authentications, Non 

repudiation. Only one protocol MSAODV [16] does not provide any basic security services. 

[15–20][21] 
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4 Greedy Perimeter Stateless 
Routing for Wireless Networks: 
GPSR 

Greedy Perimeter Stateless Routing (GPSR) for Wireless Networks [3], is a well-known 

geographical routing protocol specially designed for VANETs. It is the base for novel protocols 

that intend to improve GPSR performance results, changing the requirements to forward packets 

or the logic to find a neighbour node, but always keeping the principle of forwarding the packet 

to the closest node to the destination hop-by-hop. 

4.1 GPSR Algorithm 
 

GPSR, uses two different techniques for forwarding packets: greedy forwarding, which is used 

by default, and perimeter forwarding, which is used in the regions where greedy forwarding 

cannot be used. 

4.1.1 Greedy forwarding 
With GPSR, packets are marked by their originator with their destinations' locations. As a 

result, a forwarding node can make a locally optimal (the neighbour geographically closest to 

the packet's destination), greedy choice in choosing a packet's Next Hop. 

 

Figure 4-1 Greedy Forwarding example [3] 
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Due to the nodes require knowing their neighbours' positions, periodically neighbours` position 

(a simple beaconing algorithm) is needed, each node transmits a beacon to the broadcast MAC 

address, containing only its own identifier (e.g., IP address) and position. This beaconing 

mechanism does represent proactive routing protocol traffic. To minimize the cost of beaconing, 

GPSR piggybacks the local sending node's position on all data packets it forwards, and runs all 

nodes' network interfaces in promiscuous mode, so that each station receives a copy of all 

packets for all stations within radio range.  

GPSR's beacon mechanism could be fully reactive by having nodes solicit beacons with a 

broadcast "neighbour request" only when they have data traffic to forward. 

4.1.2 Perimeter forwarding 

There are topologies in which the only route to a destination requires a packet move temporarily 

farther in geometric distance from the destination, An example is shown in Figure 4-2, in which 

node x does not have a closer node to the destination (D) than itself, In these cases perimeter 

forwarding mode is used to avoid discarding the packets and try to reach the destination.  

 

Figure 4-2 Greedy Forwarding Failure[3] 

GPSR seeks to exploit these cycle-traversing properties of known right-hand rule to route 

around voids. In Figure 4-2, traversing the cycle (x →w→v→D→z→y→x) by the right-hand 

rule amounts to navigating around the pictured void, specifically, to nodes closer to the 

destination than x (in this case, including the destination itself, D). The sequence of edges 

traversed by the right-hand rule is called perimeter. 

The state accumulated in these packets is cached by nodes, which recover from local maxima in 

greedy forwarding by routing to a node on a cached perimeter closer to the destination. This 

approach requires a heuristic, the no-crossing heuristic, to force the right-hand rule to find 

perimeters that enclose voids in regions where edges of the graph cross.  

4.2 GPSR Drawback 
 

The main problem of GPSR is the use of outdate information to select the next forwarding node. 

It is possible to find inconsistencies in the neighbour tables or in destination node’s location 

written in the packet. 

The neighbour table problem is to select a node which is out of range, resulting in packet loss. 

This happen often because often the nearest neighbour to the destination node is also the farthest 
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neighbour. Due to destination node´s location included in the packet header never is updated by 

any forwarding node; packets with high delay will never arrive to the destination node and will 

get lost in a location where the destination is no longer. 

According to experiments performed in [12], where  the exactly information of best located next 

forwarding node and the destination node`s position are available for all nodes. The 

performance increase around of 16% by an accurate selection of the Next Hop but the major 

improvement occurs when the exact location of the destination node is kwon; reached an 

enhancement of the 56% in the delivery rate. 

4.3 GPSR Modifications 
 

As was said, at present GPSR is the based for novel position-based protocols. There are many 

variants for GPSR that try to improve its performance applying the optimizations described 

inside GPSR article, or adding new restrictions to do an accurate forwarding decision. All the 

enhancements are related to beaconing mechanism or developments more efficient ways than 

“Perimeter” to deal with greedy failure. 

Following, is found a summary of the more representative modifications of GPSR 

4.3.1 Enhanced GPSR Routing in Multi-Hop Vehicular 

Communications through Movement Awareness GPSR-MA 

In GPSR, it is assumed the packet source can determine the coordinates of the destination node 

using a location lookup service. A bigger problem is related to the accuracy of positions. In 

GPSR-MA [22] each node can determine the neighbour’s position and adjust the destination 

coordinates carried inside every transmitted data packet accordingly  

GPSR-MA extends the set of parameters used for taking a routing decision with the inclusion of 

the speed and the direction of movement of the vehicle. Speed is an absolute value measured in 

m/s, while movement direction is an absolute angle between node’s speed vector and the 

segment connecting it to the destination. Nodes include such parameters into periodic location 

update packets, an overhead of two octets added to the GPSR header.  

GPSR-MA uses the a metric calculated as an combination of speed (s) and direction (ɵ) 

explained before, and the distance (d) between the Next Hop and the destination with a 

tolerance range computed as a percentage of the coverage range. 

 (     )         ( )            ( )            ( )   4-1 

With αspeed, αdistance, αmovement are weights associated with each function. The route with the 

biggest total weight is selected as Next Hop 

4.3.2 Movement Prediction-based Routing (MOPR) Concept for 

Position-based Routing in Vehicular Networks 
MOPR [23] implements an estimation of connectivity called link stability to select the next 

forwarding node. The link stability is defined as: 

  [   ]  
        [   ]

 
      4-2 
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The link’s lifetime is defined as a period in which a neighbour is into the coverage range of the 

node and σ is a constant value that depends of the used routing protocol. The neighbour with the 

greater Link Stability is selected. 

In MOPR over GPSR when a vehicle wants to send or forward data, it first estimates the future 

geographic location after a duration time T in seconds for each neighbour. Then, it selects as 

Next Hop the closest neighbour to the destination which has not a future location out of its 

communication rage after the time T. By doing that, MOPR-GPSR avoids the case when a Next 

Hop goes out of the communication range during a data packet transmission. Thus, decreases 

the data loss and link-layer and transport retransmissions, which increases the routing 

performances  

4.3.3 Greedy Perimeter Stateless Routing with Lifetime: GPSR-L 
GPSR-L [24] uses the lifetime of a neighbour’s link as the metric to choose the next forwarding 

node, without the stability concept described in MOPR. To compute the lifetime of a link it is 

necessary that Hello Messages include position, speed and direction and a time stamp. 

The Next Hop is selected from the nodes that have a lifetime greater than the propagation and 

transmission delay of a packet. 

4.3.4 Advance Greedy Forwarding: AGF 
In Advanced Greedy Forwarding over GPSR presented in [12] nodes send Hello Messages with 

speed and direction information periodically and information about the packet travel time is  

also added in the header. 

A node receiving a packet checks if the destination is listed in its neighbour table and the entry 

is still valid, taking into account the packet travel time and the node’s and the destination’s 

velocity vectors. If the destination is in the neighbour table, but the new position estimation tells 

that the destination is most likely already out of the range, then the node closest to the new 

position of the destination is chosen as a Next Hop.  

If no destination is found in the neighbour table the node consults the packet travel time and 

estimates whether it may potentially reach the position of the destination recorded in the packet 

header within one hop, taking into account a distance potentially traveled by the destination 

node within the packet travel time. If yes, a non-propagating broadcast (RREQ) is sent around, 

with the search for the destination. If no answer is received (either from the destination, or the 

node that has the destination in its table and is closer to the destination than the current node), 

then the next closest to the destination node is chosen, and the process repeats until the packet 

reaches the destination node. 

4.3.5 Improved GPSR Routing Protocol 
The proposal of Improved GPSR [25] is that nodes use Hello Messages to inform of their 

position, speed   ( ) and number of neighbouring nodes  ( ). With this information each node 

can predict the direction of the node comparing two consecutive position received by a 

neighbour. 

The next forwarding node is chosen from the neighbours that are traveling towards destination 

node, and is the node that has the minimum value of   ( ) shown in equation 4-3. 
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If there are two neighbours with the minimum  ( ), the slower node is selected because the 

communication link can be maintained relatively longer. 
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5 Greedy Perimeter Stateless 
Routing with Buffer: GPSR-B 

The best GPSR improvement will be achieved applying mechanisms for keeping updated the 

location of nodes’ neighbour and the destination node`s position through time. The modification 

of the GPSR proposed here only takes into account to save precise neighbours’ location because 

the position of the destination node is fixed in the scenarios where this protocol and its 

variations will be tested, and to avoid Perimeter mode, instead it is proposed a buffer solution. 

Under GPSR modifications section, widely used four variants were described briefly. All four 

solutions includes very similar approaches to determinate the location of their neighbours but 

choose the next forwarding node in different way. Two of them choose the closest neighbour to 

destination, and the other two protocols compute new metrics based on speed, distance, 

direction among others. 

5.1 GPSR-B algorithm 
 

GPSR with Buffer, as all the variants of GPSR, can be split in two mechanisms: the first one 

related to determinate if a neighbour in the neighbour list is still reachable by the node and the 

second mechanism is about how select to the next forwarding node. 

5.1.1 Establishing reachable neighbours 
As mentioned in the introduction of this chapter, the accurate information about the actual 

position of a neighbour has a strong impact in the performance of GPSR, because knowing it, 

the node is aware of which neighbours are reliable as next forwarding nodes avoiding sending 

packets to an unreachable node. 

For developing GPSR with buffer (called GPSR-B), it is used Hello Messages between 

neighbours similar to those proposed in [12], [22], [25], [26]  following is described each field 

that the Hello Message, showed in the Figure 5-1  Hello Message in GPSR-B, it must contain. 

ID
(32bits)

Position
Latitude

(20 bits)

Position
Longitude

(20 bits)

Vx
8bits

Vy
8bits

Time 
Stamp

16bits
 

Figure 5-1  Hello Message in GPSR-B 
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 ID node: This field has 4 bytes and identifies the node. 

 Position: The position field uses 5 bytes to transmit the geographical coordinates of the 

node; 20 for latitude and 20 bits for longitude. The 20 bits are distributed as follows: 

o 8 bits for grades including the direction (North, South, East or West) 

o 6 bits for minutes; and 

o 6 bits for seconds. 

 Velocity vector: It uses 2 bytes, one byte for the speed in the x axis field and one for the 

speed in y axis. Each node could compute its velocity vector storing two consecutive 

positions. The speed in each axis is encoded using two’s complement notation for 

expressing negative values in the vector. 

 TimeStamp This field uses 2 bytes to send information of hour, minutes and seconds. As 

usual in the location based protocols it is assumed that all the clocks are synchronized. 

The Hello Message could be sent followed as accurately as desired, but huge amount of 

signaling traffic may produce undesired congestion. However, tests about this parameter were 

performed varying the “hello interval”. They confirm that the performance of the protocol is 

good with a hello interval set in 1 second (as is usual in other protocols like AODV), a short or 

large interval could be used when a high (highways) or slow (traffic jams) node mobility are 

detected. 

GPSR-B establishes which nodes are reachable in the same way that MOPR over GPSR does, 

but with a little difference: instead of computing a future position of each neighbour and verify 

if the distance between the node and its neighbours is greater than the coverage range, GPSR-B 

estimates the current neighbours’ position but restricts the maximum distance between the node 

and its neighbours to 95% of the coverage range. GPSR-B adopts this strategy because the 

estimation of the position is more exact when it is shorter-term estimation. 

5.1.2 Greedy Forwarding  

For taking the forwarding decision, GPSR-B uses the same principle described in original 

GPSR and also used in MOPR over GPSR. It is to choose the closest neighbour to destination 

node`s position. It is important to remark that GPSR does not include any modification in the 

format of data packets and only includes the position of the destination with a 5 bytes field 

necessary to select the Next Hop.  Further fields or techniques could be implemented to 

maintain updated the destination node’s location. As mentioned in the introduction this first 

intended of GPSR-B does not include any improvement because the scenarios used in this 

project does not consider mobile destinations. 

The Figure 5-2 shows the pseudo code describing the whole process (validates neighbours and 

chooses Next Hop). The do while loop looks for the first node in the neighbour list that is in the 

coverage range. If there is no neighbour in the coverage range, the last node in the list is 

selected as candidate for doing the rest of comparisons. Then the neighbour candidate is 

compared with the rest of the nodes in the list within coverage range, if one of these nodes is 

closer to the destination than the current candidate, therefore there is a new neighbour candidate. 

At the end of scrolling the list, the candidate node is the Next Forwarding Node. Only in case 

that there is no neighbour in coverage range of the chosen node is no closer to the destination 

than the sender node (or current forwarding node) the packets are stored in the buffer-  
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/*Searching the first neighbour in the coverage range  */ 

do 

        { 

        selected=getIdNodeByPosition(temp); 

        Danterior=Distance(selected,destination); 

        temp++; 

        if(temp==neighbours) 

        break; 

        }while(Distance(selected,node)>240); 

/*Looking for a closest neighbour to the destination node */ 

        while (temp!=neighbours) 

        { 

        currentNode=nei_list.getIdNodeByPosition(temp); 

        if(Distance(currentNode,node)<240) 

        { 

        DcurrentNode=Distance(currentNode,destination); 

            if(DcurrentNode<Danterior) 

            { 

                selected=currentNode; 

            } 

        } 

     } 
if(Distance(selected,destination)< Distance(node,destination)&& 

   Distance(node,selected) < 240) 

        { 

            SendByNextHop(selected); 

        } 

 
Figure 5-2 GPSR-B Forwarding scheme 

5.1.3 Buffering as an alternative to Perimeter mode 
One important drawback of  GPSR is the implementation of Perimeter forwarding, intended to 

recover from a local maximum, but is not clear when the algorithm comes back to work in 

greedy forwarding. Also mobility can induce routing loops for face routing  (Perimeter mode) 

according to [6]. In [7] it is mentioned that schemes to prevent, recover from traps are more 

efficiently than planarization. 

In order to avoid the problems of Perimeter forwarding, GPSR-B stores packets in a buffer 

when a local maximum happens. This is when there is no neighbour that meets all the 

requirements. GPSR-B tries to send the packets in the buffer periodically, seeking a neighbour 

that meets for next forwarding node requirements. The length of the period could be set 

depending of the mobility of nodes, stability of the neighbours or others criteria. If a packet is 

not sent after a time threshold, the packet will be discarded. Also in order to provide a buffer 

with a reactive behaviour, the buffer tries to send the stored packets when a Hello Message is 

received, because at this time at least one neighbour may be a possible next forwarding node.  

In the developed code for this project we consider a very short period of 0,5 seconds to try to 

send the buffered packets, of course the problem with this strategy is only the very high number 

of operations required, but it could not be consider a major issue because VANET nodes are 

considered free of energy consumption problems and limited computation power problems. 

The pseudo code used for this part of the development is presented in Figure 5-3.As the reader 

can see, the two conditions required for the Next Hop are validated (coverage range and 

distance to the destination). If one of the two conditions is not satisfied, the packets are sent to a 
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buffer for this destination, if this buffer is full packets are dropped. The two conditions are 

validated independently for statistical purposes. 

//Send to the buffer because all the nodes are out of range; 

if(NodeDistance(selected,node)>240) 

 { 

    if (!buffer.ifExist(dst_ip))  

    { 

                    buffer.insert(dst_ip,CurrentTime()); 

                    if(buffer.attachPkt(dst_ip, pkt) < 0)  

                    {//Buffer full 

                        freePacket(pkt); 

                    } 

    } 

    else 

    { 

       if(ctrl_table.attachPkt(dst_ip, pkt) < 0) 

               freePacket(pkt); 

     } 

 } 

//Send to the buffer because there are neighbours in coverage range 

but there is no one nearer than the current node ; 

if(NodeDistance(selected,destination)>NodeDistance(node,destination)) 

 { 

           ToBuffer 

 } 
 

Figure 5-3 Buffer logic in GPSR-B 

It is important to notice that the implementation of the buffer may be considered a carry and 

forwarding strategy, very used in intersection-based routing protocols. Also the buffer 

implemented allows the protocol to retry to send packets which were not sent by detected 

problems in layer two and to switch constantly between the two modes operation because 

GPSR-B works always in greedy forwarding mode. 

The buffer searches a next forwarding node for each destination that is in the buffer 

periodically; and for each destination the packets are stored in strict arrive order and sent or 

discarded in the same order therefore the implemented buffer in this project can be considered a 

Round Robin with a FIFO queue. 

It is possible to see in the Figure 5-4 that for each destination (p_ctrl variable) is selected each 

every time a next forwarding node candidate. It the candidate fulfils the requirements, the stored 

packets are forwarded to that node and the destination entry in the buffer will be deleted. 

while(p_ctrl) { 

 

          selected=ChoosingNextForwardingNodeCandidate() 

         

         

if(GetNodeDistance(selected,destination)<GetNodeDistance(node,destinat

ion)&&GetNodeDistance(node,seleccionado)<240) 

        { 

         

        int port= getportbytunid(selected); 

        u_long IpNexthop=nodeid_to_ipv4addr(selected,port); 

        Packet     *p; 

        struct buf_list *p_buf, *p_pre; 

        int queuecnt = 0; 
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        p_buf = p_ctrl->buffer_list; 

     

            while(p_buf) { // FIFO 

                GET_PKT(p, p_buf->queued_pkt); 

                p->rt_setgw(IpNexthop); 

                sendToQueue(p_buf->queued_pkt); 

                queuecnt++; 

 

                p_pre = p_buf; 

                p_buf = p_buf->next; 

 

            } 

            p_ctrl_deleted = p_ctrl; 

            p_ctrl = p_ctrl->next; 

                ctrl_table.remove(p_ctrl_deleted->dst_ip);   

            continue; 

         

             

         

        }// if distance          

    p_ctrl = p_ctrl->next; 

     

    } 

 
Figure 5-4 Schema used for sending buffered packets 

5.2 GPSR with buffer and building restriction 
 

Another important issue of routing for VANETs is the presence of obstacles like buildings, trees 

among others which are present in urban escenarios. Greedy forwarding in GPSR is often 

restricted because direct communication between nodes may not exist due those obstacles. In 

this section we present a GPSR-B modification called GPSR-BB that takes into account the 

presence of buildings in the next forwarding decision. 

5.2.1 Building presence 
In [27] a propagation model called Building Model (BM) was presented taking into 

consideration that, at a frequency of 5.9 GHz (i.e., the frequency band of the 802.11p standard), 

the signal is highly directional and will experience a very low depth of penetration. Hence, in 

most cases, buildings will absorb radio waves at this frequency, making communication only 

possible when vehicles are in line-of-sight. Figure 5-5 shows an example of this model. Dark 

rectangles represent buildings. In the Two-Ray Ground, vehicle C may receive the message 

from A. Nevertheless, with the Building Model, only communication between vehicles A and B 

is possible. Vehicle C does not receive the message from A due to the presence of a building. 

In a Manhattan-style visibility scheme, where vehicle movements can only be vertical or 

horizontal, two vehicles in different streets are in Line Of Sight (LOS) when the following 

condition
2
 is satisfied: 

(     )  (     )  (   
  

  
      )    5-1 

                                                      
2
  The deployment of how the  Equation 5-1 is obtained, it is explained step by step  in APPENDIX 1: 

Equation to determinate if two vehicles are in line-of-sight in a Manhattan layout. 
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Figure 5-5 The Building Model example scenario [27] 

In the Figure 5-6 let (x1 , x2) and (y1 , y2) the coordinates of the vehicles lx is the street' width in 

the x coordinate, ly is the street' width in the y coordinate,    is the absolute difference between 

x coordinates of the two vehicles    |     | and    is the absolute difference between y 

coordinates of the two vehicles    |     |. The value of           

  
  y          

  
  and 

  
        . The last case of the equation 4-1 is derived of the case that β<α.  

5.2.2 GPSR-BB Building condition 

GPSR-BB is able to send packets only to neighbours in LOS because the Equation 5-1 was 

incorporated as requirement to the neighbour to be considered a next forwarding node 

candidate.  

 

Figure 5-6 Parameters to determine if two vehicles are in line-of-sight in a Manhattan layout 

The pseudo code is in the Figure 5-7 shows at the beginning the function “IsThereLOS” which 

verifies is two vehicles are in Line of Sight applying the equation 4-1 explained before. The rest 

of the code is identically to the GPSR-B adding that all possible candidates to Next Forwarding 

Node must be in LOS. 

At the final of while loops the conditions (coverage range, distance to the destination and LOS) 

of the selected candidate are validated, if the candidate fulfil the whole requirements, packets 

are forwarded to that destination, else the packet are buffered. 

int IsThereLOS(int src, int dst, int lx, int ly){ 

//Return 1 if there are not buildings 

int DeltaX=GetNodeXDistance(src,dst); 

int DeltaY=GetNodeYDistance(src,dst); 

if (DeltaX<lx) 

return 1; 

else if (DeltaY<ly) 

return 1; 
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else if ((-DeltaY*lx/DeltaX+DeltaY)<ly) 

return 1; 

else 

return 0; 

} 

 

 /*Searching the first neighbour in the coverage range  */ 

do 

        { 

        selected=getIdNodeByPosition(temp); 

        Danterior=Distance(selected,destination); 

        temp++; 

        } 

        }while(Distance(selected,node)>240||!IsThereLOS(selected,node,  

.        34,34)); 
/*Looking for a closest neighbour to the destination node */ 

        while (temp!=neighbours) 

        { 

        currentNode=nei_list.getIdNodeByPosition(temp); 

        

if(Distance(currentNode,node)<240&&IsThereLOS(currentNode,node,34,34)) 

        { 

        DcurrentNode=Distance(currentNode,destination); 

            if(DcurrentNode<Danterior) 

            { 

                selected=currentNode; 

            } 

        } 

     } 
if(Distance(selected,destination)< Distance(node,destination) &&          

.            IsThereLOS(selected,node,34,34)) 

        { 

            SendByNextHop(selected); 

        } 

 

 
Figure 5-7 GPSR-BB Forwarding scheme 

The buffer logic is equal to the presented for GPSR-B with one more case, when there is no a 

neighbour in line of sight, in other words the buffer maintains the Round Robin and FIFO 

scheme described before. Here also the condition for which the packets are stored in the buffer 

are analysed independently because of statistical reasons.   

//Send to the buffer because all the nodes are out of range; 

if(NodeDistance(selected,node)>240) 

 { 

    if (!buffer.ifExist(dst_ip))  

    { 

                    buffer.insert(dst_ip,CurrentTime()); 

                    if(buffer.attachPkt(dst_ip, pkt) < 0)  

                    {//Buffer full 

                        freePacket(pkt); 

                    } 

    } 

    else 

    { 

       if(ctrl_table.attachPkt(dst_ip, pkt) < 0) 

               freePacket(pkt); 

     } 

 } 
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//Send to the buffer because there are neighbours in coverage range 

but no LOS; 

if(!IsThereLOS(selected,node,34,34)) 

 { 

           ToBuffer 

 } 

//Send to the buffer because there are neighbours in coverage range in 

LOS but there is no one nearer than the current node ; 

if(NodeDistance(selected,destination)>NodeDistance(node,destination)) 

 { 

           ToBuffer 

 } 
Figure 5-8 Buffer logic in GPSR-BB 

At the end of this section it is necessary to mention that although the building-aware condition 

can be implemented without buffer, it has no sense due to more restrictions for finding a 

suitable next forwarding node make harder to send packets at once because the probability of 

none neighbour meet all the requirements will increase, then without a buffer that save the 

packets and give them another chance to be sent, they will be discard and the losses will 

increase dramatically. 
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6 Crowds  

In this chapter the Crowds system [1] is summarized. The purpose of Crowds is to protect users’ 

anonymity on the world- wide-web.  

6.1 Anonymity 
 

First of all, it is necessary to give a precise definition of anonymity. In this project we adopt the 

definition given by Pfitzmann and Köhntopp in [28] which stands as follows: Anonymity is the 

state of being not identifiable within a set of subjects, the anonymity set. A sender is identifiable 

when one can get information that can be linked to him/her, e.g., the IP address corresponding 

to the car the sender is using.  

We only consider sender anonymity. This means that for a particular message the attacker wants 

to find out which subject in the anonymity set was the originator of that message. The 

anonymity set in this case is defined as the set of honest users who might send a message. The 

minimum size of an anonymity set is 2, as if there was only one user in the anonymity set it 

would not be possible to protect his/her identity. The definition for the degree of anonymity 

used in this project is based on probabilities: after observing the system, an attacker will assign 

to each user a probability of being the sender.  

6.2 Crowds Operation 
 

The main idea behind the Crowds anonymity protocol is to hide user's identities by routing their 

packets randomly within a group of similar users. Crowds, named for the notion of “blending 

into a Crowds”, operates by grouping users into a large and geographically diverse group 

(Crowds) that collectively issues requests on behalf of its members. 

By using the Crowds protocol a corrupt group member or local eavesdropper that observes a 

message being sent by a particular user can never be sure whether the user is the actual sender, 

or if that user is simply routing another user's message. Crowds works by making each node 

seem equally likely to be the initiator of the message. A Crowd can be thought of as a collection 

of users. A user is represented in a Crowds by a process on his computer called a jondo 

(pronounced “John Doe” and meant to convey the image of a faceless participant). Each node 
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joins the network by starting this jondo that will allow it to forward and receive requests from 

other users.  

Let us illustrate the crowd operation using Figure 6-1, where there are a number of users (6) 

who want to access a given number of web servers (6) with anonymity. To send a message a 

node randomly chooses another node (with uniform probability) from all nodes in the network 

and forwards the message to that node. Upon receiving the message the current node flips a 

biased coin (with probability pf > 1/2) and if it lands heads the current node forwards it to 

another random node; otherwise the current node forwards the packet to the final destination. 

So, each request travels from the user’s browser, through some number of jondos, and finally to 

the end web server. 

 

Figure 6-1 Paths in a Crowds 

 

In Figure 6-1the possible paths are 1 → 5 → server; 2 → 6 → 2 → server; 3 → 1 → 6 → 

server; 4 → 4 → server; 5 → 4 → 6→  server; and 6 → 3 → server. Subsequent requests 

initiated at the same jondo follow the same path (except perhaps going to a different end server), 

and server's replies traverse the same path as the requests, following the reverse way.  

Each node that forwards a packet to another node records the predecessor path identifier and 

replaces it by a new path identifier allowing a jondo that occupies multiple positions on a path 

to act independently in each position. In this way, a virtual tunnel is built, which is used for the 

communication between sender and receiver. As each node only stores information about its 

predecessor, it is impossible for an intermediate node to be aware of neither the whole path nor 

the sender identity. 

6.3 Degree of Anonymity 
 

In Crowds, an anonymity scale is used according to the following criteria: 

 Absolute privacy: Absolute sender privacy against an attacker means that the attacker 

can in no way distinguish the situations in which a potential sender actually sent 

communication and  those in which he/she did not. 
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 Provably exposed: The identity of a sender is provably exposed if the attacker cannot 

only identify the sender of a message, but can also prove the identity of the sender to 

others. 

 Beyond suspicion:  A sender’s anonymity is beyond suspicion if though the attacker can 

see evidence of a sent message, the sender appears no more likely to be the originator of 

that message than any other potential sender in the system. 

 Probable innocence:  A sender is probably innocent if, from the attacker’s point of view, 

the sender appears no more likely to be the originator than not to be the originator. 

 Possible innocence: A sender is possibly innocent if, from the attacker’s point of view, 

there is a nontrivial probability that the real sender is someone else. 

6.4 Security Analysis  
 

Here is considered what information an attacker can learn about the senders and receivers of 

web transactions, given the three following mechanisms: 

6.4.1 A local eavesdropper 

A local eavesdropper is an attacker who can observe all (and only) communication to and from 

the user's computer. While  the eavesdropper is able to view any message emanating from the 

user’s computer, it only views a message  submitted to  the  end  server  (or  equivalently a 

plaintext message containing the end server’s address)  if the user’s jondo ultimately submits 

the user’s request  itself. The probability that the user’s jondo ultimately submits the request is 

1/n where n is the size of the Crowd, for instance the number of users. 

6.4.2 End server  
The anonymity for the path initiator is quite strong, since the path initiator first forwards to 

another jondo when creating its path; the end server is equally likely to receive the initiator's 

requests from any Crowds member. 

 

6.4.3 Collaborating Crowds 
Collaborating Crowds members are other Crowds members that can pool their information and 

even deviate from the prescribed protocol. The goal of the collaborators is to determine the 

member that initiated the path. 

Let Hk , k ≥ 1, denote  the event that the  first collaborator on the  path  occupies the kth  position  

on the  path,  where  the  initiator  itself occupies  the  0th  position (and  possibly others),  and 

define Hk+ = Hk    Hk+1   Hk+2   . . . Let I denote  the event  that the  first collaborator on the  

path  is immediately preceded  on the  path by the  path  initiator.  Note that H1 ⇒ I because the 

first collaborator is immediately preceded by the sender, but the converse is not true, because 

the initiating jondo might appear on the path multiple times. Given this notation, the 

collaborators now hope to determine P (I |H1+), in other words given that a collaborator is on the 

path, what is the probability that the path initiator is the first collaborator’s immediate 

predecessor. 

In order to yield probable innocence for the path initiator, the probability of forwarding    must 

be greater than 1/2 in the system. Let c denote the number of collaborators in the Crowds, and 

let n denote the total number of Crowds members when the path is formed. 
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    (6-1)  

The equation 6-1 could be seen has the difference of 1 and the probability that collaborators do 

not determinate the identity of the path initiator; the mentioned probability is directly 

proportional with the forwarding probability and the number of collaborator c and in the other 

side it is inversely proportional with the number of Crowds members “n”. 

Using this formula the author of Crowds establish a relationship between the number of member  

“n” and number of collaborators “c” for getting a determinate probability of collaborators 

knows the identity of a message`s sender. 

  
  

   (   ( |   ))
(   )       (6-2) 
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7 Crowds over routing protocols in 
VANETs  

In this chapter, it is presented our Crowds implementation over the routing protocols AODV, 

GPSR, GPSR-B and GPSR-BB described before. 

The implementation presented in this chapter follows the idea presented in [29], in the sense 

that it employs the same variation of Crowds, given the opportunity that the path initiator can 

send the packets directly to the destination. In the sections below it is explained the variation`s 

objective and a more detail proposal for feedback mechanism in the reactive protocol AODV 

and in the position-based protocol GPSR. Also a detailed description of which modifications 

were done in AODV and GPSR is given. 

7.1 Crowds variant 
 

The procedure of Crowds establishes that the initiator´s path must select randomly the first hop 

from the “n” members including itself, given no chance that the destination could be reached in 

one hop.  This approach produces that for the end server it is equally likely to receive the 

initiator's requests from any Crowds member. Using the notation provided in section 6.4.3, let I 

denotes the event that the End Server (attacker) is immediately preceded on the path by the path 

initiator and Hk , k ≥ 2, denote  the event that the destination node occupies the kth position  on 

the  path. Consequently the probability of P (I |H2+) is: 

 ( |   )  
 (     )

 (   )
 

 ( )

 
 

  

 
      (7-1) 

The End server at minimum occupies the second position and the end server always is in the 

path, then P (H2+)=1. But this approach produces a minimum length path of 2 hops. In fact, the 

expected path length is: 

           
  

    
          (7-2) 

The Crowds variant used in this paper gives the opportunity that the path length could also be 

from one to two hops. This may be considered an important range of medium hops; because a 

higher number of hops will produce more losses. Also, this modification may be seen as an 
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intend to give more chance to packets coming from multihop paths to reach the destination 

because of the less number of hops in the path. 

The Crowds variant as was said needs less hops than the original Crowds, but it gives a higher 

probability to the End Server, Access Point (AP) in VANETs, for guessing the path initiator. 

The following equation shows this probability: 

 ( |   )  
 (     )

 (   )
 

 ( )

 
 

    (   )

 
      (7-3) 

The equation before could be seen has the difference of 1 minus the probability of the packet be 

forwarded to another node that no is the AP. But the medium path length expected depends only 

on pf . 

           
 

    
        (7-4) 

The behaviour of the Crowds variant used is identically to original Crowds in the collaboration 

attack, it is the probability of “c” collaborators knows the identity of sender using Crowds 

variant is the same depicted in Equation 6-1. 

7.2 Equations Adaptation for VANETs  
 

Until this point the crowds equations explained before consider the self-forwarding case. This 

way, a node could forward a packet to itself when using Crowds, but it is not realistic in practice 

because this self-forwarding is instantaneous and after that another node or the destination will 

be selected. 

In order to adapt the equations to a real case where self-forwarding has no sense, a clever 

solution
3
 for this problem is proposed using the concept of conditional probability shown in 

equation 7.5  

 ( | )  
 (   )

 ( )
     (7-5) 

Because we do not consider self-forwarding a new probability pf’ can be seen as: 

  
 
  (                                 |                           )   

  
 
 

 (                                                                )

                     
  (7-6) 

The equation 7-6 follows the idea of conditional probability because a probability to send a 

packet to a node is restricted to do not send to itself. In particular the equation 7-6 considers the 

probability of forwarding (it is the probability to send the packet to another node less the 

destination).  

                                                      
3 The observation that the conditional probability can be applied in this case for adapting the formulas was of David 

Rebollo-Monedero, a Postdoctoral researcher in the Information Security Group of  the Department of Telematics 

Engineering at Technical University of Catalonia 

http://isg.upc.edu/users/drebollo
http://isg.upc.edu/users/drebollo
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It is obvious that the intersection of the probability to forward any other node less itself and the 

probability of do not forward to itself is the first one, because the second probability includes 

the first one and the probability to forward to the destination. Therefore: 

    
  

   

 

  
  

 

 
  (   )

     
     (7-7) 

With this relationship, equations (7.3) and (6.1) can be written as a function of  pf’ (probability 

of forwarding without self-forwarding) 

End Server Attack:   ( |   )  
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   .... (7-8) 

 Collaboration Attack:     ( |   )  
 (     )
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       (7-9) 

7.3 Crowds over AODV 
 

This section describes the changes operated in AODV in order to support Crowds in one way 

communication. As in [29] was said, a two way communication is required when a reply 

(acknowledgment or feedback) is expected. However, this first intended of Crowds over AODV 

describes the procedure followed for one way communication. At the end of this section a 

possible solution for feedback implementation is specified. 

7.3.1 Crowds Flow process 
Figure 7-1 shows the decision flow that every packet must follow until being sent or dropped 

when Crowds is utilized. 
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Figure 7-1 Decision flow process for Crowds over AODV 
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As the reader can see when a packet arrives to a node it is sent with probability p with AODV 

normal operation or with 1-p using the Crowds mode. 

In order to deal with an intermediate node which receives a packet by Crowds mode and it has 

to forward the packet by normal operation and in case this node has no route, consequently it 

will throw away the packet. To avoid this situation, we modify AODV to store the packet in a 

buffer and in the meantime be able to send a RREQ when the route in an intermediate node is 

marked as not exist. 

When Crowds mode is chosen to send a packet, the neighbour list is checked to verify if it is 

empty. If the node does not have neighbours the packet will be dropped; otherwise a random 

neighbour from the list of neighbours will be chosen as the next forwarding node. The orange 

tasks in the flow correspond to “two way communication system”. 

7.3.2 Reply mechanism 

When a reply mechanism is required, it is necessary to establish a backward path for allowing 

the reply message reaches the path initiator. The project proposal in this sense is to maintain the 

idea proposed in Crowds of using [path_id] to determine a node in a path. 

The process can be summarized as follows: 

 The path initiator generates a [path_id] 

 The [path_id] and the [node_id] are written in the packet into the [path_id] field and 

source id field. 

 When an intermediate node receives a packet, it stores the [path_id] and the [node_id] 

of the node predecessor in the path 

 The intermediate node generates a [new_path_id] (for example as hash function of  a 

combination of [node_id] predecessor and time) and match the [new_path_id] with the 

before [path_id] and predecessor [node_id] 

 The intermedia node replaces the [path_id] and the source field in the packet with its 

recently generated [new_path_id] and [node_id] respectively. The node which delivers 

the message to the destination receives the reply and based in the relationship between 

[path_id] and predecessor, it can forward a reply. 

The mechanism explained before is shown in Figure 7-2. 
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Id=9AP

LFlowId Src id NFlowId Dst id

5 3 AP

LFlowId Src id NFlowId Dst id

3 5 6 AP

LFlowId Src id NFlowId Dst id

6 7 11 AP

LFlowId Src id NFlowId Dst id

11 9 AP

 

Figure 7-2 Feedback mechanism in AODV 
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With this mechanism only a [path_id] field needs to be added and the identity of the sender 

remains hidden. 

The [path_id] as [1] suggests could be a 128 bits field. A new [path_id] is computed every time 

that a different [path_id] was received. 

Taking advantage of the RERR message defined in AODV, it will possible to notify that a 

breakage in the path has occurred and some reply messages will be lost. Of course as the 

identity of the sender remains anonymous, is only possible repair the path toward destination. In 

other words the reply mechanism is intermediate node presence dependent. 

 

7.4 Crowds over GPSR 
 

This section describes how Crowds works over GPSR in one way communication. Also At the 

end of this section two possible solutions for feedback implementation is specified 

7.4.1 Crowds Flow process 
The procedure followed to implement Crowds over all variants of GPSR is practically the same 

used in AODV, but it was easier than AODV because of the hop-by-hop routing of GPSR. 

Figure 7-3 and Figure 7-4 show the flow followed to deploy Crowds over GPSR and its 

variants.   
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Figure 7-3 Crowds over GPSR variants flow decision 
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Due to the hop-by-hop routing strategy used by GPSR; it was no necessary to add any special 

behaviour to deal with random crowds` hop strategy. 

As with AODV`s Crowds implementation, GPSR`s Crowds implementation do not have 

mechanism to avoid packet loses when there are no neighbours to forward packets on Crowds 

mode. 
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Figure 7-4 Crowds over GPSR flow decision 

7.4.2 Reply mechanism 
For deploying the Crowds’ reply mechanism over GPSR, two ways are possible. The first one is 

to apply the same strategy used in AODV, but this way forces to GPSR to form a route, taking 

its geographical routing behaviour away to GPSR.  

 The second way to provide a reply mechanism to GPSR is as follows: 

 Any data flow that requires a reply, must include one or two future position associate 

with respective times, flow identifier and an optional timeout with a similar use of the 

explained in [29]  

 All packets are processed as regular way with Crowds or GPSR 

 When the packets arrive to the destination, it can use the positions written in the packets 

to send the reply messages. 

 The reply packets will be forwarding using geocast transmission (according to the 

destination’s location), maintaining anonymous the identity of the receiver, of course a 

high level of anonymity depends of the number of nodes within the geocast coverage 

when the reply message is received; if only one node in addition of the recipient of the 

reply message are present, the identity of the recipient will be known by the other node  

The reply messages will be identifier by the recipient by the flow identifier. 

Also the success reception of the reply messages depends directly of the estimation accuracy of 

the recipient`s future position. Also frequency refresh of future recipient’s positions could help 

to malicious collaborators to guess the identity of the sender. The mechanism explained is 

shown in Figure 7-5. 
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The reply mechanism in GPSR is dependent that the flow id is not modified by other node to 

generate DOS (Denied of Service) or to get more information about the sender. In this case the 

use of encrypted field may be necessary, as proposed in [29] 
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Figure 7-5 Feedback mechanism in GPSR 
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8 Simulations and Results 

In this chapter is described firstly the simulator, the mobility pattern model generator and the 

features of the scenarios created to perform the analysis of Crowds over AODV and GPSR. 

Secondly the results of GPSR-BB versus AODV are presented in order to establish a 

performance comparative: Finally the analysis of Crowds over AODV and GPSR in an unihop 

scenario and in a multihop very realistic scenario are examined. 

8.1 Simulation tools 
 

In this section network simulator NCTuns and the mobility generator called Citymob are briefly 

describe. These tools were used to obtain the results presented in the following sections of this 

chapter. 

8.1.1 Network simulator NCTUns 6.0 
NCTuns (National Chiao Tung University Network Simulator) [4] provides the capabilities of 

road network simulation, communication network protocol simulation, vehicular traffic 

simulation, and a feedback loop among them. According to [30] NCTuns is very suitable for 

advanced wireless vehicular ad hoc network research where a vehicle needs to change its 

moving behavior after receiving a message from a neighboring vehicle or from an infrastructure 

network. NCTUns uses a novel kernel-reentering simulation methodology, to the 6.0 version 

uses Fedora 12. The simulator provides several unique advantages that cannot be easily 

achieved by traditional networks simulators. In the following, we briefly explain its capabilities 

and features. 

The NCTUns simulator was an open source until the end of 2010, after then, it was released a 

commercial version in January 2011 [31].  

8.1.1.1 Simulator architecture 

NCTUns 6.0 uses a distributed architecture that could be seen as a block of 8 components. Here 

we will analyse and define only the parts on which we worked on in a more direct form: 

 GUI (Graphical User Interface).  This module aims at providing useful facilities to let 

users specify network configuration quickly and efficiently.  Four major functions are 

supported by the GUI to help users easily generate the configuration files required by a 

simulation case. The files will be read by other components at the beginning of a 
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simulation. The user can generate network topologies, configure protocol modules, 

specify nodes directions, etc. 

 Dispatcher. It is responsible of managing resources. If the system uses several machines 

as simulation engines, it sends a work to one of them or to the available ones, with the 

aim to increase the capacity of the simulated flow. 

 Coordinator. In every simulation server, it is always necessary to have a coordinator 

that runs the works indicated by the dispatcher and set the protocol stack following the 

specifications of the simulation.  

8.1.1.2 Support for Networks Protocols and Network Devices 

In this section is summarized the detailed description that can be found in [32] of  the NCTUns 

capabilities to analyse various types of networks, such as: 

 IEEE 802.11 a/b wireless LAN networks, including both ad-hoc and infrastructure 

networks. 

 GPRS cellular networks  

 Optical networks including traditional circuit switching optical network and more 

advanced optical burst switching (OBS) networks. 

 IEEE 802.11 e/d networks. 

 It simulates 802.11(p)/1609 vehicular networks, which is an amendment to the 802.11-

2007 standards for highly mobile environment. Over this platform, one can easily 

develop and evaluate advanced V2V (vehicle-to-vehicle) and V2I (vehicle-to-

infrastructure) applications in the ITS (Intelligent Transportation Systems) research 

field.  

 NCTUns simulates various protocols to mentioned the most relevant can be: IEEE 

802.3 CSMA/CD MAC, IEEE 802.11 (a)(b)(e)(p) CSMA/CA MAC, the learning bridge 

protocol used by switches, the spanning tree protocol used by switches, IP, Mobile IP, 

RIP, OSPF, UDP, TCP, HTTP, FTP, Telnet, etc. Also the DiffServ QoS protocol suite, 

the optical light-path setup protocol, the RTP/RTCP/SDP protocol suite, among others. 

Some of the devices supported by the NCTUns simulator are: 

 IEEE 802.11 a/b NCTUns support common networking devices such as Ethernet hubs, 

switches, routers, hosts, wireless access points and interfaces, etc. 

 Optical circuit switches and optical burst switches, WDM optical fibers, and WDM 

protection rings in the Optical networks. 

 GPRS phones, GPRS base stations, SGSN, and GGSN devices to this kind of networks. 

 802.16 d/eWiMAX networks, PMP-mode base stations (BS) and Subscriber Stations 

(SS) and the mesh-mode base stations and Subscriber Stations (SS), are supported by it 

simulator. 

 For 802.16(j) transparent mode and non-transparent mode WiMAX networks, it 

simulates the BS (base stations), RS (relay stations), and MS (mobile stations).  

 For DVB-RCS network, it simulates the GEO satellite, NCC (Network Control Center), 

RCST (Return Channel Satellite Terminal), feeder, service provider, and traffic 

gateway.  

 NCTUns simulates ITS cars to  vehicular networks,  each one equipped with an 

802.11(b) ad hoc-mode wireless interface, ITS cars each equipped with an 802.11(b) 

infra-structure mode wireless interface, ITS cars each equipped with a GPRS wireless 
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interface, ITS cars each equipped with a DVB-RCST wireless interface, ITS cars each 

equipped with a 802.16(e) interface, ITS On-Board Unit (OBU) each equipped with a 

802.11(p) interface, and ITS cars each equipped with all of these six different wireless 

interfaces.  

 Regarding to mobile nodes each equipped with multiple heterogeneous wireless 

interfaces, it simulates a traditional mobile node that moves on a pre-specified path 

(e.g., random waypoints), and ITS car that automatically moves on a constructed road.  

 NCTUns provides more realistic wireless physical modules that consider the used 

modulation scheme, the used encoding/decoding schemes, the received power level, the 

noise power level, the fading effects, and the derived BER (Bit Error Rate) for 

802.11(a), 802.11(b), 802.11(p), GPRS, 802.16(d) fixed WiMAX, 802.16(e) mobile 

WiMAX, 802.16(j) relay WiMAX, and DVB-RCST satellite networks.  

These advanced physical-layer modules can generate more realistic results but at the cost of 

more CPU time required completing a simulation. Depending on the tradeoff of simulation 

speed vs. result accuracy, a user can choose whether to use the basic simple physical-layer 

modules or the advanced physical-layer modules.  

8.1.1.3 Installation and Execution of NCTUns 
 
Each  release  of  NCTUns  is  developed  for  specific  version  of  Fedora  Core.  The reason 

of this requirement is the modifications that simulator installer does on certain parts of Linux 

kernel.  In the development of this project, we installed NCTUns on a virtual machine by using 

VMware Workstation for Windows, according the current version NCTUns 6.0 over Fedora 12 

implemented on Linux kernel 2.6.31.6. 

 

The computer used to perform the simulations has the following characteristics: 

 

 Operating System: Windows 7 Professional 

 Processor: 2.3 GHz Intel Core i3 

 Memory: 8 GB 533 MHz DDR3 (5,5 GB dedicated to the virtual machine) 

 

It is important to notice that the NCTUns performance decrease rapidly as function of the load 

node and load traffic to simulate due to its TCP/IP stack utilization. 

A very well and detailed description of the installation process an operation steps from building 

a VANET scenario, configure node`s feature and load traffic file for running a simulation can be 

read in [33]. In fact that is the virtual machine and the base scenario used in this project. 

8.1.2 Citymob 
Citymob [34], project developed by Polytechnic University of Valencia, is a ns-2 compatible 

mobility model generator proposed to be used in VANETs. Citymob has been implemented 

using the C programming language and it is distributed under a GNU/GPL license 

Citymob implements three different mobility models: Simple Model (SM), Manhattan Model 

(MM), and realistic Downtown Model (DM). In Downtown Model, streets are arranged in a 

Manhattan style grid, with a uniform block size across the simulation area. All streets are two-

way, with lanes in both directions. Car movements are constrained by these lanes. Vehicles will 

move with a random speed, within a defined range of values. 
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This last model also simulates semaphores at random positions (not only at crossroads), and 

with different delays. DM adds traffic density in a way similar to a real town, where traffic is 

not uniformly distributed. 

Citymob DM also has the following capabilities: multiple lanes in both directions for every 

vehicle queues due to traffic jams, and the possibility of having more than a downtown. 

It is possible to use Citymob mobility files thanks to Translator_NS2_NCTUNS, a C program 

presented in [35] that translates an NS-2 file into an NCTUns file. 

It is possible to find a quick and useful guide for generating a mobility model with Citymob and  

for importing it to NCTuns in [33]. 

8.1.3 Logging tool 
Due to the log file produced by the NCTuns is a log file at Link Layer level is difficult to track 

the jumps performed by the packets along the path and we need to track some additional 

information related to anonymity process, we decided to incorporate our own log at Network 

layer label. 

The format of this log is the following: 

RX_HELLO - 0.050890 - 0 - 30 - 6 - 0 - 0 - 0 - 60 – 0 

The meaning of each field  from left to right order are: event type, time when the event occurs, 

packet identifier, current node identifier, source identifier, last node Crowds identifier, next hop 

node identifier, destination node identifier, packet length and finally number of neighbours that 

that the current node has at this time. A complete description of this log can be seen in the 

APPENDIX 2: LOG FORMAT DESCRIPTION. 

Taking into account that the size of the generated log may be big and its treatment with a 

database complex and slow we used the Awk utility which is suitable for data extraction in 

textual files like logs. A guide for how operate with Awk and its syntax is found in [36] 

8.2 Scenario description and simulation settings 
 

This section includes the most relevant parameters utilized for evaluating the variants of GPSR 

proposed in this project and the Crowds anonymity mechanism. 

8.2.1 Mobility model of the scenario 
The scenario used to perform the simulation in this project, depicted in Figure 8-1, is based on 

Manhattan Downtown model. Similar to Eixample district of Barcelona. 

The scenario has an area of 700 m
2 
with a distance between streets of 100 meters. All the streets 

have two lanes, of 20 meters each one, a lane for each direction. 

 

http://en.wikipedia.org/wiki/Data_extraction
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700 m

700 m

 

Figure 8-1 Simulation scenario 

The parameters required by Citymob to generate the mobility pattern for the scenario of this 

project are: 

Parameter Value 

Mobility Model Downtown 

Number of vehicles. 60 

Simulation time  1000 seconds 

Speed  14m/s (50km/h) 

Dimensions meters. 700 x 700 m 

Distance between streets 100 m 

Downtown Area 630 x 630 m
4
 

Probability of a vehicle 

being downtown 

1 

Table 8-1 Citymob parameters for mobility pattern 

At this way, we generate 3 mobility patterns in order to obtain the corresponding mobility 

pattern for the 15, 30 and 60 vehicles. Which are the 3 different scenarios evaluating in this 

project. 

8.2.2 Traffic Model 
In the scenario all the nodes generate traffic to a unique destination, the Access Point, it is a 

multipoint to point communication scenario. We consider that this will be a typical case in a 

VANET, when the nodes send notifications or alerts of misbehavior or problems, that could be 

require sender anonymity. 

                                                      
4
 The downtown cannot cover more than 90% of the total map area according to Citymob requirements.  
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All the source nodes send one packet of 1000 bytes every 5 seconds using UDP as transport 

protocol, this fact produces a CBR dependent of number of nodes transmitting at the destination 

side according to the Table 8-2. 

Number of 

source nodes 

Rate per 

node 

Rate at 

Destination 

15 1600 bps 24 kbps 

30 1600 bps 48 kbps 

60 1600 bps 96 kbps 
Table 8-2 Bit Rate in the scenario 

8.2.3 Simulation Settings 

The Table 8-3 summarizes and complements the information provided in the preceding two 

sections. 

 

Table 8-3 Simulation Settings 

Two Ray Ground Propagation model was chosen because it considers both the direct path and a 

ground reflection path, at this way this model gives more accurate prediction at a long distance 

than the free space model.  In the fading model we finally works with Ricean because the 

scenarios without obstacles have a dominant propagation along a line of sight between the 

transmitter and receiver; and also in the scenarios with obstacles that block all the signals, where 

communication only are possible if there is line of sight.  

8.3 Performance Evaluation of  GPSR-BB  
 

In this section a detailed analysis of AODV, GPSR, GPSR-B and GPSR-BB is given. As was 

explained in the before section the scenario used to test those protocols use multipoint – point 

data traffic model and the destination of all the data flows is an Access Point fixed in one side of 

the scenario. 

Parameter Value 

MAC Specification IEEE 802.11b 

Medium Capacity 11 Mbps 

Packet Length 1000 bytes 

Traffic Source Constant (CBR) UDP 

Data Rate source 1,6kbps 

Grid size (scenario) 700 m x 700 m 

No. Transmissions 15, 30, 60 

No. nodes 15, 30, 60 

Transmission Range Tx 250 m and 1000 m 

Sensing Range Sx 300 and 1200 m 

Simulation Time 1000 s 

Maximum speed 50 km/h 

Propagation Channel Model Two Ray Ground Model 

Fading model Ricean 

Mobility generator  Citymob 

Mobility model  Downtown  Manhattan 

Routing protocol  AODV, GPSR, GPSR-B, GPSR-BB 

Crowds probability (p) 5, 25, 75 and 100% 
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For the evaluation of the protocol 3 different density of car were considered in order to 

determinate the robustness of the protocol against the variable number of nodes in a scenario. In 

the rest of the section the result of delay, losses, throughput and other parameters are presented 

with a confidence interval of  99% obtained from 5 round simulation for each scenario. 

8.3.1 Delay and Packet loses Analysis 
The mean delay for the four protocols with the three different car densities was presented in 

Figure 8-2.   

 

Figure 8-2 Comparison of mean delay 

As the reader can see, AODV, GPSR and GPSR-B show a higher delay as function of number 

of nodes, it is because packets that followed a long path have more chance to reach the 

destination if there are many intermediate nodes. In contrast GPSR-BB has the biggest delays 

with low density nodes and goes decreasing as function of number of nodes because GPSR-BB 

allows more packets to reach their destination, saving a lot of them in the buffer and only 

forwarding them when a very confidence node is located. 

 

Figure 8-3 Comparison of Packet loses 
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Also is remarkable that in dense situations GPSR-BB maintains stored the packets more time 

than GPSR-B and AODV, that could be note clearly associating the delay showed in Figure 8-2 

and the losses of the Figure 8-3, for practically the same percentage of packet loses AODV 

spent less time with buffered packets than GPSR-BB. 

 

Figure 8-4 Delay distribution for 15 nodes scenario 

 

Figure 8-5 Delay distribution for 30 nodes scenario 

 

Figure 8-6 Delay distribution for 60 nodes scenario 
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It is necessary to say that GPSR has the minimum delay of the four protocols tested because it 

does not use buffer. So the time showed for GPSR represents only the time necessary to 

transmit a packet end-to-end and it is useful to illustrate the cost of using buffer to decrease the 

losses. 

Looking at Figure 8-4, Figure 8-5 and Figure 8-6 it is easy to understand that the restricted but 

useful criteria implemented in GPSR-BB for avoiding packet loses produces that only the 50% 

of the packets were received until 1/8 seconds and the other. This result induce to think about of 

an optimization about in the building condition because it looks like more packets could reach 

the destination node earlier but they did not do it because of the criteria used to select the next 

forwarding node.  

8.3.2 Average hops and average neighbours 
The figures Figure 8-7 and Figure 8-8  show the average hops needed for each protocol to reach 

the destination and the average number of neighbours that each protocol had when took a 

forwarding decision respectively. 

 

Figure 8-7 Comparison of Average hops 

Focusing in GPSR and its variants, the number of hops necessary is increasing from GPSR to 

GPSR-BB because of the number of conditions to fulfil are harder in each variant and of course 

the number of the suitable next forwarding nodes decrease needing more intermediate nodes to 

reach the destination. Also it is interesting to see that GPSR and it variants requires practically 

the same average number of hops in the three scenarios, that is because they always search for 

the closest node to the destination that accomplishes the requirements. 

Now reviewing the behaviour of AODV is possible to see that the number of hops necessary to 

reach the destination increase with the number of hops. In a sparse scenario the packets that 

arrive to the AP are majority one or two hops packets, because the rest of packets are lost by 

path breakage cause by low number of nodes. In the opposite case   with a dense number of 

nodes, an unnecessary number of hops were performed because usually the RREP messages are 

sent by the packets closer to the source. 
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Figure 8-8 Comparison of Average neighbours 

To conclude with the analysis of the average number of hops and fixing in AODV and GPSR-

BB, comparing Figure 8-2 and Figure 8-7 the reader will see that AODV has the highest number 

of hops but a low delay against GPSR-BB that has less average hops but the highest delay. 

Therefore the delay when a buffer no depends directly of the number of hops but the time stored 

in the buffer per hop. 

The average number of neighbours showed in Figure 8-8 allows saying that all the protocols 

using the same number of neighbours to take the forwarding decision and also that the 

difference in the results depends only of the criteria used for routing the packets. 

8.3.3 Type error analysis 
Using the log described in section 8.1.3 is possible to see the percentage of times that a packet 

could not be sent at once producing errors. The percentage of errors can excess the 100% 

because one packet can fall in transmission error in several hops.  

The types of error depend of the protocols and are categorized according to the Table 8-4. 

Type of error AODV GPSR GPSR-B GPSR-BB 

TX No Route X       

TX No neighbours   X X x 

TX No closest neighbour   X X x 

TX Out of range     X x 

TX No LOS       x 

JP Invalid Route X       

JP Reparable Route X       

JP Route being Reparable X       

JP No route X       

JP No neighbours   X X x 

JP No closest neighbour   X X x 

JP Out of range     X x 

JP No LOS       x 
Table 8-4 Nomenclature of types of error 
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Figure 8-9 Type Error scenario 15 nodes 

 

Figure 8-10 Type Error scenario 30 nodes 

In the Figure 8-9, Figure 8-10 and Figure 8-11 are shown in detail the behaviour of the four 

protocols with different car density. However all the protocols increase the percentage of error 

per packet when the density of nodes decreases. 

 

0

20

40

60

80

100

120

140

160

AODV GPSR GPSR-B GPSR-BB

P
e

rc
e

n
ta

ge
 (

%
) 

Type Error per protocol 15 nodes 

JP No LOS

JP Out of range

JP No closest neighbour

JP No neighbours

JP No route

JP Route being Reparable

JP Reparable Route

JP Invalid Route

TX No Route

TX No LOS

TX Out of range

TX No closest neighbour

TX No neighbours

-20

0

20

40

60

80

100

120

140

160

AODV GPSR GPSR-B GPSR-BB

P
e

rc
e

n
ta

ge
 (

%
) 

Type Error per protocol 30 nodes 

JP No LOS

JP Out of range

JP No closest neighbour

JP No neighbours

JP No route

JP Route being Reparable

JP Reparable Route

JP Invalid Route

TX No Route

TX No LOS

TX Out of range

TX No closest neighbour

TX No neighbours



Design and implementation of routing protocols with anonymity for vehicular Ad-hoc networks 

in urban environments 

60 

 

 

Figure 8-11 Type error scenario 60 nodes 

Regarding AODV, this protocol presents the major amount of error in transmission errors. That 

is because the reactive behaviour of the protocol forces to the first packet for a new destination 

has to be stored in the buffer because the route does not exist yet. In the scenario of 15 nodes the 

reactive behaviour also produces the buffer collapse which will drop a lot of packets. It is 

possible to see that no other type of error is present significantly and the reason is that in this 

scenario AODV only was able to form short paths. In the scenarios with 30 and 60 nodes 

AODV decreases the percentage of Transmission errors. However, the amount of errors in the 

multihop paths increases due to the longer paths that AODV constructs, a lot of breakages that 

make necessary store packets while the path is repaired. 

Regarding GPSR-B and GPSR-BB, we can see that the highest amount of error that makes it 

necessary to save the packets in the buffer are the type “No closest neighbour” in both 

transmission and jump events (when a packet is forwarded by an intermediate node). This is 

because this type of error is proportional to the difficulty to meet all the requirements to select a 

next forwarding node. The minimum presence of other type of errors is an evidence of that the 

most difficult condition to be fulfilled is the distance respect to the destination. Finally it is 

obvious now that a implementation of a GPSR building aware without buffer has no sense 

because it would have a lot of losses because many packets would be dropped because the 

forwarding criteria is not fulfilled. 

An interesting case occurs with GPSR that it is the only one protocol that does not have buffer 

and the percentage of type error depicted in the above figures can be linked directly to the losses 

of the Figure 8-3. It is possible to notice that the error described in this sections are less than 

losses and it is because GPSR generates a lot of losses due to it does not take effects into 

account . Conversely, GPSR-B and GPSR-BB do.  
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8.3.4 Throughput and Transmission Rate 
 

From Figure 8-12 to Figure 8-14, the average throughput and average transmission rate are 

presented for the three different density scenarios and for the four protocols. To analyse the 

results it is necessary to do the following observations:  

 It has no sense to compare the throughput obtained in the 3 scenarios since each vehicle 

does not only forward packets but also generates traffic to the destination. Then the 

expected throughput in each scenario is obviously different. 

 The maximum average throughputs are: 24 kbps, 48 kbps and 96 kbps for the scenarios 

with 15, 30 and 60 nodes respectively. There are CBR sources, as descripted in Section 

8.2.2. 

 The transmission Rate is calculated for the end-to-end communication and only 

considers the spent time to transmit packets. 

  
Figure 8-12 Average Throughput and Transmission rate Scenario with 15 nodes 

 
 

Figure 8-13 Average Throughput and Transmission rate Scenario with 30 nodes 

We can see that the Transmission rate decreases as a function of the Throughput. This is 

because for getting a high throughput AODV and GPSR-BB had to use the buffer to store 

packets. The longer the packets are kept lower transmission rate is obtained. As it is obvious 

GPSR gets the fastest transmission rate because there is no buffer. 
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Figure 8-14 Average Throughput and Transmission rate scenario 60 nodes 

It is interesting to note that an increment in the node density helps to achieve a closer 

throughput to the maximum possible for each scenario. In other words, these results follows the 

opposite behaviour of the packet loses, which is completely logic because there are more 

vehicles to construct routes in AODV or select a better next forwarding node in GPSR. 

In order to have a more clearly glance of how the protocols work along time, now we present 

the average throughput with intervals of ten seconds. 

 

Figure 8-15 Throughput vs. time Scenario with 15 nodes 

 

Figure 8-16 Transmission rate vs. time Scenario with 15 nodes 
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Figure 8-17 Throughput vs. time Scenario with 30 nodes 

 

Figure 8-18 Transmission rate vs. time Scenario with 30 nodes 

Looking at the behaviour of the AODV and GPSR-BB, we can divide the simulation time in 

two parts: the first one until 550 seconds approximately when GPSR-BB obtains a better 

performance against AODV: In this period of time the majority of nodes are far from the AP 

and need of long paths to reach the destination, as AODV spent a significant time trying to form 

a path and restoring any link breakage so it does not perform as well as GPSR-BB that only 

sends packets when it is sure about the reachability of the next hop. 

The reason explained before could be better seen if we focus in the Figure 8-15, where a low 

density car prevents AODV to construct a path end-to-end, and it has to drop packets because of 

full buffer, in contrast GPSR-BB outperforms AODV because it does not depend of an end-to-

end route but it saves the packets in the buffer each hop. In the other hand looking at Figure 

8-19, where a high node density is present, AODV forms too long paths and suffers of frequent 

link breakages producing losses and extra delay because some packets are buffered until the 
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breakage is repaired. GPSR in this scenario outperforms AODV by its hop-by-hop forwarding 

criteria. 

 

Figure 8-19 Throughput vs. time Scenario with 60 nodes 

 

Figure 8-20 Transmission Rate vs. time Scenario with 60 nodes 

Regarding the second part of the simulation, from 550 seconds to the end, AODV works better 

or equal (in the 15 nodes scenario) than GPSR-BB. In this case AODV maintains shorter routes 

that require less maintenance operations, allowing it to carry more packets to the destination. In 

contrast, from the GPSR-BB behaviour we can see that its operation could be optimized to 

improve its performance especially in close distances to destination. 

Looking at the graphics of Transmission rate (see Figure 8-16, Figure 8-18 and Figure 8-20) it is 

evident the effect of the buffer in the protocols. This is that the protocol that more uses the 

buffer has a higher delay, consequently lower transmission rate, but it achieves the best 

throughput. 
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8.4 Crowds evaluation: Single hop Scenario 
 

The Single hop scenario was created in order to test the accuracy of equations presented in the 

section 7.2 of Crowds over VANETs that considers all the nodes are in coverage range of each 

other but the simulation scenario introduces the effects of propagation model including fading 

and possible collisions, which are intrinsic features of using wireless channel. The graphs of this 

section include the theoretical expected result when it can be calculated.  

The End Server attack was evaluated in this scenario. In this attack the Access Point, that is the 

final destination node of all the packets, will assume that the last node who sent the packet to 

him is the source of the packet. 

8.4.1 Anonymity Analysis 
Figure 8-21 shows that the percentage of right guesses done by the Access Point decreases as a 

linear function of the probability of forwarding. This behaviour corresponds to equation 7-3, 

which represents the probability that the Access Point is preceded by the source of the message. 

 

Figure 8-21 Right guesses vs. Forwarding probability Single hop scenario 

The inverse graph, the percentage of wrong guesses done by the Access Point, shows the level 

of anonymity of the sender respect to Access Point as a function of pf. (See Figure 8-22)  

 

Figure 8-22 Sender Anonymity level vs. Forwarding probability Single hop scenario 
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The outcome of this test follows very well the theoretical level of anonymity as a function of the 

forwarding probability for the four protocols. As we see in the following section GPSR follows 

better than the others routing protocols the theoretical results. 

8.4.2 Average number of hops 
Figure 8-23 shows the increasing number of hops needed to reach the Access Point as a function 

of pf, .The higher is the probability of forwarding, a better anonymity is achieved, but the 

number of hops increases too. 

 

Figure 8-23 Average number of hops vs. Forwarding probability Single hop scenario 

Also here the reader can see that the three protocols closely follow the theoretical behaviour 

described with equation 7-4. Nonetheless, with forwarding probabilities of 95% and 75% the 

effect of collisions causes that packets with many hops get lost, so that the packets which arrive 

at the destination are the ones with fewer number of hops. Take into account that for these 

probabilities forwarding values AODV and GPSR-B are affected by the use of a buffer that 

produces more collisions than GPSR implying that even less packets with higher number of 

hops contribute to the average computation. AODV also is affected by a greater overhead traffic 

that produces more collisions than the other protocols.  

8.4.3 Losses Analysis  
 As Figure 8-24 shows the packet loses go decreasing with the probability of forwarding, which 

affects the expected number of hops and thus produces more chance of collisions. The number 

of losses for pf  from 0,5 to 0,95 in AODV and GPSR-B are greater than GPSR because of the 

use of the buffer for trying to recover collisions, that in these cases causes more collisions than 

no buffer use because it resends a lot of collisions packets that generate more and more 

collisions in cascade negative effect. 

On the other hand, with smaller forwarding probabilities as 0,25 and 0, the buffer allows that 

more packets reach the destination without generating a greater amount of collisions. As 

conclusion the buffer functionality helps to reduce losses until a certain probability of 

forwarding between 0,5 to 0,25. The slightly difference in the losses between AODV and 

GPSR-B is due to the extra signalling traffic generated by the RREQ and RREP messages of 

AODV that cause more losses. 
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Figure 8-24 Losses percentage vs Forwarding probability Single hop scenario 

8.4.4 Delay Analysis 
Maybe this is the result more difficult to explain. Firstly, GPSR shows an expected result in the 

sense that more hops implies more delay and this is completely true for this case, but not for 

AODV and GPSR-B which use the buffer to save collision packets and also in AODV due to its 

reactive behaviour, AODV saves the packets until it receives a RREP. So in the cases that a 

routing protocol with buffer, the delay does not only depends on the numbers of hops but also 

on the time spent in the buffer. 

With this background and focusing in the point where the pf is zero (the point 100 in the graph) 

AODV has a higher delay than GPSR and GPSR-B, that is a direct consequence of using the 

buffer comparing it with GPSR and the consumed time by the RREQ-RREP procedure with 

respect of GPSR-B. It is important to notice that the RREQ-RREP process is executed for every 

sent packet because the period for sending a packet is 5 seconds and the lifetime for a route is 

only 3 seconds. 

Considering the previously idea, the delays for pf  from 0,25 to 0,95 are directly dependent of 

packet loses;  for  high level of packet loses smaller delays are obtained and vice versa because 

packets with many hops had more chances to be dropped and their delay (that depends on the 

time spent in the buffer) is not taken into account in the average calculation. 

 

 Figure 8-25 Average Delay vs. Forwarding probability Single hop scenario 
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8.4.5 Final Analysis 
To summarize the results shown before, in Figure 8-26 it can be seen how the anonymity 

changes as a function of the average number of hops. 

 

Figure 8-26 Sender Anonymity vs. Average hops Single hop scenario 

This presentation of results clearly shows that packet loses lead to fewer packets with a greater 

number of hops to reach their destination, resulting in a lower level of anonymity. In other 

words, packets of high level of anonymity (with many hops performed) are more likely to be 

lost. 

8.5 Crowds Evaluation:  Real Scenario 
 

The Real scenario evaluated next considers 60 vehicles with Crowds mode operation enabled. 

This implies that all the vehicles in the scenario are able to forward packets by Crowds mode 

operation, sending packets at the same time to the Access Point but only 6 of them use Crowds 

mode in the routing protocol for getting more anonymity. 

The aim of this scenario is to evaluate the behaviour of the routing protocols when only a subset 

of the nodes require Crowds service in a multihop environment, where the number of neighbour 

changes along the time and a path is necessary to reach the destination. 

Again the attack considered is the End Server attack and for comparing proposes all the figures 

of this scenario include the results for the subset Crowds service users and normal users (the 

users that do not use Crowds).    
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8.5.1 Anonymity Analysis 
Figure 8-27 Right guesses vs. Forwarding probability Real scenarioFigure 8-27 and Figure 8-28  

confirm the expected result in a multi hop real scenario: “A multi hop path provides by itself a 

certain level of anonymity due to the multipath feature even without using Crowds service”. 

The figures show the same anonymity level for normal users regardless the probability 

forwarding chosen for the Crowds user, except for AODV with probabilities of forwarding from 

0,5 to 0,25, where AODV could have suffered  more collisions and link breakages in the path. 

In contrast, in GPSR-BB the normal users maintain exactly the same level of anonymity without 

important variations  

 

Figure 8-27 Right guesses vs. Forwarding probability Real scenario 

 

Figure 8-28  Sender Anonymity level vs. Forwarding probability Real scenario 
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It is important to notice that the intrinsic multi hop anonymity level of the Crowds users group 

is lower than the normal users (see the anonymity level with probability of forwarding equals to 

zero in Figure 8-28): Based on it, results are completely unfair when comparing the anonymity 

levels achieved by the normal users with Crowds service users. 

To have a correct idea of the benefit obtained using Crowds anonymity service, each anonymity 

level got with different probability forwarding should be compared with the intrinsic anonymity 

level of the subset of Crowds users  

For the chosen subset of users to send traffic with Crowds anonymity service, the anonymity 

level only obtains a significant increment for forwarding probabilities of 75% and 95% 

following the tendency described in the single hop scenario.  

8.5.2 Average number hops 
Figure 8-29 shows the average number of hops required by AODV and GPSR-BB with the 

different forwarding probabilities. 

When Crowds is not used, AODV needs more hops in its path than GPSR-BB for sending 

packets; this is evident that GPRS-BB finds more efficient paths in terms of hops than AODV. 

Notice that the average number of hop of AODV goes decreasing with higher probability 

forwarding. This result will be related with losses in the next section 

 

Figure 8-29 Average number of hops vs. Forwarding probability Real scenario 

Regarding the subset of users using the Crowds anonymity service, GPSR-BB outperforms 

AODV. This is because GPSR-BB is more flexible to forward packets using Crowds than 

AODV, due to the hop-by-hop forwarding operation used in GPSR-BB. 
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8.5.3 Losses Analysis  
Figure 8-30 represents the percentage of packet loses for those users that use the Crowds service 

and also for those user that do not. 

 

Figure 8-30 Losses percentage vs. Forwarding probability Real scenario 

Losses for users that do not use the Crowds anonymity service remain almost equal for all the 

forwarding probabilities when GPSR-BB is the routing protocol, but when using AODV slight 

changes are present (see point for pf equals 50 and 75). This effect cannot be considered a 

clearly tendency, but it revels the drawback of using an end-to-end route because the route 

maintenance may suffer disconnection problems (due to collisions) by the extra traffic generated 

by the Crowds service.  

The losses in the subset of users that send packets with the anonymity Crowds service follow 

the behaviour depicted in the single hop analysis. That is, with a higher forwarding probability, 

higher will be the packet loses. However, results demonstrate that GPSR-BB has fewer losses 

than AODV for all the forwarding probabilities tested. 

8.5.4 Delay Analysis 

The average delay shown in Figure 8-31, contributes to demonstrate the better stability of 

GPSR-BB against AODV. GPSR-BB has the same average delay for the users that do not use 

Crowds. On the other hand, AODV has a jitter in the delay depending on the forwarding 

probability used. 

For the users of the Crowds service, the average delay goes reducing with the increment of pf, 

because of packets with a high number of hops can be dropped with more probability than the 

ones with fewer hops and consequently they do not compute in the average delay. 

To finish with the delay analysis, it is necessary to remark that the higher delay of GPSR-BB 

also is due to its higher use of the buffer (See Section 8.3.1). 
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Figure 8-31 Average Delay vs. Forwarding probability Real scenario 

8.5.5 Final Analysis 
The Figure 8-32 tries to summarize the behaviour of AODV and GPSR-BB with different 

forwarding probability and their effects over other normal (without anonymity) traffic. 

Firstly, the intrinsic anonymity given by the routing protocols in a multi hop scenario and its 

variation when anonymity traffic is present (that produces more hops), remains stable for 

GPSR-BB but not for AODV. This is an evidence of the robustness of a hop-by-hop routing 

protocol as GPSR-BB. 

Secondly, the behaviour of AODV dealing anonymity traffic is very incoherent; the main reason 

for this is its dependence of the route establishment, which produces the undesirable effect of 

higher packet loses and extra signalling traffic trying to solve link breakages that might be 

produced by the extra traffic generated for providing anonymity using Crowds. 

 

Figure 8-32 Anonymity vs. Forwarding probability Real scenario 
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Finally, simulations show that GPSR-BB follows more accurately the expected behaviour of 

Crowds given more anonymity when a higher probability of forwarding is utilized. In contrast, a 

huge amount of losses are present. GPSR-BB can work with Crowds easier than AODV because 

of its efficient hop-by-hop routing operation. 
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9 CONCLUSIONS AND FUTURE 
WORKS 

 

This work introduces the necessary modifications for adding to a proactive routing protocol as 

AODV [2] and location-based routing protocol as GPSR [3] to provide anonymity in data 

transmission in Vehicular Ad hoc Networks. To achieve so, we have adapted the mechanism 

Crowds [1] used initially for giving anonymity for web transactions. 

Two modifications of GPSR named GPSR-B and GPSR-BB were developed in order to avoid 

perimeter mode when a local maximum event is reached through the implementation of a 

buffer.Both modifications uses the MOPR [23] mechanism to enhanced the selection of the next 

forwarding node but only GPSR-BB is able to prevent the presence of building for choosing the 

next forwarding node; this feature makes GPSR-BB suitable for urban environments. 

The simulations results in an urban scenario with a fix destination node and multipoint to point 

traffic model using NCTuns [4] network simulator show that GPSR-BB outperforms the 

average throughput of AODV in low dense vehicle scenario and equals AODV in medium and 

high vehicle density, but GPSR-BB average delay is for all the cases higher than AODV 

because GPSR-BB uses its buffer more times. 

Simulations have shown the high robustness of GPSR-BB when it has to carry out the sending 

of packets over long distances or with low density of vehicles, nevertheless sometimes the 

criteria used by GPSR-BB may be too restrictive, especially in short distances and medium car 

density where AODV can get better results. Based on it, the application of relaxing techniques 

in the parameters used for the selection of the next forwarding node or the addition of new 

parameters for optimizing the current criteria must be studied and tested. 

The simulations results of testing the theoretical lossless single hop Crowds analysis done in 

Section 7 shows a very high accuracy with the expected result but including the effects of 

packet loses due to the collisions that contribute decreasing the anonymity level comparing with 

theoretical level. 

The simulations done with a real multi hop scenario demonstrate the robustness and better 

Quality of Service of GPSR-BB using Crowds for both the users who use the Crowds 
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anonymity service and for those who do not because it applies a strict hop-by-hop routing 

criteria and does not need on band end-to-end signalling. 

The intrinsic anonymity level of a multi hop real scenario forces to think about less strict 

Crowds implementations that can achieved good anonymity levels without huge losses.  

Several others attacks must be analysed, especially combined attacks intended to guess the 

identity of the node as the Denied of Service attack together with of the malicious node 

collaborators. Mechanisms to prevent, react and mitigate these types of attack need to be 

formulated for having the Crowds with a reasonable level of anonymity security. 

The project mentions possible mechanisms to provide two way transmissions maintaining the 

anonymity of the communications’ initiator. Those mechanisms need to be test for knowing its 

behaviour and performance against attacks based in modifying the reply mechanisms to obtain 

information about the initiator. 

The simulations performed in this project take as base point the Crowds already configured, 

neither previous step to be member of the Crowds is discussed in this project, but it is an 

important issue that must be deal. In [1] where Crowds was presented, a central server called 

blender takes in charge these administrative tasks, and also acts as KDC (Key Distribution 

Centre) for forming an encrypted path and give additional services security as confidentiality 

and integrity; to evaluate a solution for this purpose is a necessary task in order to provide 

security. 
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11 APPENDIX 1: Equation to 
determinate if two vehicles are in 
line-of-sight in a Manhattan layout 

 

lx: half of the street’ width in the x coordinate 

ly: half of the street’ width in the y coordinate 

  : Absolute difference between the x coordinates of the two vehicles  

  : Absolute difference between the y coordinates of the two vehicles   

Vehicles are out of LOS (Line Of Sight) when  β>α 

1 2x x x  

1 2y y y  
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Vehicles are in LOS when β<α. 

 

       
  

  
        

  

   
     

        

  

  
  

  

     
 

   
  

  
       

Therefore, there is LOS in a Manhattan scenario if and only if 
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12 APPENDIX 2: LOG FORMAT 
DESCRIPTION 

The log format is the following: 

 

RX_HELLO - 0.050890 - 0 - 30 - 6 - 0 - 0 - 0 - 60 – 0 

All the fields of the log are separated by a middle line between two spaces. The meanings of the 

fields from left to right are: 

 

 Position  Meaning 

1.  Event type 

2.  Time when the event happens (in seconds) 

3.  Packet id 

4.  Current node Id 

5.  Source node Id 

6.  Last node Id which receive the packet using Crowds mode 

7.  Next hop Node Id 

8.  Destination node Id 

9.  Packet Length (in bytes) 

10.  Number of neighbors of current node(4) 

 

The rest of the appendix explain the different values of the fields for each protocol based on 

event types for AODV and GPSR and tis variants 

 
MESSAGE EVENT 

TYPE 

EVENT 

TYPE 

MEANING 

OTHER FIELS VALUE MEANING 

SEND  TX Transmissio

n event 

Last node Id 0 Crowds is not used 

TX_ERR Transmissio

n error event 

Last node Id 

Next hop Id 

 

Next hop Id  

Next hop Id 

 

0 

0 

 

0 

     -1 

Crowds is not used 

Route no valid 

 

No neighbour 

No closest neighbor to 

destination than me 

TXC Transmissio

n by Crowds  

mode 

Last node Id 

 

Next hop 

Id 
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TXC_ERR Transmissio

n error by 

Crowds 

mode 

Next hop Id  

Next hop Id 

 

0 

     -1 

 No neighbors 

Only one neighbor but 

it is the destination 

JUMP JP Jump event 

by 

intermediate 

node 

   

JP_ERR Jump error 

event 

Next hop Id 

 

Next hop Id  

Next hop Id 

 

0 

 

 

0 

     -1 

No used 

 

No neighbour 

No closest neighbor to 

destination than me 

JPC Jump by 

Crowds 

mode 

Last node Id 

 

Next hop 

Id 

 

JPC_ERR Jump error 

by Crowds 

mode 

Next hop Id  

Next hop Id 

 

0 

     -1 

 No neighbors 

Only one neighbor but 

it is the destination 

RECEPTI

ON 

RX_HELL

O* 

Reception of 

hello messa 

Last node Id 

Next hop Id 

0 

0 

Crowds is not used 

No used 

RX_RREQ* Reception of 

Route 

Request 

Last node Id 

Next hop Id 

0 

0 

Crowds is not used 

No used 

RX_RREP* Reception of 

Route Reply 

Last node Id 

Next hop Id 

0 

0 

Crowds is not used 

No used 

RX_ERR* Reception of 

Route Error 

Last node Id 

Next hop Id 

0 

0 

Crowds is not used 

No used 

RX Reception of 

data 

message 

Next hop Id 0 No used. It is the 

destination. 

 

* It is only used with AODV 

Blue words indicate that is only valid for GPSR and its variants 
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